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3/IOYTIOTPEBA H 3ALITHTA /IHYHHUX IIOJATAKA Y PENIYBJ/IULIH
CEBEPHO] MAKE/IOHHJH - HOBH TPEH/]JOBH U H3A30BH

[IpuBaTHOCT je jefaH 0/ HAjOCET/bUBUjUX CerMeHaTa JbYy,CKOI )KUBOTA, IUTO I'a YUHHU
jeAHUM ofi HajTexkux peHOoMeHa 3a IOTNYHO NPaBHO peryJrcame. Y epu 6p3or pa3soja
nHTepHeTa, UK TexHO/10TMja M pauyHapCKUX IPOrpaMa, Y3 pacipoCcTpambeHy U HEKOH-
TPOJIMCAHY YIOTpPeOy ApyUITBeHUX Mpexa (Instagram, Facebook, Twitter-X, TikTok),
KOPUCHHULM 6€3003MPHO M HAWBHO 06jaBJbyjy IMYHE NI0JaTKe He pa3MUIl/bajyhu Ja iu
61 MOTJIM GUTH IpeAMET 3JI0YTIoTpebe o/ cTpaHe Tpehux inia. 3yoynoTpe6a JTUYHUX
nojaTaka y3vuMa cBe BULIe Maxa, IIpe cBera 360r pa3Boja TEXHOJIOTHje, a KOMIjY TEPCKU
KpHMMHHaJ IO pUMa HOBUje U OllacHUje 06JIMKe, Kao LITO cy: Kpabha mojaTtaka, kpaha
UJIeHTUTeTa, KOMIIjyTepcKa IpeBapa, XakoBakbe, ollTehemwe nojaTaka, 3apasa BUpY-
cuMa, 3J10HaMepHU codTBep (Malware, Adware, Spyware, Virus, Worms, Ransomware,
Trojan, Keylogger). be36eAHOCT ¥ OBEPJbUBOCT JMYHUX [I0/laTaKa je 3arapaHTOBaHa
YctaBoM Peny6sinke CeBepHe MakejoHUje 1 3aKOHOM O 3aIITUTH IMYHUX OIaTaKa.
Y 3akoHy 0 3alITUTH JIMYHUX NI0/JaTaKa, IOBpe/Ja je AedUHUCAHA Kao: ,CBAKO Hapy-
11aBame 6e36eJHOCTHU KOje J0BO/LU 10 CJYYajHOT UM IPOTHBIPABHOT YHUIITABaKba,
ryb6uTKa, M3MeHe, HeoBJlallNeHOT OTKpHUBaka UM IPUCTY A IUYHUM N0/alMMa KOjU
ce IpeHoCe, YyBajy UJIM HA JIpyTrd HAYKH 06pabyjy”. pahbaHuMa ce rapaHTyje 3alITUTA
0/l NOBpe/Jie TMYHOT UHTErpUTETA KOja MPOMCTUYE U3 EBU/IEHIIM]je T0JjaTaKa O lbHMMa.
Y oBoM paay hemo pasmoTpuTu rpahaHcko-npaBHe, KPUBUYHO MPABHE, a1k U eTUYKe
acrneKkTe 3alUTUTE JIMYHUX NI0ZlaTaKa U 3alITUTe IIpaBa Ha IPUBATHOCT, Y KOHTEKCTY
HOBUX TPEH/I0Ba U N3a30Ba.

Kbequ pedYu: NIpUBATHOCT, IUYHU IMOJAALH, 3ALLITHUTA.
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MISUSE AND PROTECTION OF PERSONAL DATA IN THE REPUBLIC
OF NORTH MACEDONIA: NEW TRENDS AND CHALLENGES

Privacy is one of the most sensitive segments of human life, which makes it one of the
most difficult phenomena to fully regulate. In the era of rapid development of the In-
ternet, IC technologies and computer programs, and the widespread and uncontrolled
use of social networks (Instagram, Facebook, Twitter-X, TikTok), users recklessly and
naively publish personal data without thinking about whether they could be subject
to abuse by third parties. The abuse of personal data is gaining momentum, primarily
due to the development of technology, and computer crime is taking on newer and more
dangerous forms, such as: data theft, identity theft, computer fraud, hacking, data cor-
ruption, virus infection, malicious software (Malware, Adware, Spyware, Virus, Worms,
Ransomware, Trojan, Keylogger). The security and confidentiality of personal data is
guaranteed by the Constitution of the Republic of North Macedonia and the Personal
Data Protection Act. In the Personal Data Protection Act, a personal data breach is de-
fined as “any breach of security that leads to the accidental or unlawful destruction,
loss, alteration, unauthorized disclosure of, or access to, personal data transmitted,
stored, or otherwise processed”. Citizens are guaranteed protection against violations
of personal integrity arising from the recording of data about them. In this paper, we
will consider the civil, criminal, and ethical aspects of the protection of personal data
and the protection of the right to privacy in the context of new trends and challenges.

Keywords: privacy, personal data, protection.
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