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Apstrakt: Brzi razvoj IKT rešenja značajno je transformisao bezbednu komunikaciju bespilotnih letelica 

(UAV). Ovaj rad predstavlja SecuDroneComm - hibridnu platformu osmišljenu za sigurnu i 

niskolatentnu komunikaciju između drona i komandnog centra. Platforma se upoređuje sa IKT okvirima 

poput ITU-T X.805, SmartNet arhitekture i sistema sa federativnim identitetom, s fokusom na enkripciju, 

arhitekturu servera i strategije implementacije. SecuDroneComm koristi hibridne servere, SDN-slične 

koordinatore i napredne bezbednosne protokole (TLS 1.3, OAuth, AES-256), što je čini pogodnom za 

primenu u ratnim uslovima, vanrednim situacijama i zdravstvu. Buduća unapređenja uključuju 5G mreže, 

validaciju zasnovanu na blokčejnu i naprednu kontrolu pristupa. Usklađena sa savremenim IKT 

trendovima, platform SecuDroneComm pokazuje visok potencijal da postane referentno rešenje za 

sigurnu i skalabilnu komunikaciju UAV sistema u dinamičnim okruženjima. 

 

Ključne reči: SecuDroneComm, sigurne IKT platforme, hibridna serverska arhitektura, komunikacija 

bespilotnih letelica (UAV), razmena podataka u realnom vremenu 

 

Advancing SecuDroneComm: A Comparative State-of-the- 

Art Analysis with Modern ICT Platforms for Secure 

Communication 

Abstract: The rapid growth of ICT has transformed secure UAV communication. This paper presents 

SecuDroneComm, a hybrid platform designed for secure, low-latency drone-to-command 

communication. It is compared with ICT frameworks like ITU-T X.805, SmartNet, and federated identity 

systems, focusing on encryption, architecture, and deployment. SecuDroneComm uses hybrid servers, 

SDN-like coordinators, and robust security (TLS 1.3, OAuth, AES-256), making it suitable for 

battlefield, disaster, and health missions. Future enhancements include 5G, blockchain, and advanced 

access control. Aligned with modern ICT trends, SecuDroneComm shows strong potential as a 

benchmark for secure, scalable UAV communications in dynamic environments. 

Keywords: SecuDroneComm, Secure ICT Platforms, Hybrid Server Architecture, UAV 

Communication, Real-Time Data Exchange 

 

1. Introduction 

In today's fast-paced technological landscape, secure communication systems are essential for modern 

infrastructure, facilitating everything from personal devices to extensive industrial and military 

operations. The rise of drones and their incorporation into critical systems has introduced additional 

complexity and significance to these platforms. These unmanned aerial vehicles (UAVs) have evolved 

from specialized tools to vital assets in areas such as surveillance, disaster response, logistics, and 

defense. However, their growing deployment also presents challenges in ensuring secure, real-time 

communication between drones, their control centers, and the wider network. SecuDroneComm, a hybrid 

platform aimed at providing secure communication between drones and their command centers, stands 

out as a timely and innovative solution. It is built on the foundations of advanced ICT systems, utilizing 

technologies like AES-256 encryption, TLS 1.3, and hybrid server architectures to guarantee data 

integrity, confidentiality, and availability. 
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Although current systems have made progress in tackling these issues, there are still gaps in scalability, 

adaptability, and the capacity to integrate smoothly within dynamic environments (Agarwal & Wang, 

2005), (Ahmad et al., 2012). 

 

1.1. The Role of Secure ICT Platforms in Modern Communication 

Secure ICT platforms play a vital role in various critical operations. These systems are designed to ensure 

that sensitive data is transmitted and processed securely, protecting it from interception or unauthorized 

access. This need becomes even more crucial in areas like drone communication, where operations are 

distributed and wireless transmission is inherently vulnerable. While platforms such as ITU-T X.805 and 

SmartNet have made significant contributions to secure ICT infrastructure, they often struggle to meet 

the modern demands for mobility, real-time responsiveness, and global scalability (Alkussayer & Allen, 

2010), (Amir et al., 2004a). SecuDroneComm seeks to tackle these issues by merging the strengths of 

traditional systems with contemporary innovations (Amir et al., 2004b). It employs hybrid servers that 

combine the scalability of cloud-based solutions with the low-latency advantages of local servers. 

Furthermore, the implementation of logical coordinators, similar to SDN controllers, optimizes data flow 

and resource allocation throughout the system (Amir et al., 2020). 

 

1.2. The Importance of Real-Time Communication for Drones 

Drones depend on a constant flow of information to carry out their functions successfully. Whether it's 

gathering surveillance data or performing autonomous actions, each task relies on secure and reliable 

communication channels. In critical situations such as battlefield reconnaissance or disaster response, 

even a slight delay or disruption in communication can have dire consequences (Amin et al., 2003). 

Conventional ICT systems frequently fall short of the high-speed, low-latency demands of these 

applications, which is why solutions like SecuDroneComm are essential (Barrows & Powers, 2009), 

(Benzel et al., 2006). 

 

1.3. Bridging the Gap: Comparing SecuDroneComm with Existing Platforms 

Current ICT platforms have significantly advanced secure communication. For instance: 

1. ITU-T X.805 offers a comprehensive security framework for ICT systems, but it is primarily 

designed for stationary environments, making it less effective for mobile and dynamic 

operations (Braga & Nascimento, 2012). 

2. The SmartNet architecture, aimed at energy systems, demonstrates the capabilities of distributed 

ICT frameworks, yet it lacks the real-time responsiveness essential for UAV operations (Braga, 

2013). 

3. Federated identity systems in mobile and wireless communications improve user authentication 

and access control, but they often struggle with scalability and interoperability issues, especially 

in hybrid server environments (Chatisa et al., 2023), (Chockler et al., 2001). 

 

By drawing insights from these systems, SecuDroneComm integrates advanced features like OAuth- 

based access control and TLS-encrypted connections, while also catering to the specific needs of drone 

communication. 

Its hybrid design facilitates smooth operation across both local and cloud servers, ensuring uninterrupted 

data flow even in areas with limited connectivity (Diesburg & Wang, 2010), (Edgar et al., 2011). 

 

1.4. Key Features of SecuDroneComm Platform 

1. Hybrid Server Architecture: SecuDroneComm combines local and cloud servers, enabling it to 

meet various operational needs. Local servers ensure low-latency performance for real-time 

applications, while cloud servers provide scalability and redundancy for long-term data 

management (ELECTRA, 2013). 

2. Advanced Security Protocols: At the core of SecuDroneComm is a strong focus on security. It 

utilizes AES-256 encryption to protect data, TLS 1.3 for secure transmission, and OAuth for 

reliable user authentication. These protocols work together to secure data throughout its entire 

lifecycle (Enck et al., 2011), (Fragkiadakis et al., 2013). 
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3. Logical Coordinator (SDN Controller): Drawing from software-defined networking (SDN) 

principles, the logical coordinator facilitates efficient data routing and server resource 

management. This feature is especially useful in hybrid environments, where data may need to be 

dynamically allocated between local and cloud servers (Hiltunen et al., 2001). 

4. Real-Time Responsiveness: The platform is built to meet the high-speed demands of drone 

communication. Its optimized architecture reduces latency, ensuring that data is transmitted and 

processed promptly (Horsmanheimo et al., 2017). 

5. Scalability: SecuDroneComm is capable of scaling from small tactical deployments to extensive, 

distributed networks. Its modular design allows for the addition of new nodes, servers, or drones 

without interrupting ongoing operations (Hussain et al., 2014), (Huawei Technologies Co., Ltd., 

2023). 

 

1.5. Applications and Use Cases 

1. Military Operations: In defense situations, drones frequently operate in challenging 

environments where secure communication is essential. SecuDroneComm allows for real-time 

data sharing between UAVs and command centers, ensuring that reconnaissance and tactical 

decisions rely on accurate, up-to-date information (International Telecommunication Union, 

2003), (ITU-R, 2015). 

2. Disaster Management: In the event of natural disasters, drones are crucial for assessing damage 

and finding survivors. SecuDroneComm supports the secure transmission of this information to 

response teams, enabling timely and coordinated efforts (Keidar et al., 2000). 

3. Public Health Monitoring: The platform can also be utilized for health surveillance, such as 

tracking air quality or identifying pathogens in urban settings. By connecting with cloud servers, 

it enables health agencies to analyze data on a large scale while ensuring local responsiveness 

(Pereira et al., 2013). 

4. Industrial Applications: Whether inspecting pipelines or monitoring factory emissions, drones 

equipped with SecuDroneComm guarantee that sensitive industrial data remains secure from 

breaches or tampering (Reardon et al., 2012). 

 

1.6. Challenges and Opportunities 

Implementing SecuDroneComm brings its own challenges, especially when it comes to integrating its 

components in various environments. The need for advanced technology infrastructure, including hybrid 

servers and logical coordinators, demands careful planning and investment. Moreover, the platform must 

be adaptable to keep pace with changing security threats and technological progress. On the flip side, 

these challenges also open doors for growth. By leveraging emerging technologies like blockchain for 

data validation and AI for threat detection, SecuDroneComm can significantly boost its capabilities. 

Collaborating with existing ICT platforms and manufacturers could also speed up its adoption and 

improvement (Saxena & Chaudhari, 2012), (Schrittwieser et al., 2012). 

 

2. Literature Review 

This section examines the latest advancements in ICT platforms designed for secure communication, 

contrasting them with the proposed SecuDroneComm platform. It incorporates insights from the 

provided materials to create a thorough understanding of current systems and identifies areas for 

improvement (Siddiqi et al., 2006). 

 

2.1. Overview of SecuDroneComm Platform 

SecuDroneComm is a sophisticated hybrid ICT platform crafted for secure, real-time communication 

between drones and command centers. Its design combines local and cloud servers, enabling low- latency 

operations in restricted environments while also allowing for scalability in large-scale deployments. 

Notable features include AES-256 encryption for data protection, TLS 1.3 for secure data transport, and 

OAuth-based user authentication. The system includes a logical coordinator, akin to an SDN controller, 

which dynamically routes data and optimizes server resources (Wang et al., 2012), (Wischounig-Strucl 

& Rinner, 2015). 

 

This platform is especially well-suited for high-stakes applications such as military operations, disaster 

response, and public health surveillance, where data security and real-time responsiveness are essential. 
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By utilizing a modular architecture and state-of-the-art technologies, SecuDroneComm provides 

flexibility and adaptability across a variety of operational scenarios (Yanmaz et al., 2017). 

 

2.2. Overview of Other ICT Platforms 

The following ICT platforms showcase different strategies for ensuring secure communication, each 

tailored to specific use cases and challenges: 

 

1. ITU-T X.805 Framework: This comprehensive security framework, ITU-T X.805, emphasizes 

end-to-end protection for networked systems. It features a three-layer architecture 

(Infrastructure, Services, Applications) and eight security dimensions, offering a solid approach 

to securing data in distributed environments. However, its emphasis on traditional IP-based 

networks restricts its use in modern dynamic scenarios like UAV communication (Agarwal & 

Wang, 2005). 

2. SmartNet Architecture: SmartNet is crafted for secure communication within energy systems, 

utilizing distributed ICT frameworks such as IoT and 5G. Its SGAM (Smart Grid Architecture 

Model) facilitates efficient data alignment and flow in smart grids. While it shines in flexibility 

and system integration, its focus on energy systems limits its relevance to UAV operations and 

real-time needs (Ahmad et al., 2012). 

3. Trust-ME Federated Framework: This platform focuses on federated identity management, 

making user authentication easier across various systems. By utilizing Single Sign-On (SSO) 

and Intrusion Detection Systems (IDS), Trust-ME improves both security and user experience. 

However, its main focus is on identity and access management, rather than on real-time data 

transmission or hybrid architectures (Alkussayer & Allen, 2010). 

4. Spread Secure Communication: Spread is a system created for secure group communication, 

using dynamic group key management protocols. It guarantees data confidentiality and integrity 

while ensuring scalability for collaborative settings. However, its effectiveness in UAV-based 

applications is limited due to the complexity of group configurations and the dependence on 

pre-established networks (Amir et al., 2004a). 

 

Table 1: Overview of the SecuDroneComm and other proposed platforms 
 

Platform Core Focus Key Features Applications 

 

SecuDroneComm 

 

Real-time UAV 

communication 

Hybrid server 

architecture, AES- 

256 encryption, TLS 

1.3, SDN-like logical 

coordinator 

Military, disaster 

response, public 

health monitoring 

 

 

ITU-T X.805 

 

End-to-end security 

Layered architecture 

(Infrastructure, 

Services, 

Applications), Eight 
security dimensions 

Traditional IP- 

based systems, 

networked 

environments 

 

 

SmartNet 

 

Energy system 

communication 

Distributed ICT 

frameworks, SGAM 

model, integration 

with IoT and 5G 

 

Smart grids, energy 

management 

 

Trust-ME 

 

Federated identity 

management 

Single Sign-On 

(SSO), Intrusion 

Detection Systems 

(IDS), centralized 

policy control 

Identity 

management, 

secure 

authentication 

 

Spread 

Group 

communication 

security 

Dynamic group key 

management, 

scalable data integrity 

solutions 

Collaborative 

environments, 

enterprise 

communication 

Source: Authors‘ research 
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3. Comparison of SecuDroneComm with Proposed Platforms 

The SecuDroneComm platform offers a distinctive method for ensuring secure communication among 

drones by utilizing advanced encryption protocols, a hybrid server architecture, and dynamic routing. 

Although existing platforms like ITU-T X.805, SmartNet, Trust-ME, and Spread have made important 

strides in secure ICT communication, they each fall short in meeting the unique needs of real-time UAV 

operations. This section presents a comparative analysis, highlighting how SecuDroneComm 

differentiates itself and draws lessons from these other platforms (Agarwal & Wang, 2005), (Ahmad et 

al., 2012), (Alkussayer & Allen, 2010), (Amir et al., 2004a). 

 

Table 2: Comparison of SecuDroneComm with Proposed Platforms 
 

Platform Primary Focus Strengths Limitations 

 

 

SecuDroneComm 

Secure real-time 

UAV 

communication 

Hybrid server 

architecture, AES- 

256 encryption, 

TLS 1.3, SDN-like 
logical coordinator 

Requires advanced 

infrastructure; initial 

setup complexity 

 

 

ITU-T X.805 

 

End-to-end network 

security 

Comprehensive 

layered framework; 

adaptable to 

multiple network 

scales 

Focused on 

traditional IP-based 

systems; limited 

support for mobile 

and hybrid 
environments 

 

SmartNet 

 

Distributed energy 

communication 

IoT and 5G 

integration; highly 

flexible distributed 

architecture 

Tailored for energy 

systems; lacks 

emphasis on UAV 

and real-time 
responsiveness 

 

Trust-ME 

 

Federated identity 

management 

Single Sign-On 

(SSO); intrusion 

detection; seamless 

user access 

Geared toward 

authentication and 

access management; 

less focus on data 

routing or scalability 

 

Spread 

 

Secure group 

communication 

Dynamic group key 

management; 

scalability for 

collaborative 
networks 

Complexity in 

managing group 

configurations; not 

optimized for hybrid 
server architectures 

Source: Authors‘ research 

 

4. Effectiveness Comparison of SecuDroneComm with Proposed 

Platforms 

To assess the effectiveness of the SecuDroneComm platform, it's crucial to examine key performance 

indicators like latency, security, scalability, adaptability, and user accessibility (Agarwal & Wang, 2005), 

(Ahmad et al., 2012). This section will compare SecuDroneComm with other leading ICT platforms, 

such as ITU-T X.805, SmartNet, Trust-ME, and Spread, based on these metrics. 

 

The goal of this comparison is to showcase SecuDroneComm's strengths, pinpoint areas where it 

outperforms existing systems, and explore potential opportunities for improvement (Alkussayer & Allen, 

2010), (Amir et al., 2004a). 
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Table 3: Effectiveness Comparison of SecuDroneComm with Proposed Platforms 
 

Metric SecuDroneComm 
ITU-T 

X.805 
SmartNet Trust-ME Spread 

 

Latency 
Real-time with 

hybrid servers 

 

Moderate 
High in static 

environments 

 

Moderate 
Depends on 

group size 

 

Security 
AES-256, TLS 1.3, 

OAuth 

Multi- 

layered 

framework 

Blockchain- 

based 

encryption 

Federated 

authentication 

Group key 

management 

 

Scalability 
Highly scalable 

(hybrid model) 

Limited to 

network 

scope 

Flexible in 

distributed 

grids 

Limited to 

authentication 

Scalable in 

group settings 

 

Adaptability 
Dynamic routing 

with SDN-like logic 

Rigid for 

IP-based 

systems 

Focused on 

energy 

systems 

Limited to 

access control 

Limited to 

preconfigured 

groups 

User 

Accessibilit

y 

Modular design for 

easy integration 

Structured 

but static 

Advanced IoT 

integration 

SSO for 

seamless 

access 

Complex 

group 

configurations 

Source: Authors‘ research 

SecuDroneComm stands out from other platforms in several important areas related to UAV 

communication: 

- Its hybrid architecture allows for real-time data processing with minimal latency (Agarwal & 

Wang, 2005). 

- Cutting-edge security protocols offer strong data protection while maintaining scalability 

(Ahmad et al., 2012). 

- The dynamic routing system enhances its adaptability to various and changing environments 

(Alkussayer & Allen, 2010), (Amir et al., 2004a). 

 

By evaluating the strengths and weaknesses of competing platforms, SecuDroneComm integrates their 

best practices and addresses significant gaps, positioning itself as a leader in secure UAV communication. 

The figures below present a comparative schematic that illustrates the workflows of these platforms 

(Agarwal & Wang, 2005), (Ahmad et al., 2012), (Alkussayer & Allen, 2010), (Amir et al., 2004a), (Amir 

et al., 2004b), (Amir et al., 2020), (Amin et al., 2003). 

Figure 1: SecuDroneComm Platform Workflow 

Source: Authors‘ research 
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Figure 1 provides an overview of the SecuDroneComm workflow, emphasizing its real-time data 

handling, robust security layers, and flexible integration capabilities. This schematic highlights how the 

platform coordinates between UAVs, edge servers, and end-users to ensure seamless and secure 

communication. 

 

Figure 2: ITU-TX.805 Platform Workflow 

Source: Authors‘ research 

Figure 2 depicts the workflow of the ITU-T X.805 platform, which is characterized by its structured but 

relatively rigid architecture. The figure illustrates how the platform‘s multi-layered security framework 

is integrated within traditional IP-based systems, providing a reference point for legacy ICT solutions. 

Figure 3: SmartNet Platform Workflow 

Source: Authors‘ research 

 

Figure 3 demonstrates the operational flow of the SmartNet platform. This solution focuses primarily on 

energy efficiency and secure communications within distributed grids. The figure underscores 

SmartNet's reliance on blockchain-based encryption and its advanced integration with IoT environments. 
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Figure 4: Trust-ME Platform Workflow 

Source: Authors‘ research 

 

Figure 4 illustrates the Trust-ME platform‘s workflow, which leverages federated authentication and 

single sign-on mechanisms for streamlined access control. The schematic details how Trust-ME manages 

user identities and access privileges, though its adaptability remains limited compared to newer solutions. 

Figure 5: Spread Platform Workflow 

Source: Authors‘ research 

Figure 5 shows the Spread platform‘s workflow, with an emphasis on group communication and key 

management. The platform is particularly suitable for preconfigured group settings, though its 

adaptability is constrained by static group definitions. 

 

4. Conclusion 

The SecuDroneComm platform marks a major step forward in secure communication systems designed 

specifically for real-time UAV operations. It integrates a hybrid server architecture with strong 

encryption protocols such as AES-256 and TLS 1.3, along with a dynamic routing mechanism influenced 

by SDN principles. This combination effectively tackles key issues like latency, scalability, and 

adaptability. 
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Its modular design and ability to integrate with other systems make it a flexible solution for a range of 

applications, including military operations, disaster management, and public health surveillance. When 

compared to existing platforms like ITU-T X.805, SmartNet, Trust-ME, and Spread, SecuDroneComm 

offers better real-time responsiveness, improved security, and increased flexibility in changing 

environments. However, to implement it successfully, challenges such as infrastructure requirements, 

cybersecurity threats, and the necessity for user training must be addressed. By using phased deployment 

strategies, incorporating emerging technologies like AI and blockchain, and ensuring compatibility with 

legacy systems, SecuDroneComm can further boost its effectiveness. 

As UAV operations and secure communication advance, SecuDroneComm is poised to establish a new 

benchmark in ICT platforms. Its cutting-edge approach addresses the shortcomings of traditional systems 

while also laying the groundwork for future innovations, guaranteeing safe and efficient communication 

in a world that is becoming more interconnected and complex. 
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