ISSN 2220 - HBELX

Viti i XllI-té i Botimit, Nr.2, Dhjetor 2021

” ’ ’$ A N ;“‘
“V -
) Y S
0 4 N
$ i A
\ N
: s
\ N
S &
- I BLigp g snQ® \ "‘

<~ VERS,

oo ssssst’

LIV

Revisté shkencore e “ALBANIAN UNIVERSITY”

Bulevardi: “Zogu i I-ré”, Tirané, Shqipéri (Albania) ¢ Tel (+355) 4 2271602

optime@albanianuniversity.edu.al

ISSN 2220-461X

= Shtépia Botuese & Shtypshkronja “Albanian University Press”.
Adresa: Bulevardi “Zogu I”, Tirang, Albania

Mobile: +355 (0) 699441011

uA_Ibani_an
niversity
press

&‘ «ALISHIAINN NVINVE1V,, @ 2100ud)ys 8)siAay 120z 103alya‘ N Hunog tar-nx ! ma S| [N [ JL 2] ©)

e-mail: pressalbaniauniversity@gmail.com




ISSN 2220 - 461X
Viti i XllI-té i Botimit, Nr.2, Dhjetor 2021

OPTIME

SPECIAL ISSUE
JEAN MONNET MODULE

EUWEB

Tirané 2021






EDITOR IN CHIEF

Prof. Dr. Anesti Kondili, Akademik Emeritus

VICE EDITOR IN CHIEF
Prof. Asoc. Dr. Erda Qorri

SCIENTIFIC BOARD

Prof. Dr. Kaliopi Naska Prof. Dr. Gjovalin Shkurtaj Akademik Emeritus
Prof. Dr. Vera Ostreni Prof. Dr. Ramazan Isufi
Prof. Dr. Pavli Kongo Prof. Asoc. Dr. Edit Xhajanka

Prof. Dr. Hamit Borigi

Prof. Asoc. Dr. Argita Malltezi Prof. G@useppe Sici_liani (Ferrara)
Prof. Dr. Alketa Koroshi Prof. Giovani Gravina Manes (Rome)
Prof. Asoc. Dr. Remzi Sulo Prof. Gilberto Sammartino (Naples)
Prof. Asoc. Dr. Manuela Meca Prof. Antonello Santini (Naples)
Prof. Asoc. Dr. Aida Dama Prof. Maria Grazia Cifone (L’Aquila)
Prof. Asoc. Dr. Bedri Kola Prof. Giuseppe Marzo (L’Aquila)
Prof. Asoc. Dr. Genta Rexha Prof. Roberto Gatto (L’Aquila)

Prof. Asoc. Dr. Enkeleda LIukovi Prof. Livio Gallottini (Rome)

PhD. Ismail Tafani

PhD. Nilena Eriksen Prof. Massimo Galli (Rome)

PhD. Xhejni Borshi Prof. As. Vincenzo Calderone (Pisa)
PhD. Eglantina Dervishi Prof. Dr. Alexander Bucur (Bucarest)
Dr. Kleva Shpati Prof. Nevnihal Erdogan (Kocaeli)
Dr. Elisabeta Kafia Prof. Teresa Russo (Salerno)

Dr. Doriana Pano Prof. Giovannina Albano (Salerno)
Dr. Laura Shumka Dr. Arta Sakja Prof. Giorgio Croatto (Padua)

Dr. Ndricim Mehmeti Prof. Enrico Camillera (Palermo)

Prof. Aldo Schiavello (Palermo)
Prof. Norina Fornea (lasi)

EDITORIAL
Dr. Gilberta Hadaj

GRAPHIC DESIGN
Kimete Tataveshi
ISSN: 2220-461X
© 2021, Albanian University. ALL RIGHTS RESERVED
SCIENTIFIC PUBLICATION “Albanian University”
Address: Bulevardi Zogu I. tel. +355 4 2271602 e-mail: optime@albanianuniversity.edu.al

ﬁﬁ PUBLISHING Albanian University Press. Address: Boulevard “Zogu i I”, Tirana, Albania Mobile:

(s +355 (0) 699441011
o e-mail: pressalbaniauniversity@gmail.com, www.albanianuniversity.edu.al,



mailto:optime@albanianuniversity.edu.al
mailto:pressalbaniauniversity@gmail.com
http://www.albanianuniversity.edu.al/

KRYEREDAKTOR

Prof. Dr. Anesti Kondili, Akademik Emeritus

ZV. KRYEREDAKTOR

Prof. Asoc. Dr. Erda Qorri

BORDI DREJTUES SHKENCOR

Prof. Dr. Kaliopi Naska Prof. Dr. Gjovalin Shkurtaj Akademik Emeritus
Prof. Dr. Vera Ostreni Prof. Dr. Ramazan Isufi

Em;' Br' Eavll_tKéJngo_ Prof. Asoc. Dr. Edit Xhajanka

P;gf: Agbc.aIanrl. Arogril'[%I Malltezi Prof. G!useppe Sici_liani (Ferrara) )
Prof. Dr. Alketa Koroshi Prof. Giovani Gravina Manes (Romé)
Prof. Asoc. Dr. Remzi Sulo Prof. Gilberto Sammartino (Napoli)
Prof. Asoc. Dr. Manuela Meca Prof. Antonello Santini (Napoli)
Prof. Asoc. Dr. Aida Dama Prof. Maria Grazia Cifone (L’Aquila)
Prof. Asoc. Dr. Bedri Kola Prof. Giuseppe Marzo (L’Aquila)
Prof. Asoc. Dr. Genta Rexha Prof. Roberto Gatto (L’ Aquila)

Prof. Asoc. Dr. Enkeleda Llukovi Prof. Livio Gallottini (Romé)

PhD. Ismail Tafani

PhD. Nilena Eriksen Prof. Massimo Galli (Romé)

PhD. Xhejni Borshi Prof. As. Vincenzo Calderone (Pisa)
PhD. Eglantina Dervishi Prof. Dr. Alexander Bucur (Bukuresht)
Dr. Kleva Shpati Prof. Nevnihal Erdogan (Kocaeli)

Dr. Elisabeta Kafia Prof. Teresa Russo (Salerno)

Dr. Doriana Pano Prof. Giovannina Albano (Salerno)

Dr. Laura Shumka Dr. Arta Sakja Prof. Giorgio Croatto (Padova)

Dr. Ndri¢im Mehmeti Prof. Enrico Camillera (Palermo)

Prof. Aldo Schiavello (Palermo)
Prof. Norina Fornea (lasi)

REDAKTORE LETRARE
Dr. Gilberta Hadaj

ARTI GRAFIK
Kimete Tataveshi
ISSN: 2220-461X
© 2020, Albanian University. Té gjitha té drejtat té rezervuara.
Botime Shkencore té “Albanian University”

Adresa: Bulevardi Zogu I. tel. +355 4 2271602 e-mail: optime@albanianuniversity.edu.al

lﬁl Shtépia Botuese Albanian University Press. Adresa: Bulevardi “Zogu i Pare”, Tirané, Albania
[T Mobile: +355 (0) 699441011

(AR anisn

S e-mail: pressalbaniauniversity@gmail.com, www.albanianuniversity.edu.al,



mailto:optime@albanianuniversity.edu.al
mailto:pressalbaniauniversity@gmail.com
http://www.albanianuniversity.edu.al/

ESSAYS

PREVENZIONE E PERCEZIONE DI FENOMENI CORRUTTIVI:
ISTANZE DI DIFESA SOCIALE E CRISI DEL GARANTISMO

PROCESSUALE PENALE
Gaspare Dalia” 3

BACK TO THE BASICS: ELECTION INTEGRITY
AS A EU ACCESSION CRITERIA FOR THE WESTERN BALKAN

COUNTRIES
Jasmina Dimitrieva” 14

BEYOND MUTUAL RECOGNITION:

THE RULES OF JOINT INVESTIGATION TEAMS
Rosa Maria Geraci” 28

MONITORING THE DEBATE ON THE NEW PACT ON

MIGRATION AND ASYLUM
Christopher Hein" 41

LIBERAL DEMOCRACY: ABSOLUTIST EU RULE OF LAW

CONDITIONALITY OR PLURALISTIC BARGAINING CHIP?
Anja Matwijkiw" & Bronik Matwijkiw™ 58

ANTI-CORRUPTION AND ANTI-MONEY LAUNDERING: CRIMINAL

NETWORKS AND PREVENTION MODELS COMPARED
Marco Naddeo™ 75

RULE OF LAW E STANDARDS ETICI DEGLI INTERNATIONAL

PROSECUTORS
Anna Oriolo” 86

THE BALKAN MIGRANT ROUTE: A EU UNRESOLVED CRISIS?
Teresa Russo” 99

DALLA GIURISDIZIONE DELLA CORTE SUPREMA ALLA
COMPETENZA DEL TRIBUNALE SPECIALE: LA SFIDA DEL
SISTEMA GIUDIZIARIO ALBANESE CONTRO LA CORRUZIONE

AD ALTO LIVELLO GOVERNATIVO
Ismail Tafani” 110




MIGRANTI E MIGRAZIONI NEL RINNOVATO PARTENARIATO

EURO-MEDITERRANEO: UNA NUOVA ROTTA PER L°UE?
Alessandro Tomaselli® 123

YOUNG RESEARCHERS

ASSET RECOVERY: NUOVA ENFASI DA PARTE DELLE NAZIONI

UNITE NELLA LOTTA ALLA CORRUZIONE
Stefano Busillo” 138

CYBERCRIME REGULATIONS:

NEED FOR A NEW INTERNATIONAL APPROACH?
Natasa Doneva” 168

LA LOTTA ALLA CORRUZIONE IN AMBITO “REGIONALE”:

IL GRUPPO DI STATI CONTRO LA CORRUZIONE (GRECO)
Emanuele Vannata” 182

STUDENT RESEARCH AND REPORT WRITING

CRIMMIGRATION: VERSO UNA NUOVA FORMA DI

DISCRIMINAZIONE?
Andrea Memoli” 203

THE RIGHT TO ASYLUM IN ALBANIA AND POLICIES AGAINST

ILLEGAL MIGRATION
Artela Roshi” 218




PERMBAJTJA

PARANDALIMI DHE PERCEPTIMI | DUKURIVE KORRUPTIVE
INSTANCAT E MBROJTJES SOCIALE DHE KRIZAT E

GARANTIZMIT PROCESUAL PENAL
Gaspare Dalia” 3

KTHIM NE ELEMENTET BAZE: INTEGRITETI | ZGJEDHJEVE SI
NJE KRITER PER PRANIMIN E VENDEVE TE BALLKANIT

PERENDIMOR NE BE
Jasmina Dimitrieva” 14

PERTEJ NJOHJES TE NDERSJELLTE:

RREGULLAT E EKIPEVE TE PERBASHKETA TE HETIMIT
Rosa Maria Geraci” 28

MONITORIMI | DEBATIT PER NJE PAKT TE Rl PER MIGRACIONIN
DHE AZILIN
Christopher Hein" 41

DEMOKRACIA LIBERALE: KUSHTEZIM ABSOLUTIST I SHTETIT

TE SE DREJTES APO PAZAR PLURALIST | BE-SE
Anja Matwijkiw” & Bronik Matwijkiw™ 58

LUFTA KUNDER KORRUPSIONIT DHE PASTRIMIT TE PARAVE:
RRJIETET KRIMINALE DHE KRAHASIM | MODEVELE TE
PARANDALIMIT

Marco Naddeo” 75
SHTETI | ._SE DREJTES DHE STANDARDET ETIKE TE
PROKUROREVE NDERKOMBETARE

Anna Oriolo” 86

RRUGA E BALLKANIKE E MIGRACIONIT:
NJE KRIZE E PAZGJIDHUR E BE-SE?
Teresa Russo” 99

NGA JURISDIKSIONI | GJYKATES SE LARTE TEK KOMPETENCA
E GJYKATES SE POSACME: SFIDA E SISTEMIT GJYQESOR
SHQIPTAR KUNDER KORRUPSIONIT TE LARTE QEVERITAR
Ismail Tafani” 110




EMIGRANTET DHE EMIGRACIONET NE PARTNERETIN E
PERTERIRE EURO-MESDHETAR: NJE DREJTIM | RE PER BE-
NE?

Alessandro Tomaselli 123

ARTIKUJ SHKENCORE TE KERKUESVE TE RINJ

ASSET RECOVERY: THEKSI | Rl NGA KOMBET E BASHKUARA

NE LUFTEN KUNDER KORRUPSIONIT
Stefano Busillo” 138

RREGULLORET E KRIMIT KIBERNETIK:

NEVOJE PER NJE QASJE TE RE NDERKOMBETARE?
Natasa Doneva” 168

LUFTA KUNDER KORRUPSIONIT NE NIVEL “RAJONAL”:

GRUPI | SHTETEVE KUNDER KORRUPSIONIT (GRECO)
Emanuele Vannata” 182

ARTIKUJ SHKENCORE TE STUDENTEVE

KRIMIGRACIONI: DREJT NJE FORME TE RE DISKRIMINIMI?
Andrea Memoli” 203

E DREJTA PER AZIL NE SHQIPERI DHE POLITIKAT KUNDER

MIGRACIONIT TE PALIGJSHEM
Artela Roshi” 218




EU-WESTERN BALKANS COOPERATION ON JUSTICE AND HOME

AFFAIRS
Second Edition

ESSAYS
edited by

Teresa Russo, Anna Oriolo, Gaspare Dalia

EUWEB

EU-WESTERN BALKANS

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Editorial Assistants: Stefano Busillo and Emanuele VVannata

Revisté Shkencore e “Albanian University”



CYBERCRIME REGULATIONS:
NEED FOR A NEW INTERNATIONAL APPROACH?

Natasa Doneva”

“University “Goce Deléev” of Stip (Republic of North Macedonia), Faculty of Law
(natasa.doneva@ugd.edu.mk)

Abstract

Cybercrimes, cyber terrorism and cyber war are the pandemic of the 215 century.
This problem existed before, but lately they have spread with a rapid speed, and
have modified from their basic appearance, which makes them difficult to follow.
The purpose of this paper is to show the need for a cyber convention of a new kind,
and to explain the need for better international legal framework. The paper is
“dealing “first with the European Convention of Cybercrime and its use. Also
having in mind that the cyber field is not only consisted from cybercrimes/ offences
but also with cyber terrorism and cyber wars, the second part of the paper is
dedicated to the need of a new Digital convention. The last part is giving a brief
overlook of the Macedonian legislation considering the cybercrimes.

Keywords: Conventions, Cybercrimes, International Courts, Tallinn Manual.
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RREGULLORET E KRIMIT KIBERNETIK:
NEVOJE PER NJE QASJE TE RE NDERKOMBETARE?

Natasa Doneva”

“Universiteti “Goce Deléev” i Stip (Republika e Magedonisé sé Veriut), Fakulteti i Drejtésisé
(natasa.doneva@ugd.edu.mk)

Abstrakt

Krimet kibernetike, terrorizmi kibernetik dhe lufta kibernetike jané pandemia e
shekullit 21. Ky problem ekzistonte pérpara, por kohét e fundit ato jané shpérndaré
me njé shpejtési marramendése dhe kané modifikuar pamjen e tyre fillestare, gjé qé
i bén mé té véshtiré pér ¢’i ndjekur. Q&llimi i kétij punimi éshté té tregojé nevojén
pér njé konventé kibernetike té llojit té ri dhe té shpjegojé nevojén pér njé kuadér
ligjor ndérkombétar mé té miré. Punimi “trajton” si fillim Konventén Evropiane
té Krimit Kibernetik dhe pérdorimin e saj. Gjithashtu, duke patur né mendje se
fusha kibernetike nuk konsiston vetém né krimet/kudravajtjet kibernetike, por edhe
né terrorizmin Kibernetik dhe luftrat kibernetike, né pjesén e dyté punimi fokusohet
né nevojén e njé konvente té re digjitale. Pjesa e fundit pérmban njé panoramé té
shkurtér té legjislacionit magedonas lidhur me krimin kibernetik,

Fjalé kyce: konventat, krimi kibernetik, gjykatat ndérkombétare, Manuali i
Tallinn-it.

1. Introduction

Cybercrime, cyber terrorism and cyber war, so far are still an enigma that has been studied
by a different profile of experts. The tendency is to explain the more current cyber
(information) war, the attitude of the world powers towards the new replacement for the
conventional war, the preparation and formation of cyber centers by the states and the
possible vision of a new army composed only of hackers armed with a single arsenal-the
computer. Hence, it is inevitable to refer to the legal regulations that tries to deal with
“cybermania” both nationally and internationally.

Lately, many more cybercrime activities are manifested and originated internationally
than nationally. This only further indicates the weight and impact that this crime has
worldwide.

From the huge constellation of international paperwork that refers precisely to the
prevention and suppression of cybercrime, we will list a few, which are adopted by
international organizations or at the initiative of some countries. There are a number of
regional as well as international organizations that have already adopted documents
related to cybercrime / security (1).

Among others, we would mention the following:

- The Council of Europe Convention on Cybercrime (2001) (2);

- The Shanghai Cooperation Organisation (SCO) — Shanghai Convention on
Combatting Terrorism, Separatism and Extremism (2001) (3);
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- The OECD Policy Guidance on Online Identity Theft (2008) (4);
- The Shanghai Cooperation Organisation (SCO) — Cooperation in the Field of
Information Security (2008) (5);
- The League of Arab States Convention on Combating Information Technology
Offences (2010) (6);
- HIPCAR - Harmonization of ICT Policies, Legislation and Regulatory
Procedures in the Caribbean (2012) (7);
- The European Union Directive on attacks against information systems (2013) (8);
- UNODC Expert Group comprehensive study on cybercrime (9);
African Union African Union Convention on Cyber Security and Personal Data
Protection (2014) (10);
- The Commonwealth - Report of the Working Group of Experts on Cybercrime
(2014) (12).

Primarily, the intention of these international treaties and conventions should be to help
unify the legislations of different countries. Cybercrime and cyber terrorism as global
problems are the same for all countries, with the same consequences for all economies,
with the same repercussions for all individuals. Then why so many different regulations
for the same issue? These criminal activities are gaining momentum across a number of
countries, they are gaining international recognition and, as such, are seeking an
international response. The most ideal solution is the cooperation of the states together.
This means first ratification of the international conventions related to this matter,
incrimination in the national legislation of the new crimes in the field of cybercrime,
mutual assistance in the detection, suppression and prevention of this high-tech crime.
The specificity of this issue requires its elaboration at a higher level than the national one.
Hierarchically there are the bilateral agreements, with which two countries regulate their
relations for a certain issue. Afterwards, a step higher, multilateral agreements with which
several countries are obliged to adhere to the rules and norms to which they have
previously agreed. Regional agreements also offer their advantages and benefits, but none
of these are enough to follow the "dark path™ paved by the rapid rise of cybercrime. That
is why there is a need for greater "intervention™ of a greater force. So far this kind of legal,
international protection is offered by the European Cybercrime Convention (also known
as Budapest Convention) adopted in 2001 (12), which obliges the Council of Europe
Member States and other non-Council Member States who participate in its drafting.
The European Convention on Cybercrime emphasizes the need for detailed regulation of
computer crimes, that already have an international character. They are spreading with
incredible speed, which “infects” all countries, without exception. Due to the
transnational character, a special joint international cooperation is needed between the
states and their bodies for effective action, prevention and detection of cybercrime.

The Convention consists of a preamble and four chapters:

1. use / explanation of terms;

2. substantive and procedural law;
3. international cooperation;

4. final provisions.
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Certainly, Chapters Il and 111 are the most fruitful in terms of computer incrimination of
crimes. Starting with article 2, the Convention provides provisions for unauthorized
access, unauthorized interception, intrusion (interference) in data, intrusion (interference)
in the system, misuse of a device, computer-related forgery, computer-related fraud, acts
related to child pornography, as well as works related to copyright and other related rights.
This Convention regulates the effort and assistance, as well as the responsibility of legal
entities. Itis interesting that the Convention also pays attention to the need for expeditious
saving of stored computer data, secrecy and caution in their storage, search or seizure.
Article 35 of the Convention is interesting. It requires each signatory to designate a point
of contact that will be made available 24 hours / 7 days a week, in order to carry out
investigative and other procedural actions in relation to computer system and data-related
crimes, gathering evidence in electronic form or simple simplified 24/7 network
adaptation.

Also, the signatory states of the Convention should pay special attention to the way of
collecting data because they should respect the basic human rights and freedoms,
proclaimed in a number of international documents, such as the Universal Declaration of
Human Rights and Freedoms (1948), the European Convention for Human Rights (1950),
the International Covenant on Civil and Political Rights (1966).

2. The Need of New “Geneva” Convention?

The adoption of the Budapest Convention certainly has a number of benefits. It points to
the alarm and awareness of the world public of the danger lurking in the crimes of the
new age. It exposes the desire to cover as many aspects as possible in the precise legal
regulation and placement of this crime in a well-established legal framework. However,
it also has some shortcomings. Thus, it is not specified in detail how and with the use of
which methods, the states should deal with this crime. The list that initially covers these
crimes, must not be deemed definitive. On the contrary, it should always be open to the
introduction, incrimination of new computer crimes, because they appear in a new form
every day. Plus we must have in mind the danger of their modification. They change the
form of manifestation or the manner of execution.

The Convention, it may be well established by content, but still is binding only on the
member States of the Council of Europe and those who have participated in its
preparation. But what about the other numerous countries where cybercrime is present -
or rather said all other countries - because this crime is present in literally every country
on the planet. So that is why, the need for the adoption / drafting of a universal Convention
on Cybercrime on a international, global nature still exists. There is still a need to
eliminate the “legal gap” in incriminating this crime in the same way in different
countries, to establish the same methods in preventing these crimes and their recognition
in another country (for example, it often happens that the state that seeks assistance for
cybercrime from another country, does not recognize and does not allow the legality of
gathering evidence. Or perhaps it may disagree with the stages of detection of this crime
and the way in which the requesting state works).

In this context I would mention several profiles of firms and experts that insist on a new
digital convention. For example: “[i]n February this year, Microsoft President and Chief
Legal Officer Brad Smith took the stage at the RSA security conference in San Francisco
to make the case for a ‘Digital Geneva Convention’ that protects civilians from state-
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sponsored cyber-attacks. Given that main intent of the last Geneva Convention (1949)
was to protect civilians and non-combatants during warfare, this call to action — a Geneva
5.0 —is both timely and welcome” (13).

According to Microsoft, the purpose of this Convention would be to ‘“commit
governments to protecting civilians from nation-state attacks in times of peace. And just
as the Fourth Geneva Convention recognized that the protection of civilians required the
active involvement of the Red Cross, protection against nation-state cyberattacks requires
the active assistance of technology companies. The tech sector plays a unique role as the
internet’s first responders, and we therefore should commit ourselves to collective action
that will make the internet a safer place, affirming a role as a neutral Digital Switzerland
that assists customers everywhere and retains the world’s trust” (14). The propose of this
kind of a convention, consists of a series of principles like: exercise restraint in developing
cyber weapons; no targeting of tech companies, private sector, or critical infrastructure;
to assist private sector efforts to detect, contain, respond to, and recover in the face of
cyberattacks; to agree to a clear policy for acquiring, retaining, securing, using, and
reporting of vulnerabilities; to agree to limit proliferation of cyber weapons; to limit
engagement in cyber offensive operations. “Microsoft has also called for the
establishment of an independent organization to investigate and attribute state
responsibility for attacks, similar to the International Atomic Energy Agency, with
technical experts from relevant stakeholder groups” (15).

This is one way of how this new convention can be seen. But also, it can be a little bit
different. Here are some suggestions of how this convention can be made, and what sort
of new courts should and could be established.

Given the current alarming situation, the rapid rise of digital crime (here we would
mention cybercrime, cyber terrorism and cyber-information warfare) and the future
prognoses of its escalation, it is more than obvious the need of an international convention
that will comprehensively regulate cyber matter. A Convention that would detail the rules
for detecting, prosecuting and punishing cybercrime, that would implement
incriminations for crimes that will be the same for all countries in the world, and not just
for a certain region (not to allow small localization, but globalization of conventions that
will be ratified anywhere in the world or even better-provide provisions that would have
erga omnes effect and jus cogens norms). Of course, the convention would offer more
general provisions, and it would be up to the states to find a way to implement those
provisions in their domestic regulative. This thesis may seem strange, utopian, too
ambitious, but still correct and achievable. Because the nature of virtual, digital crime
requires such an approach. The transnational action of these crimes is a parameter that is
very important and can have different effects. Thus, if left as before, cybercrime may not
be properly punished because different countries criminalize and punish it differently. In
some cases, certain crimes are not provided as crimes in a law-framework, or the
punishments are not the same. And all this facilitate the environment in which criminals
are free from the bonds of justice. But if there are the same-kind of incriminations and
similar sanctions and there is an international cooperation, these problems would not
exist and we would no longer be afraid of anonymous people who can steal our identity,
hackers who are ruthless soldiers, cyber abuse that is a draconian general and announces
terrible wars.

Our position on this issue, was partly created due to the "evasion™ of the 2001 European
Convention on Cybercrime. Although it is formal, theoretically well thought out, its real
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implementation and application is still missing. Primarily designed to operate on
European soil, (this Convention is open for signature to all Council of Europe member
states, as well as to other non-Council of Europe countries that have participated in its
drafting, but there is a mechanism, and it is a country that is not a member of the Council
of Europe, nor has participated in the drafting of the Convention, but at the invitation of
the Council and with the prior consent of the member states, to be able to accede to the
Convention) does not show enviable results in the fight against digital crime. The reasons
for (failure) may be numerous, of different nature, but all together only once again show
that there is an enormous need for a new global convention that will fully regulate the
cyber “issues”, and will be “mandatory literature” for all countries in the world, without
exception.

Closest to our position on regulating and protecting against “cybermania” is the idea of
introducing the so called Digital Geneva Convention. What does that mean and why
exactly that name? The Digital Geneva Convention would be a digital copy of the famous
Geneva Conventions (16) which are synonymous with the humanitarian law in the world.
Namely, as a reminder, the first Geneva Convention protects the wounded and sick during
armed conflicts, the second Geneva Convention protects the wounded at sea, the third
Geneva Convention protects prisoners of war and introduces the rules for their conduct
while the fourth Geneva Convention protects civilian populations, especially those in the
occupied war zones. In fact, these Geneva Conventions are at the heart of international
humanitarian law. The idea for the digital version of the Geneva Conventions once again
further shows that the whole world fears cybercrime, cyber-attacks and cyber war. It
means that the digital "fights" of the countries are no longer a joke or science fiction, on
the contrary, they are a reality that is supported by the existence of cyber centers where
“new soldiers” are trained. Therefore, the need for a Convention that will introduce
international principles, rules, international tribunals to punish cybercriminals is more
than a necessity.

Thus, the Digital Geneva Convention would protect citizens online in peacetime. It would
greatly contribute to the efforts to make the Internet a safer place and to maintain
confidence in the good side of technology. The nature of military conflicts has already
changed, cyberspace is already rushing to rise to the first place in the war zones (besides
war on land, sea, air ...). The world has already witnessed Stuxnet (17), Petya (18),
WannaCry (19) attacks, and we can make the conclusion that cyberspace is a territory
without laws, a territory without justice... and obviously the existing solutions for
combating cybercrime did not live up to high expectations.

Our interest is especially focused in establishing an international court or cyber tribunal.
To many, this seems very strange, perhaps illusory, because so far tribunals have been set
up only for crimes against humanity, war crimes and crimes against peace. But these
tribunals did not emerge until the end of the World War I, after the revelation of the
Holocaust. So the question arise, should we wait for a cyber war to break out first, and
only then to try to repair the unimaginable damage and start considering the opening of
international tribunals for this kind of crimes? Why not prevent it while we can? The
current cybercrime proceedings are conducted before courts that decide on “old” crimes.
In most countries, there are usually no specialized courts with specialized staff to decide,
rule on, or convict cybercrime. And this matter requires exactly that - specialization for
work in the field of “cybermania”. Thus, within the domestic legislation, it is desirable to
have special court instances that would work exclusively with this materia. While on the
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international stage, there is a need for international courts that will deal exclusively with
cyber/digital crime, and as a basic “tool” they would have the eventual Convention on
Cybercrime or Digital Convention. Or to paraphrase former U.S. prosecutor Attorney
Benjamin B. Ferencz “there can be no peace without justice, no justice without law and
no meaningful law without a Court to decide what is just and lawful under any given
circumstance” (20).

A solution for the possible establishment of an international tribunal intended only for
cybercrime, which will be based on fair principles, and will also provide mechanisms for
the protection of human rights and freedoms. These established now, if realized, may be
a historic step taken to detect, prevent and reverse the far-reaching consequences of
cybercrime/cyberterrorism.

In the context of international cybercrime tribunals and an appropriate new convention
on this issue, Norwegian judge Stein Schjolberg (21) has some very interesting views,
believing that without an international court to “deal” with cybercrime, many cyber-
attacks will go unpunished. In his recommendation — Recommendations for Potential
New Global Legal Mechanisms Against Global Cyberattacks and Other Global
Cybercrimes (22) — he talks about the need for an international tribunal, the reasons why
the 2001 Cybercrime Convention did not “come to life” outside Europe, for the (not)
appropriate terminology, but also he writes about the new cybercrimes that are a product
of the new millennium (meaning they exist after 2001 and are not covered by the previous
Convention on Cybercrime) and are improperly regulated. This judge has accomplished
significant achievements in the field of cybercrime (23) and has published a huge number
of papers.

3. Tallinn Manuals

The fast rise and the international cross-bordering of cybercrimes, have alarmed the
urgent need of new international approaches. In 2013 the world heard about something
called Tallinn Manual 1.0. And a few years later, Tallin Manual 2.0 was released. As
Goldsmith and Loomis try to point out the difference between them, they explain “[t]he
first version, Tallinn Manual 1.0, published in 2013, proposed to describe international
law on cyber operations involving the use of force and in armed conflict more generally.
Tallinn Manual 2.0, published in 2017, builds on and supersedes the original. It covers
peacetime cyber operations as well as ones related to armed conflict, and it revises some
of its earlier rules” (24).

Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations provides
154 black letter rules detailing how international law applies to cyber operations during
peacetime (25). As Jensen writes (26), both Tallinn Manuals were written by groups of
international legal experts. The Tallin 2.0 included experts in human rights, space law,
international telecommunications law). Also, members of the International Committee of
the Red Cross were invited in the process (27). The “eternal dilemma” remains: can and
should international law be applicable in the cyber sphere? If so, how and in which parts
can international norms be mandatory for this kind of crime? So many questions arise and
only few solutions to offer-in this way we can describe the current situation in this field!
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4. Cyber Legal Framework in Macedonia

The Republic of Macedonia compared to other countries has a modest experience in the
field of cybercrime and even more modest in terms of cyber security. In the archive of
these crimes, which involve Macedonia, we can point out several cases of attacks on the
websites of state institutions, disclosure of classified information and protection of
personal data. Thus, in 2007, an analyst employed by the UBK (Security and
Counterintelligence Directorate) stole secret documents from the digital archive and
submitted them to a foreign country. However, the Ministry of Interior has never officially
confirmed this case. In 2014, in Operation Spy (28), current and former members of the
security sector were convicted of leaking classified information to foreign countries.
And when hacking websites is mentioned, there was a suspicious attack on the website of
the President of the Republic of Macedonia (29), the Ministry of Transport and
Communications, the Municipality of Veles (30) and several private portals (31) (32)
(33). Although not all of the attacks cause material damage, they are still specific because
they were the first to be attacked “digitally” in the country, and pointed out the major
shortcomings that the security segments should have regulated. Given the fact that R.
Macedonia signed the European Convention on Cybercrime in 2003, ratified it in 2004
(34) and entered into force in 2005, it is normal that it was infiltrated in the domestic
legislation. It has found embodiment and application through a number of domestic
regulations. Thus, the domestic legal framework for cybercrime is composed of several
laws:

- Criminal Code (35);

- Law on Criminal Procedure (36);

- Law on Electronic Communications (37);

- Law on Interception of Communications (38);

- Law on Electronic Commerce (39);

- Law on Electronic Management (40);

- Law on Civil Procedure (41);

- Law on Electronic Data and Electronic Signature (42);
- Declaration for safer internet (43).

In the Macedonian legislation, the norms governing this matter, have been incorporated
into existing laws, but still provided full incorporation of the Convention on Cybercrime.
This move gave hope that Macedonia will deal much better and more efficiently with the
challenge of cybercrime, that is rapidly changing and fluctuating, manifesting new forms
every day.

In this context is the National Cyber Security Strategy 2018-2022 action plan (44) that
was released in 2018. The purpose of this document is to define the steps in the
implementation of the first National Cyber Security Strategy of the Republic of
Macedonia 2018-2022. After the analysis of the cyber security capacities at the national
level, a working group responsible for the development of strategic documents in the field
of cyber security, was developed. It includes representatives of the three competent
ministries for cyber security in the Republic of Macedonia - Ministry of Information
Society and Administration, Ministry of Defense and Ministry of Interior.
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There are three priority activities. One of the priority activities was the Establishment of
the National Council for Cyber Security (45). The second one is forming a body with
cyber operational capabilities security as a newly established independent body (agency,
directorate) or as a newly formed organizational unit, i.e. body within existing authority.
It’s beginning was planned in 2019. And the third one was the preparation of a study for
the identification of KIl and VIS.

With this Strategy a few goals were set:

- cyber resistance;

- cyber capacity and culture for cyber security;
- dealing with cybercrime;

- cyber defense;

- cooperation and exchange of information.

The Macedonian legal framework considering cyber issues is still very “poor”. The efforts
that the country is making, especially in the implementation of the Convention in the
domestic legislation, is on good level. But beside that fact, something is missing. The
number of cybercrimes in the country is increasing.

5. The Budapest Convention on Cybercrime: Comprehensive House Rules or
Need for New Rulings?

Many authors are already talking about cyber law-internet law. And it can be defined like
this: “[c]yber Law or IT Law is referred to as the Law of the Internet. The Cyber law
definition says it is a legal system designed to deal with the Internet, computing,
Cyberspace, and related legal issues. The apt introduction to Cyber Law is: It is ‘paper
laws’ in the ‘paperless world’” (46).

In addition to cybercrime, fears of catastrophic war are spreading at an alarming rate in
the digital world. But not a classic, conventional war, but a far more terrifying cyber-
information/information war. This fear is justified by the fact that, although there are no
classic soldiers on the front here, there are hacker geniuses behind the computer, which
alone can cause far more consequences than an entire army. Although there are no
conventional weapons or bombs, there is a single mechanism — a computer. A device that
can replace an entire arsenal of weapons and make far-reaching repercussions. The views
of many experts in this field are divided. Some predict the start of this war in the very
near future, some already locate its beginning. There are dozens of examples that show
“symptoms” and variations of information technology — cyber war. And not to mention
the numerous cases of cyber-attacks.

For example, we will mention here some of the most exposed cyber-attacks so far. Most
of these attacks occurred after 2001, after the Budapest Convention was released. So,
there is a room for discussing the “absence” of the convention concerning this situation.

Stuxnet is a malicious computer worm discovered in 2010, presumed to have been
developed since 2005, with a primary purpose and target — Iran's nuclear program. Several
media reports suggest that Staxnet (47) was intended to sabotage the Natanz uranium
enrichment facility. The damage done to Nantanz could not initially point to the real
problem until help was sought from experts who detected the Stuxnet virus in Iran's
nuclear network.
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Operation BugDrop is a cyber-attack that aims to penetrate critical infrastructure, media
and scientific research. The intention is to collect sensitive information from the “targets”
including recorded conversations, screenshots, documents, passwords. Most of the targets
are located in Ukraine (48) and Russia, a smaller number in Austria and Saudi Arabia.
The targets of this operation are primarily oil and gas companies; international
organizations that monitor human rights, terrorism and cyber-attacks; engineering
companies that design power plants, gas distribution, water supply; scientific research
centers. The operation infects the victims through the so-called phishing attack.

Red October (49) is a malicious cyber espionage program discovered in October 2012,
but it is assumed that it has successfully performed its task unnoticed for several years.
The purpose of the operation was to record diplomatic secrets and even personal
information, which was obtained from all devices, including mobile phones.

Guardian of Peace is the pseudonym under which a group of hackers published a series
of protected data from the famous film studio Sony pictures. The hacked information
included information about employees, their families, emails, copies of unreleased Sony
movies. The hacker group asked the company not to play “The Interview” (50) a comedy
film about the assassination of the North Korean leader. This request was taken very
seriously because the threats referred to a terrorist attack in the cinemas where the film
would eventually be shown (51). Sony has canceled the premiere of this movie and
allowed only its download. Although many have linked the hacker group to North Korea,
it has completely denied any involvement in the cyber-attack (52). Some theories point
to a Sony insider or even go further accusing of a marketing campaign just to promote
“The Interview”. But the cyber-attack still has sparked a series of political escalations
between the United States and North Korea (53).

Shamoon (also known as W32.DisTrack) (54) is a computer virus discovered in 2012. It
deviates from the “classic” behavior of other viruses due to its destructive nature, time
and cost required to recover a damaged and attacked computer. The virus spreads very
quickly, occupying the entire system and stealing specific information that it gives to
attackers, and then deletes them. The virus has attacked Saudi Arabia's national oil
companies, Saudi Aramco and Qatar's RasGAs.

TV5 Monde is a global television network, which in 2015 was the victim of a cyber-attack
(55), carried out by a hacker group known as CyberCaliphate. They managed to penetrate
the internal systems, thus taking them completely for three hours. Even the next day TV5
Monde did not manage to completely take matters back into their own hands. The
Facebook and Twitter networks of the television were also hacked. For the French
authorities, the cyber-attack was an attack on freedom of expression and freedom of
information.

And what would computer crime and information warfare (56) be without the
accompanying component that rounds off the dark side of the digital age — cyber
terrorism. We have heard, witnessed terrorism, we can debate its beginnings, its targets
and victims, but are we competent to discuss virtual terrorism? Maybe the goals, the
ideology of terrorism remain the same, but they definitely got a new direction in the way
of acting, spreading the ideology, recruiting members. Terrorism and war are gaining new
momentum, far more than we can imagine.

Evan though we already have the Budapest Convention on Cybercrime (and we can’t
deny the benefits from it), we have to be real about the situation: rules versus praxis of
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the convention. And we need to be aware for Cybercrime regulations: the need for new
housekeeping rules!

In this context the Internet Organised Crime Threat Assessment (IOCTA) should be
mentioned. Each year, Europol’s European Cybercrime Centre (EC3) publishes the
Internet Organised Crime Threat Assessment (IOCTA), its flagship strategic report on
key findings and emerging threats and developments in cybercrime — threats that impact
governments, businesses and citizens in the EU (57). In the next footnote, reference for
all the IOCTA reports can be found, including the latest one from 2020 (58). For example,
in the latest report there are pieces of information about cross-cutting crime facilitators
and challenges to criminal investigations; cyber-dependent crime; child sexual
exploitation online; payment fraud; criminal abuse of the Darkweb.

6. Conclusion

At the time of writing this paper, there is a possibility that new malwares, undercover
information platforms, computer sui generis viruses, fortified spyware, and
immunocompromised information weapons are being invented. The world is still having
a hard time dealing with the current, detected and confirmed information crimes, and new
ones are already in sight.

This paper is an attempt to delve deeper into the materia that was unimaginable in the
past. It is currently very “popular”, but still insufficiently researched, and with a forecast
that warns of further escalation. All this only indicating the fact that we are talking about
a topic that will reach its zenith in near future. An issue that will become an increasing
reality, with which countries risk being easy targets because in a short time anonymous
hackers will be able to penetrate the core of the state security system and shape it as they
wish, with a very low probability that someday their identity will be revealed. Thus, each
country can become easy prey for another country, which has better information
resources. In this way, the beginning of new wars is predicted, which instead of the
conventional arsenals of weapons, will now have only a single computer, which is worth
more than all the heavy artillery.

Therefore, there should be far more analysis for computer crimes, from the original forms
of occurrence to today's new manifestations. In the meantime, the academy field and
experts should address as much as possible to the legal regulations of states regarding this
matter. Namely, not all countries deal with cybercrime equally. It has a different treatment
in different countries. The presence of conventions, declarations and other international
documents does not always have a drastic effect on the final concretization of all previous
occurrences of computer crimes, nor on a unified fight against them. The need for new
mechanisms with an international sign still exists.
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