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flpeKyrpaHH~HaTa copa6oTKa
Ha e~ponc~ara~ 80

ConeToT HO EY mo j~Hl4 2016 royjHHa ja Harnac~ noTpe6aTa o~
np~i6Mpa~eTo Ha e-AolcalaTe H ~iiosata ynoTpeSa DO KpHBH’IHHTe
nocranKH, 3alcsl~n1ycajgH ROKO TOKDOTO nO~O6pyDaFbO ipo6a ga cc
cny~w npeiy 3ajaKHaTa copaSoma Co CCpOHC npooaj~epHTe, pe
opraHMlaqHja Ha nocTarucaTa 3a aoeiHa ripao~a 110140W, KOKO H
pa3rneJ~yaap~e Ha fl~ODHfl~T~ 3a nprn~e~a Ha JypHC/~1KtwjaTa D0 caj
Sep IlpOCropoT1 [lpHHqIlnoT Ha 3O~HHO npPflHasafbe craHa iUly’4eH
ene~e~r so copa6oTkaTa DO l(~H8WlH~T~ H8TC~H)~ Ii BoBegyOaFbeTO
Ha EBpOnCKHOT sICTpaMceH ~anor (EF4H) e aHaqaeH L1OKO~ Hanpe1~2
Ocnon~i t~OKYi4~HTH sa o6e36e~yoaIse ia e gol(a3H npercy ~pirnow
Te-qneHKH cc KoHooHqiljaTa 3a 3~~MHO I10HOW DO KpHDH~HaTa NaTo
pHJa Ha C000Tor Ha Espona, WOHrOHCI(aTa KOHDeHqHja H Euponciw
ra i(oHoeHqwja Ia aaoi~Ha npao~a 110140W Ha CoocTor Ha 11HHHCT~H.

Tpy~or palrsieRyoa Hokonky npawaita. [ipso, ja oôjacHysa no
rHcnarHoHaTa pati~a Ha e ROKO3HT~ Ha HHBo Ha EY STopo, rH eiia
SopHpa RHrHTO11HHTO 0AH0cH 1(011 EY ru ~O3DH0O Co CBOMTe I1apTHe
pH, OCOSOHo OThHOCHTQ Co CAfl so norne~~ Ha c-ROKa3HTe ICoHe’uIo
rpy~or o6JaCyBa rpM CTYRHH Ha cny~a~ o,g HaquloHanHHTe onacrsi
Ha tpaHL4Hja, repl4aHHja H Hianuija DO norne~ Ha HHDHaTO nerllCna
THBHO pai-wa aa e-j~oica3I4Te. TpHTe CTYRHH Ha cny~an uaonerysaar
80 3aKoHo,x~aDCTooTo HO ,qp)KOBHTC-LIJ1OHKII HCT~~)KHHT~ TeXHHI(H
Ha areHql4wre 3O CFJPO8ORyDaH,e Ha fl~OB0T0, OflHOCHTe CO C5~DHC
npouajgepHTe H 6apa~ara IO fl~CK~f~OHH4Hi4 noRaToqH Co SI~~~HTC -

Rp)KaDH-MneHIw Ha EY H CO CAJ~.
[ipso, Do I(OHT8I(CT Ha SopSaTa rIpOTHB KpH1lHHano1-, IcpHDM~

Hure 8110cm rpe6a ~a C8 4enocHo onpeHeHu ~a ecjeKTH8Ho cripo
8~R~D~Fb~ Ha HCT~~~H CO tien npeoeHL~uija, orLcpHBaFbe H ~OH~FbO CO
yriorpeôa Ha I4KT. Bo anp~in 2015 rofplHa, Esponcuara GelSepHOC
Ha aroHRa DOCI10CTaUH T~H 6e3SeRHOCHH rapHopuireTH: TepopHIaM,
opraHH3HpaH icpslMHHan H cajScp-KpuuulHan3. 3a uicTpa)KyBaibe Ha
Kpl4MHHanoT, KOH11QTeHTHHTC CYRCKH 8110dM rpe6a RO 6wj~ar cno
COSHH ~ ja 3ajaKHaTjypHcpHKqHjaTa so CajSep-npoCropor H ga rH
npl46aoar RQI(0311T0 11 HH4~Opl4aqHHre K0H liii Ce iloTpeSHH. Bropo,
CYRCKaTa CopaSorica rpe6a go CO npogna6o~u 3a ga wi 0003140)1(11

Counci ci the EU, Council Conclusions on Improving Criminal Justice in Cyberspace,
Luxembourg,? June 2016.

Directive 2014/42/EU of 3 April 2014 regarding the European Investigation Order in
criminal matters, OJ L 130/1, Maya, 2014,
‘European Commission, The European Agenda on Security COHi2O15} 185 ñnal,
Strasbourg, April 28, 2015.

H npoqecy~pa~e~o
CTYMHH Ha

pa~~e~a~a
Hae=~oKa3H: ___ criy~a~
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1.BOBEIt
fl pui5xpaitero Ha O-ROKO3H — Re4IHHHPOHO 1(01(0 fl0~0TOl< ROj e

~ colgageH, MaHHnynHpaH, CKJ1~RHPOH 11)111 I(oLlyHuiqHpaH npc
U U K~ Koja SHIIO Hanpasa, KoHnjyrep WiN KoHnjyrepcicH CI4CTeH

FI11H npe~ece~ npe~y K0MyHHKOLjHcKH CHCT~M H KOj e peIIeDCHTOH
aa CW~CKHOi npottoc — CTOH~D0 Ce nosei~e 3Ha~a;Ho as KpHDHuHaTO
npasga so ycnewHoro ~0HCThQ He car~o Ha Caj6ep-KpHHIIHOnI4HTD,
TYKY ~a Cure KpIIDHqHH gena,

O~urnmwy
CROSS BORDER COOPERATION WITHIN THE
EUROPEAN UNION IN THE EXCHANGE AND

PROCESSING OF
E-EVIDENCE: CASE- STUDIES

1’ ASSOCIOtO prof ivica Josifovik, PhD

~ We Live In a connected world Everything we do is
~connected through the use of the Internet information and
tcommunication technology OCT) lies developed so rapidLy and
ihas contributed to economic and sociaL benefits However,
~terrorIsts and cyber criminals use the cyber space for criminal
~activities This probLem is riot local and for one country onLy, It
~is global and therefore a globaL approach is needed to confront
6~such criminal activities
~ Therefore1 national authorities shouLd be able to
leffectiveLy conduct investigations against terrorist acts and
~terrorist groups using ICT But here is the question of territorial
~JurisdIttion because of the cross border nature of the Internet
iquestions are raised regarding the data that can be used as
Tevldence in the courts and judicial cooperation, as well as
~fortheprotectlon of the privacyof citizens The EU Council
~of Ministers in June 2016, in its conclusions, emphasized
phe importance of improving the effectiveness of criminal
j~justice in cyberspace This paper endeavors to answer several
~I~uestions’ What are the fundamentaL challenges the EU and
ithe Member States face in gathering e evidence? How do
*~they solve problems? Can a common EU framework provide
holutionsforsolvingthem7
~ Key words Europeqn union, cybercrlme, e evidence,j~pNckonge, pro cesstn~

10 HBL~110HaRHHTe ~acrui j~0 npH5aoar I1OROTO4H ~ora TH~ Ce 11p0
HajgeHH 111111 ce HopHCTar npe~y iypIicgHKuHiire, KaKO H IIOCH11HS CO
paGorua CO CepBwc-flpoDa;gepHre npelcy CI(J1~ltl~’05[bC Ha cnorogSii



Him HeCj)OpMaflHH apaHNOiaHH sa pa3~eHaHa e-goKa3K GO KOH~CKCT
Ha KpHGHqFIHTC iic~par~. Kaico H pa e, nocToeq~aya HHCTHTyLjH0HaP-
Ha pawica HO C ~CROCHO eteKmGHa. 3aeiinaia nparnia flOHOW Tpe6a
pa Swge Haj0006HqaeHOTo pewernie 3a OHIIC (OH ro cnpoaepyoaa~
ripaao~o fifTh nptlôHpaFbeTO Ha flpeicyrpahHql4HTe e-pOica3H, HO CC
noKa~(yaa Ce noaei~e [IpO6$1CNaTHNIIa. UpOuepypHTe howe pa rpaaT
CO NCC~4H T1O~~PH 6llpOi(paTHja, ~GOJHHoT I(pHMHHaJIHTCT H OTCy
CTGOTO Ha apaHNcIlaHH 3a 6p3opejCToyaa~e. flopapw ma, DHHHaTOI1-
HO PHJajHHpal4a Me(yHapOgHa pa~ica MO)l(e Ra 6MPG Hajgo6pHoT naT
i(Oj TpeSa pa Ce CJ1epM, HaHOCTO yCGOjyOafbeTO Ha poMawHH Mepl(H.
TpeTo, npHGaTH0Cra Tpeöa pa 6Hpe 3aWTHTGH2 H rpataHHle He ipe
6a ~2 Ce nnawaT p01(2 p0 HHBHHTC OHJ1BJH nOpaToi4H 0 fl~HCT~flCHO
op ~rpa~a H2 BJI2CTIITC óea paanw~a Ha ripa~~ara 3aUJTHTa. Mety
HapopHata pa~~a wo~ce pa 6wpe noTlcpefleHa C2140 pol(OilKy CHTG
GKI1yI4CHH ~KT0~H [H no~[1TyBaar npao~iiata Ha ~ Ho OBOJ KoH
TCKCT, aRTHBHOCThTC fl~OH3RE30HH O~ 2tfiepaTa CHOypOH onHjaea
Ha nOCTOG4ICHTC peGam oi(ony G~)HHOCT~ op OGC3SepyBalbeTO Ha
npHGamoCTa so Caj6ep-npocropoT. flpHCTaROTPO flopaToo4H Tpeba
P~ Ce CflyYH ca~o DO KOHTCKCT Ha KpHGHIIHHTC HCT~~1H H COIII2CHO
Co fl~2GH~Th ~auimra H I1~~BHHTG noTpe6H Ha KpHGH4[nonpoLleCHH-
te aal(OHH.

2. EBPOI1CKATA CYJ~CICA COPAISOTI(A ii
E-~LjOKA3KTE Rb EY.
floCToe’-liaTa npa~~a pa~ica Go EnponCicara C~PCK~ copa6oTKa

Ce pGHWH criopeg npHHl4Hrior Ha 3~Ot4HO npw3Haeafbe GO KpHBHt1-
HaTa MaTepHja CflOpep KOj Cekoja cypc~a opnyica ~DTOH~TCKH ice
Gripe npHcj)aTeHa GO 04T0 ppyrri ppKaGH-4110HK11 CO HCT HuH CI1H~CH
C4CKT4. [IplililIwnoT e HaCO’ICH (OH 32M0H2 Ha TpapHqHoHanHHre
4JOpHH Ha COpaGoTKa 1(0W Ce CHCTaa 3a Gaoiiw, ICOMflI1H~H~~HH H
He6e36epHH. EY Gewe I(DHK~GTH~ GO [1~HHCH~T2 Ha I1pHHI4HI1DT CO
npl4cJ3a~aH,eTo Ha EGponCKHoT Hanor 35 anCefbe DO 2002 rop~nia,
KaKo 32HCH~ Ha FIynTHIlaTepaulHliOT CHCTOH Ha eKCTpap[1L~Hja CO
3a6p3aHa ii noepHoCraoeHa npoi~epypa5.

CypCtcaTa COpa6DT1(a GO EY Ce ~23GH GO 1985 ropw~a
fipeky WeHICHCKaTa o6nacr. Co OTCTpaHyoaFLeTo Ha l(OHTpOJ1HTO
Ha HHGHHTO OHaTpewHH rpaHHqri, LY CT~H~ CDOCHS za noTpe6aTa op
e43CICTHGHQ roHeH,e Ha KpFit4HHaJlI4HTe KOH pejCToyaaaT HH3 pp>KaoH
Te-NPOHKH H fl~~3C~O CC~HJ~ Ha C~PCI(H fipoi4egypH 3a oslecHyGa[be
H 3ajal(Hysaibe Ha HCT~2[HTO GO F(~HBH~H~T~ rsaTepHja. WeHreH 21(M-
TO ro ooCriocraGw [IICHrCHCKHOT HHj3OpHaIIHOHeH CKCTQH (WI4C) ~a
nopo6pyaaFbe Ha e43HKSCHOCTa GO Gop6ara flpoTHG OpraHHsHpa
HHOT KpHuiHHan. FIHTCpCCFIO, WeHreHClrnTa KOHDCHLIHJa ja HarnaCH
O2N(HOCT~ Ha [I~CPHCT~~)I(HHTG HCpKH, noTeHu4HpajliH pega ,,nopa
ToqHTe 3a npepwemTe LUTO Ce Gapaar 3a LIGRHTG Ha op3eHaHe Mini
ynorpe6a Kako ~OKa3 DO KpHGH~Hara fl0CT~flK~ Ce DHCC~O~~T GO
11J14c”6.

EGponcicaTa KoHGeHqHJa sa 3~OHH~ IIOHOHI GO K~HOHtiH~T~
~a~ep~ja op ~iaj 2000 rOPHHa I1~OTCT~B~G5 f1~G roneri tICi(0f3 GO
CypCKaTa CopaGonca, aKnytiHTenHo H npHSHpaiberO Ha poIca3Hre
KOHGOHqHJaTa peryJlripa HeKonl(y G5)I(HH l’O~i(H, Op WHpO1(aTa yno
Tpeóa Ha HOGHTO TOXHOJ1OIHH, BIU1yI1HTeJ1HO H npecpemyaa[beTo Ha
KOHyHHKaqHHTO (OH HO)KC pa 6HpaT rlpecpeTHam MPH pHpelcTHo
npeHeCeHH go ppxasaTa 6aparen MPH 3anHwaHH 3~ H~’f~H0WH~
rpaHCHHCHja. R0nOIIHHTOIIHO, ja ~arnacyoa ~Cr1oHTaHara paBMefia
Ha HHPopHaL1HH’~ Criopep (oH, 603 Sapaibe 3a 3~CHH~ I1OHOtIJ, HG
qHOHaJ1HHTC 0115Cm CC OGI1SCTQHH pa pa3weHynaa’r HHC]JopHalplH
DO opHOC Ha IcpHGH’IHHTOHCTparH. I1OHaraHy, ParilcooHara 0~fi~K2
Ha COGOTOT Op 2003 ropHHa, aa H3GpwyGaH~e Ha Hapep6HTe 32 3aM-
~3H~D5Th~ Ha HHOT HPH pOl003H7 H PaHIoGHara ORJ1YKO Ha COBeTOT

European Commission, Mutual Recognition of Final Decisions in Criminal Matters
lCOM/2O0O/495~ 26 July 2000.
° Council of the EU, Council Framework Decision 2002f584/JHAon the European Arrest
V/arrant, Brussels, 13 June 2002 OJ 1190. July18, 2002,

Council of the EU, The Schengen Acquis Integrated in the European Union, DJ L 239/1,
September 22, 2000.
‘Council of the EU, Council Framework Decision 2003/577/JIM on the Execution in the
European Union of Orders Freezing Property or Evidence, 22 July 2003, OJ 1 196/45,
August 2.2003.

OeHoei-zu gOKyMCHWU sa o6e~~egyeatoe
Ha e-gçicaau Upe~y gp;(caeuWe-Y?qeHIcu

ce KQHGCi-a4ujaWa sa saeMHcfüoMow 60

ipueu~i-taWa MaUJepuja HQ CoeeeUoifl Ha Eepoüa,
WCNZSHCKQU?a xoHeeHqujo u~E&poQcicaWa
xoHeeH~uja sq saeiina Opaena QoMow Ha

CoeeWoW Ha MUHUCWpU.

COGETOT Ha EGpOna C fl~GH0T KOj rH appecripa noTeHuHjanHHTe
fl~0~H3BH~H GO 0~HOC Ha e-polca3Hre 3a flOflH~HCK~T~ H cypcicara
CopaGoTlca Co yCGOjyGalteTo Ha K0HGOHqHJaT5 op bypHrinewTa Do
2001 rOpHHa9. I(oHGeHuHjara Ce oGHpyGa pa [H appeCHpa npawaltara
aa I(PHDHtIHHTC npoqepypri GO noruoeg Ha HH43DpHaTII4KHTe
TeXHonorHH, Co TO~ D6e36epyoajl~H npaGHa pari~a ~a o6e36epyGa~e
Ha e-pOKa3HTe. Cnopep qne~ 25, CTaB 3, GO IITHH cllyqa[l, ,,Haj6p3H
C~~PCTG5 aa Koe4yHHIcaLlHja, oKny4HTenHo ~axc H e-Haru1” Ce
CHCTaaT Ia IaGp3yGa’IH so npouecoT iia Co6Hpame Ha poKazilTe.
YwTe nOBaNCHO, CI1CL~Hcj3H~HH Oppep6H, OCO6GH0 ~ne~or 29 pa~a
oGnacTyGaH,e Ia 6)330 tlyaafbe Ha CIoiapHpaHHre l(oHnjyTepCI<H
nopaTol4H” npop pa ce HanpasH cjIopMaulHO 6apa~e 3a IaewHa
noHouu. floiia~awy, qne~or 31, CraG 1, ce cnpasyoa CO Cny~aar4Te
0 Council or the EU, Council Framework Decision 2008/97B/JHA on the European
Evidence V/arrant, 18 Dacember 2005, OJ I 350/72, December 30,2008.
‘Council of Europe, Convention on Cybercrime, Budapest, November 23, 2001.

op 2008 ropHHa, 3a Eoponcccnior polcaaeH ~anor (E~H)’ ce Glcny~eHH
GO I1)35GH~T5 )3814K~ Ha EY ~a GOflIbG Ha CeH3HTHGHaTa oGnacT Ha
npel(yrpaHHqHo CoGHpalte H ynorpe6a Ha pol<amTe GO l(pHGH4HH’re
noCTani(H.
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Ha aaeFlHa flOHO[fl GO norne~ Ha fI~HCT~I1OT ~O cIcnaRHpaHHTe
rcoHnjyTepcKH flOR~TOL~H ,,KOH cc HaotaaT Ha icp~~op~ja Ha npyraia
CTpalla’ç Co TO~ O0O3HO)KyBajl~H, cnopep ~J1QHOT 32 ,,npeKyrpaHHtncH
npucran j~ CICnaRHpaHHTe ~IORBTOL1M CO CO~fl~CHOCT HRH corn THe
noRaToqH Cc JaGHO R0CTaOHH’. Co qen R~ Ce 3a6p3a cypclcaTa
Copabomn so cpiisHqHaTa HaTepHja, qneHoT 35, cran 1 npeRGHRyoa
24/7 Hpe~ca, an ,qa Ce oóeaóeRM oRpel1GaTa an MTH~ noHoulaa uen~iTc
Ha HCrpnrnTa Hnll noCianicata, FloHaTaMy ~HanoroT an RocTasynalte
Ha noRaToLpiTe” oj~ qneHor18, Mao~ npetcTaoyoa oaw~a l4C~K~
Koja ja noKpHsn npslMeHnHaOCTa Ha RoMawnHTe H~J1O3H HaRGOp O)~
TepHTopHjnTa, 1001(0 11110 C ,,ROCTaGyOalte nOCC6HH iot~njytep~~u

Co ~en ga Ce O6e3GeRH npH6Hpa~e H paat~e~a Ha e-RoKaaH,
noTpe6Ho e IcoMyHHlcaqHClcHTe H I1HTC~HCT npooajRepwTe j~a rw
HanpanaT ~OCT~flHH TaKGHTC noRaToqst. l]o HnnnP,HTC GO MappHp
no 2004 ro~~a, EY ja YOMRO G~)KHOCT~ an IcoHTponHpnIbc na ooaa
o6nnCT’°. bapajihi xnpHoHHaaLplja Ha oRpes~6aTe an anI~pKyBaFbc
Ha noRaToI~wTe, GO H~~T 2006 ro~tiiia EYja ~CGOH J4HpcI(THGnTa an
aappncyoafbe Ha nORaTOqHTe11, (aim WTO e HaGCRCHO no YfICHOT 3,
CC npHHeHyna OR ,,rIpoBajRcpnTe Hn JnGHO AOCTarIHII enelc.TpOHCIIH
IC0MyHHICaqHCKH yCnyfH MaIM OR jno~a I(oMyHHlcaL~HCKa Hpc)Ka’
1, Knico ViTO e HaGeReHo GO tI~CH 5, Cae4o an npeTnnamsiqioi H

~n Council of the Eli, Declaration on Combating Terrorism, Brussels, 25 Marh 2004,
Directive 2006/24/EC of 15 March 2006 on the retention of data generated

or processed in connection with the provision of publicly available electronic
communications services or of public communications networks. Oi L 105/54, April
13, 2006.

HHTepHCT nO~aToqH. LIJIeHOT 6 flpeRGHRyOa geica anRPKyBaK,QTO Ha
flOR~TO~HTC e OCT~BCHO Ha RpncaGHre-qnoHlcH an nep~o~ He 1101.0011
o~ 6 HeCOI4H H He no~onr OR RB~ IORHHH. l(pajHo, noRnToLlHTe Tpebn
Rn ce KOpHCTaT HcKnyqHeo an LIC11HTC Ha ,,npeoeHl4Hja, HCT~~1~
OTi(pHoartc H 1OH~[b~ Ha KpHGH1IHHTC Rena”. 4 rio~paj GaNcHoCin
Ha anRpwyonfbeTo Ha flO~~TO~HTC, Go anpsin 2014 IORHHa, CyR0T
Ha opaGRara ;n I1OHHWTH RHpelcrHoaTn 00 nornep Ha npn~o~o ~a
fl~HG~TQH )KHBOT H I1pnGOTO Ha analtHTa Mn 11H’4HHTC noRaTot4H11.
CnopcR CYROT, HeRHCKpHMHHHpn~IcoTo aaflp)KyoaH~e Ha flOR~TO~HT~
F4O)I<~ Rn CO3RaR0 mepHaHeHTllO Ha6myRyeaH~e, GO CrIpOTHGHOCT CO
npnooTo Ha 11pHGaTH0cT. floRelca Ce anjnlcHysn lC~HGH~H~T~ rlpaoRa,
EY ja llpH3Ha G~)KHOCT~ Ha L1OGCICOOHTe npaoa H onaReetbero Ha
npnaoro GO caj6ep-ripocropor. PaarneRyoajl~H ja noTpc6aTa an
aRnnraqulja Ha nerHCnnTHBaTn ~n EY an 3aRPWYG8HJC Ha 11DRaTOLAHTC
80 Cnjóep-npoCropoT, fEY npeae~ Ceon~nTeH naker Ha pe4aop4H
CO qen 6eaSeRHa anurrHra Ha nH~HwTe moRalotlH. T9H 3HnLIHTe11HH
pecjaopMw an anwmra Ha fIORaTOI1HTe Tpe6a Rn cc HCTnKHaT.

Onurrnm perynaman an aawmra Ha noRnTol4HTe, KOJa CTnnH
GO CHRn GO Haj 2016 1ORHH~ H ge aanoqi~e ~n cc npHHeHyoa OR H~J
2018 roRHHa, oóea6egyoa GHCOKO HHGO Ha anwTHTa Ha )IHIIHHTe
I1OR~TOLIH H 10 perynwpa TpaHC4aepoT Ha 1IH~HHT~ RORaTOLIH an
lcoMepLtHjanHH t~eiiH’3. Ooaa perylinTHea a RononHeTa CO ~i4pel(TH0a
aa aauir~~a Ha IIHIIHHTQ nORnTOL1H Oil CTpnHa Ha HaRne)KHHre opraHH
CO qen npeoeHqHjn, HCTpnfa, oTKpHonH~e H roflelbe Ha KpHGH’4HHTe
Rena, KOja CfICLIH4JHYHO Ce npHr4eHyGn 00 ~IOJiHLIHCI(HOT H C~~CKHOT
celcrop’4. Osna TaKaHape~eHn ,,flonHtjHcl(n RHPeICTHGn” l~e ja
o6ea6eRH aatanHraya Ha I1HIIHHTe I1ORaTOLIH (OH ce npeHcceHH an
qenHTe Mn C-ROF(~3HTC Go ICpHGHqHHTe HcTparH. BOcnocTnoyGa
C11eL4H4HMHH npnGHnn an paaHeHn Ha IIORUTOLPI GO o6iiacra Ha
npeGeHLlHjaTa, HcTparnra, oTlcpHGaFbeTo H roHeFbeTo Ha lcpHsH~HHTe
Rena, 00KG H H30~W~G~Fb~TO Ha IcpHsH’4HHTC caHKI4HH. Kora
peneoaHTHllTe snacr~ (a ce coo~ar co pnarniqHH aaRnqH o~ OGHC
nocOqeHH, TpaHc4epot Ha [1ORaTOt~H noTnaft flOR paHKnTn Ha
PerynaTHoaTa. awpekmGaTa He jn ae~n npeRDHR nOJIHLpICHaTa 14
CYRCK~TB copaóoTlcn CO T~~f H RPN00BH H cc npl4eleHyGa caHo Ha
npeHeccHHTe nORaTOL~H ROCTa11HH Mety Rpfl<nGHTe-qneHlcH. Cerlalc,
RpKn0HTe-~RGHKM HOWe ~n cKny~yaaaT 6HnaTepnnHH cnoroRótn
an TpaHc4aep Ha I1OR~TOLkH 00 KpHGH’4HHTC nocTanlcH. 3n RpYIH
alcmGHocTH, 1001(0 ViTO e H~I1HOH~I1H~T~ 6ea6eRHocT, TpnHc(j,epoT
Ha I1OR~TOL4H He jn CfICRH OnulTaTn perynamoa an anarrHra Ha
noRnToL~Hre HITh HOJ1HLjHCKnTn RHpeITMGn H Rp)KaGHTc-~neHicH mi
npHMeHyonnTRoMnwHliTe npaoHna.

Co ycsojyoatbeTo tin Onwiarn perynamen an aawmra Ha
11ORnTOIIHTC H RonHqHcKara RHPCKTHSa, EY 10 CBpTe CGOQTO
GHI1HaHHe Hn pe4aOpNHpnIbe Ha RHPCKTHOOTa aa I1~HG~THOCT H
CJI~KT~OHCKM I(OMyHHKa14HH ~flHpCKTHGn aa cnpHGamocT)15. Ounn
L~HpeKTHGa oocnocTanyea crporn aa6paHn an npecpemyonFbe H
anntlwyGnrbe Hn eneIcTpoHcKHTe K0HyHHKaqHH H 3~RP)l(YG~FbC Ha
KOM6HHHpnHHTC MeTanoilnTothH an THC KoMyHHlcaqHH. 14cm ~
~flOHOT 15 nocnocTnsyoa OrpaHH~yonFba GO RHcKpe~HjnTa Ha
Rp)1CaGHTeYnCHKH Ha fEY an HHGHa RCPOmat1HJn OR OGHC 3nno)ic6H
~o Ifen cnpoue~ysai~e Ha npaooro. RHpeKTHnnTn an e-npHonTHocl-,
aaep~o CO OnwTaTn perynamsa an anwr~rn Ha rIORnTOI4HTe, Ke 6IlRe
qeHTpnneH ROfI OR paaHHCnyonFe~eTo Ha fEY an npHc~aTJ1HGO Hewarte
CO oHnaJH fl~HG~THOC~~ Co qen Oóea6eRyOaFbe Ha npaooTo H janHnTn
6ea6eRHocr.

I1OCTOCtJI(HTe fEY HHCTpyHCHm nolcaWyGaaT (])pnri4eHTHpnHn
npan~n paeiicn oo oSnacra ~n cyRCKaTa copaôomn 00 KpHGW4H8Ta
HaTepHja. floipaj osa, EMIl, K~I(O HOG HHcTpyHeHT, CT~flH Go CHain GO
‘~ Court of Justice of the EU, Judgement of the Court in Joined Cases C-29a/12 and
C594/12.

Regulation 2016)679 of 27 April 2016 on the Protection of Hatural Persons with
Regard to tire Processing of Personal Data and on the Free Movement of Such Data
and repealing Directive 95f46/EC, OJ 1119/1, Hay 4,2016.

Directive 2016/680 of 27 April 2016 on the Protection of Natural Persons with
Regard to the Processing of Personal Data by competent Authorities for the Purposes
of the Prevention, Investigation, Detection or Prosecution of criminal Of fences or
the Execution of Criminal Penalties, and on the Free Movement of Such Data, end
repealing Council Framework Decision 2008/977/JHA, OIL 119/1, May 4,2016.
° Directive 2002/58/EC of 12 July 2002 Concerning the Processing of Personal Data
and the Protection of Privacy in the Electronic communications Sector, 01 L 201/17,
July11. 2002.
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F1ORaTOLIH cicnaRHpaHw no KoHnjyTepCKH cHcTeH’~ KaKo ~I LW C,
I(oHGeHqwjnTn, paTHcjaHlcynaHa OR 56 RPWnGH, OKJ1y4HTCI1HO H CHTG
RpNcaoH-~neHKH ~n fEY, octaHyon OrpaH1i~eHa Go cisojoT oncer,
6HRCj~H cc rlpHHeHyoa caHo Hn caj6ep-l(pHHHHaEOT.



i.iaj 2017 rOJ~IlHa H eTpaHCcj3epHpaH 60 npaa~ara paHKa Ha rIoBe((eTO
llp)KaDH-’lneHI(H 1,QaHCKa H MpCKa HC ja flpH4ThTHja RHPCKTHDaTa, a
nocTan~aTa 3a pamcfrii<aq~ija Tpe6a ~a 3aopwH no TCKOT Ha 2018
rogHHa so AncTpHja, flyKCeH6ypr, 4ewia, CJIOBCHHJa H IiJnaHHja) Co
t4en OJ1CCH)’B~Ibe Ha CYRCK~T~ Copa6oTfta SO K~H0HYI4~T~ HaTepMja.
KoHeqHo, qeii~a Ha EHH e ,ia Ce 3aHeHaT flO6CI~CTO OR T1OCTOC~KHT~
HH~TpyHCHTH 00 ooaa O6JIaCT, npHRaw)Kynaj~H CC o~ 3aewHaTa
npas~a flOHOul (OH npHHqHflor Ha 3SCMHO npH3HaDaIbe. I(aKO H
~a e, noTpe6Ho C J4~ Ce HarnaCH ~eica TCpHT0pHJaJ1HH0T oncer Ha
RHPCICTHD~T~ ocra~yna OrpaHHMeH; He CHTC RP)K~6H Ce C0F11~CHH Ha
HHrweHeHTal~HjaTa.

Mo)Ke p Ce 4pHTH4JHKyBaaT ~a rJiaoHH ,qena OR B4H
MpeKm~aTa. ripsaTa CeKqHja, flonalanjaTa OR I p III, r~ o6jaCHysa
OfltIJTHT~ npaswna 3a noRRpwKa Ha npHHl4HfloT 3a aaet4Ho flpH3Ha-
naite Do Ha co6HpaM.eTo H ~~3H2H~T~ Ha C-,~OK~3HTC. STo
paTa ceI(qHja, [lornaejaTa OR IV P VI, CORP)KH EIOCC6HH ORPCRÔH aa
ORPCRCHH HCT~~)KHH Hepi(H, <aico UJTO ce npl16peMeHHOTTpaHC~ep
Ha ROlca3H, awgeo-lcoH4JepeHqHCKo CoCnywyoaFbe, ThJHH HCTpaIH H
npeCpemyoaH.e. CnopeR t4J1CHOT 1, CTaB lop EHH, Rp,Kasa Mo)Ke pa
H3R~RC -taiior 60 I1O~J1CR Ha CRH~ H/W HCKOJ1KV nOCQ6HH HCT~~)KHH
HepicH, MOM ipe6a ~ CC H3D~UJ5T 00 ppyra ppicasa, rncny4HTenHo,
ROKOJ1I(Y e HO)KHO, H ~~3HCH8 Ha RoKa3H. EI’IH no flormaojeTO V yr
OPRYBa CoôMpaIte HJTh TpaHC42ep Ha e-ROKB3H, 0CO6CHO pa3ópa-
HO KaKO eJlelcTpOHCIcH I1O~~TO~H RO6HCHH CO npecpemyoaH,e Ha
icoHyHHKatçlH. Kaico uno EI4H He ro pa~rnegyoa CoSMpaIbeTo HnH
pa3MeHaTa Ha e-poKa3H MOM HC Ce CTCKH~TH fipeicy npeCpeTHysaH,e,
RHPeKTHBaTa He flODHIt~6~ Ha spaaata.e Ha flORaTOt4HTC. HCTO Talca,
R1OIyL1CH e HOH~~T0~CH I1C~HO~ 3a npM3HaoaH,e H H3BpwyaaH~e; OR
slyKaTa sa I1~H3H~BOIEC HuH H3opuuyaaH.e Ha EMS, CflOPOR LIJICH 12,
CTa6 3, Hopa pa Ce flpe3eMe He flOROt~H~ OR ,,3OgeHa no ApHeHOT Ha
EMH’ ROR~K~ HCTparHTe, CflDPCR cran 4, Tpe6a pa Ce fl~C3Ci4~T OR
RpKaoaTa H36~3WHTCI1 He IIOROI4HO op 90 ~e~a”. KpajHo, OCHOOHTC
3a op6Hnalte CC jaCHO HaBCRCHH DO LUICHOT 11 Kape, OCOCH Hap
flOIIH~6~FhC Ha TpapHqHoHaulHaTe peCTpHKI4HH, ~~H)KHTC Ce HaBOR&
HH H 60 ORHOC Ha ,,HaqHoHanHHTe ôC3óC~KOCHH HHTepecM”.

3. E-)~OKA3frl K OJ~HOCI’1TE Co CAll
bopóaia npoms npeKyrpaHHLiHMOT Kplle.nlHan He rpe6a pa óHpe

orpa~w~e~a Caelo Ha EaponClolTe f~OHHLjM w EY Tpe6a pa Copa6o-
~‘oa CO CBOHTC napTHepH, oCo6eHo CO CAR. UiTo CC OpHeCyBa R~
COÔHpaH.ero ~oKa3H, PaMMOOHaTa cnoro,q6a 14e(y EY H CAR op 4eo-
pyapH 2010 ropn~a 3a OneCHynaibe Ha Co6HpaK~ero H ~~3MCHOT~ Ha
MHcjJOpMaL~H[4Te CTaflH DO CHJI&5. Mety HaJ3HaL1aJHHTe HOOHHM H0)KC
pa Ce CfIOHHC ,,HpeHTflcj2HKaqHjaTa Ha 6aHicapCicH HHt~3OpHaqHW’
(qneH 4), 6OCn0CTaDyBafSCTO Ha ,,3aCRHHLIKM HCT~O)KHM THHOIIII’
(qJleH 5) H ,,3aGp3aHa TpaHCHHCHJa Ha 6apahlaTa” (‘VICH 7). Epita OR
HajrOJleMHTe 1~CL1KH Ia COpa6OTicaTa Jle)KH DO ~O3J1I41IHOTO pa36H-
paH~e Ha KpHDH’IHHTC Rena, KaKo H pOJUKHHaTa Ha K~HOH’4HHTe nO
CTanKH, ICaico H ,qa e, 3a ~CJ1HTC Ha e-pOIca3ilTe H opsoeHO OR 4aKTOT
peKa nOoei~eTO HHTC~HCT npOsajpepH Ce J1O~H~BHH 60 CAR, TpaH
C~TJ1OHTCKOT~ COpa6oTKa Ia CO6Hpa[be Ha e-ROKaIHTC oCTaHyna
npO 6n e~ am ‘1 H a

COBeTOT ja H~ffl~CH nOTpe6aTa op Ia6pIynaibe Ha RHCICyCHHTC
Ia HO)KHHTC HCL1HHH 3a SeIGegIla itOJleKt4Mja Ha e-polcalflTe npeicy
ynoTpe6a’ra Ha oei~e fl0CT0~W{~T~ Cnoropba Ia 3aei.iHa npaaHa
flOHOW He(y EY H CAR. floHaTaMy, no ØepaTa CHOYRCH, noCTojat
rpli)Ki1 olcony paKyoameTo CO EnponCicHie flOpaTOqH OR CT~OHO Ha
BJ1~CTHTQ Ha CA~ so KOHTCKCT Ha ~O3~3H~B~L1KHTC OKTHBHOCTH H
CnPOBCRYBOFbCTO Ha fIpODOTO. PopaRH TOO, so jyHH 2016 rop~~a
~C8O~H C HiTFIT Ha fI~HBOTH0CT Hety EY H CAR 3a 3aWTHTa Ha nO
ROTOLIHTC I(0~HCTCHH npeccy ATJ1aHTHKOT’7. CnoropóaTa npepsHpyoa
HC~iCH H KOHTpDnCH HCX~HH3~M 3O orpaHwL1yuaa,ara sa flpHCTarToT

‘Agreement on Mutual Legal Assistance between the European Union and the United
States of America, Waslsin~ton, 25 June 2003; Council Decision 2009f52O/CFSP of 23
October 2009 on the conclusion on behalf of the European Union of the Agreement
on extradition between the European Union and the United States ofAmenica and the
Agreement on mutual legal assistance between the European Union and the United
States of America OJ L 292, November 7, 2009.
1~ European Commission, European Commission Launches EU.U.S. Privacy Shield:
Stronger Protection for Transatlantic Data Flows, Brussels, 12 July 2016.

sauiTHTa Ha rlopaTOqHTe. ERHOW onepamo~a PaeilOnHaTa CnOrO~
6a, cnopep 4nQHOT 3, ac ru UJTIITH CHTC I1HL1HH noparoqui pa~we~em
wefy fIOI1Ht~HCKHTe OI1OCTH Ha pp)l(aBF4TC-’lJleHlcH Ha ES’ H cleRepan
HHT~ onaCTu Ha CAR. floHaTaHy, cnopep YRCHOT 19, Ce rapa~mpa
C~HOKOB T~CTH~H sa rpataHHTe Ha EY (OH ute rH yncwnaaT npaoa~a
lasepeHu RD CflOrOpGaTa. lopapH ma, Ce j~pelca Ce IajaKHyBa

COpaGoTucaTa so icpHow~HaTa HaTepHja, sawTMraTa H 1~~OHHL~HT~ ute
SHROT oôeI6epeHH; Blcny’IeHsl CC oppep6u 30 orpaHH’-lyoafbe 3a ito
~HCt~lb~ Ha fl0ROTOUHTC H Iapp)lcyoabeTo.

YCsojynaibeTo Ha OI1UJTH ~CJ1O6H (OH ro perynHpaaTTpaHCcjlepoT
Ha flOPOTOt4H npeTcTaflyba 3HOL1~CH LlOKO~ H0I1~C~ WTO CC op~ecysa
~0 3~WThT~T~ Ha LIDOCKOBHTC npaoa; Ho flpO6neHOT so CoóHpateTO
HO e-Rouca3Hre Tpeóa P 6HRe flORH~CI(THO appecuipaHo. Kauco WTO
C H~OCR~H0, FY Ce ~WTC It H~HO rloucpHeHo osa npatuaise CO aaeq
HM’IKa nerucnamoa H CC flOTlIH~O Ha E1POIACRYPHTe 3a IaeMHa npas
Ha flOHOW, RON Ce HCCO0~RCTHH H Heec~HlcaCHH DO 6op6a~a fl~OTHB
CC~HO3HHOT lcpHt-hlHan. 3a~HooaH Ha TCpHT0pHJanHH0T npHHqHn,

‘~ Agreement between the United States of America and the European Union on the
Protection of Personal Information relating to the Prevention, Investigation, Detection,
and Prosecution of Criminal Of fences, 2 June 2016.
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RO I1OROTOIIH O)~ crpaiia Ha 6fl~CThT~ Ha CiSfl H no fIOTOPRYBO DT
C~CTOOTO Ha ,,HeplICKpHHFIHaqMja HRH MOCODHO Ha6mypysa[be”. Ce
flaK, CnoropóaTa C OF~~HH~CHO HO ~O3HCHO Ha JIHL1HHTC nORaTOwl
3a cOHepUHJOnHH t~eflH.

UJTHrOT Ha EI~HB~THOCTO e HO~O1O!IH~T CO PaikoneB porosop
Hety EYH CAR Icoj no peryii~pa flpauJaffieTo Ha T~OHCOTJIOHTCICO pal
HCH~ Ha e-ROKa3HTC, BOCflOCTaBy6aji’cH CeoflcjDaTHa paHKa JO JaWTFI
T~ Ha ~1O~OTOL4HTC 60 Caj6ep~npoCTopOT~e. CnDrop6aTa, ruoTnuwaHa
so jyHH 2016 roRHHa, ja peryn~pa ~O3HCHOT0 Ha ~OICO3HTC 3a qe
J1HTQ Ha npeseHqHja, Hapara, OTKpHOaFLC 31 roHeHo na K~H6HL1HHT~
pena, SKJ1~L13ITWIHO H TepopHlaH, CO TOO 3ajaIa yDajKH ff1 rlpaoaTa Ia

EepoOcKoWo KONO~HI4UJO 30 3OCMHO DoMow 00

2 KpUOU4HOIIIOMQQL1CpUJO og~oj 2000 iogtlHo
~ QpefiicWaoyoo Upo ëOiieM ~e~op 00 CygCKQWcI

copo6oima, c~.qy~tiQJeimo U QpuOuposbeWo no
çJOI{03UWE~ —~a—~e -~
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DO c~iy~ajor cc CO6Hpa~eT0 na e-~g0I(a3HTe, HOXaHH3H0T Ha aaeMHa
ripanna noMoui Tpe6a ~a 6HRe noecjzwcacen n noe4eKTHDeH.

So T~KDO cqcnapwo, aajaKHyaafbcTO Ha flpOI4cAYpliTc 3a aa
anna npaana flOHOW, KaKO UJTO 0 CO6HpaFbCTO H~ Q-,flOKa3HTO, 1(0-
pHcTeJ~H ja K0HBOHL4KJaTa o~ byjjwnrieuiTa, He e peLlienwe ~I(O HO
cc aana3H TepHToplljanHHoT npHHL~Hn. Kaiw alto e naaepeno OR
C000ToT, Tpc6a ~a cc nporion~pa GnHcKaTa copa6oTIa CO HHTCp
HOT nponajRepHTc. floHarany, EY reHepanno rJ,eRaHo, ycooH MOKa
HHTerpaqnja DO KPHDHLIH~T~ HaTcpHja, 3~CHO8~H~ Ha npHHL~HnoT ~ia
aaeMHO npH3HaDa~e H narpa~eno Ha 14HHHM~H CTaHP,apRH, HOHOCTO
xapHonnaaqnja. KaKo II RaC, npot~eRypI1re Ha gp)KaDHTO-’4fleHl(M DO

6Op6aTa fl~OTHB OP~~HH3H~~HHOT Kpw
MHH~R KOH3KCTCHTHO cc ~
H HMajIb4 ja npeRDHR npel(yrpanwlnaTa
AHMOH3HJa Ha ODHO IC~Hl4HH~flHH aKTHD
HOCTH, RP>K~DHT04II18HKH He ycneaa j~a
eocnocranat ec~eKTH8Ha copa6otica.

Ce ROROK~ COpa6OTKaTa Ha HHBO
Ha LY cc aajaKHyoa DO ~~HKlI Ha HOJJW
HHTO DHaTpOWHH rpanwqn, EY no Ho)Ke
i~a ja AOÔHO concTeeHaTa ~ageopeuaa
~HMEH3Hja. EY ipeba ga socnocTa
OH I(OHlcpeTHa paNKa 3a HaTaHOWHO
OJ1CCH~D8FtC Ha KcTparHTc, OcOGOHO
no npeicyrpa~~~nn~e cny~a~ ~ora lAO
K~3HTO cc fl~2K2T °R I(oMyHHKatIHcIcH
TO npoDaj~cpn DO CALi. CncRcjl’cH ja
EDponcKaTa 6ea6eRHocHa are~~a n
3aKny~oqHrc na COBOTOT EY Tpeba j~a
aarioqHe Co Ht4nneweHTaqHja Ha T~KDO
napmepcmo. Qoaa paHka Tpcôa ~a Ce
H3~P~/AH D~3 naH-EY XapMOHHaHpa’41(H
MHCT~~HOHT KOj I~c ODOJMO)KH RHPOKTHH
KOHT~KTH MeI’y 6ea6eRHocHHTe cny;1c6H
OR 0~H~ jypHc~HKqHja H cepsnc nposaj
ROPHTe OR lApyra.

4. CTV~I~1H HA CiiV4A14:
ØPAHLIHJA, rEPHAI-HIJA H
HTAJ1HJA

Tcp0pHCTH~KHTe nana~n DO Enpona onnjaeja Ha I1~OHOH~T~
DO pa3MHCJlyOaIbeTO Do O~HOC Ha Cajócp-KpHL4HHanOT, oco6eno no
øpaHqHja, repMannja H l4TaJlHja, OsHe ~p)KaDH no~naa CO OCflO
co6yoaFhe Ha [I~~HOH~flHHTG 3aKOHORaDHW H 6O3GORHOCHH nnacm
CO aJ1aTKH aa O4WKTHDHH HcTparH na OpraHH3HpaH I(~HHHHOR H T2
pOpIl3aH DO caj6ep-npocTopOT.

TepOpHCTH~KHTc HaI1aRH ro H3weHHja 6O36OAHOcHHOT H aaI(O
HO~DDHHOT nejcaw DO ~Dpanqnja, ~aj~e DOHP0RH~T~ cocToj6a 6Hna
na Glfl~ OR H0OHD~H 2015 romnna, lAO nocwnpn 2017 ro~nna. Houn
OT 3aKOH 3D anTllTepopnaaH 0 yC000H DO fl/nH 2016 rogn~a H ripeg
BH4yBa HODH OOeRHOCTaDeHH ycnoBH an KoHnjyTepcIw 3a11/1CHyDaI~O
J~O HHDO Ha paarnegyBane Ha SanancoT 14e(y ôea6eRnocTa H rpaftn
CICHTO npana’9. Vaiw, riian~o CH0T~H K~KO np000HI4Iija O~ TcpopH
aaH, KotlrljyTepckoTo 3annenynan~e e ~O3DOflOH0 sa ~aprempaite Ha
fIHRHBHAYH (OH npetc~anynaa~ saica~ia sa HaI4HOHaI1HaTa öe3óeR-
HOCT. So repnaHnja, HOD~T~ Dcp3HJa Ha cO4iT080pOT a Raflc’4HH-
0(0 R~OC~GTH~8~ItO Ha KOM~HHK~~HHTO 0 ORO6~HO op MHHIIcTep
CTDOTO 3a BHaTpOWHII pa6oin DO 2016 rORHHa, KaKo H HOD Saiwn an
aHTHTcpopHaaM DO anrycT 2016 rolAHHa, npowHpyDajl~H 111 Hapne)Ic
HOCTHTO Ha 6O36CAHOCHHTO H~ cny)K6n2~. COCjiTDepOT
ro paarne~y~a Ha6myRyBafbeTo Ha K0H~HHK~~HHT~ OROH ‘4eKOp
nonanpe~ H ODO3HO)K~Dfl MOHHT0~HHf Ha KoHnjyrepclcaTa I(0HyHH-
KaL~f1ja H Jl~Yf H OI1OKT~0HCI(H nanpaa~ fIPOR KoHyHHl(aqHHTe H flOlA~
TOt4HTO ga 6HgaT WHqJpHpaHH. CO4TOOPOT e neranno O~~~HH~CH Ha
flpecpcTHyDafbe na KOMyHHKaI4HHTO 80 peasino apeHe, CO43TBCpOT

“ Law No. 2016-987 of 21 July 2016, https://~w,w.Iegifeance.gouv.fr/af1,chTexte.
do?cidTexte~)ORFTEXT00O 032921910
~ Germany, Act to improve antiterror information exchange in force, 26 July 2016.

Co c~en go ~? o6es6egu Qpu6upo~e a ~O3M~fIn
no e-goKo3u, ‘Oo&ipe6Ho e K0MYHURQ4UCKUWe
p uHUOepneW Upoeojgeputhe go ~u noflpoeaffl

gocWaQi-iu wofteuiue aogacuoqu.

an nopaicH, (21(0 H C’MBHJI paarosopH. [loHaTany, MHHHcTOpcTD0-
TO an DHaTpewHH paGom nnannpa DocnocTanyea~~e na Arcni~nja
cj3okycHpaHa Ha gcwwcjipHpaFbe Ha KoeIyHHKaqHHTO21. So l4TanHja,
wH4pHpaFbeTo H DOD0R~DOIb0TO na ,,Tpojan” 3D f1~OC~OTH~D~Fb0 Ha
i(oHyHHlcaL~HH DO 3aiwHOT aa ICpHDMLIHa nocran~a flOTfHKH~ napna
MOHT~~HH H JaDHH ReGam 3a HO)KH0CT~ OR e~cnnoa~iipat~e Ha ODHO
HODH HHCTpyMOHTH an ronen,c Ha KpHNHHaJ1LAHTO DO caJ6cp-flpOcTo-
pOT2’

cDpaHqMJa, repwaHHja H L4TaJ1HJa HH~~T HROHTH4H~ 3aKOHo-
RaDHa pan~a Koja oppcRyaa KaKo cc cnponcpynaaT HcTparHTc no
caj6ep npocTopoT. Ooa cc 3~I(OHH an 3~WTHT~ Ha FI~H8DTHHTC nO’
paTOqH, fIONHTH1(HTO sa ~app~~ynan~e na noRaToLtHTe H aaKonHTe sa
cncicTpoHCKH K0MyHHKatIMH. MCTO TaKa, ODHO RPK~DH HMaaT 3DKOHM
an aatUTHTa Ha F1pHDBTHOCTa H I(OHTpOna na no,qaTOL4HTO H Of~~HHY~
naita K~KO I1~HD~THHTQ flO~~TOL~H H RPY~HTG HnclaopilatwH CG ripe
HccynaaT~oJaDnHTe H/In rIpHDaTHH opraHHsat4HH HHDOTO Ha 3~LtftH-
Ta na ri0R~TOtlHT0 no Wpanqnja Ce ClfOT~ 3a j~ocTa aaAononHTenHo,
DO repHaHHja I1~HD~THOCT~ C 3aWTHTOHa CO YCTaDOT H 3aKOHOT an
4eRepanHa 3~UJTHT~ na nogaTot~HTe23, 3aiwnoT an fl~HDOTHOCT Do
HTanHJa 0 3H~L1~OH ~KT (0) HHTO~DOHH~~ DO 140/I fl~OL4OH~D8ItO Ha
eckeKTHve O~4 NOGHTO noTeHqHJanHH WTOTHH ogpcp6w D~3 flpMBaT’
nocTa na rpataHHTe’4.

PerynarHDHTe H RPOtIORYPHTC aa Ton K~KO Ce fupH6HpaaT H 1<0-
~HCT~T e-ROI(a3HTe aa D~GH0 Ha CYRCI(HTO F1~OL4CCH CO GDHRCHTHH DO
pa3J1HLIHHTO K~HBHLIHH 3~I(OHM H 3~KOHHTO aa KpHDH’4Ha noc~ariica
Cenai, HOKOH GDGMGHTH Tpe6a ~a Cc noTeH14HpaaT. 08MG gp~KanH
HHaaT ne)~ocTaToic og npao~nna ge~HnH14Hja aa c-j~oicaaHTc; lAo
peka rep[4aHCKHOT H 42paHI4yCKHOT 3~l00H DO ROT~J1H ja o6;acHyBa
ynoTpc6aTa Ha UJTBTHHTO Coc~3TDcpw DO I(pHDHLIHHTO HcTparH, 3a~o-
HOT 3D KpHDH~Ha noc~ar~ca Ha l4TanHJa TaKno ynaTyBaH~c HO coRp)I(H,
noctojar oRpeReHH CJ1H4HOCTh I1~CK~ nerncna~~na~a DO ORHOC Ha
6op6aTa npOTHD Caj6ep-IpHMHnanoT, K~KO H ynatynai~e na HHTO
f~HTOT H O~H~HH~I1HOCT Ha noRaTo14HTc.

ODHO gp)Ka8H, HCTO Taxa, HH~~T H fIORHTHI(H sa 38~~)K~O~FbO
Ha noRaToLlHTc, HO yCJIODIITO, flOnei’(e KIlN flOM~I1I(~, DapHpaaT. So
øpaH14H;a, 3~~~}I(yDDtbOTO Ha noRaTcqHTc a fIpOADHAOHO 3a ncpH
Oj~ og egHa rognHa’5 So repnaHHja, HODH0T3~ICOH in aa~p~~ynaise
Ha noRaToqnTe 0 DO CM/an OR OKTOM8pH 2015 rogHna H fH npHHyRn
I1PODnJROPHTO Ha 3~RP)KYO~it0 Ha flO~~1OL4HTO DO DOPHOR go 10
HeRe/In”. So VTanHja, HOD ialcoH rH oGDpJyoa rlponajRcpHTc na aa
RP)KYO~it~ Ha 14QI1HOT Tenec~OHCKH H enel(Tp0HcKO-KoHyHHlrn14HclcH
coo6pa*aj J40 JyHH 2017 rOgHHa2t. OHa ViTO Tpe6a pace r1OTCHI4H~~
OR 8OK~ nocTaBellaTa llerHcnaTHnn 0 I1OCTOOLbOTO Ha HOCHf~~HOC
TM 80 norne~ Ha TO~ (0) Tpe5a fAa 6nj~e npe~~ier na i4CT~T~ H ~~/IH
nerflCnaTHBaTa c4acKTHeno cc HllnncHeHTHpa. I4aKo 4paHLlyclHoT
3a1(OH fH fIPHHYRYOD ROMUWHHTO HiITG~HCT CepOHc-npooajRepn jAn
fH sapp)KyBaaT nopatowire Co qcn Rn ce coo~ai- Co I(pHBHtIHHTO
HCTparH, cI3PDHIAYCKOTO MHHHcTQpCTDO an ripaBjAn ~O3BO/1H HaqHo
NanHHTC Dfl~CTH Ra H0~~T Rn HCf1~~T~T c~opHaJlHH óapaita H lAO

“ German Ministry of the Interior, Zwei Jahre Digitale Agenda der Bundesregierung, 7
September 2016
“ Codice di procedure penole, http //wi~, normattiva it/un resftl2Ls’ urn nm
stato decreto del presidente della repubblica 1988-09 22,447
“Federal Oata Protection Act https //sn,w gesetze mm internet defenglmschbdsg
“Legislative Decree No 196 of 30 June 2003 Personal Data Protection Code), http II
‘~n, garantepnivacy cf webfgu,st/hDme/docm,ab/ /docs,eb display/docv eb/4814258
isCode des postes at des communications etectroniques, httpff~~’nvlegifrance gouv
fr~Aspad/lJnCode’code— CPOSTE icy
ii Germany, Act introducing a storage obligation and a maximum retention
period for traffic data, 10 December 2015, littp //tv,’v bgbI de/xaven)bgblJstart
xav’startbk’Bundesanzeigec BGAI&;umpTo—bgbllISs22lO pdf
“ Legisletive Decree Mo 196 of 30 June 2003, supplemented by Lay, No 21 of 25
February2oió
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He(yHapopHHre cepaHc-flpooajpepw. So ftpHaHHja poMauiHHTe H
HefyHapopHHre cepeHc-npooajpcpH Hopa pa copa6oiycaai cc ~a
qHoHaJIHHre Maclw; ~KO npoaajpepor Op6He, wowe pa 6wpe KO3H~T
go 100.000 eapa. BawHo epa cc HanoiieHe pe~a I1OflHThKHTQ 3a 3a-
pp)Kyoa~e sa nopatowite cc oppepóu 80 aaicoasre aa enelcTpoHclcH
IC0MyHHKaI4HH sa øpaHL4Hja H repHasHja, na ottasy HecsrypHocta
co3papena Co BHCTHKCK8 Pe4JHHMLIHJa Ce pecf3fleKThpa H sa nOJ1HTW
CHIC 3a BpaRaFbe Ha nopatoqsre. So L’ltansja, cnopep 3aloHoT 3a
SIICICTpOHcKH C0HyHHICaLjHH, OHHO (OH cc OBnaCTCHH pa O6e36egaT
l(oHclu4Hja HuH eneKTpoHclco-l(oHyHHlcaLIHclcH yCIIyIH cc OGOp3aHH
pa copa6oryaaat co HaqHoHanHHTe BulaCtH H pa o6ea6epaT ponoii
HHTCJ1HH ycnyrs, aKnyqwTeulHo H npecpeTHysa[be Ha lcoHyHwKaL1HH-
TC20.

QpHOCWTC CO CAJj cc nOCC6Ha rpwwa. øpaH~ycKHor napJlaMeHT
so jaHyapH 2016 ropiisa macan ~a poe HetyHapopsw I(OHBCH4HH 3a
3aeHHa npaasa nolI0LJJ 30 KpHBHN
H~T2 t4aTepwj&9. OBHe KOHBeHqHH
rH oicny~iyoaat s flOCflCPHWfIC op
npHF.lcHaTa H~ PHrHTaITHHTC TCXHO
J1OIHH 80 l(pH8H4HHTO peiia, K~KO H
onecHyoame Ha rlpwcTanot po HH
4iopiiaqHH 3a KpHBHYHO ~0H~[bC op
GJ1aCTHTe Ha ~BCT~ ppwaow. Cnopep
121(8218 pat-wa, npH6paHHTe HH
4,opsaL~sH Tpe6a pa 6HpaT ciuiaps
paHH ca~m 3a B13~H~ Ha HCT~2WH~T~
flOCTaflKa H H~~HOH~flHHT~ IlJiaCtH
Tpe6a pa fH npepapar cHTe rpew
NH 00 paccyaai~e~o cc nopalolisTe.
ICOHeqHO, paeTe CTj~2HH wo~ce pa
op6wjar TpaHc4ep Ha nOpaTOL4H
pokorn(y wa ja ~arpo~yoa Haqwo
sarnia~a 6e36epHocT H cyoepeHH
Tel. repHaHHJa H I4TaJIHJ2 HeHaaT
notnHulaHo porooopii co CAR H
H8!42 TaNsa Hajaoa 32 80 HpHHHa.
THe ce nornHpaaT Ha cnorop6HTe
3a 3aesHa npaosa rIOHOLU nolriHuia
HH Op 2006 ropsHa 32 pa3HeHa Ha
e-p0Ka3HTC.

5. 3AKJ1Y’4OIC II flPEflOPAIO’l
FY nosepe cepHja H2 HHcTpyMeHTH ~a 3ajaksyoalbe Ha cypcicata

copa6oTka BC KPHBHLIH8T8 waTepHja. Ba oooj nornep, fl~HH~HflOt Ha
3~~HHO nps3Haoatbe C OCHOIICH HHH~HJaTop 32 cypcl(ara copa6oma
H cc OOTflH~~ Ha 3aeL-lHa pooep6a, Co qen 3aóp3aflo ~~spwyaai~e
Ha cypciuire opnykH. 3a l.lensre 32 o6e3óepyoalbe H npH6aBy8a~be
Ha e-pOKa3H, E[’IH e 3HaqHTCJ1eH ‘ie~op Ha poa 4ipoHTa npBo, co3-
pata XapMoHH3HpaH HHcTpyHeHT KoJ ro peryn~pa nps6aayoalbeTo
H paJt-leHaTa Ha ~0I(23HtG~ atopo, npeTcTaayoa 3H~4~CH OO~H4 32
pa380joT Ha npHHLLHnor Ha 3aeHHo fl~H3H~02~C.

O6Hpor Ha EY pa ro cHcTel4aTHaHpa npH6aaynafbeto Ha poim
3Hre HO)KC6H se~a pa ponepe go IleuiocHa X2PHOHH3aRHJ2 Ha npH
6aayoalbeto H pa3HeH2Ta Ha e-poKa3HTe 00 KpHoH~HHTe HctparH.
[-lcTpawHHTe oonacrynaEba H npaowna~a Ha KpHBwqHaTa noctanka,
P~~H H s&y ~~)K28HtC CO HpCHTHqHH npa8HH cHcret-IH sowe pa cc
pa3nHKyoa op ppwaoa go ppwaaa. Orrasy, some pa cc CJI~YH e-pO
Na3HTC, npHGaBeHH cnopep npaasna~a Ha C~~H flP~OCH cwctes, pa
He 6HpaT coopoetHw 3a opny~ysaite 80 ppyr npaoeH cHcTeH. 5e3
ceon~aTHa npaasa paska, pe43HHFiparbeTO Ha cneL.IHIHLIHH cTaH
pappw a npoi4cpypHre H IlOP~flHT~ThTC 3a npw6spaibe H pa3MeHa
Ha e—po~a~s~e, pp)KanHTe-’lneHKH HHaaT TeHpeHqHja pa3JlH’lHO pa
pcjcTayaaat, op cny’-iaj pa cny~aj. Co Toa, nps6aoyeaiteio Ha e-po
ica3w octasyaa BO~CH0 O~ HausosanHolo npaso H H2LCH0HanHHTe
KpHBH’-IHH noctanicH.

Legislative Decree No. 259 of 1 August 2003 (Cadice delle comunicazioni
elettroniche) httpj/vn-rv. norniattiva.it/uri-res/N2Ls?urn:nir:stato:deceto.
legisiativo:2003O8-O1;259.
~‘ French National Assembly, judiclaires, 23 January 20Th, http://wnv.assembIee
natianaie.Ir)14/cri/2015-2016 /2Ol6Oll3.esp.

So ea~oara nocTaoeHocl KoHaeHuHjaTa 32 caj6ep-IpHHsHan op
2001 rop~sHa octasyoa oope~~a HetyHapOp[la H npaosa pat-IRa ~a
Gop6a fl~0THD caj6ep-RpHHHllanor. Co cooste oppep6H KoH 0803-
somysaai 6pao pejcToyoai-be, K0H8cHI~HjaTa Do HeRoH cny1aH some
pa nosyps 6p3a H ecj3slcacila se~ysapopsa KpH8H’111a npaspa, cc
Toa oprooapaphi Ha npawaite~o 3a npMôaByBaFbeTO Ha ep01(a3HTe.
HCCOHHQHO, KoHBeHqHjaTa op BypHsnewra, Roja 0803HO)I(yoa Dna
aste pa o6e36epat KoMnjyTepcKH nopalol4H 80 IqDHBH~HHTe scrpa
rH, npsposece 3a 3ajalcl-lyaame sa copa6omata so 6op6ara npoTHn
caj6ep-KpHHHHaR0T. I(a~o H pa C, l(oHoeHwijata oc~asyoa orpass
‘leHa 80 ci3OjOT oncer H ce npHHcHy8a caHO H2 poRa3H (OH npOH3JlC-
ryuaat Op gosnjyrepcics no8p3aH lcpHHHHan. [loHa’rasy, noTnHpaJi~H
Ce sa 38855212 npao~a nosow, HaHecTO sa 3aeHHOTO npH3HaoaIbe
HuH PHpeKTHHOT npexy-rpaHs’leH npsctan, KpHTHIcyoaHa e 32 onui~a
He-ec~HKacsocT, oco6eso so npH6aoysaltel’o sa c-poKa3HTe. Orra

So HCTO opese, cypc~aia copa6oTlca se(y EY sCAR setpe6a pa
cc srHopHpa, 1(21(0 SilO npo’roicoi Ha ~0P~TOLjH i~C Ce aronesw npei(y
ATJI2HTHKOT 3a cosepi4HjanHH H 6e36epHocsH L~cnn 80 HapepHste
ropHHH. HaCTaHHTC op a4,epata CsoypcH rw nolpecoa gHrHT8nHHTe
O~HOCH sery E/ H CAR H ja JronetIH janHata cuect 32 i’oa caico ana
crHTe H pa3y3Hyoa4lcHre cnymóH HHaaT np~c~an p0 nopaToi~Hie. So
OpHOC Ha SilO e sei’ce 80 cHill HuH Tpeôa pa cc ycoaii, nOTpe6HH cc
nopo6peHs H~X8HH3HH se(y FY H CAfl 3a coo~ysaite Co npcicyrpa
H11’1H0TO 6apas~e Ha nopaToL4Hte.

RpmaoHTe-’lneslos Ha EY — U~paiiiisja, repsasHja H l’lTanHja
— penat 3naqsTen[ea nerHcnalHoa i(0j2 C 8H12J1H2 32 cypc~a~a C0
pa6oTIa 80 I(~H0HL1HHT~ npawaFba. RosaTat-iy, I(OH8eH4Hj8Ta op
Sypssneuita, Koja se e EY nerwcnarHoa, Ho e pam43HlcyoaHa op
26 ppmaBH-’lR8HKH (Uioepcica H Vpcia ja HHaaT cat-b nOTDHW2HO)

bp3l2oUpwi 2018

Hy, npw6aayoarteTo sa e-poKaaH 8 3~8HCH0 op poôp080nHata copa
óoiirn tie(y 8nacTHTe HilH op KoHnnHqHpaHHTe noclanl(H 3a aaeMHa
npa8Ha nosow.

3a EY-CAR copaSomata, npoL~epypHre cc pours, 6HpeJI~H op
eaponcHaTa ctpasa He e cegoraus ncCHO 3a sa(4HOH8nHHTe anacts
~a poctaBar Gapaibe 1(08 Pc rs wcnonsyaa npaoHHTe ClaHpapps H2
CAR; op ctpaHala Ha CAR, s3rnepa peka onaciste cc npesaipy
natis co ôapaHa po HHOHHTO cepssc-npOsajpeps aa poclaoyna[be
sa e-pOKa3H, He caso op øpaHt(Hja, repsasHja HuH klTanHja, TYK~
op nooeiteto ppwaos-’4nesKH. floHatasy, nocros sei~aicos DHP Ha
pHpCKTH2 H 8OJloHTepcI(a copa6otia sefy Hat~HosanHHTe 8fl~CTH H
HelcoH npauajpcps so CAR, HO T0~ sirncpa orpalisHeHo C2HO sa
pa3seHa Ha resepsqics npeTnnaTHHYicH nopalolls. respasHja H
I4TanHja nopppN{ysaat HHcm~qHosanH3at(Hja Ha noKoHcTpylcTHoHa
s noe4isKacsa copa6oria Co COp8HC-npoaajpepHTe.

— - - — .



XapMoHu3upoHcz, My)1Wuj~QL4UOf(0J7Ha cuoãog6a ~o oOccioW Ha oenacwyewaacua U MUHUMQflIIQ
3at~JWuWa ~eo6e36egujacHou L]dpaHCOapeHOJHo gelaWoyeofbe eo oeaa o6,qacUj,

popaaa Rono.9HHTeneH CnoJ Hfl 3aeRHHuiToo, 3aepHHqI(aya ~paH
qyCko-repHaHcKa flKnapaL~Hja 0R aerycr 2016 rowlHa Hyglf H~KOH
RpyrM ewj~yBat~a 3a MO*HHTe H~LU1HH ~a JajaKHyoaH,e Ha cyRcicaTa
copaôonca K M0)KHaTa xapHoHHaaqilja Ha HHOO Ha EY30. Roipaj
H~eHTH~HicaqHja Ha peuieHHja 3a ~0H~fb~TO Ha COHHfrITeJ1HH Tepo
~HCTM KOK KoHyHHqHpaaT npeicy WwjpHpaHa CpeRCTOa, HHHHCT
pHTe Ja aHaTpewHa paSotH Ha l~paHt~ija H repl.laHKja ja nOOHi(aa
EsponciwTa KoHHcHja y~a npegno)MH EerHcnamoa ioja i~e rw npHHy
RH K0MyHHK8UHcKHTe H HHTQpHCT npooajpepi4 ~a copaöoi-yoaar Co
C~~CIO1T~ onacm Ha j~p~i~aaaTa RaRe r~ HyRaT COOHT~ ycnyrH.

flocToH ronew R~J1 Ha JaeRHH4KH KapaKTepHcmicil Hefy Rp)Ka
DHTC-qJleHKH Ha EY. Og noRo6peHwre HCTp8N<HH T~XHHKH H CJIHLIHH
Hai.IH0HaIIHH J1erFICI1aTHBHH pawiui KOK 10 ypeRyeaaT npw6wpa~ero
Ha e-J~oKa3M1-e 110 aHaYetbero Ha CyRcKaTa COpa6oTKa co CAfl ii
C~P0HC-~P00~JRePHTe, Ha HHBO tia EY ~OCTOH COJIHRH~ OCHOBa 3a
aaepHHqea4 fl~HCT~fl, HO e RaileR)’ 0~ ((oHeqHa. llpanMiara (OH Ce
oqHeCyoaar Ha npi46MpaH~eTo H P~3H0H~T~ Ha e-R0Ka3HTe 00 EY H
ble(y /lp)KaDHTe-qneHIul H TpeTH R~K~BH H HaTawy Ce [10TflH~~ Ha
KownHqwpaHHTe cl-ioroA6H Ha 3~~MH~ npaeHa noliow. Ba ODOJ no
rne4, oiiacmye So cPpaH4Hja, repHaHHja H l4TanHja Ce corllacHH 3a
noTpe6aTa OR npouecll Ha HHBO Ha EYaa OBO3r4OKyoaFbe ecjieKnioHH
HctparK Do Caj6ep-npocropor. Ona H0)KC A~ ce oCTeapH CO OGH/IHTe
Ha Rp)KaDHTe-YUCHKH IW 6iij.~ai oonaCreHK CO ekCTpatepHTopHjaneH
e4,eKT, nOTeHHHJaRH0 CTaBajl~H n-I DO O~~CH0CT npelcyuopCiolTe H
HYRTHK&IHOHaJ1HH npoaaiRepH ooTewKaJypHcAHKLAilcRa cHTyaL4Hja
XapHoHH3HpaHa; wynTHHaqHoHanHa cnoroA6a 3a OnCerOT Ha on
naCTynalnara H HHHHHaAHa 3aWTHTa te 06e36e11H J~CHO H TpaHcna
peHTHo ReJcTnynaIte no onaa oónacr.

OTRaKO eliHaw JOCHO te 6HRaT nOCnoCTaneHH Hac0KHTe, CCKOJ
afttep noej~HHeqHo HOpa RO ro oRpaSoTH CDOJOT ROil H jja Hrpa Cfl0
peR IICTH npaowia. Ronep6ata Hefy KpHoH~HHTe H cyRcKHTe nflaCTK,
KOPiIcHHLIHTC, qwo4RHOT0 onwTeCToo, cepnHc-npooajRepHTe H HH
CTHTyL4HHTe Ha EY Mopa ga ro KoHrlJieTHpa npoi~ecor ORGHoaFbe
TO Ha noTpeóHTe Ha pa3HHre JaCerHaTH CT~~HH C~H0 H0)Ke Ra ro
zroneMH K0H43nHICTOT H HaHecTo aHTaroHHaai1HJa Ha ,,npHoamocTa
npomo GC36eRHOCTa’~ CHTC ~KT~~H Mopa ~a Ce nocoeTar Ha JOCHH
~~MICH H ga pa6ora,- Ha 3aeRFiHtlKa npHFIeHa
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