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PREDGOVOR

Postovani ucesnici i ¢itaoci,

Iza nas je jedna od uspjesnijih konferencija “INFORMACIONE TEHNOLOGIJE — sadasnjost i
buduénost” (IT°17) odrzana od 27. februara do 04. marta 2017. godine na Zabljaku, a ovo je zbornik
radova. Programski odbor i recenzentski tim je izvrsio selekciju kvalitetnih radova Koji su prezentovani
na konferenciji i publikovani ovdje, a najbolji ¢e biti prosireni i objavljeni u ¢asopisu Elektrotehni¢kog
fakulteta Univerziteta Crne Gore u Podgorici ("ETF Journal of Electrical Engineering"). Zahvaljujuci
vama, dragi autori, iz godine u godinu podizemo kvalitet radova koji su sadrzani u ovom zborniku, a prvi
put smo sponizorisni i od strane IEEE asocijacije.

Pred vama su 72 autorska rada, prezentovana u 11 sekcija, i sazeci 5 predavanja po pozivu koja su
realizovana u plenarnom dijelu programa. Radovi, teme i predavaci su birani po kvalitetu kao i tematici
sadrzaja kako bi konferencija razmatrala aktuelne momente u razvoju ICT-a, a Sira stru¢na javnost i svi
zainteresovani su bili u prilici da prate deSavanja na Skupu preko videolinka.

Organizator je registrovao oko 170 ucesnika Sirom regiona i Evrope, 100 studenata sa sva 3 crnogorska
univerziteta i veliki broj prisutnih i online posjetilaca (po nasoj procjeni oko 100). Konferencija je bila
dobro medijski ispra¢ena i podrZzana od drzavnih institucija, lokalne samouprave i velikog broja ICT
kompanija.

Konacno, i Durmitor je svojim carima i vremenskim uslovima omoguc¢io svim ucesnicima da u
potpunosti uZivaju u njegovim ljepotama i pruzio nezoboravne utiske prirode ovog kraja. Ono $to se
moglo osjetiti je jedan zajednicki duh i sinergija koje su nas vezivali svih 5 dana i nadahnuli novom
snagom 1 voljom za radom i budu¢im druzenjima. Organizator se nada da svi ucesnici dijele naSe
miSljenje da je ovo jedan od najboljih (ako ne najbolji) IT u posljednjih 10 godina. To nas obavezuje da
sljede¢i IT bude bar kao ovaj, uz dodatni kvalitet, nove teme, nove ljude, nove akcije 1 isti duh
konferencije.

Sve detalje 0 ovom, proslim i narednom skupu mozete naci na web adresi konferencoije www.it.ac.me.

Prof. dr Bozo Krstaji¢


http://www.it.ac.me/
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Novel technique for Authentication &
Encryption in Next Generation Networks

Aleksandar Tudzarov?, Goce Stefanov?, Saso GeleV?,
Faculty of Electrical Engineering, Goce Delcev University — Stip, R.Macedonia

Abstract — This paper focuses on providing of novel
technique for authentication and encryption in Next
Generation Mobile Networks. The novel technique uses
higher level of authentication methods that offer more
flexibility and are based on well developed and proven IT
security standards. Implementation of proposed technique
will simplify the authentication process and will bring more
simplified and manageable authentication environment that
will cover fix/mobile convergence and can scale for different
level of service needed security. By combining of several
protocols that are used in process of network authentication
like DIAMETER/EAP methods with PKI as a bases for
authentication and by adding new parts in authentication
access network architecture like PANA and EAP-SMIL we
have proposed new authentication technique that will
improve and modernize authentication and encryption
process in Next Generation Networks.

Keywords — NGN, Authentication, Encryption,
Certificate, DIAMETER, PANA, EAP, IPSEC

PKI,

I. INTRODUCTION

One of the main focuses of NGN (Next generation
networks) is placed on the convergence of telecom and IT
to develop a ubiquitous infrastructure that offers higher
capacity to customers and creates new opportunities to
interconnect smart objects. According to the requirements
in NGN there will be a massive number of devices (e.g.
sensors, actuators and cameras) with a wide range of
characteristics. Integration of all these heterogeneous
devices with different security needs on NGN poses new
security challenges towards a secure, reliable and
dependable infrastructure. The Authentication and Key-
agreement (AKA) procedures for 2G, 3G and 4G
generations of mobile network have mostly fulfilled the
requirements of each of these generations. 1G established
the foundation of mobile networks; 2G increased the voice
connectivity capacity to support more users per radio
channel; 3G introduced high-speed internet access; 4G
provided more data capacity. One of the key expectations
for NGN is to be the reference network for the Internet of
Things (loT) connectivity. Although it can be assumed
that NGN will utilize a basic authentication such as

! Aleksandar Tudzarov, Faculty of Electrical Engineering, Goce Delcev
University — Stip, R.Macedonia, E-mail:
aleksandar.tudzarov@ugd.edu.mk

Goce Stefanov, Faculty of Electrical Engineering, Goce Delcev
University — Stip, R.Macedonia, E-mail: goce.stefanov@ugd.edu.mk

%Saso Gelev, Faculty of Electrical Engineering, Goce Delcev University —
Stip, R.Macedonia, E-mail: saso.gelev@ugd.edu.mk

4G/LTE protocols, the use cases for NGN brings new
requirements that the next generation AKA protocol must
support. The collection of connected devices (or
"things™"), referred in literature as Internet of Things
(10T), will increase substantially and NGN must provide
an adequate level of security, which in turn introduce
novel security challenges for authentication of these
devices. The current SIM cards, while providing strong
key protection, are also imposing a hurdle for certain use
cases, and is also a non-negligible cost. To maximize the
usability of 10T devices, new approach that will enable full
authentication and security without the need of hardware
SIM (UICC) need to be developed. In massive
deployments of devices, the existing AKA protocol is not
suitable, as each device have to run the full AKA
procedure. The AKA protocol has a central role in the
security of mobile networks as it place a fundament for
exchange of the parameters needed to form a security
context that is agreed by the parties. The protocol provides
mutual authentication between device and serving
network, and establishes session keys. The authentication
protocol used in 4G (EPS-AKA) which is the state of the
art authentication protocol in mobile networks is almost
identical to its predecessor used in 3G (introduced in the
late 90s). A limitation of EPS-AKA is that, for each device
that requires network access, the protocol requires massive
signaling among the device, the local serving network and
the device's remote home network. NGN needs to offer
light-weight and flexible authentication protocols.
Furthermore, it can be foreseen that large enterprises
already have an existing AAA infrastructure in place. To
further minimize the costs with future NGN subscribers
the best way is to allow reuse of the pre-existing identities
as a basis for NGN access, i.e. a bring your own identity
(BYOI) solution. This way of thinking imposes need of
close cooperation between different authentication
schemes and methods in IT and telecom world as the
requirements of both worlds are reaching the convergence
point. Today, in the world of fix and wireless
telecommunications, techniques and processes for
authentication and encryption are developed as a separate
stream from main IT security development paths. This
separation leads to implementation of different solutions
for the same or similar authentication requirements by
means of security. Moreover, certain implementations
differ from each other so much that they are not
compatible whit each other or even not interoperable. In
order to achieve more future prove and flexible security in
the new information era where telecommunication and
information technology are collapsing into single
technology domain, we propose implementation of novel
technique that will combine most useful algorithms and
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protocols to achieve convergent authentication techniques
into technology domain by introducing technology
agnostic procedures for authentication and encryption.

The basis of authentication in proposed architecture will
be X.509 certificate that would be issued to each user and
stored on some authentication medium (either eSIM —
“embedded SIM” or embedded in some local security
store). This authentication assumption will simplify the
process for SIM changes (including eSIM which
popularity is increasing and claims to be the new standard
for all NGN authentication processes) while user changes
network by simple secure download of new certificate and
installing it in the store — already know procedures and
protocols in IP world. These certificates will have to be
issued and signed by Operators CA (Certificate Authority).
In this way, increased level of security will be achieved.

Second step in the authentication will be using of secure
and flexible protocols for exchanging of security messages
that can offer authentication in converged fix/mobile
environment, and can be flexible enough to offer exchange
of security polices as well as basic service policies for
proper handling of users payload traffic. This means that
with finalizing of authentication procedure access units
(Baseband processing modules or fixed network routing
entities) can enquire basic routing policies for handling of
the user traffic.

Third step of the authentication process (which is not
directly related with authentication) should be encryption
of the user payload traffic. Having in mind that proposed
authentication process is based on using of Certificates;
they can also be used for encryption of the traffic in
unsecure fix or wireless environment.

Considering the principles set above proposed novel
technique assumes using of PANA and EAP-SAML
protocols for authentication in correlation  with
DIAMETER/EAP in the backend communication with
authentication server for establishing the authentication
ecosystem that will be used in the authentication and later
in encryption process of the user communication. PANA
refers to (Protocol for Carrying Authentication for
Network Access). EAP-SAML refers to (Security
Assertion Markup Language) over EAP (Extensible
Authentication Protocol). SAML represents XML-based
standard for exchanging of authentication and
authorization data between security entities; that is
between the entity that poses the identity and the one who
provides the service. This standard is a product of the
OASIS (Organization for the Advancement of Structured
Information Standards). The use of this EAP method
provides an opportunity for exchange of additional
network policies between the authentication server and the
authentication client that are needed in phase of
establishment of network connectivity.

Il. DETAILED PROCESS FOR AUTHENTICATION
AND ENCRIPTION

The process of authentication, authorization and
exchange of policies when connecting to certain access
network begins with the first phase, which is phase of
initiation request for connection towards accessing
network. In the second stage, a mechanism for
authentication and authorization is activated. This process

is accomplished through access network. The first step in
achieving this goal is to check the user authentication
parameters by the client. This involves verifying the
authentication resources that for the proposed architecture
based on user certificates involves checking the existence
of the user certificate. In next step validity check of the
certificate, its private and public keys and the validity of
the issuer and its purpose is conducted. Once the validity
of user parameters are determined, the flow continues
through the process of authentication and authorization
between the user and the network. Communication
between them is based on PANA protocol where
authentication of user preferences is performed through
EAP-TLS or EAP-SAML. In this case, function of EAP
client is performed by user client module, while function
of authenticator is conducted by network module on NGN
side where this module will be presented as DIAMETER
server as it represents the central registry of user data and
their profiles. Procedures for authentication and
authorization of access technology in NGN are presented
as step 3, 6 and step 9.

After the authentication process ends, network module
will initiate the process of exchange of network policies
and user parameters as presented in steps 12 and 15.
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> Interaction with access
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network in NGN

2. Initiate check of security

mechanisms
3.Check
User authentication
parameters

|
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67 Check validity |
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|

|

|

|

|

|

8. Initiate check of
authorization mechanisms
10. Failure

9. Authenticatio
verification with the
network
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11. Initiate exchange of
network policies ]
X
e N
13. Failure N Interaction with central
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16. Failure [ 15. Set operator
policies
for access network

in terminal client

Fig 1. Block diagram for authentication and authorization
of access technology of the architecture of PANA protocol

The process of authentication is based on EAP as basis
for exchange of authentication in step 9. Authentication
with EAP typically begins with a process of negotiation of
EAP method. Once EAP authentication method is
negotiated and accepted between network entities, a
process of exchange of EAP authentication messages
between the EAP client and the EAP server is started.
When the process of authentication is completed, EAP
server sends the EAP message to the EAP client, which
confirms or denies the success of the authentication
process. Authenticator is informed about the result of the
authentication process through the AAA protocol. Based
on this information authenticator can provide user access
to the requested access network, or to continue to block
access. Depending on the chosen EAP method, EAP
authentication can be used in the derivation of keys by the
EAP Client and the EAP server. Such keys can be

218



LD

XXII medunarodni nau¢no-stru¢ni skup INFORMACIONE TEHNOLOGIJE 2017

transported through the AAA protocol from the EAP
server to the authenticator.

After completing of this procedure and getting derived
EAP keys on the side of the terminal (EAP Client) and
authenticator, the process of derivation of transport keys to
protect access link transmission data can begin. In line
with development of new method of authentication, as
most suitable candidate for the proposed architecture we
can mark EAP-SAML or EAP-TLS protocol, while in the
field of transmission techniques for the transmission of
EAP the PANA (Protocol for Carrying Authentication for
Network Access) can be chosen as a protocol developed
for transmission of EAP protocol over “any transport
network”.

A. NETWORK AUTHENTICATION OVER ACCESS
NETWORKS

PANA is a protocol designed by the IETF as a protocol
that should provide transparent network authentication
over data link network layer. Its goal is to ensure the
establishment of any authentication protocol, over any
transport technology (data link level). This goal is
achieved by setting the EAP over IP at the transmission
level. Along with this basic principle this protocol
provides a number of additional and powerful
functionalities, such as: separate NAP and ISP
authentication, possibility of reuse of local security
associations, fast reauthentication, and secure exchange of
EAP messages, protocol extensibility by introducing
additional protocol messages and so on. These
functionalities of PANA protocol makes it suitable for use
in procedures for authentication in heterogeneous
networks. PANA protocol is set on the last IP link between
PANA client (PaC) and PANA authentication agent
(PAA). PAA client is set at controller for network access
side in this case access network unit (wireless Baseband or
fix access XDSL/GPON). This access controller attempts
to bridge the AAA sessions between the client and the
AAA server using PANA on one side (the client) and
DIAMETER on the other side (to the AAA server). PANA
platform, despite these network entities also defines other
network entity called EP (enforcement point). EP control
access in a manner that prohibits access of unauthenticated
users to the network resources. EP entity should be placed
at key locations in the network architecture (This would be
Baseband/DU units or fixed network authentication
routers) in order to allow full control of the traffic in both

directions.
PAA

Fig 2. Overview of the architecture of PANA protocol

In most networks, the EP and the authentication agent
(PAA) are collocated within a single network entity, but
despite this, PANA protocol allows separation of these
two functions in the architecture in different entities as
shown in Figure 2.

PANA protocol in IP networks is defined as UDP based
protocol that operates between two IP-based network
entities on the same IP link on UDP port 716. It provides
transmission of messages in a specified order as required
by EAP specification. Transport message flow is shown in
Fig 3. Initiation phase of the protocol consists of exchange
of a series of messages with requests and responses. Some
of the transmitted messages carry information between the
client and the network, while others are used to manage
the entire PANA authentication session.
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Fig 3. PANA protocol - Message flow

Discovery phase involves two possible scenarios. The
first concerns the discovery initiated by PaC client that
sends a message to detect PAA on access links, while the
second refers to the discovery of PAA. After this process
is finished authentication process goes on with exchange
of series of PANA authentication messages that represent
simple exchange of EAP messages over PANA protocol
between the EAP client and EAP server. If authentication
is successful, the message instantly imposes a common
understanding of the identifier of the device (if the device
is identified by its MAC or IP address) and associated
level of protection of exchanged packets. Agreed identifier
of PaC will be handed to the EP (Enforcement point) for
performing of access control in the next phase. Meanwhile
the two entities will decide whether to use the basic link-
level encryption or IPSec for cryptographic user data
protection (if EAP method enables derivation of
cryptographic keys). [1], [2], [3]

Received keys are used to generate PANA SA (PANA
security associations) that are used to protect the exchange
of multiple consecutive PANA messages. In less secure
environments it is expected that EAP methods that provide
mutual authentication and generate cryptographic keys are
chosen in order to protect the communication. [4], [5]

PANA protocol allows I[PSec-based access control
(which can be bases for encryption in wireless unsecure
wireless/fixed transport) in a way that helps the IPSec
protocol in the creation of IPSec security associations.

PANA protocol generates cryptographic keys upon
completion of the EAP protocol for creating PANA
security associations, but they cannot be used directly to
create IPSec security associations. This relationship can be
used as a basis for "pre-shared secret" for generating
dynamic IPSec associations.

This approach leads to the use of IKE protocol for reuse
of PANA security associations for IPSec associations. The
keys are obtained by derivation of the PANA security
association and as such are delivered to IKE protocol. This
new IPSec associations are used further to create a
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connections between the PaC and PAA, or EP entity for
providing of authenticated or encrypted data transport.
Detail exchange message flow for described process
above can be seen on Figure 4.
v e

PANA Discovery |

PSR(EAP-Request/Identity)
PSA(EAP-Response/ldentity)

Diameter-EAP-Req(EAP-Response/Identity)

Diameter-EAP-Ans(EAP-TLS-Reg/Start) Identity Verification

PAR(EAP-TLS-Req/Start)
PAN(EAP-TLS-Resp)

Diameter-EAP-Req(EAP-TLS-Resp[TLS-Client-Hello])
Diameter-EAP-ANS(EAP-TLS-Resp[TLS-Server-Hello/
Certificate])

Server X.509
certificate

PAR(EAP-TLS-Req[Certificate])

PAN(EAP-TLS-Resp[Certificate
Diameter-EAP-Req(EAP-TLS-Resp[TLS-Certificate])

Client X.509
Diameter-EAP-Ans(EAP-TLS-Resp[TLS-finished]) certificate

PAR(EAP-TLS-Resp[finished])
PAN(EAP-TLS-Resp)
Diameter-EAP-Req(EAP-TLS-Resp)
whentication + Genera
SAML poli

Diameter-EAP-Ans(EAP-Success, EAP-MSK-AVP)

Impose policy (EAP-Success)
Policy Accept acknowledge ()

Authenticated

Fig 4. Exchange message flow in EAP-TLS over PANA
and DIAMETER

B. NETWORK AUTHENTICATION ECOSISTEM
FOR NEXT GENERATION NETWORKS

Process of authentication and authorization based on
PANA protocol as forefront for formation of authenticated
encrypted connections is the basis of the design of the
proposed technique for interworking among heterogeneous
networks. First step in the process of achieving IP
connectivity through access technologies is authentication.
For authentication protocol in this case it is best to use
EAP and as authentication method on top of it SAML will
be used. As a transfer protocol for authentication between
client and authenticator n this case PANA protocol can be
used where user terminal will be treated as PaC and (Radio
Baseband/fixed router — called Authenticator) as PAA. In
the background, authenticator should achieve connectivity
with certain “user database” server in the cloud, using
DIAMETER as authentication protocol. In this way in the
authentication process the user terminal acts as EAP client
as long as User Database server acts as the EAP server.
EAP session is established directly between these two
entities. After successful authentication and authorization
of user using the PANA protocol as described above and
by using of IKE protocol process continues in the stage of
formation of the IPSec connections between the two ends
of the communication, the user terminal and PAA. Use of
EAP-TLS as authentication protocol is due to the concept
of security set in the new architecture. The security
module by the client and PAA poses public certificates
that consist of public and private cryptographic keys.
These certificates are issued by Operator. There can be
various ways how this can be done, but mainly it is based
on setting up a public key infrastructure (PKI).

With the help of PKI each customer is associated with a
X.509 certificate that has been issued for its use in this
architecture. In the process of user authentication via EAP-
TLS/EAP-SAML protocol check of the certificate
parameters is performed for the user who in User Database
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is connected to the appropriate customer. If its authenticity
and validity are determined and also the client that is
represented by this certificate is entitled to use the
appropriate service it will enable establishment of a link
between client and PAA. In this process User Database
performs authentication/authorization of access technology
in order to determine whether it can be used in the
interworking operation. This completes the client's
authentication and authorization phase. [6],[7]

I11. CONCLUSION

In the presented paper new novel technique for
authentication and transparent encryption process for next
generation of networks was presented. As part of the
proposed technique, processes for authentication and
authorization while connecting to the access technologies
were analyzed and innovative techniques are introduced.
In this context as the basis of defined authentication
process an independent mechanism for authentication and
authentication procedures based on certificates was set.
Presented process of authentication and authorization are
based on PANA protocol as the vanguard of establishing
authenticated IPSec tunnel. This technique is fundament in
the design of the secure architecture for interworking in
heterogeneous networks. In the next period we plan to
conduct in deep analyses of the proposed algorithm
(including simulation) to prove the fast convergence time
of authentication scheme and to propose standard SAML
exchange scheme for the NGN authentication exchange
that need to cover all identified NGN security use cases till
now and to offer easy extensibility for the future.
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