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1.  INTRODUCTION 
Continuous advancement in IT industry has provided the 

possibility to use this technology in many different emergency 
situations. Military organisations can take an advantage 
of this new technology to set up a system for monitoring 
the physiological status of personnel engaged in military 
operations.  

FitzGerald1, et al., provided comprehensive review of 
the evolution of the triage process in the hospitals’ emergency 
departments. While various triage protocols, described in their 
study, differ in their methodology, all of them classify the 
patients in terms of urgency. 

Ellebrecht & Kaufmann2 clearly verify the impact of 
information technologies (IT) on efficient rescue operation, 
particularly by reducing the time to allocate casualties to 
hospitals. The authors prove that graphical representation 
could be very beneficial at it can reduce the uncertainties. 

Horne3, et al. have evaluated the performances of UK 
Triage Sieve algorithm in practice and compared it with the 
military Triage Sieve version (MS). Their results showed that 
including the assessment of consciousness as final step of 
the algorithm increases the sensitivity for patients in need of 
immediate lifesaving intervention by at least 5 per cent. 

Ashour & Kremer4 present the triage algorithm that 
uses fuzzy analytic hierarchy process (FAHP) and multi-

attribute utility theory (MAUT) that rank patients based on 
chief complaint, age, gender, pain level, and vital signs. They 
compare the proposed algorithm and system with another one 
using discrete event simulation (DES). They are concluding 
that there is no strong statistical evidence that would suggest 
any improved performances of the proposed algorithm.

Scerbo5, et al. developed pre-hospital triage of trauma 
patients using the Random Forest algorithm. They conclude 
that the proposed algorithm could potentially be used to guide 
triage decisions despite the high negative predictive rate.

Zhu6, et al. and Saghafian7, et al. have investigated the 
possibility of application of Markov decision process models 
in hospital elective admissions and patient safety. They are 
proving that although misclassification of a complex patient 
is possible, slight variation from standard medical protocols 
could lead to relatively robust patient classification.

In this paper an IT architecture for collecting physiological 
data from all TMs over tactical military networks is proposed 
and proved, as a first stage in the process of defining an 
automated FRs’ tool for estimating triage priorities.

2.  SYSTEM ARCHITECTURE FOR 
COLLECTING AND PROCESSING 
PHYSIOLOGICAL DATA
The overall system architecture represents a data network, 

over which collected data packets can be transmitted from 
e-health sensors up to the main database servers in the cloud. 
The architecture has been developed to take the advantage 
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of the existing military communication equipment on the 
battlefield as a standing point that needs to be upgraded. 

A typical setup for military radio communications, on the 
lower tactical level, has been made over Ultra High Frequency 
(UHF) B band networks. Most of the military team radios 
operate in this UHF B range (250 MHz upto 500 MHz)8. This 
bandwidth allows transmitting of necessary data packets and 
voice calls simultaneously9. For our purpose, we have used 
this technology to transmit collected data packets from the 
TMs radio unit in FRs’ radio unit and up to the units’ cloud 
infrastructure.

As shown in Fig. 1, besides being part of the team, each 
member has a specific task to cover. It is always one person 
of the team who is designated to be a team leader (Tl) and 
one person is designated to be an FR10. The goal of our project 
has been building a helpful tool for the FR and, therefore, 
all collected data must end up in the FRs tablet computer. 
At the same time, the collected data will be sent through Tl 
communication equipment over to the cloud infrastructure for 
different monitoring purposes. 

All collected data from e-health sensors are transferred 
over to the TMs radio unit, which in our project has acted as a 
gateway for transferring collected data into the units’ tactical 
network. This connection can be wired or wireless which 
depends on radio unit specifications. The wired connection can 
be UDP or TCP/IP data stream in most of the today’s tactical 
radios; however, wireless communication is more convenient 
and it is usually performed with Bluetooth Smart technology. 

Figure 1. System architecture for real-time e-health monitoring.

Figure 2. Laboratory setup for data transfer testing.

By utilising the Bluetooth Smart/IEEE 802.15.6 
technology, the new generation of e-health sensors have 
provided unique abilities in power consumption (0.01 W to 
0.05 W) and data transfer (1 Mbps - 3 Mbps)11. These features 
are improving the longevity of the sensors and reliability in data 
transfer. This technology at the moment is a built-in feature in 
the new generations of portable radios12.

The true value of the project can be seen at the FRs’ smart 
device unit. Collected data from all TMs is transmitted to 
this smart device where the physiological status of all TMs is 
estimated by processing the collected data about the respiratory 
rate, heart rate, blood pressure, and temperature. By custom 
developed application, the FR can monitor physiological 
status of all TMs. It can have information whether they are 
alive, tired, injured or dead. In addition, the application can 
categorise the victims by health risk factor (HRF) in the case 
of a multi-casualty incident.

Communication over the Tl’s radio is done only for 
transferring the collected data packets over to cloud network 
infrastructure. This leaves us with endless possibilities for 
data management and data usage by integrating the data on the 
different battle management and health monitoring systems.

3.  EXPERIMENTAL SETUP
For the purpose of testing the main application, we have 

built a testing infrastructure using Harris Cor. Falcon III 
hardware. As shown in Fig. 2, the setup is made of sensors 
Arduino, two RF7800S UHF radios13 and two RF3590 Android 
OS 4.3 tablets14. 
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Four different sensors were used to measure the vital 
parameters as follows: systolic blood pressure, heart rate, 
respiratory rate and temperature. The outputs of all these 
sensors were connected to the Arduino board through Sensor 
shield15. For transferring the data from the Arduino board to the 
Android tablets, we used 2.4 GHz Bluetooth module and from 
the Android tablets to the UHF radios we used proprietary USB 
2.0 interfaces connected by data cable. In real time scenario, 
this Bluetooth communication will be between the e-health 
sensors and TMs’ radio unit.

A key part of the setup is the smart device on FRs’ side. 
The performance and technical specifications were more than 
acceptable for our algorithm to operate without problems. With 
7″ screen, this tablet provided enough space for visual data to 
be displayed even on a sunny day, or bright light.

Harris Falcon III RF7800S/SPR works on UHF frequency 
range from 350 MHz upto 450 MHz. Enforcing Frequency-shift 
keying (FSk) and gaussian frequency-shift keying (gFSk) 
modulation this radio has a capacity of 256 kbps wideband 
waveform transfer rate, over UHF radio communication12. This 
gives us a very good opportunity to simulate the data transfer 
between TMs to FR. 

A setup like this is using many distinct components 
and requires the use of different types and protocols of 
communication. Starting from the input, sensors connected to 
Arduino was using a serial communication (also known as a 
UART). The data from the four sensors was then packed in 
a single frame using Arduino microcontroller and transmitted 
to Android tablet using Bluetooth. The frame structure is 
presented in the Table 1. 

The first bit is ASCII character labeled as the start of text 
(STX). Then, data is following from each sensor separated with 
field separator (FS). After the last field separator, checksum 
was calculated and added at the end of the frame. Finally, the 
frame was closed with the end of the text (ETX). The purpose 
of the checksum is to confirm the correctness of the received 
data at the side of the tablets. The Checksum is computed on all 
characters, including all the <FS> characters, between STX and 
last FS. The checksum is calculated by the 8-bit binary addition 
of all included characters with the 8th or parity bit assumed to 
be zero. Carries beyond the 8th bit are lost. The 8-bit result 
is converted into two printable ASCII Hex characters, ranging 
from 00 to FF, which is then inserted into the data stream. The 
receiving device recalculates the checksum of the buffered 
message and compares it with the checksum it received. Any 
frame, which don’t match the same checksum are considered 
as corrupted and not used in the following computation of the 
algorithm. The data type was an integer for all sensors. 

Communication between the Android tablet and radio 
device is done with UDP over USB cable. This is high-speed 
communication and allows transmitting data over the TM smart 
device to FR tablet. The tablet has a built-in network adapter 

and drivers for communication over USB with a radio device 
(RF7800S). Both tablets were configured to run on the same 
subnet, but on different IP address and port number (Fig. 3). 

Both client and server applications capable of exchanging 
the sensor data were developed. The client application, deployed 
on each TM tablet was running as a background service, which 
makes it more reliable. It was aimed at the real-time acquisition 
of the vital signs and their broadcasting (transmission) to FR, 
Tl, as well as to cloud infrastructure. To accomplish real-time 
communication with multiple clients, we used multiplexer 
technique. The server application, deployed on FR and Tl 
tablets, was composed of two parts, or to be more specific the 
background service and the GUI. Background service was used 
to listen for any received data and it was immediately processed 
and stored in the local database. However, the main goal of this 
service is to calculate the HRF by custom developed algorithm 
and to visualise it via the GUI (Fig. 4).

Algorithm we used to calculate the HRF was based on 
modified early warning score (MEWS) Table16 and Markov 
decision process for automating the medical emergency 
protocol (MDP-AMEP). 

Figure 3. Interface parameters for data transfer in a radio 
environment.

Figure 4. First responders’ application interface.

STX Heart Rate FS Resp. Rate FS Blood press. FS Temperature FS CKS ETX
Int (3) Int(3) Int (3) Int (3) Char (2)

1 8 1 8 1 8 1 8 1 2 1

Table 1. The frame of message format, data types, and size for each parameter
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4.  RESULTS AND DISCUSSION
During the testing phase, we measured a delay in sending 

packages from TM to FRs’ device to be in the range from 10 ms 
as a best case scenario, to 600 ms as a worst case scenario. The 
delay depended on the environment the radio device was in, and 
the network usage. Assuming this delay, we design our client-
server application to listen for data every 1s. This means every 
1 s, the server will receive one measurement from one TM. In 
such a situation where an injury occurs, determination of the 
health condition using these five sensors is much faster than 
without this equipment which can go up to 3 h - 4 h or in some 
situations even more.

We used our equipment and environment to measure 8 
different patients. The health condition of the patients was 
stable and we received the data shown in Table 2, part one. 
Because of the real data which didn’t match any of the high-risk 
states, we inputted artificially values to represent the outcome 
of the algorithm in full range, part two.

Obtained results of our application, confirm that successful 
data transfer from e-health sensors to FRs’ smart device can be 
established. This makes our proposed architecture acceptable 
for implementation in a real military environment where 
the physiological data is sent to the FR. Final determination 
of the HRF depends on the used algorithm for automated 
medical triage, which can be a subject for future research and 
development.

5.  CONCLUSIONS
From testing, we can emphasise that successful 

physiological status monitoring can be implemented with 
current military communication assets. This can lead to 
improved medical triage and minimised death rate for 
engaging personnel. FR will have a real-time overview of his 
TMs physiological status and can give much faster and more 
relevant medical triage.

Furthermore, the collected data can have significant 
impact on the process of planning further units’ missions. By 
database integration with present battle management systems, 
collected physiological data could improve the command and 
control capabilities of the engaged unit.
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