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ADVANCED COMMUNICATION APPROACH BETWEEN CROSS-
PLATFORM MOBILE AND DESKTOP APPLICATIONS IN MEDICAL
PURPOSES

M.Sc. Dalibor Serafimovski!'
Full Prof. Dr. Vlado Gicev'
M.Sc. Boris Panajotov'

! Faculty of Computer Science, University “Goce Delev”-Stip, R. Macedonia

ABSTRACT

In the past few years, cross-platform programming technology gains importance. Great
majority of companies use alternative and more accessible cross-platform technologies in
order to gain access to different mobile platforms. This paper is focused on the channels
of communication between cross-platform mobile and desktop applications created using
Adobe Air technology. The main purpose of the article is to give clear guidance to
improve the level of communication and security during data transmission between
desktop and mobile applications on different platforms. The paper is divided in two parts.
In the first part we are focused on analyzing the existing communications channels,
modules and opportunities for their implementation. Nowadays as especially attractive
are considered the technologies for transmission of medical data using mobile phones.
According to this fact, in the second part of this paper we are focused on giving clear
guidance for the process of creating safe and advanced modules and channels for
communication between desktop and mobile applications. This second part of the paper
also covers the opportunity of direct mobile communication and data transfer in medical
purposes.

Keywords: communication, monitoring, adobe air, programing, data, analysis, server
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INTRODUCTION

The main goal of this paper is to define clear guidelines and fully define the process
of transfer of large and complex data between mobiles, desktop and server applications
that communicate with each other within the Adobe Air executive environment. Mobile
devices occupy a significant market share worldwide and in recent years we have seen a
serious increase in the number of mobile Internet users who slowly but surely exceeds the
number of standard internet users. From this point of view, there is a serious need for
creating sophisticated systems for internal communication between mobile devices that
are intended for quicker and easier transfer of large amounts of data in real time. The
potential of mobile platforms is huge, some market research on mobile platforms have
shown that in the near future, mobile devices will replace a number of machines in various
industries. Particular importance is attached to the potential that mobile devices have for
medical purposes, particularly for remote monitoring and rapid and automatic processing
of medical data in real time, which allows shortening of total length for all processes,
early prevention and improved diagnostics.

Mobile devices and more recently smart digital watches, allows transfer of data
and monitoring the actual activities and specific movements of the human body and its
limbs with built-in sensors that can detect the smallest movements and changes of
position. These sophisticated and innovative technologies allows researchers to activate
their creative potential and practically apply these technologies to increase the efficiency
and quality of services in all areas. Downloading data such as weather data, current state
of air pollution on specific geolocation where the mobile device or smart watch is located
at that specific moment, then the uptake and transport of specific data from sensors
attached to certain patients and related conditions, represent only a small part of the
enormous base of opportunities which researchers worldwide use to create modern,
advanced and innovative systems for remote monitoring and advanced transmission and
processing of data to the distance [5],[6].

Our main goal in this paper was to try to create a small prototype model for the
transmission of medical data and monitoring patients remotely, by which we will achieve
advanced communication between devices that use different operating systems. The main
intention was the system to be fully independent of the platform that is running on and to
be multiplatform and functioning uniformly on all known mobile and desktop platforms.
The practical models are made entirely using Adobe Air and Flex technologies.
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DESCRIPTION OF THE MODEL

The basic concept of this model consists of module for input parameters embedded
in the mobile application compatible with all existing mobile platforms that directly
processes the input data and sends it to the server where it is processed and made available
to the physician via the appropriate desktop application. The communication between the
mobile application and desktop platform goes through ColdFusion server which makes
the data transfer from the mobile device to the patient. This concept offers a fast and
efficient transfer of data to the medical teams in real time. For data input from the patient
side in order to get a more precise medical images, we choose to use the Adobe Forms
Central service which is automatically processing data entered by the patient and directly
generates reports. This concept allows the physician to receive accurate reports every day
on his computer for a specific medical condition of his patient [7].

Patient Data form mobile application

3 ® Processing patient data in Formscentral

4 HosocTn

Dt e oo ]

(2 FORMSCENTRAL  Emergeny i

+

Figure 1. Processing of data entered into the mobile application and generated reports in
real time using Adobe FormsCentral

Within the Patient Data Module that is embedded in the mobile application,
patient enters daily parameters agreed with the doctor that are important for the respective
disease. At the time when the application will connect to the Internet, the data in encrypted
form is sent to the application server for processing. As can be seen in Figure 1, the data
obtained from the mobile application is sorted for each patient individually using Adobe
FormsCentral and later the doctor or other health worker who uses the software can
directly create reports. If in any way the data on the server is lost or appears a disruption
of communication between the mobile application and the server, in this case, for safety
reasons, mobile application store a local copy in the form of SQLite database which
contains data of all parameters entered in the last 48 hours within the mobile application

[81,[9]-
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Figure 2. Automatic data processing and report generation

Once the data arrives safely on the server and become available for processing,
the software sends a message back to the mobile application that relevant patient data are
received and processed. One copy of the communication logs is stored within the
application server and a copy of the logs also can be found locally in the mobile
application. These databases are protected and not accessible to the ordinary user of the
application. They can get this data with request that is sent from the server to the mobile
application[3],[4]. With the help of FormsCentral module that is built into the software,
the medical officer who uses the software can generate reports in Excel tables, in PDF
format, to perform statistical calculations, filtering data, to record images of the generated
reports and so on. We find that with this method significantly improves the primary
communication distance between patient and doctor and increases accuracy in diagnosis.
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Figure 3. Multiplatform desktop application that processed the data received from
patient’s mobile devices
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Section Informatics

Our researches are leading us for a long time to develop models for remotely
monitoring using mobile devices through direct communication, not only in medicine but
also in many other areas. A huge number of researchers around the world are working in
this field and offer different concepts and solutions which shows that the practical
implementation of advanced technology and innovative solutions is the right path towards
overall improvement and easing of the situation in all areas. As we already mentioned
above, an object of the interests in this paper is the application of modern technologies
for advanced communication and remote monitoring for medical purposes. In [2] the
development and implementation of these technologies is described as an opportunity to
eliminate the isolation that geographically is no longer an obstacle for providing of timely
and quality medical care. Telemedicine that is further described in the literature or either
defined as an opportunity for diagnosis, treatment, consultation, education and transfer of
electronic medical records, images and videos in real time with high resolution.

MasHo Menn

iMedica”‘""!elp
DUNOT UCTPATKYEAYKU TMTPOEKT

Remote Patient Monitoring

Figure 4. Display of the main menu of the mobile application iMedicalHelp designed
for patients

The researchers in the world are working hard to develop models for the transfer
of medical data from multiple patients at the same time, and to be used for example in
mass disasters and similar emergencies. Overall, the focus of most researchers is aimed
at monitoring a single patient. In literature can be found proposed schemes for data
transfer via 3G mobile networks from multiple patients simultaneously. Our model is
based on the concept of sending data from multiple devices (many patients) to a central
database that is associated with a corresponding software system on which side is directly
performed filtering and sorting of data. The proposed model is not tested in emergency
situations and is not suitable for use during emergency situations such as mass accidents
as we already mentioned above. More authors propose sensor and ad - hoc networks as
an alternative for the transmission of medical data during disasters, because these
networks do not require special infrastructure.
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DESCRIPTION OF SPECIFIC MODULES

Within our proposed practical design, we create and implement several additional
modules that facilitate and speed up communication. For facilitate of communication and
providing legal protection of involved users, we decided to include a module for digitally
signing the data entered by the patient if it is necessary. Also if necessary, the doctor with
the help of a software system can address a request to the mobile application that seeks
approval for data processing to a third party using a digital signature by the patient. If the
patient refuses the request,the mobile application creates the appropriate log in which is
recorded the time at which the request is rejected and automatically stops the processing
of data for the relevant application. Figure 5 shows the module that work with electronic
signatures of patients.
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Figure 5. Module for working with electronic signatures
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Figure 6. Module for Internet conversation between patients and doctors
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Section Informatics

In the process of remote monitoring we think that the essential role is in the
immediate direct communication between the patient who uses the mobile application
and the doctor who uses the software system. For this purpose, in our proposal model we
implemented module for video - conference call which can involve more users of mobile
and desktop application simultaneously. The module also includes a possibility for chat
that we think would be suitable for short consultative talks between patients with similar
problems and also between patients and physicians (Figure 6). Communication is deleted
immediately after the conversation is finished and it is not possible to record the
conversation [1].
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Figure 7. The module for detecting geographical location

Studies are directed towards to discover innovative solutions that can help
together with the modern technologies to save many lives. In practice, it often happens
that older people with serious illnesses get lost somewhere outdoors and cannot be located
while needing prompt medical intervention. Within our proposed model, we offer a
solution that consumers can be located with the help of their mobile phones, with prior
request for detection of geographical location sent through the server using the
appropriate software system. When a request is sent to the mobile application, the
application treats the request as urgent SOS and without approval sends to the server the
geographical location of the patient. The application also sends a free SMS with the
geographic location of the patient to the telephone number of a close person who has been
previously recorded in the patient registration account. Within the mobile application are
also kept all the important medical patient data such as blood group, illnesses who suffers
from, any allergies, therapy that currently receives, prior hospital stay and so on. These
important data can be directly downloaded by medical teams from the mobile phone of
the patient with reference to only one request from the server to the mobile application
during emergencies, the application will safely send data in electronic format to the
medical team that is on the field.
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CONCLUSION

Telemedicine and advanced communication between mobile devices and software
systems represent the future of medicine. In this area there will be always room for
innovation and implementation of new ideas. The application of sophisticated technology
for monitoring and transferring data remotely can prevent many conditions, to save many
lives and also to eliminate geographical barrier that occurs in some mountainous areas
that are difficult to access. Economic impact respectively reducing costs by implementing
these modern technologies is also of huge importance for every healthcare system and for
every country. The model that we discussed in the framework of this paper is based on
experiences from healthcare system of the Republic of Macedonia. We believe that this
model is particularly suitable for countries that are in development. Within this paper, we
have presented practical model of a system for remotely monitoring and processing of
data, which can be used in medical purposes. The system consists of several separate
modules that are unique by form and concept under they have been made. Studies have
shown a need to continue the development of similar models in the future, that will be
compatible with complex sensor networks and intelligent medical devices for monitoring
human health that exist in the market today. Mobile and tablet devices, and intelligent
watches in the future will be a bridge for communication between sensor networks and
computer systems to monitor remotely.
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