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PREDGOVOR

Postovani ucesnici i ¢itaoci,

Pred vama je jubilarni XX zbornik radova medunarodnog nauc¢no-stru¢nog skupa “INFORMACIONE
TEHNOLOGIJE — sadaSnjost 1 buduc¢nost” (IT’15) koji je uspjeSno odrzan od 23. do 28. februara 2015.
godine na Zabljaku. Programski odbor je izvrio selekciju kvalitetnih radova koji su pred vama, a najbolji
medu njima ¢e biti proSireni i objavljeni u ¢asopisu Elektrotehnickog fakulteta Univerziteta Crne Gore u
Podgorici ("ETF Journal of Electrical Engineering").

Ovakav jubilej 1 jubilarni Zbornik je prilika da se osvrnemo i na misiju ove konferencije, na neke
univerzalne vrijednosti koje smo zadrzali, a i na inovacije koje smo uveli. U proteklih 20 godina IT je
prepoznat kao relevantna, nekad nacionalni, sada medunarodni nauc¢no strucni skup koji se trudio i trudi
da omoguci Sirokom spektru nauc¢nika i strucnjaka prezentaciju, kako rezultate nauc¢nih istrazivanja i
trendova, tako i uspjesnih stru¢nih projekata 1 rjeSenja. Nijesmo se nikad ogranicavali samo na ICT, ve¢
smo ostavljali prostor za sve oblasti nauke i djelatnosti u kojima se primjenjuje ICT, a teSko je danas naci
izuzetke. Trudili smo se da se na IT-u pojavljuju najeminentniji naucnici i stru¢njaci, ali 1 mladi
istrazivaci, inzenjeri, a zadnje dvije godine i studenti. Uveli smo i neke nove prakse kao posledice
primjene tehnologija koje promovisemo: elektronsku obradu korespodencije sa autorima, elektonski
proces recenzije, objavljivanja radova na sajtu, katalogizaciju istih te online prac¢enje i prezentovanje
radova.Prosirili smo djelatnost konferencije sa uceS¢em kompanija 1 institucija sa uspjesnim prijektima, a
posebno smo ponosni i na studentsko ucesée. Ove godine smo posvetili Citav segment samo studentima 1
pripremili posebna predavanja i prezentacije za njih. Konacno 1 tradicionalno, vjerovatno jedan od
znaCajnih argumenata za uceS¢e na IT-u je neponovljiva priroda Durmitora, gostoprimstvo grada i
poslovni¢no nezaboravna druzenja ucesnika.

Ovdje je svakako mjesto da se pomenu i rodonacelnici ovog skupa, koji su prije 20 godina zapoceli
ovu konferenciju: prof. dr Novak Jaukovi¢, prof. dr Srbijanka Turajli¢, prof. dr Dejan Popovi¢ 1 prof. dr
Srdan Stankovi¢, i1 ¢ije je aktivno uceS¢e u radu jubilarnog skupa potvrda da isti ima kontinuitet,
kredibilitet 1 buduénost.

Sve detalje o ovom, proslim i narednom skupu mozete nac¢i na web adresi konferencoije www.it.ac.me.

Prof. dr Bozo Krstaji¢



SADRZAJ

Dejan Popovi¢, Lana Popovi¢ Maneski (Rad po pozivu)
ROBOTIKA U REHABILITACHI: EGZOSKELETI | PROTEZE ZA GORNJE EKSTREMITITE
ROBOTICS FOR REHABILITATION: EXOSKELETONS AND PROSTHESES FOR UPPER LIMBS...1

Tomo Popovié¢
NAPREDNE TEHNIKE U PYTHON-U: DEKORATORI
ADVANCED PYTHON TECHNIQUES: DECORATORS ..ottt 7

Zarko Ze&evié, Zdravko Uskokovié, Bozo Krstajié
NOVI ALGORITAM ZA ESTIMACIJU FAZORA U ELEKTROENERGETSKIM SISTEMIMA
A NEW ALGORITHM FOR PHASOR ESTIMATION OF POWER SYSTEMS.......ccccoiiiiiiieeeee 11

Vladana Mrdak, Bozo Krstaji¢
PRIMJER IMPLEMENTACIJE RJESENJA ZA BACKUP I RESTORE PODATAKA
AN IMPLEMENTATION EXAMPLE OF BACKUP AND RESTORE SOLUTION ......ccccocviviinniienee. 15

Marija Blagojevi¢, Maja Bozovi¢, Zoran Jevremovi¢, Milo§ Papi¢

ANALIZA OBRAZACA PONASANJA KORISNIKA RAZLICITIH STILOVA UCENJA U

OKVIRU KOLABORATIVNIH MODULA

ANALYSIS OF USERS’ BEHAVIOUR PATTERNS OF STUDENTS WITH DIFFERENT

LEARNING STYLES WITHIN THE COLLABORATION MODULES.........cccccooiiiiiiienc e 19

Bogdan Mirkovi¢

PRIKAZIVANJE ONTOLOGIJA U MIKS-METODSKIM ISTRAZIVANJIMA

MEDUORGANIZIONIH INFORMACIONIH SISTEMA

PRESENTING ONTOLOGY IN MIXED METHOD RESEARCH OF INTERORGANIZATIONAL
INFORMATION SYSTEMS ...ttt bbbttt b bbbt 23

Bogdan Mirkovi¢

INTEGRACIJA METODOLOGIJA U RAZVOJU SOFTVERA ZA PODRSKU INFORMACIONOM
SISTEMU

INTEGRATION OF METHODOLOGY IN SOFTWARE DEVELOPMENT FOR SUPPORTING
INFORMATION SYSTEM ...ttt bbbttt b bbbt 27

Jelena Soski¢, Budimir Lutovac

IMPLEMENTACIJA PROGRAMSKOG PAKETA WIPL-D ZA PRORACUN PRILAGODENJA

SA JEDNIM REAKTIVNIM ELEMENTOM

IMPLEMENTATION OF THE WIPL-D PROGRAM PACKAGE FOR SINGLE STUB MATCHING....31

Luka Lazovié¢, Ana Jovanovi¢, Vesna Rubezi¢

IMPLEMENTACIJA TEORIJE HAOSA U OPTIMIZACIJI LMS ALGORITMA PRIMJENJENOG

NA LINEARNIM ANTENSKIM NIZOVIMA

IMPLEMENTATION OF CHAOTIC BASED OPTIMIZATION OF LMS ALGORITHM APPLIED

ON LINEAR ANTENNA ARRAY S ... oottt ettt s e s e et e st e e e saae e e aee e s te e e nnreeesnaeeennneas 35

Sanja Bauk, Radoje Dzanki¢
O 1IZAZOVIMA PRIMJENE RFID TEHNOLOGIJE U LANCIMA SNABDIJEVANJA
UPON CHALLENGES OF RFID TECHNOLOGY IMPLEMENTATION IN SUPPLY CHAINS. ........... 39



Novica Dakovi¢, Milovan Radulovic¢
FLATNESS | LOR UPRAVLJANJE FURUTA KLATNOM
FLATNESS AND LQR CONTROL OF FURUTA PENDULUM .......cooiiiieie e 43

Tomislav B. Sekara, Milovan Radulovi¢

NOVA METODA ZA OPTIMIZACIJU PID REGULATORA ZASNOVANA NA PRINCIPU
NESIMETRICNOG OPTIMUMA

A NOVEL METHOD FOR OPTIMIZATION OF PID REGULATORS BASED

NON-SYMMETRICAL OPTIMUM METHOD ..., 47

Vasilija Sarac
PRIMENA SIMULINKA U SIMULACIHI ELEKTRICNIH MASINA
APPLICATION OF SIMULINK IN SIMULATION OF ELECTRICAL MACHINES .........cccoiiiiiieis 52

Vasilija Sarac
IMPLEMENTACIJA SCADA SISTEMA U HIDORELEKTRANI “KOZJAK”
IMPLEMENTATION OF SCADA SYSTEM IN HPP “KOZJAK ....cooiiiiiiiiiieiie e 56

Aleksandar Risti¢, Dalibor Damjanovi¢

KRITICKA ANALIZA UPOTREBE MEDIJA U OBRAZOVANJU NA UNIVERZITETU OREGON

SA OSVRTOM NA MOGUCU PRIMJENU PRIMJERA DOBRE PRAKSE NA UNIVERZITETIMA

U REPUBLICI SRPSKOJ

CRITICAL ANALYSIS OF THE USE OF MEDIA IN EDUCATION AT THE UNIVERSITY OF
OREGON, WITH A REVIEW OF POSSIBLE IMPLEMENTATION OF GOOD PRACTICE AT
UNIVERSITIES IN REPUBLIC OF SRPSKA ...ttt nnee s 60

Edin Salkovié¢
DIGITALIZACIJA PEDOLOSKIH PODATAKA CRNE GORE
DIGITAZING THE PEDOLOGIC DATA OF MONTENEGRO ..., 64

Aleksandar Dedi¢
JEDAN METOD MJERENJA NAPONA | STRUJE BAZIRAN NA MIKROKONTROLERU
A MICROCONTROLLER BASED VOLTAGE AND CURRENT MEASUREMENT METHOD ........... 68

Dusko Parezanovi¢, Dragan Vidakovié¢
KAKO SE POTPISUJE PORUKA
HOW TO SIGN THE MESSAGE ...ttt ettt steeteeneenre e e e 72

RadiSa Stefanovi¢, Aleksa Srdanov

NESPECIFICIRANI USLOVI U IMPLEMENTACIJI ALGORITAMA PRI RESAVANJU LOGICKIH
ZADATAKA

UNSPECIFIED CONDITIONS IN THE IMPLEMENTATION OF ALGORITHMS IN SOLVING
LOGICAL PROBLEMS ... ..ottt ettt e e e e et e e e s e bt e e e s eabbe e e e s sabaneessbbesessasbtesesssabeneeeans 76

Matija Ratkovi¢, Slavica Tomovié, Nikola Zari¢, Milutin Radonji¢, Igor Radusinovié
EMULACIJA SDN MREZA SOFTVERSKIM ALATOM MININET
SDN NETWORK EMULATION WITH MININET SOFTWARE TOOL ....cccoooiiiiieiieniee e 80

Slavica Tomovi¢, Milutin Radonji¢, Milica Pejanovi¢-Purisi¢, Igor Radusinovié¢
SOFTVERSKI DEFINISANE BEZICNE SENZORSKE MREZE
SOFTWARE DEFINED WIRELESS SENSOR NETWORKS .....ovoveeeeeeeeeeeeeeee oot eeeeeeees e eeaeseeseseseeeens 84



Jelena Suh, Branislav Sisojevi¢
INFORMACIONO-KOMUNIKACIONI ALATI ZA UPRAVLIJANJE IP/MPLS MREZOM
INFORMATION-COMMUNICATION TOOLS FOR IP/MPLS NETWORK MANAGEMENT. .............. 88

Blazo Popovié¢, Ranko Vojinovié¢
ANALIZA WIFI MREZA U URBANOM DIJELU PRIJESTONICE
ANALYSIS OF WIFI NETWORKS IN URBAN PART OF OLD ROYAL CAPITAL ...ccoovviieiieiieeiens 92

Veselin N. Ivanovi¢, Nevena Radovi¢, Srdjan Jovanovski, Zdravko Uskokovi¢

UNAPRIJEDJENA PROCEDURA ZA ESTIMACIJU LOKALNE FREKVENCIE VISOKO
NESTACIONARNIH DVO-DIMENZIONALNIH FM SIGNALA

AN IMPROVED PROCEDURE FOR THE LOCAL FREQUENCY ESTIMATION OF HIGHLY
NONSTATIONARY TWO-DIMENSIONAL FM SIGNALS ..., 96

Mirza Muleskovié
NIVO RAZVIJENOSTI IKT U CRNOJ GORI | E-SERVISA ZA PREDUZECA
LEVEL OF DEVELOPMENT OF ICT IN MONTENEGRO AND E-SERVICES FOR COMPANIES ..100

Milan Mari¢, Dusko Pavicevi¢, Maja Medenica
ONLINE UPARIVANJE VISOKOG OBRAZOVANIJA I TRZISTA RADA U CRNOJ GORI
ONLINE MATCHING HIGHER EDUCATION AND LABOUR MARKET IN MONTENEGRO......... 104

Aleksandar Milenkovi¢, Dragan Jankovi¢

PRIMENA MEDICINSKIH INFORMACIONIH SISTEMA U REPUBLICI SRBIJI - TRENUTNO
STANJE I MOGUCA UNAPREDENJA

APPLICATION OF MEDICAL INFORMATION SYSTEMS IN THE REPUBLIC OF SERBIA —
CURRENT STATUS AND POSSIBLE IMPROVEMENTS ..o 108

Obradovié¢ Milovan

PODRSKA ICT PRACENJU I MERENJU ZADOVOLJSTVA KORISNIKA ZDRAVSTVENE

ZASTITE

ICT SUPPORT TO MONITORING AND HEALTHCARE USERS SATISFACTION

MIEASUREMENT ..ot ee et e et e e e e e et e et et e e et et e e s et e e et et e es et e e et e e et e e e s et e e e s e e es et e s e eeeraanna, 112

Jelena Koncar, Sonja Lekovi¢
PRIMENA B2C ELEKTRONSKOG PLACANJA U REPUBLICI SRBIJI
IMPLEMENTATION OF B2C ELECTRONIC PAYMENT IN REPUBLIC OF SERBIA ........cccccue... 116

Zoran Milivojevi¢, Zoran Velickovi¢, Bojan Prlincevi¢
INHARMONICNOST KONTRA OKTAVE STEINWAY B KLAVIRA
INHARMONICITY OF CONTRA OCTAVE OF THE PIANO STEINWAY B....cocoiiiiiiiiiiieeee 120

Milesa Sreckovi¢, Magdalena Dragovi¢, Aleksandar Cucakovié, Biljana Doki¢ Milosevi¢,

Nada Ratkovi¢ Kovacevic¢

DIZAJN, SIMULACIJA I MODELOVANIJE U INZENJERSTVU U OKVIRU IZABRANIH
PROBLEMATIKA

DESIGN, SIMULATION AND MODELING IN ENGINEERING WITHIN SELECTED

PROBLEIMS. ...ttt ettt e et e e e s bt e e e e e b b e e e e s e ab b e e e e e sabae e e e s bbb e e e e asbbaeeessabaeeeesanbaneesaanres 124

Mirko Kosanovi¢, Milos Kosanovi¢
ENERGETSKI PROFIL POTROSNJE ENERGIJE U SENZORSKOM CVORU
ENERGY PROFILE OF ENERGY CONSUMPTION IN SENSOR NODE .........cccoceeviieiiiec e, 128



Natasa Savi¢, Zoran Milivojevi¢, Vidoje Moracanin

ANALIZA EFIKASNOSTI POLYA RACIONALNOG PARAMETARSKOG INTERPOLACIONOG
JEZGARA KOD PROCENE FUNDAMENTALNE FREKVENCIJE

ANALYSIS OF EFFICIENCY OF POLYA RATIONAL PARAMETRIC INTERPOLATION

KERNEL IN THE ESTIMATION OF FUNDAMENTAL FREQUENCY .....c..ccoeiiieiiccee e 132

Zoran Velickovi¢, Zoran Milivojevi¢, Milojko Jevtovic¢

PRIMENA ITERATIVNOG ALGORITMA ZA POPRAVKU KVALITETA EKSTRAHOVANOG
VODENOG ZIGA 1Z VIDEA STRIMOVANOG U BEZICNOM OKRUZENJU

APPLICATION OF ITERATIVE ALGORITHM FOR ENHANCEMENT OF EXTRACTED
WATERMARK FROM THE VIDEO STREAMED IN A WIRELESS ENVIRONMENT ....ccccvevvvrvrnnn. 136

Martin Calasan, Vladan Vuyjici¢, Gojko Joksimovi¢, Nikola So¢, Chen Hao
PREGLED MATEMATICKIH MODELA MORSKIH STRUJA
REVIEW OF MARINE CURRENT MATHEMATICAL MODELS. ..., 140

Risto Bojovi¢, Ivana MiloSevi¢, Hristina Bojovi¢
ULOGA MODELA SPIRALNE DINAMIKE U RAZVOJU IT SISTEMA
THE ROLE OF SPIRAL DYNAMICS MODEL IN IT SYSTEMS DEVELOPMENT .......ccccooviiiiiennne 144

Maja Kukuseva Paneva, Biljana Citkuseva Dimitrovska, Goce Stefanov
PREGLED INTEGRISANE SEME PO ELIPTICKOJ KIRIVULIJI
OVERVIEW OF ELLIPTIC CURVE INTEGRATED SCHEME ........cooi ittt 148

Ana Grbovi¢, Bojan Pordan
PCS7 VREMENSKA SINHRONIZACIJA U HE PERUCICA
PCS7 TIME SYNHRONIZATION IN HPP PERUCICA ........cooivereieeeeeieeeeeeeeeeeeesees s ssnesse s 152

Tomce Velkov, Ace Panev, Roman Golubovski, Saso Gelev, Vlatko Cingoski, Goce Stefanov,

Maja Kukuseva Paneva

SISTEM ZA KONTROLU AMBIJENTA U STAKLENIKU

AMBIENT CONTROL SYSTEM IN GREENHOUSE ........ccooooiiiiiiee ettt 156

Slavica Kostadinova, Vlatko Cingoski, Roman Golubovski, Saso Gelev

POVECANIJE ENERGETSKE EFIKASNOSTI VODOVODNIH SISTEMA POBOLJSANJEM
FAKTORA SNAGE PUMPNIH POSTROJENJA

INCREASING ENERGY EFFICIENCY OF WATER SUPPLY SYSTEMS WITH PUMP SYSTEMS
POWER FACTOR IMPROVEMENT ..ottt ettt ettt e eeeeeeeeteteeesetesesasesasesasesesaseseseseseseseseseseseseeeseseeesesenas 160

Goran Klepov, Vlatko Cingoski, Roman Golubovski, Sago Gelev, Goce Stefanov

NOVI METOD UPRAVLJANJA ASINHRONIH MOTORA SA INTERMITIRANIM REZIMOM

RADA U NAPAJANJU ARTISTICKIH (MUZICKIH) FONTANA

A NEW CONTROL METHOD FOR INDUCTION MOTORS IN INTERMITTED WORKING

REGIME FOR ARTISTIC (MUSIC-DRIVEN) FOUNTAINS ......ooiiiiiieiie e 164

Goce Stefanov, Saso Gelev, Vlatko Cingoski, Vasilija Sarac, Roman Golubovski

ODREDIVANIE IZLAZNIH KARAKTERISTIKA KVAZI-REZONANTNOG KONVERTORA
POMOCU KOMPJUTERSKIH SIMULACIJA

DETERMINATION OF OUTPUT CHARACTERISTICS OF QUASI-RESONANT POWER
CONVERTER WITH COMPUTER SIMULATION. ..ottt 168



Temelkovski Ordan, Saso Gelev, Roman Golubovski. Vlatko Cingoski, Goce Stefanov
PRIMENA FAZI LOGIKE U SISTEMU UPRAVLJANJA TOPLOTNIM PODSTANICAMA
APPLICATION OF FUZZY LOGIC IN CONTROL SYSTEMS ARE HEAT SUBSTATIONS ............. 172

Blazo Popovié, Srdan Jovanovski
PREGLED 6LOWPAN STANDARDA ZA POVEZIVANJE 10T
OVERVIEW OF 6LOWPAN STANDARD FOR CONNECTING IOT ....ccoceiieiieieseerie e seeie e 176

Mirko Jovovi¢, Budimir Bukili¢
MOBILNI OPERATIVNI SISTEMI I BEZBJEDNOST. KAKO SE ZASTITITI?
MOBILE OPERATING SYSTEMS AND SECURITY. HOW TO PROTECT YOURSELF? ................. 180

Bogdan Krivokapié¢, Ugljesa Urosevi¢, Zoran Veljovi¢, Milica Pejanovi¢-DPurisi¢
OPORTUNISTICKI PRISTUP SPEKTRU U KOGNITIVNIM RADIO MREZAMA
OPPORTUNISTIC SPECTRUM ACCESS IN COGNITIVE RADIO NETWORKS ........cccoeeiieecie 184

Branko Dzakula

DINAMICKO TESTIRANJE I ANALIZA KLIJET-SERVER KOMUNIKACIJE U ANDROID
APLIKACIJAMA

DINAMIC SECURITY TESTING AND ANALISYS OF CLIENT-SERVER COMUNIATION IN
ANDROID APLICATIONS ...ttt ettt e e s e et e e s s s s s bbb e e e e e e e s s s ss bbb e e eeseeesssssrrrees 188

Stefan Vujovi¢, Milo§ Brajovi¢, Slobodan Pukanovi¢
UPOTREBA WEB | MOBILNIH APLIKACIJA U AGRIKULTURI
WEB AND MOBILE APPLICATIONS IN AGRICULTURE .......oooiiiiiiecesieee e 192

Branko Dzakula, Slobodan Pukanovié¢
REVERZNI INZENJERING I METODE ZASTITE ANDROID APLIKACIJA
REVERSE ENGINEERING AND ANDROID APPLICATION SECURITY ...oooviiiiiieeeiee e 196

Bojan Domazetovi¢, Enis Koc¢an

POBOLJSANJE ENERGETSKE EFIKASNOSTI BEZICNIH SENZORSKIH MREZA KROZ
KOOPERATIVNO PROSLEDIVANIJE

ENERGY EFFICIENCY IMPROVEMENT OF WIRELESS SENSOR NETWORKS THROUGH
COOPERATIVE RELAYING ...ttt bbbttt bbbt 200

Stevan Sandi, Tomo Popovi¢, Bozo Krstajié
IMPLEMENTACIJA IEEE C37.118 KOMUNIKACIONOG PROTOKOLA U PYTHON-U
PYTHON IMPLEMENTATION OF IEEE C37.118 COMMUNICATION PROTOCOL ......c.cccevverennee. 204

Milo$ Brajovi¢, Ljubisa Stankovi¢, Milo§ Dakovié¢

REKONSTRUKCIJA NESTACIONARNIH SIGNALA SA NEDOSTAJUCIM ODBIRCIMA
PRIMJENOM S-METODA | GRADIJENTNOG ALGORITMA ZA REKONSTRUKCIJU
RECONSTRUCTION OF NON-STATIONARY SIGNALS WITH MISSING SAMPLES USING
S-METHOD AND A GRADIENT BASED RECONSTRUCTION ALGORITHM ..., 208

Igor Ognjanovi¢, Ramo Sendelj, Ivana Ognjanovié¢
PISMENOST U OBLASTI SAJBER BEZBJEDNOSTI U CRNOJ GORI
CYBER SECURITY AWARENESS IN MONTENEGRO ......ccciiiiiiiiiieieneseee e 212



Jelena Ljucovié¢, Ivana Ognjanovié, Ramo Sendelj
ANALIZA OBRAZOVNOG SISTEMA U OBLASTI SAJBER BEZBJEDNOSTI U CRNOJ GORI
ANALYSES OF CYBER SECURITY EDUCATIONAL SYSTEM IN MONTENEGRO ..........cccceueenee. 216

Tripo Matijevi¢, Snezana Séepanovié, Marija Radoji¢i¢, Ivan Obradovi¢, Sasa Tatar

RAZVOJ OKRUZENJA ZA SPAJANJE AKADEMSKOG I PREDUZETNICKOG ZNANJA
PRIMJENOM OTVORENIH OBRAZOVNIH RESURSA

CREATING ENVIROMENT FOR BLENDING ACADEMIC AND ENTREPRENEURIAL
KNOWLEDGE USING OPEN EDUCATIONAL RESOQURCES........ccccoiiiiiiieiie e 220

Dejan Tomovié¢, Ramo Sendelj, Ivana Ognjanovi¢
DOS | DDOS NAPADI | NJIHOVE KONTRAMJERE
DOS AND DDOS ATTACKS AND THEIR COUNTERMEASURES .........coooo i 224

Aleksandar Rasovi¢
KORPORATIVNO UPRAVLIJANJE INFORMATIKOM
ICT GOVERNANCE ...ttt e e e ettt e e e e e e e e et et e aaeeeeeee e e e s aaaseeeeeeeeesntaarseseeeeeenntnnnns 228

Biljana Stamatovi¢, Armin Alibasi¢

IZBOR | PRIKAZIVANJE PODATAKA IZ XML BAZA PODATAKA
SELECTING AND REPORTING DATA FROM XML DATABASE .......cccooiiiiiiiee e 232

VI



L

Informacione tehnologije 1T'15

PREGLED INTEGRISANE SEME PO ELIPTICKOJ KIRIVULJI
OVERVIEW OF ELLIPTIC CURVE INTEGRATED SCHEME

Maja Kukuseva Paneva, Biljana Citkuseva Dimitrovska, Goce Stefanov, Faculty of Electrical Engineering, UGD - Stip,
R.Macedonia

Sadrzaj: U ovom radu je data integrirana Sema za enkripciju po eliptickoj krivi (ECIES). ECIES
je hibridna Sema bazirana na eliptickim krivama koja uklucuju u sebe kriptiranje i dekriptiranje,
izracunavanje has funkcije I autentifikaciju. U ovom radu Ce biti prikazana analiza potrosene

energije i upotrebljene RAM i ROM memorije.

Abstract: This paper gives overview of integrated encryption scheme over elliptic curve (ECIES).
ECIES is hybrid scheme based on elliptic curve that includes encryption and decryption algorithm,
hash computation and authentication. Analysis of simulation scenarios about energy and RAM
and ROM memory consumption will be represented in this paper.

1. INTRODUCTION

Elliptic Curve Cryptography is public key cryptography
proposed independently by N. Koblitz and V. Miller in 1985.
Implementation of ECC include elliptic curve digital
signature algorithm, Integrated Scheme and Diffie- Hellman.
Elliptic Curve Integrated Scheme (ECIES) is hybrid scheme
that uses public key system to transport the session key for
usage in symmetric chipper. Also, ECIES provides semantic
security against chosen plaintext and chosen chippertext
attacks.

ECIES [1, 2] is based on elliptic curve discrete logarithm
problem [3]. The difficulty of ECDLP is based on finding

integer [ € [O,n - 1] such that for given elliptic curve E,
PeE(K) and Q€ <P> defined over finite fields F,,

Q =[P . The integer / must be large prime in order to avoid

Pohling- Hellman [4] and Pollard’s rho attacks [5, 6]. The
method for solving ECDLP is fully exponential which results
in decreasing key size needed to achieve same level of
security when using conventional public key schemes.
Comparing to 1034-bit RSA the same level of security is
achieved using 160 bit key [7].

In this paper analysis about memory and energy
consumption of ECIES will be represented. The analysis is
done using software package TinyECC in TinyOS. In sector
2 the background of ECIES is represented. In sector 3 is
given description of simulation scenario (grid and random
topology), measured parameters (CPU Total, Radio Total and
Total Energy), obtained results and their analysis. Sector 4
concludes this paper.

2. BACKGROUND

ECIES is standard encryption algorithm a variant of
ElGamal encryption scheme proposed be Rogaway and
Bellare [8]. This scheme is standardized in ANSI X9.63,
ISO/TEC 15946-3 and IEEE P1363a. Based on sheared secret
obtained by Diffie- Hellman, ECIES derives two symmetrical
keys. The first is used for encryption of the plaintext while
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the second is used for authentication of the received
encrypted message. The functional diagram of ECIES is
represented in Figure 1 and includes key derivation function
(KDF), encryption and decryption and message
authentication. Key derivation function KDF is constructed
from hash function H. For /- bits key KDF(S) is defined as
concatenation of the hash values H(S, i), where i is counter
incremented for each hash function until / bits of hash values
have been generated. ENC is symmetric key encryption
scheme while DES is decryption function. MAC is message
authentication code algorithm.

First step in using ECIES is selection of elliptic curve and
domain parameters agreement between nodes Alice and Bob.

Alice and Bob secretly choose random integer primes &,
and k,, sothat 0 <k , and k,, < n (private keys). At the

beginning Alice generates key pair which is consist of public
key (point from the elliptic curve) obtained as multiplication
of Alice’s private key and the base point G. After that Alice
uses key agreement function in order to obtain the sheared
secret. This is performed by multiplication of Alice’s private
key and Bob’s public key:

QuA :krAG (1)

Then the value obtained from Equation 1 is used as an
input in key derivation function. The output of KDF is

concatenation of symmetric encryption key k eve and MAC

key k)¢ Alice uses the encryption key Ky to encrypt the

plaintext m and thus to obtain the encrypted message c. The
value tag is generated from the encrypted message ¢ and

kyp4c- At the end Alice sends the values of O, , tag and ¢ to
Bob. On the other side, Bob in order to decrypts the received
message multiplies its private key k,, with Alice’s public
key and obtains the sheared secret. From the sheared secret

Bob derives the same k. and k,,, as Alice. Using the

MAC key k wac and encrypted message Bob generates tag*
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value. If the values of fag and fag* are not the same, Bob
rejects the received message due to invalid verification.

Bob’s 0
public key 22
Shared secret Plaintext
aintex
KA (oL =i (& —-( KDF ) m
Alice’s k
private key % 4 )
kJ\»fAC kENC \ ENC

Key pair
generation

O.. tag - c
Alice’s tag Encrypted
public key message

Figure 1. ECIES functional diagram

If the tag values are same, Bob decrypts the message

using Ky and obtains the plaintext.

3. SIMULATION AND RESULTS

TinyOS [9] is an open source operating system for low
power and limited resource applications that utilize wireless
sensor networks. TinyOS has specially designed simulator
TOSSIM [10] that allows debugging, testing and analyze of
code written in nesC. TOSSIM has extension that provides
per node estimation of power consumption and power
management. The power analyze is done using the software
package TinyECC1.0. TinyECC1.0 includes three elliptic
curve cryptography schemes Elliptic Curve Integrated
Scheme, Elliptic Curve Diffie- Hellman (ECDH) and Elliptic
Curve Digital Signature Algorithm (ECDSA) which are not
scope of this paper. The simulations are performed according
NIST recommendation [11] for domain parameters
T =(p,a,b,G,n,h). Two curves have been analyzed

secp128rl and secp192k1 with affine coordinates. According
to NIST recommendation the key size for the curve
secpl128rl is 128-bits from which 64- bits are for security,
while the key size for secp192k1 is 192-bits from which 96-
bits are for security. Number of nodes are integer from square
root from 4 up to 100 nodes. Two types of topology were
deployed, random and grid as shown on Figure 2. In random
topology nodes are randomly placed in working environment,
unlike grid topology were nodes are placed in regular square
were the distance between neighbor nodes is same. The
duration of every simulation is 20 seconds.
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The consumption of RAM and ROM memory after
compiling IEC algorithm for both curves are represented in
Table 1.

Uiy s Lo

a) b)
Figure 2. Simulation topology a) random b) grid

Table 1. ROM and RAM consumption

ECIES 128-bit key ECIES 192-bits key
1051 Bytes in 1763 Bytes in
ROM ROM
28138 Bytes in 28850 Bytes in
RAM RAM

The key parameters that were analyzed in term of energy
consumptions are CPU Total, Radio Total and Total Energy.
The parameter CPU total gives the mean energy (mJ) used
for key pair derivation and generation and processing of
messages. The parameter Radio Total gives the mean energy
(mJ) used for transmission of the public key and
communication with the other nodes in the network.
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Figure 5. Parameter Total Energy

The parameter Total Energy gives the total mean
energy (mJ) used and is sum of parameter CPU Total
and Radio Total. The results from measurement of
these parameters are shown in Figure 3, 4 and 5,
appropriately.

4. CONCLUSION

ECIES is public key encryption scheme that
includes public key derivation, encryption, decryption
and authentication. In this paper was represented
memory consumption and energy analysis in term of
energy used for derivation of public key,
communication with other nodes in the network,
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message processing and encryption and decryption
process. From the obtained results can be concluded
that the RAM and ROM memory consumptions
depends on the key size. For longer key size the
consumption of RAM and ROM memory increases.
Also by increasing the number of nodes the energy
consumption increases due to more mathematical
operation that have to be performed for every node.
But, the energy consumption does not depend on used
curve or network topology.

Future work will involve optimization of energy
consumption by introduction of projective coordinates
and optimization algorithms about mathematical
operation (multiplication, reduction, inversion etc.).
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