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Summary

Cryptographic Primitives with Quasigroup Transformations

Cryptology is the science of secret communication, which consists of two
complementary disciplines: cryptography and cryptanalysis. Cryptography
is dealing with design and development of new primitives, algorithms and
schemas for data enciphering and deciphering. For many centuries cryp-
tographic technics have been applied in protection of secrecy and authen-
tication in diplomatic, political and military correspondences and commu-
nications. Cryptanalysis is dealing with different attacks on cryptographic
schemas and algorithms, with purpose to retrieve the hidden information
and the same later to use, modify, forge etc. There is a big interconnection
between these two disciplines. Cryptographer who design a new algorithm,
must evaluate its security for all known cryptanalytic attacks and technics,
if he wants its algorithm to be practical and useful. For future users to have
confidence in a new algorithm and to use it, a long-time analysis and eval-
uation of its security from bigger group of cryptanalysts is needed, without
any resulting weakness.

Quasigroups are very suitable for application in cryptography, because
of their structure, features and big number. One of the problems is which
quasigroup is suitable to choose for using, concerning what preconditions
quasigroup must fulfill. Several classification and separations of quasigroups
are made for that purpose, with possibility for more. Quasigroups are used
for definition of a quasigroup transformations. Sequences produced by quasi-
group transformations are also examined and their analysis shows that they
can be used as building elements of different cryptographic primitives.

Cryptology as a science is developing with huge speed, because a new
cryptographic schemas and algorithms, a new design strategies, a new fields
of application, a new requirements and a new attacks are appearing, contin-
uously. Appearance of new successful attacks and discovering weaknesses in
declared standards, as well as requirements for augmented key and blocks
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lengths, induce the necessity of a new approaches in design and security
evaluation, deployment of new building elements, modification of existing
algorithms and schemas etc.

The thesis investigates several issues: (1) What properties should have
some quasigroup, so it can be used as non-linear building block in cryp-
tographic primitives and it can contributed to the defence of linear and
differential attacks? (2) How to generate and how to compute fast opera-
tion of huge quasigroups? (3) What kind of features have huge quasigroups
obtained by new construction method? (4) In which way to use huge quasi-
groups as building blocks of cryptographic primitives?

The contents of the thesis is as follows. First, we introduce the theory
of quasigroups and quasigroup transformations. We introduce a new way
of computing the number of n-ary quasigroups, with which we obtained the
number of ternary quasigroups of order 4 divided in 12 isotopy classes. We
introduce some new kind of quasigroup transformations and we represent
a prop ratio tables and correlation matrices of quasigroups of small order
and some quasigroup transformations. This induce new classification of
quasigroups according to their prop ratio tables and correlation matrices.
We use the notation of the shapeless quasigroup and we introduce a notation
of a perfect quasigroup. Then, we investigate different ways of producing
huge quasigroups and suggest a new way of computing a huge quasigroup
operation with applying Extended Feistel networks. This approach deploy
Feistel network with special preconditions as an orthomorphism of a group.
We analyze quasigroups obtained by Extended Feistel networks and show in
which cases they are suitable for cryptographic needs. Next, we give a survey
of quasigroup based hash functions, stream and block ciphers, public-key
algorithms etc. We design two new cryptographic primitives which are using
huge quasigroups as building blocks. We introduce NaSHA family of hash
functions, with our implementation that is a candidate for NIST competition
for SHA-3 standard and we show how by using Extended Feistel network
we can apply different huge quasigroups for processing single message block
and even how used quasigroups can depend of processed block. This features
make harder the cryptanalyst job. We introduce Alexsmile family of block
ciphers and give one implementation for 128-bit block size and key size of
128, 192 and 256 bits.
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Chapter 1

Quasigroups and quasigroup
transformations

In this chapter first we present a mathematical background, terminology
and notation of n-ary quasigroups and quasigroup transformations. We
introduce new types of quasigroup transformations, witch are used later
for building cryptographic primitives. Also, we present a new method for
computing the number of n-ary quasigroups of small order. We give analysis
of prop ratio tables and correlation matrices of quasigroups of order 4 and
same for several of their quasigroup transformations on strings of length
2. This analysis have produced some additional and confirmed existing
partitioning of quasigroups of order 4.

We will examine the problem of which quasigroup is suitable to be chosen
for using in cryptographic primitives, concerning what preconditions the
quasigroup must fulfill. We will show that even quasigroups with low order
are very suitable for application in cryptography. This is specially true for
huge quasigroups because of their structure, features and big number. Good
mathematical background for quasigroups you can find in [3, 19, 20, 63, 129].

1.1 Quasigroups - mathematical background

Definition 1 A quasigroup (Q,0) is a set Q of elements with a binary
operation o with the following properties:

1. For all a,b € Q, aob € Q (that is, @Q is a groupoid)

2. For all a,b € @, there exist unique =,y € @, so that a oz = b and
yoa=n>0. =

In other words, the equations aox = b and yox = b for any given a,b € Q
have unique solutions x,y. So, each element will appear exactly once in each
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row and exactly once in each column of the multiplication table of (Q, o).
This means that every row and every column is a permutation of ). To
every finite quasigroup with n elements (@, o), given by its Cayley table, an
equivalent combinatorial structure n by n Latin square can be associated,
consisting of the matrix formed by the interior of the table (an n by n Latin
square is made up of n distinct elements, each of which appears exactly once
in each row and exactly once in each column). Examples of quasigroups are:
(Z, _)7 (Q\{O}7 +)7 (R\{O}v +) ete.

For all a € () we can define two mappings R, and L, of @ into itself by
Ry(x)=x0a

Ly(z)=aox

Then (@, o) is a quasigroup if and only if R, and L, are bijections for each
a € . The mapping R, is known as right multiplication by a and the
mapping L, is known as left multiplication by a.

Definition 2 A groupoid (G, o) is a cancellative groupoid, if for every ¢, x,y €
G hold
cox=coy=x=y and roc=yoc=>x =y

Definition 3 A groupoid (G, o) is a solvable groupoid, if for every a,b € G
the equations a o x = b and y o a = b have solutions z,y € Q. 0

Proposition 1 The following statements for a finite groupoid (Q,o) are
equivalent:

(a) (Q,0) is a quasigroup.

(b) (Q,0) is a cancellative groupoid.

(c) (Q,0) is a solvable groupoid. i

PrOOF The proof follows from the Proposition 2. u

From the Definition 1 follows that every group is a quasigroup. Quasigroups
differ from groups, mainly, in which they don’t need to be associative, so they
are sometimes considered to be ”non-associative groups”. A quasigroups
with identity element are called loops.

Definition 4 A subset P of a quasigroup (Q, o) is a subquasigroup of @, if
it is closed under operation o. o

Given a quasigroup (@, o), five operations /,\,-, //,\\ on the set @ can
be derived by:
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x/y =z <= x = zoy, right division
x\y = z <= x 0z =y, left division
x -y =z <= yox = z, opposite multiplication
/|y =z<= y/x =z <= y = zouzx, opposite right division
z\\y = z <= y\z = z <= y o z = x, opposite left division

The set Par(o) = {o,/,\,-,//,\\} is said to be the set of parastrophes of
quasigroup operation o. |Par(o)| < 6, i.e. some of the parastrophes may
coincide between themselves. For each g € Par(f), (Q,g) is a quasigroup
too, known as the conjugate of Q and Par(f) = Par(g) (see [131], [121]).
Now we can give another definition of quasigroup.

Definition 5 An algebraic quasigroup (Q,o,\,/) is a type (2,2, 2) alge-
bra satisfying the identities:

y=zo(z\y)
y=az\(zoy)
y=(y/z)ox
y=(yoxz)/z 0

Since there is no any difference between quasigroups (@, o) and algebraic
quasigroups (@, o, \, /) when @ is finite, and we are dealing mainly with finite
sets, we will use the name quasigroups for both of them.

Example 1 Let @ = Z4 = {0,1,2,3} and let o be as shown in Table 1.1.
| /|

w o~ olo
o wr No
WO N =
— N W ol N
N = O Wl w
S w N RO
o = w o
N WO =
W = Ol
— o N wlw

~
w o = NOo

N = O Wl
O W N
=W N OlWw

0
3
1
0
2
0
3
2
0
1

WO RRFE we o N
W= O oo w ol

O WNW o wor—lw
-
O s N N =

W N = O
W o = NOo
S W N =
=N O Wl
N = W Oolw
w N = o

Table 1.1: Example of quasigroup of order 4 and its conjugates

Then (@, o) is a quasigroup because the interior of its Cayley table is a
Latin square. Notice that (Q,o) is non-associative, non-commutative, non-
idempotent and without left nor right identity. Also conjugates of ) are
given. m
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In the following sequel, we will first explain the terminology which will
be used in this thesis.
A quasigroup (Q, o) is said to be idempotent if it satisfies the identity

roxr ==x.

A quasigroup (Q, o) is said to be a Schroeder quasigroup (see [65]) if it
satisfies the identity

(zoy)o(yor) =
A quasigroup (@, o) is said to be a Stein quasigroup (see [65]) if it satisfies

the identity
zo(zoy) =you.

A quasigroup (Q, o) is said to be a semisymmetric quasigroup if it satisfies
the identity

(oy)or=y.

Commutative and semisymmetric quasigroup is said to be totally sym-
metric and for it x oy = x\y = y/z for all z,y € Q. An idempotent totally
symmetric quasigroups are also referred as a Steiner quasigroups, since each
such quasigroup gives rise to a Steiner triple system and conversely.

A quasigroup (Q, o) is said to be a totally anti-symmetric quasigroup if
for all x,y, c € Q the following two equations are true:

(cox)oy=(coylox=>a=y

rToy=yoxr ===y

A quasigroup (Q, o) is said to be a (7, s, t)-inverse quasigroup if there
exists a permutation J on ) and integers r, s, and t such that, for all
z,y € @, the following equation is true:

J'(zoy)oJix = J.

In the special case when » = ¢t = 0 and s = 1 the quasigroup is crossed
inverse or Cl-quasigroup.

A transversal of a Latin square of order n is a set of n cells, one in each
row, one in each column and such that no two of the cells contain the same
symbol.

Definition 6 Two quasigroups (@, o) and (Q,-) on the same set @ are said
to be orthogonal if for any u and v in @), there exist a unique pair of
elements x and y of @ such that xr oy =w and -y = v. o
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In particular, if (Q, o) and (@, -) are orthogonal and x and y run through
all elements of @, the ordered pairs (zoy, x-y) run through all ordered pairs
of elements of ). Moreover a set {(Q,0;) |[i = 1...¢, t > 2} of quasigroups
of order n is orthogonal if any two distinct quasigroups are orthogonal.
Such a set of pairwise orthogonal quasigroups is said to be a set of mutually
orthogonal quasigroups, or more familiar when we speak about Latin squares
- a set of mutually orthogonal Latin squares (MOLS). The maximum possible
number of elements of these sets is n — 1 and if we have a set of n —1 MOLS
of order n, the set is said to be complete. Good background for MOLS, with
their theory, application and construction, is given in [63].

From a given quasigroup (@, o) with transpose of its multiplication table,
one can form a new quasigroup (@, -), called the transpose of (Q,0) (z-y =
yox). If a quasigroup (Q,o) is orthogonal to its transpose, than (Q,o)
is said to be self orthogonal. Clearly, it is not possible for a commutative
quasigroup to be self orthogonal and for two commutative quasigroups to
be orthogonal. For commutative quasigroups of order n, there are at most
n(n+1)/2 different ordered pairs, and if we have exactly n(n+1)/2 different
ordered pairs, commutative quasigroups (@Q,o) and (Q,-) are said to be
perpendicular.

1.1.1 Quasigroup isotopism, paratopism and isomorphism

Definition 7 Let (Q1,0) and (Q2,*) be two quasigroups. Q1 is homotopic
to Qo if there are maps a, 3,7 : Q1 — Q2 so that a(zoy) = B(x) * v(y)
for all z,y € Q1. The ordered triple (a,3,7) is called an homotopism or
homotopy. O

The homotopy (o, a, «) is called a homomorphism.

Definition 8 Let (Q1,0) and (Q2, *) be two quasigroups. Q1 is isotopic to
@2 if there are bijections a, 3,7 : Q1 — Q2 so that a(xoy) = B(z) *v(y) for
all x,y € Q1. The ordered triple (o, 3,7) is called an isotopism or isotopy.n

The isotopy (o, a,«) is called an isomorphism. An isotopy (a,[3,7)
with equal domain and codomain () is called an autotopy. An autotopy
(cv, B,7) is said to be principal if its first component « is the identity map
or idg on Q. Each isotopy (a,[3,7) factorizes as the product (o, 3,v) =
(idg, Ba~t,va™1)(a,a, @) of a principal isotopy and an isomorphism. An
autotopy («, a, «) is called an automorphism.
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Example 2 We examine quasigroup (@,o) from Example 1. Let «, 3,7 :
@ — @ be bijection defined by:

0123 0123 0123
O“(3210)’5'<2301>’7‘<1023>‘ (1.1)
O

Then the quasigroup (Q, *) defined by z * y = a~1(8(z) o y(y)) is isotopic
to (@, 0) (Table 1.2).

W N = O *
N O W o
N = W O
S W N =N
W O = N|Ww

Table 1.2: One isotopic quasigroup to (@, o) with isotopy («, 3,7)

The relation “is isotopic to” is an equivalence relation in the set of all quasi-
groups of order r. The equivalence classes are called classes of isotopism or
isotopy classes.

A combination of a conjugacy and an isotopism is called a paratopism or
paratopy. The relation “is paratopic to” is also an equivalence relation, and
the equivalence classes are called paratopy classes, main classes or species.

1.1.2 n-ary quasigroups

An n-ary groupoid (n > 1) is an algebra (@, f) on a nonempty set @ as its
universe and with one n-ary operation f : Q™ — Q. We use the definition
for n-ary quasigroup from Belousov [4].

Definition 9 An n-ary groupoid (@, f) is said to be an n-ary quasigroup

(of order |Q|) if any n elements of the aj,asg,...,a,+1 € Q, satisfying the
equality

f(ah az, . .. 7an) = Gnp+1,
uniquely specifies the remaining one. 0

2-ary quasigroups, 3-ary quasigroups and 4-ary quasigroups are also
known as binary, ternary and quaternary quasigroups, respectively. When
we say only quasigroups, we mean binary quasigroups.
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Definition 10 An n-ary groupoid is said to be a cancellative n-ary groupoid
if it satisfies the cancellation law

flat, ... a5, ai49,...,an) = far,...,a;,Y,ai12,...,0p) => T =1y
for each ¢ =0,...,n — 1 and every a; € Q. 0

Definition 11 An n-ary groupoid is said to be a solvable n-ary groupoid
if the equation f(ay,...,a;, T, ait2,...,a,) = anp+1 has solution x for each
i=0,...,n—1and every a; € Q. 0

The definition of an n-ary quasigroup immediately implies the following.

Lemma 1 Let (Q,f) be a finite n-ary quasigroup and let the mapping
v Q — Q be defined by o(z) = f(a,...,a;,x,a;42, ...,a,). Then ¢ is a
permutation on Q). O

Here we consider only finite n-ary quasigroups (@, f), i.e. @ are a finite sets,
and in this case we have the next property.

Proposition 2 The following statements for a finite n-ary groupoid (Q, f)
are equivalent:

(a) (Q,f) is an n-ary quasigroup.

(b) (@, f) is a cancellative n-ary groupoid.

() (Q,f) is a solvable n-ary groupoid.

PROOF (a) = (b) follows immediately by the definitions.
(a) = (c) follows by Lemma 1.
Clearly, (b) and (c) imply (a).
(b) = (¢): Let (Q, f) be cancellative n-ary groupoid. Then

{flar,...,a5,z,ai12,...,a,)| 2 €Q} =Q

for any fixed a; € Q.

(¢) = (b): If the groupoid (Q, f) is not cancellative then, for some a; € Q
and ¢ € {0,...,n — 1}, the equation f(ay,...,a;,,ai12,...,a,) = Gny1
has two different solutions x; # 3. Then there is an element b € Q
such that b ¢ {f(a1,...,ai,x,ai12,...,a,)] = € Q}. Hence, the equation
flay,...,a;,x,a;42,...,a,) = b has no solution on z. ]
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Let Q@ ={q1,q92,...,4-}, > 1, and let (Q, f) be a n-ary quasigroup of
order 7. If we fix a € @, we define an (a,)-projected (n — 1)-ary quasigroup
(Q, fas) for cach i =1,2,...,n by

fai(z1, .. mim1, i1, .., xn) = f(21, .00, e, G, Tig1, o, T).

To every finite n-ary quasigroup of order r, an equivalent combinatorial
structure n-dimensional Latin hypercubes of order r can be associated. Let
Q@ be the set of r different elements. By n-dimensional Latin hypercubes
of order r H we mean a n-dimensional array of r™ cells, where the cell
contains an element of ) and where every set of r cells which coordinates
match between themselves except in one coordinate, contains each of the
elements of (). Latin hypercubes of dimension 1, 2 and 3 are commonly called
permutations, Latin squares, and Latin cubes, respectively. A hyperplane is
the set of r™~1 cells of H, with one common coordinate. Any hyperplane
in a n-dimensional Latin hypercubes can be considered to be a (n — 1)-
dimensional Latin hypercubes, by dropping the common coordinate. Our
definition of Latin hypercubes is much broader then the one given in [95]. If
we introduce an ordering in @ = {q1,¢2, ..., ¢}, then n-dimensional Latin
hypercubes of order r, is reduced if in every dimension k the first elements
(elements with all coordinates, except k coordinate, are 1) keep the ordering
from ). We define H}' to be the set of all n-dimensional Latin hypercubes of
order r and R’ to be the set of all reduced n-dimensional Latin hypercubes
of order r.

The number of n-dimensional Latin hypercubes of order r and the num-
ber of reduced n-dimensional Latin hypercubes of order r are connected with
the following formula

[ =l =) RY

The usual notations of homotopism, isotopism, paratopism and isomor-
phism generalize naturally from binary quasigroups to n-ary quasigroups.
Given n-ary quasigroups (Q, f) and (Q, h), we say that (Q, f) is isotopic to
(Q, h) if there are permutations a7, ag,...,an+1 on @ such that for every
aj € Q

an+1(flal, ... an)) = h(ai(ar), ..., an(ay)).

The relation “is isotopic to” is an equivalence relation in the set of all n-
ary quasigroups of order r. The equivalence classes are called the classes of
isotopism or isotopy classes. The equivalence classes for equivalence relation
“is isomorphic to” are called the classes of isomorphism.
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The notation of orthogonality generalize naturally also from binary quasi-
groups to n-ary quasigroups. Two n-ary quasigroups (@, f) and (Q,h) of
order r are said to be orthogonal if for any u and v in @, there exist a
unique n tuple of elements z1,...,z, of @ such that f(xi,...,z,) =u and
h(z1,...,x,) = v. A set of pairwise orthogonal n-ary quasigroups is said
to be a set of mutually orthogonal n-ary quasigroups, or in combinatorial
language a set of mutually orthogonal hypercubes (MOHC).

One of the main objective of this section is finding a new method for
enumeration of n-ary quasigroups. The enumeration of binary quasigroups
has a long and fruitful history, that can be found in [94]. During our research,
there were a few research in this field for higher dimensions. Mullen and
Weber [105] counted the numbers of reduced Latin cubes of order 1 to 5 and
their numbers of isomorphism classes. They reported the numbers of isotopy
classes of Latin cubes of order 1 to 4 to be 1, 1, 1, 12. But two decades later,
Jia and Qin [52] reported the same numbers for reduced Latin cubes, but
gave wrong numbers 15 and 479 for the numbers of isotopy classes of Latin
cubes of order 4 and 5, respectively. Our method confirm the results of
Mullen and Weber for the numbers of isotopy classes of Latin cubes of order
1 to 4 [75]. See Table 1.3 for the number of isotopy classes and representative
of each class for Latin cubes of order 4.

Theorem 1 Let Q = {q1,92,..-,¢}, v = 1, and let (Q,g) and (Q,h)
be two (n — 1)-ary quasigroups from the same isotopy class. Fiz a number
i € {1,2,...,n}. Then the number of n-ary quasigroups having (Q,g) as
its (q1,1)-projected (n — 1)-ary quasigroup is equal to the number of n-ary
quasigroups having (Q, h) as its (q1,1)-projected (n — 1)-ary quasigroup.

In 2006 Potapov and Krotov [115] proved the following asymptotic for the
) ;
37’L+122 +1 g |HZ| < (37’Z+1 _|_ 1)22n+1

Our new method is based on Theorem 1.3, which allows the numbers of
n-ary quasigroups (of small orders) to be computed, if the isotopy classes
of (n — 1)-ary quasigroups of given order are known. Formula for their
computation is given in Corollary 1 and the proof is given in [75].

Corollary 1 Let Q ={q1,92,-..,q-}, r = 1, and let the isotopy classes of
the n-ary quasigroups on @ are C1,Co,...,Cy. Then the number of n-ary
quasigroups on Q is equal to

b1|C1| + b2|Co| + - - - + by | C| (1.2)
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where b; denotes the number of n-ary quasigroups having as its (qi1,1)-
projected m-ary quasigroup an (n — 1)-ary quasigroup from the class C;.

O
Isotopy class Represent of C; |Cs] b; b;|Cs]
1234]2143[3412[4321]]
1 21431234]43213412]| 864 2292 1980288

3412|4321(1234[2143]|
4321]3412|2143|1234
1234|2143|3421]4312]|
Cy 2143|1234/4312[3421]| 2592 852 2208384
3421]4312(2143|1234|]
4312|34211234|2143
1234[2143[3412]4321]]
Cs 2143]1234[4321|3412)] 2592 876 2270592
3412|4321|2143|1234]|
4321|34121234(2143
1234[2143[3412|4321]]
Ca 2143|1234/4321[3412]| 2592 876 2270592
3421]4312(1243|2134]|
4312|3421|2134|1243
1234[2143[3412]4321]]
Cs 2143|1234/4321|3412]| 2592 876 2270592
3421]4312(2134|1243)]
4312|3421/1243|2134
1432[3241]4123|2314][]
Cs 4123]2314]1432(3241]| 2592 876 2270592
3214]4132(2341|1423]|
2341]1423]3214[4132
1432|3241]4123|2314]|
Cy 4123|2314/1432[3241]| 2592 876 2270592
3241]1432(2314[4123)]
2314]4123|3241|1432
1432[3241[4123|2314]]
Cs 4123]2314[1432(3241]] 2592 876 2270592
3214]1423(2341[4132]|
2341]4132|3214|1423
1234[2341[3412|4123]]
Co 4123|3412(2341|1234]| 5184 144 746496
3412|1234|4123|2341]|
2341]4123]1234|3412
1234[2341[3412|4123]]
Cio 4321|1432(2143|3214]| 5184 144 746496
2413]3124]4231|1342)]
3142|4213|1324]2431
1243[2431[3124]4312][]
Cn 3421]4213|1342(2134] 5184 144 746496
2314|3142(4231|1423]|
4132]1324[24133241
12342143|3412[4321]|
Cia 2143|1234/4321[3412]| 20736 816 16920576
3412]4321]1243|2134|]
4321|3412|2134|1243

Table 1.3: Isotopy classes of ternary quasigroups of order 4
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By using this Corollary we calculated the cardinalities of H} for n < 4,
and they are 24, 576, 55296, 36 972 288, respectively, and the cardinalities
of Hy for n < 3, and they are 120, 576, 161 280, 2 781 803 520, respectively
(see [75]). We remark that our result is the same as the result obtained by
Ito [50] and the results obtained by Mullen and Weber [105]. Also in this
paper we have that |Hj| = 3-2".

Recently there was a big progress in this field with results of McKay and
Wanless [95]. Some of the main results here are the cardinalities of H] for
r <5 and n <5 and of the Hg . The most important results in this field are
represented in Table 1.4.

1.2 Quasigroup transformations

With the quasigroups one can define different quasigroup transformations.

1.2.1 Existing quasigroup transformations

G = Zon be an alphabet. Let a quasigroup operation * on G be chosen
randomly and let \ be left division and / be the right division of *. Let
denote by Gt = {zyza...2¢ | z; € G,t > 1} the set of all finite string
over . For fixed letter | € G the transformations ¢; : GT — GT and
d; : Gt — G are defined in Markovski et al. [76], and ¢] : GT — G and
dj : G* — G7 are defined in Markovski et al. [77].

l*[l}l,jZI
el(xl...xt):(zl...zt)<:>zj:{ ok, 2< )<t (1.3)

lZl,jZI
dl(zl...zt):(xl...:ct)<:>xj:{ z>1\zj 9<j<t (1.4)
glxr...xp) = (21...20) © 25 = k1, 2< ) <t (1.5)

z1/l, j=1
d;(zl...zt):(ml...xt)<:>1:j:{ Zj?Zjl 9<j<t (1.6)

Every quasigroup transformation that apply on the given string in one
pass we will call elementary quasigroup transformation. e;, dj, e; and d;
are elementary quasigroup transformations. Composition of elementary
quasigroup transformations we will call composite quasigroup transforma-
tion. For that purpose, let %1, %o, ..., %5 be quasigroup operations on G. Let
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No. of No. of No. of
n IR [H isotopy isomorphism paratopy
classes classes classes
2 2 1 2 1 1 1
2 3| 1 12 1 5 1
2 4 4 576 2 35 2
2 5 56 161280 2 1411 2
2 6 9408 812851200 22 1130531 12
2 7 16942080 61479419904000 564 12198455835 147
2 § 535281401856 108776032459082956800 1676267 2697818331680661 283657
2 9 377597570964258816 5524751496156892842531225600 115618721533 15224734061438247321497 19270853541
210 7580721483160132811489280 9982437658213039871725064756920320000 208904371354363006[2750892211809150446995735533513[34817397894749939
211|5363937773277371298119673540771840[776966836171770144107444346734230682311065600000| - - -
3 2 1 2 1 1 1
3 3 1 24 1 11 1
3 4 64 55296 12 2589 5
3 5 40246 2781803520 59 23192922 15
3 6 95909896152 994393803303936000 5678334 1381105636226980 264248
4 2 1 2 1 1 1
4 3| 1 48 1 21 1
4 4 7132 36972288 328 1565243 26
4 5 31503556 52260618977280 5466 435509352937 86
5 2 1 2 1 1 1
5 3 1 96 1 43 1
5 4 201538000 6268637952000 2133586 263347981121 4785
5 5 50490811256 2010196727432478720 1501786 16751644838639300 3102
6 2 1 2 1 1 1
6 3 1 192 1 85 1

Table 1.4: Number of reduced Latin hypercubes, Latin hypercubes, isotopy classes of Latin hypercubes, paratopy
classes of Latin hypercubes for small order r and dimension d < 6
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ey di;, €, dp (i =1,...s) be transformations defined as in (1.3, 1.4, 2.1,
1.6) by choosing fixed elements Iy, la,...,ls € G. Let t;, be any of previous
e, di,, €, dj transformations. The following quasigroup E, D, E', D’
and T transformations can be defined [77]:

E = EZ(SS’)___J1 =e,o0€, 0 -0€, (1.7)
D=D{ , =d,od,_ o od, (1.8)
E'=E"  =¢ o€  o-o€ (1.9)
D'=DY  =dj od  o--od (1.10)
T=T" | =t ot oot (1.11)

Theorem 2 [77] The transformations E, D, E', D' and T are permuta-
tions on G .

Special kind of F transformation is the quasigroup reverse string trans-
formation R, first introduced in [35], where the leaders are the elements of
the string, taken in reverse order.

Definition 12 Let s be a positive integer, let (@, *) be a quasigroup and
a; € @, 1 < j < s. Quasigroup reverse string transformation R :
Q° — Q° is defined as composition of e-transformations in following way

R(aiag...as) = (€q, 0 €qy 0+ 0eq,)(a102...a5) (1.12)

O

Another special kind of D transformation is so called Quasigroup method
1 - QM1, defined in [78], and only special in this transformation are the
special defined leaders for internal e;-transformations.

All defined quasigroup transformations till now, transform string in other
string with equal length s. The following transformation, presented in [78],
transforms strings of length s into strings of length 2s.

Definition 13 Let s be a positive integer, let (@, *) be a quasigroup and
aj € Q, 1 <j<s. Let (dlahy...a)) = di(aias...as), where | = a1 + az +
...+ as (+ is addition modulo 256). We define the mapping ¢ : Q% — Q**
by

o(araz . ..as) = (arajazal . . .asal).
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Quasigroup method 2 QM2 : Q° — Q% is defined as
QM2op(ay...as) = QM2(xy...225) = (21 ...295) &

1+ (I*xx), j=1

P = . 1.1
& { T+ (xj_1xxj), 2< 5 <2s (1.13)

O

1.2.2 Properties of sequences produced by quasigroup trans-
formations

There are extensive theoretical studies and numerical experiments of the
sequences produced by quasigroup transformations E, E’, D and D’ [77, 84,
85]. We present some of the most important.

Theorem 3 Consider an arbitrary string 3 = biba...by € GT, where b; €
G, and let v = E®)(B) and v = E'®)(B). If n is sufficiently large integer
then, for each lI: 1 <1 < s the distribution of substrings of v and ' of length
[ is uniform. (We note that for I > k the distribution of substrings of v and
v of length | may not be uniform.)

The Theorem 3 means, that if we apply once F or E’ transformations
on long enough string from alphabet G, every letter from G is appearing
almost equally in the produced string. Generally, if we apply F or E’ trans-
formations [ times, for [ < k, then every substring with length [ is appearing
almost equally in the produced string.

Another important properties of obtained sequences by quasigroup string
transformations are concerning their period.

Definition 14 The string 3 = biby...bs € GT, where b; € G, has a pe-
riod p, if p is the smallest integer, for which the following equality is true
41542 - - - Qjdp = Aj4p+1Qidp4-2 - - - Gi42p for every ) 2 0. O

Theorem 4 [7/] Let « be a sequence of k elements. If the period ofEl(l)(a)

is po, then the sequences El(t) (a) are periodical with periods p;—1 corre-
spondingly, oll of which are multiples of pg. The periods satisfy the law
Dpi_1 > Pi—1 for each t > 1. :

Theorem 4 means that the period of the sequences obtained with con-
secutive application of quasigroup transformations, grows at least linearly.
Let & = qoq1---¢p—19091 - --@p—1 ... be an enough long string of period p
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over G and let oy, = E(™(a). The following classification can be made on
quasigroups [80]. If the period of the string ay is a linear function of k,
then the quasigroup (G, *) is said to be linear. If the period of the string oy
is an exponential function 2°* (where ¢ is some constant), then the quasi-
group (G, *) is said to be exponential. The number ¢ is called the period
growth of the exponential quasigroup (G, *) and represents how many times
the period has grown (in average) after one application of the quasigroup
transformation. It is obvious that the ideal period growth is at most the
order n of the quasigroup. Thus, ideally, if we apply k times the quasi-
group transformation, the period of obtained sequence will be n*. From
numerical experiments in [25] the percentage of linear quasigroups decreases
when the order of the quasigroup increases and the percentage of the linear
quasigroups and exponential quasigroup with period growth less then 2, is
decreasing exponentially by the order of the quasigroups.

1.2.3 Left and right quasigroups

Definition 15 A groupoid (G, -) is said to be a left quasigroup (a right
quasigroup) if the equation xa = b (ay = b) have a unique solution z (y)
in G for every a,b € G. o

In this subsection we define two special kinds of left and right quasigroups.
They are going to be used for definition of quasigroup transformations.

Proposition 3 Let (G,+) be a group and let (G, *) be a quasigroup. Then
the operation e defined by rey = (x+y)*y defines a left quasigroup (G, ®).o

PROOF The solution z = (b/a) — a of the equation x e a = b is unique, since
rey=aey=—zx=2a. m

Proposition 4 Let (G,+) be a group and let (G, *) be a quasigroup. Then
the operation o defined by x oy = x * (x + y) defines a right quasigroup

(G,9). o
PROOF The solution y = —a + (a\b) of the equation a ¢y = b is unique,
since zoy=x0y = y=1. n

Given a groupoid (G, -), for each a € G the left and the right translations
L, and R, are defined by L,(z) = za and R,(x) = az respectfully. If (G,-)
is a left (right) quasigroup then its left (right) translation is a permutation,
while the right (left) translation can be arbitrary mapping.
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Considering the left and the right quasigroups defined as in Proposition 3
and Proposition 4, the situation is quite different in the case when G = Zan
and the group operation is addition modulo 2. Namely, the right translation
of (G, e) and the left translation of (G, <) may not be permutations in that
case either. However, the probability of that event is quite small, roughly
speaking, around 2/|G|. To show the last statement we consider the problem
of finding solutions of the equation x ¢ a = b, i.e.,

zx(x+a)=>b (1.14)
where a,b € G are given, and x is unknown.

Proposition 5 Let G = Zan be with group operation addition modulo 2".
Let a quasigroup operation x on G be chosen randomly. Then the probability
the right quasigroup (G,o) to have two different solutions x1 # xo of the

equation (1.14) is less or equal to o

n —1°
PROOF Let x; and x5 be two different solutions of the equation z* (z+a) =
b. Then

x1 % (x1+a)="> w1 \b—21=a - -
{$2*(x2+a)=b i{xQ\b_@:a = 21 \b—z2\ b=z — 22 # 0.

At first, we find the probability a random quasigroup to satisfy the event
xl\b—xz\ble—xz#o.

The difference z1 — x5 can take any value r € GG, where r # 0. Fix an
r % 0. Then there are (2; ) pairs of different elements of G, and exactly 2"
of them satisfy the equation x; — 22 = r. Hence, we have this probability
for any fixed r #0: P{x1,20 € G,21 — 290 =71} = 2"7{1

Consider now the equation x;\b — x2\b = s, where s # 0 € G is
given. Denote by K the set of all quasigroups on GG and let fix a solu-
tion (x1,x2) of x1\b — 22\b = s. Denote by Ky = K(z1,22) the set of all
quasigroups on G with the property x1\b — z2\b = s. Then |K,| = |K}|
for each s and ¢. Namely, if (G,\1) € K, then we can construct a quasi-
group (G,\2) € K; as follows. At first choose x1\2b and x2\2b such that
x1\2b—x2\2b = ¢ and let m be the permutation generated by the two transpo-
sitions (x1\1b, x1\2b), (x2\1b, 2\2b). Then define the operation \o for each
u,v € G by u\2v = 7(u\1v). (Note that we have obtained (G, \2) from
(G,\1) in such a way that we have only replaced in the multiplication table
of (G, \1) all appearances of x1\1b (x2\1b) by x1\2b (z2\20).) Now, for given
x1,x2 € G and randomly chosen quasigroup (@, \), we have the probability

PA{Q € K,21\b—x2\b =5 is true in Q} = |‘KS|‘ = 5.
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Consequently, the probability a random quasigroup (G, *) to satisfy the
event 1 \b—xo\b=1x1 — 22 # 0 is
P{acl —xy=r,x1\b—xz2\b="1,7> 0} =

ZP{I’l — T2 =T, $1\b—$2\b—r} -

2"—1

Z Plzi\b—x2\b=7| 21 —22 =r}P{21 —22 =71} =

r=1

2" —1 )
Z PS{Q Gnyl\b—xQ\b:T}Pr{'Il’l'Q GG,,Il — T2 :T}: 2n_1

r=1
Finally, if we additionally take the condition x;\b— x1 = a, we conclude

that the probability a right quasigroup (G, ¢) to have two different solutions
x1 # x9 of the equation (1.14) is less or equal than Qn—Q_l n

In similar way one can prove the same property for left quasigroup (G, e).

Proposition 6 Let G = Zan be with group operation addition modulo 2".
Let a quasigroup operation * on G be chosen randomly. Then the probability
the left quasigroup (G,e) to have two different solutions x1 # o of the
equation

(a+x)xx=0 (1.16)

O

0

s 1 It .
s less or equal to oo

Remark 1 In the set of all 576 quasigroups of order 4, each equation of
kind z* (x+a) = b (or (a+x)*x = b) has two (or more) solutions in exactly
168 quasigroups.

1.2.4 Some new quasigroup transformations

If we allow G = Zan to be with group operation addition modulo 2", with
previous defined left and right quasigroups we can define several new quasi-
group transformations.

Definition 16 Quasigroup additive string transformation 4, : G* —
G+ with leader [ is the transformation defined by

_ (l+z)*x1, j=1

Al(ml"'xt)_(21"'%)‘:’%:{ (21 L)) w2y, 2<j <1

(1.17)

where x;, 2; € G,t > 1. O
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Definition 17 Quasigroup reverse additive string transformation
RA; : GT — GT with leader [ is the transformation defined by
zj* (x5 +2j41), 1<j<t—1

R.Al(acl...xt):(21...zt)(:>zj:{ Ty (20 1), ] =t

(1.18)

O

where xz;, z; € G,t > 1.

These transformations are not bijective mappings. Let A;;, and RA;, (i =
1,...s) be transformations defined by choosing fixed elements l1,l2,...,ls €
G. Let my, be any of previous A;,, RA;, transformations. We can define M
transformations as

M =my omyo0---omy, (1.19)

For an element z € G = Zy» denote by p(z,|5]) the element in G
obtained by rotating left for |5 | bits the n-bit representation of z. Given a
string Z = (21...2) € G, we denote by p(Z) the string

p(Z) = (o1, [5)) -0 |5 ) € (Zn)"

For a function f = f(Z) we define a new function p(f) = p(f)(Z) by
p(F)(2) = [(p(2))-

Definition 18 Quasigroup main transformation M7 : Gt — Gt
with complexity £ is defined as composition of transformations of kind .4,
followed by p(R.Aj; ), for suitable choices of the leaders /; and I; as functions
depending on variables x1, xs,. .., x:, as follows. For every x) € G

MT (z1...2¢) = p(RAL) (A (.. (p(RA,_ ) (A (1. .. ) ... ), (1.20)

ie., MT = p(RA;, )oA,0---0p(RA,,_,)oA,, where o denotes a composition
of functions. o

The main transformation is special kind of M transformation, which will
be used later for cryptographic purposes.

In [101], another new quasigroup transformation is given. Let @ be
endowed with two orthogonal quasigroup operations *; and *9. Then we
define so called orthogonal quasigroup string transformation OT :
Q" — QT by the following iterative procedure.

OT(z1) = z1, OT (x1, x2) = (z1%172, T1%222), and if OT (x1, x9, ..., T2,
x4—1) = (21, 22,...,2¢t—1) is defined for ¢t > 2, then
OT(x1,22, ..., Tt—1,T) = (21,22, - -+, 2t—1 *1 Tt, 2t—1 *2 Ty), (1.21)

where x; € Q.
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X1 X X3 Xe-1 X
21 Pz
Z Pz

PZea

Zt-1 Zt

Figure 1: Schematic representation of the orthogonal quasigroup string
transformation OT

Schematic representation of OT is given on Fig. 1. Note that the re-
striction OT,, of OT on the set Q™ is a mapping OT,, : Q™ — Q™ and so
OT =0T UOT>, UOT3U. .., ie., OT is a disjoint union of the mappings
OT,. OTj is the identity mapping on @, so it is a permutation. OT5 is a per-
mutation of Q9 since (x1* T2, T1*222) = (Y1 %1 Y2, Y1 *2y2) implies (1, x2) =
(y1,y2) by the orthogonality of the quasigroup operations %; and *g. Sup-
pose that OT;_; is a permutation for ¢ > 2, and let OT;(x1,x2,...,2¢) =
OTi(y1,y2, .-, yt) = (21,22, ..., 2t). Let OTy_1(z1,22,...,24-1) = (u1, u2,
cooyw—1) and OTy—1(y1, 92, -« - Yt—1) = (v1,v2,...,v4-1). Then z; = u; =
V1, 22 = U2 = V9, ooy 22 = Up—g = Vg2 and (2¢-1, 2) = (Ut—1 *1 Tt, U1 *2
wy) = (Vi—1 *1 Y, Ve—1 *2 Y¢), that implies (ui—1,7¢) = (vi—1,9:) by or-
thogonality of *; and %o. We have z; = y and OT;_1(x1,x2,...,24-1) =
OTi—1(y1,y2, - Yt—1) = (21,22, ..., 2t—2, u—1 = v4—1). Thus we have proved
the following.

Theorem 5 The orthogonal quasigroup string transformation OT is a per-
mutation on Q7 , and its restriction OT,, is a permutation on Q, for each
positive integer n. !

Note that if quasigroup operations are not orthogonal, the transformation
defined by 1.21 is not necessarily a permutation.

1.3 How to choose a quasigroup

Quasigroups and quasigroup transformations have many applications in
cryptography, coding theory, design theory and others. Our interest is spe-
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cially application of quasigroups in cryptography. Quasigroups are very
suitable for that purpose, because of their structure, features and big num-
ber. Effects of quasigroup transformations depend at most from the choice
of a quasigroup. So, one of the problems is which quasigroup is suitable to be
chosen for using, concerning what preconditions the quasigroup must fulfill.
Several classifications are existing today and helping us in our choices.

Three main classifications are obtained by using the algebraic properties
of the quasigroups to classes of isotopic quasigroups, classes of isomorphic
quasigroups and classes of paratopic quasigroups. Quasigroups are classified
on varieties according to identities they satisfy, like Schroeder quasigroups,
totally anti-symmetric quasigroups, Stein quasigroups, Moufang quasigroups
etc. There are some special classifications on quasigroups of small orders
such as by random walk on torus (Markovski et al. [81]), by period of pro-
duced sequences (Markovski et al. [80], dividing to linear and exponential
quasigroups) or by graphical presentation of sequences obtained by quasi-
group transformations (Dimitrova [24], dividing to fractal and non-fractal
quasigroups on quasigroups of order 4).

Specially, we are interesting in classification obtained from Gligoroski et
al. [36], by examining the quasigroups as vector valued Boolean functions.

1.3.1 Quasigroups as vector valued Boolean functions

We denote by Fo the Galois field with two elements. A Boolean function of
s variables or s—ary Boolean function is a function

b:F5 — Fo.
A wvector valued Boolean function is a map
B:Fy— Ty, (t>1)

Every vector valued Boolean function B can be represented by t s—ary
Boolean functions b; : Fo® — Fy as follows:

B(zy,...,zs) = (bi(x1,...,25),b2(x1, ... Ts)y ..., be(x1,. .., T5)),
where
bi(z1,. . &s) = Y1, bi(T1, .., xs) =y <= B(x1,...,2s) = (Y1, -, Yt).
Each s—ary Boolean function b; can be represented in Algebraic Normal

Form as
bi(w,wo, .. ws) = > or(J]w) (1.22)

IC{1,2,....s} i€l
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where aj € Fo, the sum is for the Boolean function XOR and the product
is for the Boolean function conjunction. The right-hand side of (1.22) can
be interpreted as a polynomial in the field (Fq,+,-) and the degree of b; is
taken to be the degree of the polynomial. The algebraic degree of a vector
valued Boolean function B is defined as the maximum of the degrees of its
component polynomials (b1, bo, ..., bs):

deg(B) = max{deg(b;) | i € {1,2,...,s}}.

If deg(B) = 1, then B is said to be linear. In the sequel, another defini-
tion of linear and affine function is given.

Definition 19 Let (G, +) be a group and let f : G — G be a function. f is
an affine function if f(x+y) = f(z)+ f(y) — f(0) for each z,y € G, where
0 € G is the identity element. A linear function is an affine function f
with f(0) = 0. u]

Now, every quasigroup (Q,o) of order 2" can be represented as vector
valued Boolean function B : {0,1}?" — {0,1}" and every = € @, can be
represented as n-dimensional binary vector z = (x1,x2,...,2,) € {0,1}".
We have:

xoy:($1>x2a"'7mn)O(ylayQa"'vyn):B(x17x27'"a$nay17y2a"'7yn):

(b1(z1, T2, o Ty YL, Y2y oy Yn)s e s b (X1, T2y ooy Ty Y1, Y2, oy YUn))

where b; are 2n—ary Boolean functions of B. We can represent B by true
table or by ANF'. In the second case we say that B is represented by n-tuple
of polynomials (b1, ..., b,) and algebraic degree of B is the maximum of the
degrees of its component polynomials.

In [41, 47] one can find definition of the so called multivariate quadratic
quasigroups.

Definition 20 A quasigroup (Q, %) of order 2" is called Multivariate Quadra-
tic Quasigroup (MQQ) of type Quad,,_Liny if exactly n — k of the polyno-
mials b; are of degree 2 (i.e., are quadratic) and k of them are of degree 1
(i.e., are linear), where 0 < k < n. 0

It can be observed that the degrees of the 2n—ary Boolean functions rise
with the order of the quasigroup. About the opposite problem, if the given
family of 2n—ary Boolean functions by, ..., b, determines a quasigroup, the
following Theorem is true.
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Theorem 6 [107] A family of n Boolean functions by, ..., by in 2n variables
determines a quasigroup iff the following holds:

— if one takes any product b;,, ..., b;, 1 < i1 < ... <1y <n, then its alge-
braic normal form does not contain terms including either xixs ... x,
or Yyi1yz2...Yn-

— the product by ...b, contains both these terms and no other term con-
taining either of them. 0

By classification in [36], quasigroups are divided in linear and non-linear
quasigroups. Linear quasigroups are the quasigroups with all linear compo-
nent Boolean functions. If one component Boolean function is non-linear,
than the appropriate quasigroup is non-linear. But for building non-linear
cryptographic primitives it is not good to have any linear component Boolean
function. So, we introduce an augmentation to this classification, by dividing
non-linear quasigroups to weak non-linear and pure non-linear quasigroups:
1. linear quasigroups - when all component Boolean functions are linear
2. weak non-linear quasigroups - when there exist one component Boolean
function that is linear and one component Boolean function that is non-
linear
3. pure non-linear quasigroups - when all component Boolean functions are
non-linear.

Remark 2 From 576 quasigroup of order 4, 144 are linear (Gg), 288 are

weak non-linear (G1) and 144 are pure non-linear quasigroups (Ga).

Go = {1,4,11,14,21,24,26,27, 37,40, 43, 46, 51, 54, 57, 60, 70, 71, 77, 80, 82, 83, 92,93, 100, 101, 110,
111,113,116, 126, 127, 132, 133, 138, 139, 146, 147, 157, 160, 163, 166, 169, 172, 179, 182, 189, 192, 196,
197,203, 206, 212, 213, 222, 223, 228, 229, 234, 235, 243, 246, 252, 253, 259, 262, 269, 272, 274, 275, 284,
285,292, 203, 302, 303, 305, 308, 315, 318, 324, 325, 331, 334, 342, 343, 348, 349, 354, 355, 364, 365, 371,
374,380, 381, 385, 388, 305, 308, 405, 408, 411, 414, 417, 420, 430, 431, 438, 439, 444, 445, 450, 451, 461,
464, 466, 467, 476, 477, 484, 485, 494, 495, 497, 500, 506, 507, 517, 520, 523, 526, 531, 534, 537, 540, 550,
551,553, 556, 563, 566, 573, 576}
G1=1{2,3,5,6,12,13,15,16,17, 18, 19,20, 25, 28, 29, 30, 35, 36, 38, 39, 41, 42, 47, 48, 52, 53, 55, 56, 58,
59,61, 62, 65,66, 67,68, 75, 76, 78, 79, 81, 84, 85, 86, 89, 90, 95, 96, 97, 98, 99, 102, 105, 106, 109, 112, 117
118,119,120, 121,122, 125,128,129, 130, 131, 134, 141, 142, 143, 144, 145, 148, 151, 152, 153, 154, 155,
156,164,165, 167, 168, 170, 171,175, 176, 177, 178, 183, 184, 187, 188, 190, 191, 193, 194, 195, 198, 201,
202,207,208, 211,214,215, 216, 217, 218, 221, 224, 225, 226, 231, 232, 233, 236, 239, 240, 244, 245, 247
248,249, 250, 255, 256, 257, 258, 260, 261, 267, 268, 270, 271, 277, 278, 279, 280, 281, 282, 283, 286, 291,
294,295,296, 297, 208, 299, 300, 306, 307, 309, 310, 316, 317, 319, 320, 321, 322, 327, 328, 329, 330, 332
333,337, 338, 341, 344, 345, 346, 351, 352, 353, 356, 359, 360, 361, 362, 363, 366, 369, 370, 375, 376, 379,
382, 383, 384, 386, 387, 389, 300, 303, 394, 399, 400, 401, 402, 406, 407, 409, 410, 412, 413, 421, 422, 423,
424, 425,426,429, 432, 433, 434, 435, 436, 443, 446, 447, 448, 449, 452, 455, 456, 457, 458, 459, 460, 465,
468,471,472, 475,478,479, 480, 481, 482, 487, 488, 491, 492, 493, 496, 498, 499, 501, 502, 509, 510, 511
512,515,516, 518, 519, 521, 522, 524, 525, 529, 530, 535, 536, 538, 539, 541, 542, 547, 548, 549, 552, 557,
558, 559, 560, 561, 562, 564, 565, 571, 572, 574, 575}

Ga = {7,8,9,10,22,23,31, 32, 33, 34, 44, 45, 49, 50, 63, 64, 69, 72, 73, 74, 87, 88,91, 94, 103, 104, 107
108,114, 115,123, 124, 135, 136, 137, 140, 149, 150, 158, 159, 161, 162, 173, 174, 180, 181, 185, 186, 199,



1.3. How to choose a quasigroup 23

200, 204, 205, 209, 210, 219, 220, 227, 230, 237, 238, 241, 242, 251, 254, 263, 264, 265, 266, 273, 276, 287,
288,289,290, 301, 304, 311,312, 313, 314, 323, 326, 335, 336, 339, 340, 347, 350, 357, 358, 367, 368, 372,
373,377,378, 391, 392, 396, 397, 403, 404, 415, 416, 418, 419, 427, 428, 437, 440, 441, 442, 453, 454, 462,
463,469, 470, 473, 474, 483, 486, 489, 490, 503, 504, 505, 508, 513, 514, 527, 528, 532, 533, 543, 544, 545,
546, 554, 555, 567, 568, 569, 570} o

1.3.2 Quasigroup transformations as vector valued Boolean
functions

Let QTL s : Q" — Q' be a family of quasigroup transformations defined
by the quasigroup (Q,x*), |Q| = 2", that are composition of s elementary
quasigroup transformations, with leader string L of length s, s > 1. The
transformation Q77 s; can be represented as vector valued Boolean function
BQTy .y : {0,1}" — {01},

Example 3 For the quasigroup of order 4 with lexicographic order 231
(given in Table 1.5), the elementary quasigroup transformations eg, d;, Ay
and RA; (s =1 and L = 1) of strings of length ¢ = 2, can be represented
as vector valued Boolean functions {0,1}* — {0,1}* (see Table 1.6), using
integer representation.

W N = Oflo
W o N O
O = W N
=N O W
N W O|lWw

Table 1.5: Quasigroup 231
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Table 1.6: Transformations ey, di, A1 and R.A; represented as vector valued
Boolean functions

We can take the leader string L to be consider as a string of vari-
ables and in such a way we obtain a family of transformations QT
Q° x Q! — @, where the elements of Q* are considered as leaders. Then, the
transformation Q75 ; can be represented as vector valued Boolean functions
BQTs; : {0,1}5" x {0,1}'™ — {0,1}". For example, the transformation
E = e, o ey, o e, obtained by a quasigroup of order 23 (n = 3), for strings
with length t = 4, can be represented as BE : {0,1}° x {0,1}12 — {0, 1}'2.
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Example 4 For the same quasigroup 231, the elementary quasigroup trans-
formation e; of strings of length 2, can be represented as vector valued
Boolean functions {0,1}? x {0,1}* — {0,1}* (see Table 1.7), using integer
representation.

zl0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
I=06 7 4 5 8 9 10 11 15 12 13 14 1 2 3 0
/=18 9 10 11 15 12 13 14 1 2 3 0 6 7 4 5
l=21 2 3 0 6 7 4 5 8 9 10 11 15 12 13 14
/=315 12 13 14 1 2 3 0 6 7 4 5 8 9 10 11

—_

Table 1.7: The transformation e; as vector valued Boolean function

1.3.3 Quasigroups correlation matrices and prop ratio tables

The correlation matrix of vector valued Boolean functions is an useful con-
cept, introduced by Daemen et al. [14], in demonstrating and proving their
properties. This is useful because most components of cryptographic prim-
itives are vector valued Boolean functions. The elements of the correla-
tion matrices consist of the correlation coefficients associated with linear
combinations of input bits and linear combinations of output bits. Linear
cryptanalysis (introduced by Matsui [91]) can be seen as the exploitation
of correlations between linear combinations of bits of different intermediate
encryption values in a block cipher calculation, so correlation matrices are
therefore the natural representation for the description and understanding
of the mechanisms of the linear cryptanalysis.

Definition 21 The correlation coefficient associated with a pair of Boo-
lean functions f(a) and g(a) is denoted by C(f, g) and is given by

C(f,9) = 2P[f(a) = g(a)] = 1

The correlation coefficient ranges between -1 and 1 and if it is different
from 0, the functions are said to be correlated.

A selection vector w is a binary vector that selects all components i of a
vector that have w; = 1. By w”a can be represented the linear combination
of the components of a vector a selected by w.

Let f(a) be a real-valued function defined by f(a) = (=1)/@) so in
regards of a linear Boolean function, w”a becomes (—l)wTa. The bitwise
sum of two Boolean functions corresponds to the bitwise product of their
real-valued counterparts, i.e., f(a)4g(a) = f(a)g(a).
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The inner product of real-valued functions is defined by,
(f(a),g(a)) = f(a)g(a)
a
It is shown in [14] that

C(f,9) =27"(f(a), g(a)) = 27" Y _(~1)/ @ (=1)9*).

a

If C(f,g) = 1, then f(a) = g(a) = 0 for every a. If C(f,g) = —1, then
f(a) ® g(a) =1 for every a.

The real-valued functions corresponding to the linear Boolean functions
form an orthogonal basis with respect to the defined inner product:

T T

(D" % (=1)" ") =2"(u +v)

where §(w) is the real-valued function equal to 1 if w is the zero vector and
0 otherwise.

All correlation coefficients between linear combinations of input bits and
that of output bits of the mapping A can be arranged in a correlation 2" x 2"-
matrix C". The element Cy,, in the row u and the column w is equal to
C(uTh(a),wTa). The rows in this matrix can be interpreted as

(—1yh@ ="t~y

In words, this means that the real-valued function corresponding to a linear
combination of output bits can be written as a linear combination of the
real-valued functions corresponding to a linear combination of input bits.
One can see that if the correlation coefficient Cy,y = 1 (Cyyy = —1), then
linear (affine) combination of output bits selected by w can be written as
linear (affine) combination of input bits selected by w. This means that if
u=2,i=0,...n—1and Cyy = 1 (Cyy = —1), component polynomial for
(n —i)—th bit is linear (affine) function and can be read from its correlation
matrix.

Correlation matrices can be applied to express correlations in iterated
transformations, such as most block ciphers, hash functions etc. Linear
cryptanalysis are possible if there are predictable input-output correlations
over all but a few rounds significantly larger than 2"/2, where n is the block
length of the block ciphers (see Daemen [13]). An input-output correlation
is composed of linear trails and, in order a cryptographic primitive to be
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resistant against this attack, a necessary condition is that there are no linear
trails with correlation coefficients higher than 27/2,

Differential cryptanalysis (introduced by Biham and Shamir [7]) exploits
difference propagation and so, as a tool for its examination, one can uses
2™ x 2™ prop ratio tables (see Daemen [13]).

Let a and a* be n-dimensional vectors with bitwise difference a®a* = d’.
Let b = h(a),b* = h(a*) and b’ = b® b*. Hence, the difference a’ propagates
to the difference b’ through mapping h and this can be represented by (a’ -
h 1.

Definition 22 The prop ratio R, of a difference propagation (a’ 4 h F V')
is given by

Ry(d' Thbb)=2"">"5(t & ha® d) @ h(a)).

The prop ratio ranges between 0 and 1 and if a pair is chosen uniformly from
the set of all pairs (a,ax) with a @ ax = o, the equality h(a) ® h(ax) =V is
true with some probability. It can be easily seen that >, Ry(a’ 4 h V') = 1.
If Ry(a’ 4 h V) =0, the difference propagation (¢’ =4 h F V') is called
invalid. The input difference a’ and the output difference o’ are said to be
incompatible through h. Difference propagation is composed of differential
trails.

Definition 23 The restriction weight of a valid difference propagation
(@' 4 h V) is the negative of the binary logarithm of the prop ratio, i.e.,

wy(a A hEb) = —logaRy(a’ 4 h 1)

The restriction weight ranges between 0 and n — 1 and can be seen as the
amount of information (in bits) that is restricted by (' 4 htb") on a. If h is
linear, w,(a’ 4 h = b') = 0, so it can be seen that this difference propagation
does not restrict or gives away information on a.

The correlation matrix and the prop ratio table of a mapping h are
connected through the following Theorem from Daemen [13].

Theorem 7 The table of prop ratios and the table containing the squared
elements of the correlation matriz of a vector valued Boolean function h are
linked by,

Rp(d 4 hb) =273 (~1ye'a+u'tc2

uU,W
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and, dually, by

C2, =273 (-1 YR (a AR )

al b

Differential cryptanalysis attacks are possible if there are predictable differ-
ence propagations over all but a few rounds that have prop ratio significantly
larger than 2'=" where n is the block length in the block ciphers [13]. To
be resistant against this attack, necessary condition is that there are no
differential trails with predicted prop ratio higher than 21",

Example 5 The quasigroup of order 4 with lexicographic order 211 (given
in Table 1.8) can be represented as a vector valued Boolean function h :
{0,1}* — {0,1}? and h(zxg, 21,72, 3) = (Yo, ¥1), where yo = yo(z0, z1, T2, T3)
and y1 = y1(zo, 1, T2, x3). Below we will show that the functions yy and y;
can be found from the correlation matrix, in the case when they are linear.

W N = OO0
N O WO
W = O N
=W N ON
O N = W W

The correlation matrix and prop ratio table of h are given in Table 1.8
and Table 1.9.

h_0000j00010010j00110100j0101j0110j0111j1000[1001/1010{1011}1100{1101[1110[1111

0|1]0]0|l0]0]O0O|]O|]O|O|O]O|O|]O[O|O]O
or|lo|lolo|lo|olo|o|lo|lo|o]o|-1|0|O|O]|oO
wljolojojo|lo|t]i]lolo]ojo|o|o|d|=%0
[ 2] %
mjojojojojo|z|-2ojofojojo|o]|-3-3|0

Table 1.8: Correlation matrix of quasigroup with lexicographic order 211

h_0000j00010010j00110100j0101j0110j0111/1000[1001/1010{1011}1100{1 10111101111
oo[r]ofoflofoJololrflo|[if]ZT]ololif]Z]o0
or{of2lilo|o|3|i]o|ls|ofjofi|[Li|0o]0]|3
wjofojof1|1|fo|ofo|O|s|2|0]jO|5]|%]|0
mjofs|zlojo|ls|3|o[3]/0]|0|3][2|0]0]|3%
2 2 2 2 2 2 2 2

Table 1.9: Prop ratio table of quasigroup with lexicographic order 211
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One can see that there exists a nonzero output selection vector (01) that
is correlated only to one input selection vector (1011) with correlation -1.
This means that the second bit y; of the output can be represented by affine
function from the input bits, i.e., y1 = 1®xg B x2 P x3. S0, every correlation
of 1 or -1 give us immediately the appropriate component Boolean function
of quasigroup, if appropriate output selection vector selects only one bit.

In the prop ratio table there are 3 nontrivial difference propagations
with prop ratio 1 and restriction weight of 0. The input difference 0011
always propagates to output difference 10, 0100 always propagates to output
difference 10 and the input difference 0111 always propagates to output
difference 00. For example, the input difference 0011 is for the pairs: 0*0 =
1 and 0*3 = 3; 0*1 = 2 and 0*2 = 0; 1*0 = 3 and 1*3 = 1; 1*1 = 0 and
1*2 = 2; 2*%0 = 0 and 2*3 = 2; 2*1 = 1 and 2*2 = 3; 3*0 = 2 and 3*3 = 0;
and 3*1 = 3 and 3*2 = 1. Their output difference is 10. 0

We examined correlation matrices and prop ratio tables of quasigroup
of order 4 in Mileva and Markovski [100]. There are 144 out of 576 quasi-
groups of order 4 that have a prop ratio table with all nontrivial difference
propagations with prop ratio 1 and restriction weight of 0, and correlation
matrix with every nonzero output selection vector correlated only to one
input selection vector with correlation 1. Clearly, they correspond to the set
of linear quasigroups from classification of [36].

According to obtained correlation matrices, quasigroups can be divided
to:

1. totally correlated quasigroups - when every nonzero output selection vec-
tor is correlated to only one input selection vector with correlation coefficient
lor-1

2. correlated quasigroups - when at least one nonzero output selection vector
is correlated to only one input selection vector with correlation coefficient 1
or -1

3. non-correlated quasigroups - when every nonzero output selection vector
is correlated to more than one input selection vector.

Remark 3 From 576 quasigroup of order 4, 144 are totally correlated quasi-
groups (the same as linear quasigroups) and 432 are correlated quasigroups.g

According to obtained prop ratio tables, quasigroups can be divided to:
1. non-restricted quasigroups - when all nontrivial difference propagations
are of prop ratio 1
2. weak restricted quasigroups - when at least one nontrivial difference prop-
agation is of prop ratio 1
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3. restricted quasigroups - when there is no nontrivial difference propaga-
tions of prop ratio 1.

Remark 4 From 576 quasigroup of order 4, 144 are non-restricted quasi-
groups (the same as linear quasigroups) and 432 are weak restricted quasi-
groups. o

From the previous considerations, it follows that the linear quasigroups
are totally correlated and non-restricted quasigroups and vice versa.

1.3.4 Correlation matrices and prop ratio tables of quasi-
group transformations

First, we proof the following proposition.

Proposition 7 The transformations e;, d;, e, and d; produced by a linear
quasigroup are linear functions. 0

PROOF Let (@, 0) be a linear quasigroup [36] of order » = 2™. Then for all

x,y,z € @, with binary representations (z1,...,2,) of z and (yi,...y,) of
y we have

c=aoy=(Y oMz +3 8y alMe + 3 8y
where az(»k) and ﬁz-(k) are 1 or 0 for each i,k € {1,2,...,n}. Forl,a',...,a° €
@ we have

elat...a®)=2...2° dat...a®) =ut.. vl

Let ag:) ﬂ(k) 5% and )\f,];) be 1 or 0 for each i,k € {1,2,...,n} and each

ri 0 Ure

re{1,2,...,s}. For each j € {2,...s} we have

d=toat =Y o+ el Y oW+ Y pal) =

= od = QD al) T+ gl ST+ S ) =
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ul=toal = (3 000+ 3" aal, 36+ 3 Aal)

TEPE R, YA DU SRS SO
(u{, coud)

So, inductively we have that every bit in e;(a'...a®) and dj(a'...a*) is
obtained by linear Boolean function, therefore ¢; and d; are linear vector
valued Boolean functions. Similarly, we can proof that €] and dj are linear
vector valued Boolean functions. [

Composition of linear functions is also a linear function, so the following
corollary is true.

Corollary 2 The transformations E, D, E', D" and T produced by a linear
quasigroup are linear functions. 0

We investigate the behavior of transformations F, D, A; and RA; pro-
duced by all quasigroups of order 4, on strings of length ¢ = 2 and ¢ = 3.
The transformations E and D are compositions of s elementary quasigroup
transformations, where 1 < s < 100. We use fixed leader [ for all compos-
ite transformations, which is the worst case. All of these transformations
can be represented as vector valued Boolean functions {0,1}* — {0, 1}* for
t =2 and {0,1}% — {0,1}% for t = 3. As a tools we use the prop ratio
tables and correlation matrices of quasigroup transformations. The results
are summarized in [98].

Example 6 The representation of the transformation Fj—3 s—5 ;—2, produced
by quasigroup 231, as vector valued Boolean function is given in Table 1.10,
where integer representation is used.

x Jo|1]2][3][4]5]6
BEj—p s—s —2()| 1|2 [3]0[6[7]4

| 7891011 ]12] 13|14 15
51819 11

Table 1.10: Vector valued Boolean representation of Ej_o s—5;—o

The correlation matrix and prop ratio table for Fj_g ¢—5 ;-2 are given in
Table 1.11 and Table 1.12, respectfully.
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Table 1.11: Correlation matrix of transformation Ej
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2,5=5H,t=

Table 1.12: Prop ratio table of the transformation Fj

One can see from the correlation matrix that there exist 7 nonzero out-
put selection vectors that are correlated only to one input selection vectors.

Output selection vectors 0001 = 1, 0100 = 4 and 1000 = 8 are correlated

with input selection vectors 1101, 0100 and 1000, respectfully, with corre-
lation coefficient -1, 1 and 1. This means that this transformation has 2

zo and

T1, Yo

linear and 1 affine component Boolean functions, i.e., y;

O

1® 20D 1 B 3.

Yys =
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We obtain several interesting results from our numerical experiments.
First, we can divide quasigroups of order 4 in 5 classes according to linear-
ity of produced Ej o transformations on strings with length 2, s < 100. We
already see that linear quasigroups produce linear E and D transformations,
so the class G consists of those quasigroups. Our experiments show us that
all quasigroups of order 4 can produce linear Ej ; o transformations, but for
some choices of the leader [. There are 48 quasigroups that form the class G,
with property to produce linear Ej s o-transformations, independently from
chosen leader and for every s = 2k and another 16 quasigroups that form the
class Go, with same property but for s = 4k. Classes GGy and G together
form the set of fractal quasigroups [24]. Class G3 consist of 80 quasigroups,
with property to produce linear Ej , o-transformations for at least one leader
and for every s = 2k. The last class G4 of 288 quasigroups, has the property
to produce linear Fj o transformations, independently from chosen leader
for some s = {6k, 8k, 9k, 12k, 24k} and with only 3 nonzero output selection
vectors that are correlated only to one input selection vectors. 240 quasi-
groups from this class produce £ o transformations with maximal prop
ratio of % or % for most of the leaders. Other quasigroups produce Ej
transformations with maximal prop ratio of 1.

G1 ={2,3,5,7,9,18,25,28,49, 63,121, 144, 145, 148,170, 171, 174, 176, 178, 185, 218, 232, 242, 263,
314, 335, 345, 359, 392, 399, 401, 403, 406, 407, 429, 432, 433, 456, 514, 528, 549, 552, 559, 568, 570, 572,
574,575}

Ga = {8,10, 15,19, 173,183, 186, 187, 390, 391, 394, 404, 558, 562, 567, 569}

Gs = {6,12,13,16,17, 20, 22,23, 35, 36, 47, 48, 50, 64, 69, 72, 122, 131, 134, 143, 155, 156, 167, 168, 175,
177,180,181, 184, 188, 190, 191, 217, 231, 233, 236, 241, 251, 254, 264, 313, 323, 326, 336, 341, 344, 346,
360, 386, 387, 389, 393, 396, 397, 400, 402, 409, 410, 421, 422, 434, 443, 446, 455, 505, 508, 513, 527, 529,
530, 541, 542, 554, 555, 557, 560, 561, 564, 565, 571}

Ga = {29,30,31,32, 33, 34,38, 39, 41, 42, 44, 45, 52, 53, 55, 56, 58, 59, 61, 62, 65, 66, 67, 68, 73, 74, 75,
76,78,79,81,84, 85,86, 87,88, 89, 90, 91,94, 95, 96, 97, 98, 99, 102, 103, 104, 105, 106, 107, 108, 109,
112,114,115,117,118, 119, 120, 123,124, 125,128, 129, 130, 135, 136, 137, 140, 141, 142, 149, 150, 151,
152,153, 154, 158, 159, 161, 162, 164, 165, 193, 194, 195, 198, 199, 200, 201, 202, 204, 205, 207, 208, 209,
210,211,214, 215,216, 219, 220, 221, 224, 225, 226, 227, 230, 237, 238, 239, 240, 244, 245, 247, 248, 249,
250, 255, 256, 257, 258, 260, 261, 265, 266, 267, 268, 270, 271, 273, 276, 277, 278, 279, 280, 281, 282, 283,
286, 287, 288, 289, 290, 291, 294, 295, 296, 297, 298, 299, 300, 301, 304, 306, 307, 309, 310, 311, 312, 316,
317, 319, 320, 321, 322, 327, 328, 329, 330, 332, 333, 337, 338, 339, 340, 347, 350, 351, 352, 353, 356, 357,
358, 361,362, 363, 366, 367, 368, 369, 370, 372, 373, 375, 376, 377, 378, 379, 382, 383, 384, 412, 413, 415,
416,418,419, 423, 424, 425, 426, 427, 428, 435, 436, 437, 440, 441, 442, 447, 448, 449, 452, 453, 454, 457,
458,459, 460, 462, 463, 465, 468, 469, 470, 471, 472, 473, 474, 475, 478, 479, 480, 481, 482, 483, 486, 487,
488,489, 490,491, 492, 493, 496, 498, 499, 501, 502, 503, 504, 509, 510, 511, 512, 515, 516, 518, 519, 521,
522,524, 525, 532, 533, 535, 536, 538, 539, 543, 544, 545, 546, 547, 548}

Quasigroups of class G'1 produce linear Ej 3 transformations on strings
with length 3, for every s = 4k, s < 100, independently from chosen leader.
Quasigroups of classes Go and G3 produce linear Ej , 3 transformations for
every s = 8k, independently from chosen leader. Quasigroups of class G4
produce linear Ej ;o transformations for some s = {24k, 27k, 48k, 54k, 72k},

independently from chosen leader. This class is the only class that produce
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E; s 3 transformations with maximal prop ratio not equal always to 1 (the
least value is 2).

For D; 49 and D 4 3 transformations, s < 100, we do not obtain any linear
transformation for any choice of the leader and any nonlinear quasigroups
of order 4. They all produce correlation matrices with 7 (¢ = 2) and 15
(t = 3) nonzero output selection vectors that are correlated only to one
input selection vectors and prop ratio tables with maximal prop ratio of 1.

All produced non-linear Dj 9, D43, Fjs2 and Ej 43 transformations
by quasigroups of order 4 have at least one linear component polynomial in
their ANF.

These experiments and Proposition 1 are enough to conclude that F and
D transformations preserve the linearity of used quasigroups. Even more,
for small strings and for some choices of the leader string, the transforma-
tion E increases the linearity in the sense that beside the fact that used
quasigroup is nonlinear, the produced transformation can be linear. This is
not the case with D transformation. We can conclude also that non-linear
E transformations have better propagation characteristics (smaller maxi-
mal prop ratio), with less correlation between their input and output, then
D transformations from the same quasigroups. Note that we have investi-
gated the worst case - when the leader is fixed for all composite quasigroup
transformations.

We also take the shapeless quasigroup of order 8 from [100] and inves-
tigate £ 52 and Do transformations, for s < 100, on strings with length
2, for different choices of the fixed leader. Obtained Ej ;o transformations
have the least maximal absolute correlation coefficient of 0.5, and the least
maximal prop ratio of 312 All obtained D ;5 transformations have maximal
absolute correlation coefficient of 1 and the maximal prop ratio of 1%. In this
set of I ;o and D, o transformations, there are functions without any lin-
ear component polynomial in their ANF. Number of composite quasigroup
transformations do not influences the correlation coefficients and the prop
ratios in a sense that they do not decrease with it, but they vary in some
range of values.

From this, one can see, that even for smaller strings, taking shapeless
quasigroups with higher order decrease the maximal absolute correlation
coefficient and maximal prop ratio table of produced E transformation, re-
gardless the number of composite quasigroup transformations. Length of
the string additionally put bigger confusion and diffusion property on the
same transformations.

Example 7 The correlation matrix and prop ratio table for elementary
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Aj-transformation from Example 1 are given in Table 1.13 and Table 1.14,
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Table 1.13: Correlation matrix of 4; transformation for quasigroup 231
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Table 1.14: Prop ratio table of A; transformation for quasigroup 231

With numerical experiments for A; and R.A; transformations on strings
of length 2, we obtain very interesting results. Because these transforma-

tions are not bijections, first, we investigate the case of producing constant
functions. 24 quasigroups of order 4 produce constant functions with 4; and
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RA; transformations, independently from the chosen leader. These quasi-
groups have the structure - every next row is obtained from the previous one
by rotating to the right by one position. In addition, it is not important the
quasigroup to be linear, with or without some component linear polynomial
in its ANF (8 quasigroups are without any linear component polynomial).
We examine also A; and RA; transformations with this group of quasigroups
on bigger strings, with length up to 10, and obtain again constant functions.
We take several quasigroups of order 8 with this kind of structure and they
produce constant A; and R.A; transformations on strings of length 2 and 3.

Another 88 quasigroups produce constant functions for some choice of
the leader.

24 non-linear quasigroups produce linear A; and R.A; transformations,
independently from the chosen leader (again 8 quasigroups are without any
linear component polynomial). They also have some structure - every next
row is obtained from the previous one by rotating to the left by one position.
We examine also A; and R.A; transformations with this group of quasigroups
on strings with length 3 and 4, and obtain again linear functions.

Another two sets of 86 quasigroups produce only linear 4; transforma-
tions or only linear R.A; transformations, independently from the chosen
leader. Another 78 quasigroups produce linear A; and R.A; transformations
for some choice of the leader.

At the end, 120 quasigroups produce nonlinear A; and R.A; transforma-
tions, independently from the chosen leader, and here structure of quasi-
groups is again different (7 are linear and 38 quasigroups are without any
linear component polynomial). All these transformations have maximal ab-
solute value of the correlation coefficient of 1 and dependently of the leader,
maximal prop ratio is 1 for the linear, and % for nonlinear quasigroups.

For the nonlinearity of A; and R.A; transformations, nonlinearity of
quasigroup is not important, but some other structural properties of quasi-
groups must be investigate. Linear quasigroups can produce nonlinear A4;
and RA; transformations, and vice versa, linear A; and R.A; transforma-
tions can be produced by nonlinear quasigroups. Secondly, we can make a
hypothesis that quasigroups with structure - next row to be the previous
one, rotated to the right by one position, produce constant functions, inde-
pendently of the choice of the leader, length of the string or order of the
quasigroup. Also, quasigroups of order 4 with structure - next row to be the
previous one, rotated to the left by one position produce linear A; and RA;
transformations.
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1.3.5 Perfect quasigroups

In a quasigroup based cryptography you can find that different authors seek
quasigroups with different properties. One needs C'I—quasigroups, other
needs multivariate quadratic quasigroups, third needs quasigroups with less
possible structure, fourth need exponential quasigroups, fifth need orthogo-
nal quasigroups etc. There are special cryptosystems build on some partic-
ular subsets of quasigroups. Our interest is to find what properties should
have a quasigroup, so that it can be used as non-linear building block in
cryptographic primitives and it can contribute to the defence against linear
and differential attacks. When we try to find quasigroups suitable for cryp-
tography in this sense, we started from shapeless quasigroups, defined by
Gligoroski et al. [43].

Definition 24 [43] A quasigroup (@, x) of order r is said to be shapeless
iff it is non-idempotent, non-commutative, non-associative, it does not have
neither left nor right unit, it does not contain proper sub-quasigroups, and
there is no k£ < 2r for which identities of the kinds are satisfied:

2k (z*y)) =y, y= ((y*x)*..) %z (1.23)

~—— —_———
k k o
Shapeless quasigroups are good choice, but sometimes even a quasigroup
with some structure is preferable (when structure does not affect the secu-
rity). In other cases quasigroups with additional restriction to the structure
may be needed, for example, not to be either semisymmetric or Stein quasi-
group or Schroeder quasigroup, etc. In the light of the recent linear and
differential attacks we are going to extend the notation of shapeless quasi-

groups to perfect quasigroups.

Definition 25 A quasigroup (Q, ) of order r is said to be perfect if it is
pure non-linear, non-correlated and restricted shapeless. 0

The quasigroup of Example 1 is shapeless, but is not perfect, because it
is correlated, weak-restricted and weak non-linear.

Example 8 The quasigroup isotopic to the group (Zs,+) with isotopism
01234567 ) < 01234567
and v :

(idzg, 8,7), where j : ( 31652740 03571624
quasigroup. .

) is a perfect

About the question what kind of quasigroups to use for quasigroup trans-
formations, it is very important how we want to apply them and where we
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want to apply them. Most often quasigroups are used for creating quasi-
group transformations, and for them, usually it is enough quasigroup to be
shapeless. Stronger requirement is the quasigroup to be perfect and this
is needed especially in the cases when we use quasigroup alone (not for
quasigroup transformation). Some quasigroup transformations, like A and
RA, even defined by linear quasigroups, can produce non-linear Boolean
functions. Some quasigroup transformation, like F transformation, preserve
linearity of used quasigroup. At the end, it is important quasigroup string
transformations to be non-linear vector valued Boolean functions without
any linear component Boolean function, without nontrivial difference propa-
gations with prop ratio 1 and restriction weight of 0 and with every nonzero
output selection vector correlated to more than one input selection vector.
We showed by examples, that even the quasigroups of order 4 can produce
this kind of quasigroup transformations.

Some cryptographic primitives need special kind of quasigroups. For ex-
ample, when the period of produced sequences is important, like for PRNGs
and stream ciphers, quasigroup must be exponential.

1.4 Summary

This chapter has been devoted to quasigroups and quasigroup transforma-
tions. Our own contributions in this chapter are:

— new method for enumeration of n-ary quasigroups of small order and
revision of number of isotopy classes for ternary quasigroups of order
4

— examination of prop ratio tables and correlation matrices for quasi-
groups of order 4

— augmentation of existing classification of quasigroups as a vector val-
ued Boolean functions

— new classifications of quasigroups according to their correlation matri-
ces and prop ratio tables

— notation of elementary and composite quasigroup transformations
— new A, RA, M, MT and OT quasigroup transformations

— examination of prop ratio tables and correlation matrices of £, D, A
and RA quasigroup transformations for quasigroups of order 4 and for
small strings
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— notation of perfect quasigroups.

There are several open problems, that remain to be solved, like, how to
represent quasigroups of order r # 2™ as vector valued Boolean functions,
examination on their prop ratio tables and correlation matrices, etc.



Chapter 2

Generation of huge quasigroups

In this chapter, we examine several well-known ways and one new way of
constructing quasigroups, specially huge quasigroups. First, we consider
several methods of producing larger quasigroups from smaller ones. Than
we consider several methods that incorporate permutations, polynomials, 7T'-
functions etc. to In what follows therefore we are going to introduce the so
called extended Feistel networks, which are Feistel networks with additional
properties, to define huge quasigroups. A Feistel network [32] takes any
function and transforms it into a bijection, so it is commonly used technique
for creating a non-linear cryptographic function [142], [69]. Using a Feistel
network for creating a huge quasigroup is not a novel approach. Kristen [97]
presents several different constructions using one or two Feistel networks
and isotopies of quasigroups. Complete mappings, introduced by Mann
[72] (the equivalent concept of orthomorphism was introduced explicitly in
[27]), are also useful for creation of huge quasigroups. In [97] complete
mappings with non-affine functions represented by Cayley tables or with
affine functions represented by binary transformations, are used for that
aim. The main disadvantages of the previously mentioned constructions are
the lack of efficiency in one case and the lack of security in the other case.
Namely, the Cayley table representations need a lot of memory, and also the
affine functions don’t have good cryptographic properties.

Our approach use the extended Feistel networks as orthomorphisms, to
generate huge quasigroups of order r = 252" We only need to store small per-
mutations of order 2°, s = 4,8,16. We show that the quasigroups obtained
by our construction can have different properties, and on some of them we
can influent by choosing bijection or parameters. We examine quasigroups
obtained by this method on a group (Z,,®,) and we prove that they can
not be perfect quasigroups, but only shapeless. Quasigroups, produced by

39
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the extended Feistel networks F4 g ¢ defined on Abelian group (Z,, ®n),
are weak-restricted, correlated and weak non-linear, but those produced by
fo, B,c are much better. They are non-correlated and pure non-linear, but
still weak-restricted.

2.1 Direct, semidirect and quasidirect product

One way of producing larger quasigroups from smaller ones, is the direct
product of quasigroups. Let (Q1,0) and (Q2,-) be two quasigroups of order
r1 and rq, respectively. The direct product (Q1 X Q2, ®) of these quasigroups,
defined by

(a1,b1) ® (az,b2) = (a1 0 az, by - b)

where a1,a2 € @1 and b1, by € @2, is a quasigroup of order r1ro. One
way of representing the direct product is this - each element (a,b) of Q1 %
Q2 can be mapped with integer representation of concatenation of binary
representations of a and b.

Ezample 1. Let Q1 = {0,1,2,3} and Q2 = {0,1}. On the following
Table one can see two quasigroups (Q1,0) and (Q2,-) with order 4 and 2
respectively, and quasigroup of order 8, obtained from their direct prod-
uct (Q1 X Q2,®), with previous representation. This correlated and weak
restricted quasigroup is not shapeless, because has left unit 0, also has a
proper subquasigroup and the pair (4, 12) satisfy 1.23.

W N = O o
N W= OO
O N W =
W = O NN
_— O N W W
— O -
—= OO
O =
N O Ut W= O®
QU IO W N~ OO
= OO TN WO |
— O Ok 1O W NN
O R T TN W w
q O W~ O Ut R
SN WO e OOt
W KN O U0
N WO = Oty

Table 2.1: The integer representation of direct product (Q1 X Q2,®)

There are several generalizations of this approach, as semidirect product
and quasidirect product of quasigroups. The semidirect product (Q1 X Q2, ®)
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of two quasigroups (Q1,0) and (Qq, ), is defined by

(a1,b1) ® (az,b2) = (fo, po(a1 0 az), by - ba)

where a1, a2 € Q1, b1,b2 € Q2 and f, , are permutations on set (1.

Ezample 2. Let (Q1,0) and (Q2,-) be quasigroups from previous exam-
ple. Let fp, p,(x) = (b1 + 3ba + z) (mod 4) be permutations on @;. On the
Table 2.2 is given the semidirect product (@1 x Q2,®) (with a previous bi-
nary representation). This quasigroup is shapeless, but correlated and weak
restricted.

®[0 1 2 3 4 5 6 7
0(2 1 4 3 6 5 0 7
115 2 7 4 1 6 3 0
214 3 07 2 1 6 5
317 4 3 0 5 2 1 6
410 7 6 5 4 3 2 1
513 01 6 7 4 5 2
66 5 2 1 0 7 4 3
711 6 5 2 3 0 7 4

Table 2.2: The integer representation of semidirect product (Q1 X Q2,®)

A more general approach given by Bruck [8] and named by Wilson [141]
as quasidirect product of quasigroups is defined as

(a1,b1) ® (a2, b2) = (a1 Vp, pya2,b1 - ba)

where (Q1, Vi, 5,) are quasigroups for all by, by € Q1.

Ezample 3. We use quasigroups (Q1,0) and (Q2,-) from Example 1
again. Quasigroup operations are defined by a1Vy, p,a2 = (—a1 +as — by +
3b;) (mod 4). The quasidirect product (Q1 X Q2,®) is given on the Table
2.3 (with previous binary representation). This quasigroup is correlated and
weak restricted, and it is not shapeless only because the pair (8,8) satisfy
1.23.

2.2 Generalized singular direct product

Let (@Q,0) be a quasigroup with a subquasigroup (5,0) and let (I,V) be
an idempotent quasigroup. Furthermore let P = Q\S and (P, ®,.,) be
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®[0 1 2 3 4 5 6 7
0(o0 7 2 1 4 3 6 5
117 4 1 6 3 0 5 2
216 5 0 7 2 1 4 3
315 2 7 41 6 3 0
414 3 6 5 0 7 2 1
513 0 5 2 7 4 1 6
612 1 4 3 6 5 0 7
711 6 3 0 5 2 7 4

Table 2.3: The integer representation of quasidirect product (Q1 X Q2,®)

quasigroups for all ordered pairs (v,w) € I X I,v # w. Sade [122] and
Lindner [64] define generalized singular direct product (S U (P x I),-) as:

T-y=x0Y
x-(r,v)=(xorv)
(r,v) -y =(roy,v)

(r,v)-(s,v) =ros, ifroses
(r,v)-(s,v) =(ros,v), if roseP
(r,v) - (s,w) = (r Quuw s,vVw), if v#w

where z,y € S, r;s € P and v,w € I. By this construction, new Steiner
quasigroups are found which are self-orthogonal. If |Q| = n,|I| = k and
|S| = m, then |[SU (P x I)| = k(n —m) +m.

Ezample 4. Let Q = {0,1,2,3}, S = {0}, I = {0,1,2}, r Qpu s =
(—r+s—1+3j) (mod 3) + 1 and (Q,0) and (I, V) be defined by

o0 1 2
; v]io 1 2
0jo 1 2 3
0lo0 2 1
11 3 0 2
1{2 1 0
213 2 1 0 S
312 0 3 1

The obtained general singular direct product (S U (P x I),-) is given on
Table 2.4. This quasigroup is non-shapeless, because it has the left identity
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element 0, the proper subquasigroup (Q,o) and also the pair (8,8) satisfy
1.23.

If ®, 4 is the same operation for all v,w € I,v # w, the operation - is
the singular direct product, and if additionally S = 0 and ®,,,, = o, we have
the usual direct product.

© 0T W = O -
0 WU R NWR oo
SR U0 OO N Wk
BT O 00 © 1 W O NN
U O~ 00—~ O N W w
W N O U 00 © =T i
— WO RO O~ 0o Ul
O W R O U] 0O D
O 00 WO N WUl A I~
O 1O N W~ O Ul 00|00
O 00 W N Ul ©©

Table 2.4: The general singular direct product (S U (P x I),)

2.3 Prolongation

One can construct a quasigroup of order n+1 from existing quasigroup (Q, o)
of order n, where the multiplication table of (@, o) possesses a transversal.
This method is known as insertion construction or prolongation (first con-
struction is given by Bruck [9], who considered only the case of idempotent
quasigroups).

The classical construction was given by Belousov [3] and is made by
adding new element e to ) and adding additional row and column to the
Cayley table of a given quasigroup. For each cell in the transversal, the
element in the cell is moved in the new column and same row as the cell,
and also placed in the new row and same column as the cell. The empty
cells of the transversal as well as the empty cell in the right lower corner are
filled with e.

Ezample 5. On Table 2.6 are given quasigroup (Q,o) and one of its
prolongation, where @ = {0, 1, 2}.

There is another construction of prolongation of admissible quasigroups
given by Belyavskaya [5], and generally, these obtained prolongations are not
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-0 1 2 3
o0 1 2 ‘
0j0 3 2 1
00 1 2
171 2 3 0O
111 2 O
9l 0 1 213 0 1 2
312 1 0 3

Table 2.5: Prolongation of quasigroup (Q, o) by classical construction

isotopic to prolongations from the previous method. Deriyenko and Dudek
[23] gave another construction of prolongation for any quasigroups of order
n with property that their multiplication tables have partial transversals of
size n — 1, which is generalisation of the previous two constructions. The
Brualdi conjecture [19] says that each Latin square of order n has a partial
transversal of size n — 1. If this conjecture is true, then with this method,
the prolongation can be constructed from every quasigroup. Let a be the
element from partial transversal which occurs two times and let d be the
missing element. This construction is made by adding new element e to
@ and adding additional row and column to the Cayley table of a given
quasigroup. For each cell in the partial transversal except the cell with first
occurrence of a, the element in the cell is moved in new column and same
row as the cell, and also placed in new row and same column as the cell.
The empty cells of the partial transversal as well as the empty cell in the
row of the first occurrence of a and the new column, and the empty cell in
the new row and the column of the first occurrence of a, are filled with e.
The empty cell in the right lower corner is filled with d.

Ezample 6. On Table 2.6 is given quasigroup (Q, o) and one of its prolon-
gation by Deriyenko and Dudek method, where @ = {0,1,2,3,4,5}, a = 1
and d = 4.

2.4 Diagonal method and its modifications

Sade [120] proposed the following construction which is known as diagonal
method. On (Zy,,+) let  be a permutation of the set Z,,, such that ¢(x) =
x —0(x) is also a permutation. Let Q = Z,. Define an operation o on @ by:

zoy=0(x—y)+y (2.1)

where z,y € Q. Then (Q,0) is a quasigroup. (Then we say that (Q,o) is
derived by 0).

Quasigroups which are constructed with the diagonal method possess a
decomposition in the disjoint transversals and therefore an orthogonal mate.
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Table 2.6: Prolongation of quasigroup (Q,o) by Deriyenko and Dudek
method

Also for these quasigroups, every translation oy, given by oy, : © — x + h is
an automorphism. Note that if § works for this method, than the mappings
that map = in x—0(z), 6=, —0(—=2), +60(—=x), 0(x)+h and 6(z+h) for any
h also works. Kristen [97] generalized this construction method for every
group (G, +). She incorrectly named those permutations as complete map-
pings which is different with generally accepted Definition 26 for complete
mappings (Paige, Hall, Dénes, Keedwell). These permutations are complete
mappings in some special cases, when group (Z%, @, ) is used. She uses these
complete mappings with non-affine functions represented by Cayley tables
or with affine functions represented by binary transformations for creat-
ing quasigroups. Correct definition of complete mappings follows. In some
papers this definition of complete mappings is used for defining orthomor-
phisms (Johnson et al [53], Mittenthal [102]). In Mittenthal [102] you can
find construction of such linear orthomorphisms of the group (Z%, &,,), and
in [48] you can find construction of linear and non-linear orthomorphisms in

the finite field Fon.

Definition 26 [20] A complete mapping of a quasigroup (group) (G, +)
is a permutation ¢ : G — G such that the mapping 0 : G — G defined by
O(x) = =+ ¢(x) (0 = I + ¢, where [ is the identity mapping) is again a
permutation of G. The mapping 6 is said to be the orthomorphism asso-
ciated to the complete mapping ¢. A quasigroup (group) G is admissible
if there is a complete mapping ¢ : G — G.

It is very easy to generalize this method to the complete mappings and the
orthomorphisms. The following theorem is very easy to prove.
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Theorem 8 Let ¢ be a complete mapping of the admissible group (G,+)
and let 6 be an orthomorphism associated to ¢. Define an operations o and
e on G by:

zoy=oly—z)+y (2.2)
zey=0(x—y)+y (2.3)
where x,y € G. Then (G,0) and (G, e) are quasigroups. o

Question about whether or not a group G is admissible, is a subject
that has been extensively studied [111, 112, 103]. It is well-known fact
that inverse of the complete mapping (orthomorphism) is also a complete
mapping (orthomorphism) of Abelian group (G, +) [30].

With each orthomorphism 6 one can associate a quasigroup (G, og) de-
fined as z ogy = x4 0(y). Two orthomorphisms ¢, and s are orthogonal if
they produce orthogonal quasigroups (G, og,) and (G, 0p,). This is fulfilled
if and only if the mapping « : x — 601(z) — 2(x) is a permutation of G (see
[31]). Orthogonality is a symmetric property. Mutually orthogonal ortho-
morphisms can be used to construct mutually orthogonal quasigroups (or
MOLS) from groups. One can notice that, if 6 is any orthomorphism then
0 is orthogonal to 1.

In the sequel, we will consider orthomorphisms (complete mappings) of
the Abelian groups (Z%,®,). The results of Paige [111] implies that the
groups (Z%,®,,) are admissible. Then the equation (2.3) gets this form:

xoy=0(xD,y) Bny. (2.4)

Example 7. Let Q = Z2 = {0, 1,2, 3}, where we use the integer notation
0=(0,0),1=(0,1),2=(1,0),3 = (1,1). Define 6 : Q — Q by 0((zo,z1)) =
(xo ® x1,x0 @ 1), where z1, ¢ are bits. Table 2.7 demonstrates that both 6
and I @9 0 are bijections, and the quasigroup (Q, o) is defined by (2.4).

x ‘ 0(zx) ‘ o(x) =z De 6(x) o ‘ 0 1 2 3
{0,0) | (0,1) {0,1) 0/1 2 0 3
(0,1) | (1,1) (1,0) 113 0 21
(1,0) | (1,0) (0,0) 212 1 3 0
(1,1) | (0,0) (1,1) 3/0 3 1 2

Table 2.7: The complete mapping (orthomorphism) 6 of the group Z3 and
the derived quasigroup (@, o)
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The next theorem shows that if a quasigroup (Z%, o) derives from diago-
nal method or its modifications, then all of its parastrophes can be derived
by orthomorphisms (complete mappings) too. This fact can be especially
useful for encoding and decoding purposes.

Theorem 9 Let 0 : Zy — Z% be an orthomorphism (complete mapping)
of the group (Z5,&®y,) and let (Z%,0) be the quasigroup, which derives from
zoy=0(xDyy)Dny. Then the following statements are true.

a) The quasigroup (Q, /) derives from the orthomorphism (complete map-
ping) § = 671

b) The quasigroup (Q,\) derives from the orthomorphism (complete map-
ping) A= (I ©, 07171,

¢) The quasigroup (Q,//) derives from the orthomorphism (complete
mapping) p=I @, 0.

d) The quasigroup (Q,\\) derives from by the orthomorphism (complete
mapping) T = (I &, 6)71.

e) The quasigroup (Q,-) derives from the orthomorphism (complete map-
ping) o =1 Oy, 6. o

PROOF a) z/y=z zoy =0 <

0(z@ny) Bny=aS 28, y=0"(zdry) &

z=0" z®ny) Bny,

and that implies z/y = §(x By, y) Bn y.
b)r\y=zeroz=y<

2B 2)Pnz=ySrcPrz=01 (y®,2) &

T=0"1y Bp2) Bnz By By S TPy =0"1(yDn 2) Bny Bn 2 <

2Oy =0 ) (y®n2) & T @07 ) (zGny) =y®nz e

(I@n 971)71(1‘ Dn y) Ony =2,

and that implies z\y = ANz ©, y) Bn y.
cx/ly=z&ylr=zozor=y&

0z@pz)Bpr=ye 20, z=0(vd,y) &

=07 2 Bpy) Brr By Bry &

2= &n07) (@ Dny) Ony,

and that implies z//y = p(x ®n y) &n y-
d)z\\y=zey\r=z&yoz=x&

0(y@nz)@nzz$¢>z@ny@n9(z@ny):x@ny@

IS ) (2®ny) =2@ny S 2By=I3,0) (zd,y) &

z= (1@, ‘9)_1(33 ©n Y) On Y,

and that implies x\\y = 7(z ®, y) Bn v
e)r-y=zyoxr =2z

Oy@nz)®pr=2<0@®,yY) Pt Opydpy=2<



48 Chapter 2. Generation of huge quasigroups

(L &n 0)(z ©ny) Bny = 2,
and that implies = -y = o(x By, y) B y. []

2.5 T-functions

A T-function (T is short for triangular) is a mapping from n bit input
to m bit output, in which the #** bit of the output can depend only on
bits 0, 1,...,7 of the input (Klimov and Shamir [59]). This definition can be
naturally extended to functions that map several n-bit inputs to several n-bit
outputs. All the boolean operations and most of the arithmetical operations
available on modern processors are T-functions, and also their compositions
are T-functions. Circular rotations and right shifts are not T-functions.

In [58], Klimov and Shamir noted that in order to use T-function f to
define a quasigroup operation, f needs to be invertible. Also in [59], they
showed that if f is a T-function, the mappings v : x — x + 2 f(x) mod 2"
and u: x — z + (2 V 1) mod 2" are invertible T-functions.

One way of creating a quasigroup based on a T-function is given in [97]
and quasigroups obtained by this way, have the structure such as entries in
each row and each column alternate between even and odd numbers.

Proposition 8 Let QQ =75 and let f: Q x Q — @ be a T-function. Define
an operation o on Q) by:

xoy=c+x+y+2f(x,y) mod 2" (2.5)
O
where ¢ € Q. Then (Q,0) is a quasigroup. O

Ezample 8. Let Q = Z3 and let f: Q x Q — Q be given by

fla,y) =6(lz Vy) + ¢

where addition and multiplication are computed modulo 8, ] is negation, V
is Boolean or. Let ¢ = 7. We define quasigroup operation (see Table 2.8) as

zoy="T+z+y+26(zVy) +y®) mod 2°.
This quasigroup is non-correlated and weak restricted, and it is not

shapeless only because the pair (4,8) satisfy 1.23. But one can see that
every row can be obtained by rotation of every other row.
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N o Uk g~ oo
R OO U WO
GO WD A~ N~
B W = O~ o G
TN UTO WO~ AW
O U W N~ O e
=R D U1 O W Ot
IR I NS, TSI NORY N
WO NN OO

Table 2.8: Quasigroup obtained by T-function

2.6 Isotopies

Isotopies are one common way of creating quasigroups, regardless the or-
der of the quasigroup. You can find nice use of isotopies for creating a
quasigroups with order 2™, where m € {224, 256,384,512} in hash function
Edon-R [46].

For creating huge quasigroups one can use non-linear functions, which are
used in cryptography, such as the Feistel networks, the LFSRs and the pre-
vious T-functions. Kristen [97] presents several different constructions using
two Feistel networks or one Feistel network and odd permutation. She pro-
poses another way of creating odd non-linear permutation by modification
of any linear feedback shift functions obtained from irreducible polynomial.
Kristen proved also the following two propositions:

Proposition 9 Let (Q,0) be a quasigroup created from an abelian group
(@Q,+) by
zoy = f(z)+g(x)

forx,y € Q, where f,g: Q — Q are bijections. Then

aoc=ux
aocd=x+2 p=>bod=y+=z2 (2.6)
boc=y 0

Proposition 10 Let (Q,0) be a quasigroup created from an abelian group
(Z5, @) by
zoy = f(x)®g(x)
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forx,y € Q, where f,g: Zé“ — Zé‘ are bijections. Then for a,b,c,d € Q

aoc=bodsaod="boc (2.7)

O

There are some ”pairing” properties for quasigroup (@, e) constructed
by affine isotopies of a group (Q,+), defined and proved in [97]. First
"pairing” property tells us that every row in multiplication table of (Q,e)
is the reversal of another row, and every column of (@, ) is the reversal of
another column. Another ”pairing” property tells us that every element has
its ”pair” element that appears next to it in every row and every column in
the multiplication table of (Q,e).

Here, we are going to examine the use of one or two T-functions as
isotopies for generating huge quasigroups.

If we use construction v : x — = + 2 - f(x) mod 2" for invertible T-
functions for both isotopies, quasigroup operation can be defined by

roy=v(x)tuly) =r+2 f(z)+y+2 gy

Then it is easy to see that if x oy is even, then x o (y 4+ 1) and (z 4+ 1) oy
will be odd and vice versa.

zo(y+1l)=v@)+uly+)=2+2 - f(x)+y+1+2-g(y+1)

(z+Doy=vx+)4tuly)=z+1+2-f(z+1)+y+2-9(y)

Because 2 - f(-) and 2 - g(-) are always even, so the parity of x o (y + 1) and
(x + 1) oy will be different than the parity of z o y.

Example 9. Let Q = Zg and let quasigroup operation be addition modulo
23 = 8. Let f,g:Q — Q be two invertible T-functions given by

fl@) =z +2((2z + 32%) v 2)

g(x) =z +2(xV (3+2?))

where addition and multiplication are computed modulo 8 and V is Boolean
or. Let ¢ = 6. We define quasigroup operation as (see Table 2.9)

roy= f(z)+g(y).

This quasigroup is correlated and weak restricted, and is not shapeless
only because the pair (4,4) satisfy the identity 1.23. One can see that each
column in this quasigroup can be obtained by rotation of every other column.
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N OOt W N~ OO0
WO TN+~ OO
O TN PO W
LN =~ O W O
O W O Tt NN =~ Ww
N RO WO O
== O W O Ot b |t
= O WO Ot o
N T = = O Ww o o

Table 2.9: Quasigroup obtained by isotopies of two T-functions

2.7 Permutation polynomials

A polynomial P(z) = ag + a1z + ... + agz? is said to be a permutation

polynomial over a finite ring R if P permutes the elements of R. Rivest
[119] gives the following two Theorems, important for the constructing quasi-
groups from permutation polynomials.

Theorem 10 Let P(z) = ag+ayz+. .. +aqx? be a polynomial with integral
coefficients. Then P(x) is a permutation polynomial modulo n = 2%, w > 2,
if and only if ay is odd, (ag +as+ag+...) is even, and (a3 +as+ar+...)
18 even. O

Theorem 11 A bivariate polynomial P(x,y) = Eij aijz'y’ represents a
latin square modulo n = 2", w > 2, if and only if the four univariate polyno-
mials P(z,0), P(x,1), P(0,y), and P(1,y) are all permutation polynomials
modulo n. O

Ezxample 10. Here is the third-degree polynomial, representing a quasi-
group modulo n = 2%:

P(x,y) = 2%y + 2z + z + y

For w = 3 we obtain the following quasigroup, which is associative, com-
mutative, correlated and weak restricted, with unit 0 and without proper
subquasigroup.

Markovski et al [83] use polynomial functions of the set Q,, = {1,3,...,2
1}, which is group of units on Zan, for constructing huge n-ary quasigroups.

n
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ol0 1 2 3 4 5 6 7
0j0o 1 2 3 4 5 6 7
111 6 7 4 5 2 3 0
212 7 4 1 6 3 0 5
313 4 1 2 7 0 5 6
414 5 6 7 0 1 2 3
59 2 3 0 1 6 7 4
6|6 3 0 5 2 7 4 1
7|7 0 5 6 3 4 1 2

Table 2.10: Quasigroup obtained by permutation polynomial modulo 8

Every polynomial P(z) from the polynomial ring Zon[z] induces a polyno-
mial function p : Zon — Zon by the evaluation map. Denote by P,, the set
of polynomials in Zan [x] that induce polynomial function on @, denote by
PF, the set of corresponding polynomial functions on @Q,,, denote by PPF,
the set of permutational polynomial functions on (), and denote by PP,
the set of polynomials inducing such functions. Markovski et al [83] give the
following propositions and theorems:

Proposition 11 Let P(z) = ag+ayz+. .. +aqx? be a polynomial in Zon [z].
Then P(x) is in Py, if and only if the sum of the coefficients ag+a1+---+aqy
s odd. o

Proposition 12 Let P(z) = ag + a1z + ... + agz? be a polynomial in P,,.
Then P(z) is in PP, if and only if the sum of the odd indexed coefficients
a1+ as+as... is an odd number. o

Theorem 12 Let p1,pa,...pr be permutations in PPF,. Define a k-ary
operation f on @, by

flal,a2,....ax) = pr(an)palaz) .. pilag) (mod 2)  (2.8)

Then the k-groupoid (Qy, f) is a k-ary quasigroup. o

Theorem 13 Let p1,po,...pr be permutations in PPF,. Define a k-ary
operation [ on Zon by

flal,a2,... a;) = pi(a1) + p2(a2) + ... + pr(ar) (mod 2™) (2.9)
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where

o pi(x), T€Qy
pi(a) = { pi(z+1)—1, x € Zon\Qp (2.10)
Then the k-groupoid (Qy, f) is a k-ary quasigroup. 0

Theorem 14 Let p1,ps,...pr and hy, ho, ... h; be permutations in PPF,,.
Define a k-ary operation f on Zgn by

flal,a2,... ax) = fp.h(@1)F fpoho(@2) 4+ o .4 fpony (ar) (mod 27) (2.11)

where )
_J px) T EQn
fpihia) = { h(z+ 1) — 1, 2 € Zon\Q» (2.12)
Then the k-groupoid (Qy, f) is a k-ary quasigroup. o

Ezample 11. Let py(z) = x + 422 + 1223 and po(x) = 11 + = + 322 be
permutations in PPF4. Quasigroup defined by

f(@,y) = pr(x)p2(y) (mod 2*)

and given on Table 2.11 is correlated and weak restricted, and not shapeless
only because the pair (8,4) satisfy the identity 1.23.

fay) |1 3 5 7 9 11 13 15
1 [15 9 11 5 7 1 3 13
3 5 3 9 7 13 11 1 15
5 |11 13 7 9 3 5 15 1
7 1 7 5 11 9 15 13 3
9 1 3 13 15 9 11 5
11 (13 11 1 15 5 3 9 7
13 [3 5 15 1 11 13 7 9
15 |9 15 13 3 1 7 5 11

Table 2.11: Quasigroup obtained by Theorem 12

Quasigroup defined by

f(@,y) = pi(2) + p2(y) (mod 27)

and given on Table 2.12 is correlated and weak restricted, not shapeless
quasigroup with the pair (16, 16) satisfy the identity 1.23.
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f10 1 2 3 4 5) 6 7 8 9 10 11 12 13 14 15
o4 15 8 9 10 11 4 5 6 7 1 2 3 12 13
115 0 9 10 11 12 5 6 7 8 1 2 3 4 13 14
2(8 9 2 3 4 5 14 15 0 1 10 11 12 13 6 7
319 10 3 4 5 6 15 0 1 2 11 12 13 14 7 8
412 3 12 13 14 15 8 9 10 11 4 ) 6 7 0 1
53 4 13 14 15 0 9 10 11 12 5 6 7 8 1 2
612 13 6 7 8 9 2 3 4 5 14 15 0 1 10 11
T3 14 7 8 9 10 3 4 5 6 15 0 1 2 11 12
816 7 0 1 2 3 12 13 14 15 8 9 10 11 4

97 &8 1 2 3 4 13 14 15 0 9 10 11 12 5 6
100 1 10 11 12 13 6 7T 8 9 2 3 4 5 14 15
11 2 11 12 13 14 7 8 9 10 3 4 5 6 15 0
1210 11 4 5} 6 7 0 1 2 3 12 13 14 15 8 9
1311 12 5 6 7 8 1 2 3 4 13 14 15 O 9 10
144 5 14 15 0 1 10 11 12 13 6 7T 8 9 2 3
155 6 15 O 1 2 11 12 13 14 7 8 9 10 3 4

Table 2.12: Quasigroup obtained by Theorem 13

It is easy to see that for quasigroup operation defined with Theorem 13
if f(a1,as9,...,ax) is even, then f(a1+1,a2,...,ax),..., f(a1,a2,...,a+1)
are odd and vise versa. The last values differ from f(aq,as,...,a;) in only
one component p;(a;) and p;(a; + 1) which have different parity.

2.8 Quasigroups over Abelian groups

One way of constructing quasigroups is the method given by Nosov et
al. [108], for construction of the parametric families of quasigroups (Latin
squares) over the Abelian groups (this is general case, Nosov in [107] use
similar method for constructing quasigroups over a set of Boolean n-tuples).

Let (G, +) be a finite Abelian group and @@ = G" be a direct product of
n groups G. Let © = (z1,x2,...,2,) and y = (y1,¥2, - - ., Yn) be elements of
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H. Define the x oy = (21, 22, ..., 2,) by the formulas

z1=x1+y1+ filpr(z1,91), - Pn(@n, yn))
2o =x2 + Y2+ fa(p1(z1,91), - s Pu(@n, yn))

(2.13)
Zn = Tn +Yn + fn(pl(xla y1), ce apn(xmyn))
where pi,pa,...,p, are functions G?> — G and fi, fa,..., f, are functions
G" — G@.
The functions fi, fo,..., f, of variables p1, po, ..., p, form a proper fam-

ily if, for any distinct n-tuples p’ = (p!, ph, ..., p,) and p” = (p{,p5, ..., pl),
there is an index «, 1 < a < m, such as p!, # p.,, while f(p') = fo(p”). Even
for small dimensions, the number of proper families (up to permutation of
indices) is unknown. In [108] are given some examinations of properness
and some examples of proper families and the most important thing is that
the following Theorem is proved.

Theorem 15 Let (G,+) be a finite Abelian group and Q = G™ be a direct
product of n groups G. Operation o defined by formulas 2.13 is quasigroup
operation on the set Q@ for any functions p1,po,...,pn if and only if the

family of functions (fi, fa, ..., fn) is proper. o

Ezample 12. Take fi = const, fo = fa(p1), f3 = f3(p1,p2),.- -, fu =
fn(p1,p2,...,pn—1). Then these functions, being considered as functions of
n variables p1,po, ..., Pn, form a proper family. Such families of functions
are called triangular families. Let we use finite Abelian group (Zs, @), then
Q = 7Z5. Let pi(zi,yi) = zi ANy, for 1 < i < n. Let fi =1 and f; =
pr(x1,y1) @ ... D pi—1(Ti—1,yi—1) for 2 < i < n. Because defined family
(f1, f2,-- ., fn) is proper, operation o defined by 2.14 is quasigroup operation.

21=110Yy1 D1
z9 =12 ®yY2 ® (11 Ay1)
z3=23DYs D (71 Ay1) B (T2 A y2) (2.14)

2 =Tpn®Yn® (1 A1) ® (22 Ay2) B ... B (Tp—1 A Yn—1)

For n = 3, quasigroup (@, o) is given on Table 2.13 and is non-correlated
and weak restricted, commutative, with the pair (4,4) satisfy the identity
1.23.
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N O U W = Ofo
W~ OO U Ro
O WO = O
O WK ROl 3N
— O N WO O W
BT N W N = O
U 1O 0w o 1w
OO UTO R WO
O~ U — O N W

Table 2.13: The integer representation of (@, o)

2.9 Permutations in the set of Z;

Marnas et al [90] proposed a new way for generating a quasigroups of order
p— 1 where p is a prime, by knowing only the first row in the multiplication
table of the quasigroup, which is permutation in the set of Z; = Z,\{0}.
Let the first row is (ai,...,a,). The quasigroup operation o is defined as
i0j =1-aj mod p, for i # 1, where - is multiplication modulo p.

Ezample 13. Let p = 7, Q = {1,2,...,7} and let first row of (Q,o0)
is (2,4,1,5,3,6). (Q,o) is given by following Table 2.14 and it has right
identity 3.

| 1 2

2 4
4(=2%2mod 7) 1(=2%4mod7)
6(=3%2mod 7) 5(=3%4 mod 7)
1(=4*2mod7) 2(=4%4modT7)
3(= )
5(= )

o Ul W N =0
RO = w T

5% 2 mod 7 6(=5%4 mod 7)
6% 2 mod 7 3(=6+%4 mod 7)

D UL W N W
N SR RS
— N Wk ot D

Table 2.14: The integer representation of (Q, o)

Quasigroups generated in this way, have some structure, which can be
presented with following proposition.

Proposition 13 Let (a1,...,a,) be a permutation in the set Q = Z, and
asj, 1=1
. T
i-a; modp, i #1 hen
(Q,0) has right unit. o

let o is quasigroup operation defined by ioj = {
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PROOF Because (a1, ..., a,) is permutation, a; = 1, for some k. Because of
the way how quasigroup is defined, k-th column in the multiplication table
of (Q, o) will be the same as the main column, so, k is the right unit. n

2.10 Extended Feistel networks as orthomorphisms

Generally, a group with affine complete mapping or orthomorphism does not
produce quasigroup that satisfies the needs of the cryptography. Non-affine
orthomorphisms and complete mappings are more promising. It is very easy
to create a table-driven non-affine orthomorphism or complete mappings as
long as we don’t care about the order of the quasigroup. Considering huge
quasigroups, it is not practically possible to store table-driven bijections. It
is much more difficult to create a non-affine bijection that is not table-driven
and, additionally, that is an orthomorphism or complete mapping. One way
of constructing orthomorphisms of the group (Z%, ®,,) is given by Mittenthal
[102]. In the paper [87], by using extended Feistel network, we create a huge
non-affine complete mappings in the Kirsten sense, from a small table-driven
non-affine bijections, but here we will create orthomorphisms in the sense of
Definition 26. In the group (Z3, ®,) they are exactly the same.

Definition 27 Let (G, +) be an Abelian group, let f : G — G be a mapping
and let a,b,c € G are constants. The extended Feistel network F, ;. :
G? — G? created by f is defined for every [,r € G by

Fopell,r)=(r+a,l+b+ f(r+c)).

Figure 2: Extended Feistel network F, j .
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The extended Feistel network Fy . is a bijection with inverse

FL(r)y=@—b—f(l+c—a)l—a).

a,b,c

A Feistel network can be obtained from an extended Feistel network if we
take constants a = b =c = 0.

One of the main results of the paper, that we will frequently use, is the
following one.

Theorem 16 Let (G,+) be an Abelian group and a,b,c € G. If Fyp. :
G? — G? is an extended Feistel network created by a bijection f : G — G,
then Fo . s an orthomorphism of the group (G2, +). 0

PROOF Let ® = Fp . — 1, ie.,
o(l,ry=F(l,r)—(l,r)=r—-Il+al—r+b+ f(r+c))
for every I,7 € G. Define the function Q : G*> — G? by
Ql,r)y=(f'l+r—a-b)—l+a—c, frl+r—a—0b)—c).
We have Qo ® =P oQ =1, ie., ®and Q = &~ are bijections. ™

In the sequel we will consider only extended Feistel networks of the
Abelian groups (Z%,®,). One can notice that for those groups, every or-
thomorphism is complete mapping and vice versa.

Proposition 14 Let a,b,c € Z& and let F, . : 7Z3* — Z3* be an extended
Feistel network of the group (Z%k, @or) created by a mapping f : Zg — Zg.
Then F, . is affine iff [ is affine. o

PROOF Let Iy,1l2,71,72 € Z5 and let f be affine. Then, since f(r; © 72 g
c) = f(r1 @k c) By f(r2 @ c) @k f(c), we have that Fy,; . is affine as well:

Fope((l1,71) @2 (I2,72))

= ((Tl D ro Ok a), (ll B lo B b B f(r1 B ro Bi c)))

= [(r1 @k a), (I1 Sk b Bk f(r1 Sk )] Sak [(r2 Sk a), (I2 S b Sy f(r2 Sx
¢))] ®ar [(0 Dk a), (0 Bk b Dy f(0 Dy ¢))]

= Fope(l1,71) Dok Fape(l2,m2) Dok Fap,o(0,0),

Let now F, . be an affine function. Then we have

Fope((l1,71) @2k (I2,72)) = Fape(li,71) ok Fape(l2,72) Bk Fope(0,0)
and that implies

f(r1 @pre @pc) = f(r1) Ok f(r2) O f(c)
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for each 1,79 € Z5. We infer from the last equality that f is affine too:
f(r1@gr2) = f(r1 &k (r2 &k ¢) ®k ) = f(r1) Sk f(r2 @k ) &k f(c) =

f(r1) @k f(0Dg 12 Bk ) D f(e) = f(r1) ®r £(0) @ f(r2) B f(c) B f(c) =

f(r1) @k f(r2) @k £(0). n

So, if as orthomorphism a non-affine extended Feistel network Fp; . cre-
ated by f is needed, it is enough to take f to be a non-affine bijection.

Proposition 15 Let f,g : Z5 — 75 be bijections, a,b,c,a’,b',c € 75 and
let Fope, Forp o - Z%k — Z%k be extended Feistel networks of the group
(73, ©oy), created by f and g respectfully. Then the composite function
FypeoFyy o is a complete mapping and orthomorphism on Z%k too. O

PROOF Let ® =1 @9y, Fopc 0 Fyr . Then, for every I,r € Z’Q“, we have
D(l,7) = ((9(r @x ) B a ®r V), (' @1 by fL O Y @y, g(r @, ¢) B €))).
Define the function  : Z3% — 72k by

Q)= ((f'(r@rd ©rb) Bl @k adyc), (g7 (1 Bra®r V) Sk ).
It can be checked that Qo® = ®oQ = I, i.e.,  and Q = &~ are bijections.g

Corollary 3 If F,p . is an extended Feistel network of the group (Z%k, Dok)
created by bijection f, then Ffb . 18 a complete mapping and orthomorphism
too. O

In general, if 6 is a orthomorphism on a group G, 6% may not be an
orthomorphism on G, as Example 2 shows.

Ezample 14. We have in Table 2.15 an orthomorphism 6(z) on (Z3,®,)
(given in integer representation) such that 62(z) is not an orthomorphism,
as it is shown in Table 2.16.

T O (12| 3|45 |6| 7|89 10|11 |12 13| 14|15
0(x) 1216 |3 |14 |2]13 9 15| 1 7 4 |10 0
x@®aO(x) 12 | 71| 13]6| 8 [3]14|0] 2 5 10 [ 11 ] 9 4 | 15

ot
oo
—
[

Table 2.15: Integer representation of an orthomorphism 6(x)

Ezxample 15. In Table 2.17 we have an example of an extended Feistel
network F' = Fp oo that is an orthomorphism created by a bijection f such
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x o123 ]4|5|6 |7 |8|9]10]11]12]13]|14]15
02 (x) 14 | 10 13 ] 11 069211512
c@ 0| 7412 9 71|11 ]12]0[8]10][13] 5 [15] 1] 3

N
w
o
s

Table 2.16: Integer representation of a non-orthomorphism 6?(x)

x ol1| 2|3 ]4|5]6 |7 |89 10]11|12]|13]14]15
flx)y [ 3]2] 1

F(z) | 36| 9 12278 131 4 |11 ]14] 0| 5 |10 15

c@aF(x) 3| 7|11 15| 6| 2|14 |10 |9 |13 1 | 5 |12 8 | 4| 0

Table 2.17: Integer representation of an extended Feistel network F'(x)

as F3 is not an orthomorphism. Namely, F? is the identical mapping, so
I®4 F3 =1®, 1 is the constant zero mapping, that maps each z € Z% into
0.

Theorem 17 Let f : Z§ — 75 be a bijection of algebraic degree deg(f) >
1 and let Fup. : Z%k — Z%k be an extended Feistel network of the group
(73, @ay), created by f. Then deg(Fop,c) = deg(f). o

Proor Let (ai,...,ax), (b1,...,b;) and (c1,...,ci) be the binary repre-
sentations of the constants a,b,c € Z’g. The mappings f : Z’g — Zg
and F, . : Z%k — Z%k are v.v.b.f. and so there are Boolean polynomi-
als q1,qo,...,qr and p1,po, ..., por such that

f(:Elv cee ,fl?k) = (Q1(~T1a cee »mk),QZ(ﬁla “e. axk‘)a .. 7qk($1a “ee ,Cl?k)),

Fope(xr, ... xo0) = (D1(z1, .., xon), p2(21, - -y Tok)s - s D2k(@1, .., Tog)).

Let deg(f) = max{deg(q;) | i € {1,2,...,k}} > 1. Then there is a t €
{1,2,...,k} such that deg(f) = deg(q).

We have Fp (21, ..., Tor) = (Tpp1Dar, ..., 2op ag, 21 Sb1 Dq1(Tp41 @
Cly s Tk DCE)y e, T Db ®qr(Tps1 D, ..., o D cg)). This implies that
pi(z1,. .-, Tok) = Tiyr @ a;  and  piyp(@1,...,T2k) = T O b D iRy D

Cly. .., Xop D) for each i € {1,2,...,k}. Then, for each i € {1,2,...,k},
deg(p;) =1 and

0 when g;(zp11 D1y, xop B k) = z; D b; for each i

deg(pi+k) = { deg(q;), otherwise.

(2.15)
So, deg(Fup.c) = deg(f). =
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Ezample 16. A bijection f : Z3 — 73 of deg(f) = 3 is given in Table 2.18.
The representation of f as v.v.b.f. is f(x1,x2, 3, 24) = (q1, 92, ¢3, q4), where

| 10

\ | 13 |14 | 15
|13 11

2
M5 ]7]0

z |0]1]2|
1

[ 4156 ]
f@) ] 3

3 7|8 |
1215 [6][4]9]3]2

9
|10 |8

|
|
Table 2.18: A bijection f of deg(f) =3

q1(z1, T2, T3, T4) = X1 + T3+ T4 + 123 + X124 + ToT3 + T1T2Tg + T2XT3T 4,
@2 (21,22, T3, 4) = To + T3 + Ty + T1T4 + T3T4 + T12T2T3,
q3(a}1, T2, T3, 334) =T + a3+ 2124 + 12273,
qa(z1, 2,3, 24) = 1+ 21 + 22 + 24 + T 122 + T 123 + T1T4 + 23 + T1 2223 +
T1T2X4.

The Theorem 17 implies that we can make non-affine orthomorphisms
F, . of different non-linearity. Namely, it is enough to choose a non-affine
bijection f of desired degree. An effective construction of bijection f of
predefined higher degree is an open problem. Note that the maximum degree
of a mapping f : Zlg — Z’; is less or equal than k.

The orthomorphism Fj ;. has the property that the first £ polynomials
are of degree 1. On the other side, the orthomorphism F 3’177 . is with better
performances, since Ff’b,c(xl, ..., xor) = (A, B), where
A= (1'1 @by @ql(ka becy, ... ,l"gk@ck), ce ,mkEBbk@qk(ka dcr, .., T D
o)),

B = (341 @ a1 ® qi(r1 ® b1 @ qu(wpq1 D c1,..., Top D k)., T O by @
Gk (Tpr1 Pty .., 22 BCk)), . T Pap D qr(x1 Db B g1 (py1 P, ..., T2 D
Ck), e, X Db B qk(:vk_H bcr,.. ., 2ok D Ck))

Theorem 18 Let f : Z’g — Z’§ be bijection, and let Fapc : Z%k — Z%k
be an extended Feistel network of the group (Z%k,@%), created by f. For
0,7 € Z& we have Ry(a’ 4 Fapc F V) =1 if and only if ' = (z,0) and
b =(0,x). O

PrROOF Let ' = (b, b)), a’ = (a}, aly), where by, by, a},al, € Zk.

Rp(a’ = FA,B,C’ F b/) =1

272N (W @op Fapola®o d) Go, Fapc(a) =14

Za (5(6/ Dok FA,B,C(a Dok a’) Dok FA,B,C(GJ)) =22k o

§(b' ®ok Fap,cla®oy ) ®op Fapc(a) =1 (Va € Z3F) &

V Gok Fap,ola®op ') ®or Fapco(a) =0 (Va € Z3F) &

(b;lk, b/2) Dok FA7B7c((CL1, CLQ) Do (a’l, CLIZ)) Dog FA,B,C(ahCLQ) =0 (V(al, az) S
75") <
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(bll,bIQ) Dok FA7B7C(a1 D a’l,ag Dk a’z) Dok FAVB,C(al,ag) =0 (V(al,ag) S
Z%k)<:>b’l@kageaka’QEBkA@kag@kA:0/\b'2€Bka1€Bka’1€BkB€ka(a’2@k
az ©r C) @ a1 B B @ flaz @ C) =0 (Vay,ay € Z5) &

V) = ah Aby @ ay = f(ah Ok ag @y C) @ f(az @ C) (Yaz € Z5) & (f is
bijection) b} = a5, = 0 and b}, = af. n

Corollary 4 The prop ratio table of an extended Feistel network Fyy . :
Z%k — Z%k of the group (Z%k,@gk), created by the bijection f : Zé’ — Z’; on
the group has ezactly 2571 ones. 0

From the definition of the extended Feistel networks we have that at
least first & component 2k-ary Boolean functions are linear functions, so
their correlation matrices have at least k values 1 or —1.

Theorem 19 Let f : Z5 — 75 be bijection, and let Fa p ¢ : Z3% — 73 be
an extended Feistel network of the group (73, @), created by f. Ry(a’ -
FK,RC Fb') =1 if and only if ' =V = (0,0). o

PrROOF Let b/ = (b), b)), a’ = (a}, al), where b, by, a},al, € 7K.
Ry 4 Fipott) =14
273, 0V @ax F3 g o(a ®op d) By Fi pola) =14

> 0 @ak, F3 g o(a @op ') ®ox F3  o(a) =22 &
5(V @ox F3 g ola®ar d) Gop F3 po(a) =1 (Va e Z3F) &
b Doy F,?l,B,C(a Dok a’) Doy Fz,B,C(a) =0 (Va € Z%k) &

(0, b5) @ar, F3 p o((a1,a2) @ap, (a), ah)) Gap F3 5 olar,a2) = 0 (V(a1,az) €
Z5F) & (V). b))k F3 p o(a1®pay, a2@rah)BorF3 o (a1, a2) = 0 (V(a1, a2) €
73 <
by B a1 D a) O A®k B®y, f(ah @ as @ C) B a1 & A®y By, f(ag @, C) =
0NADy @y ag @y ay O Ay B Dy f(a1 ©r ay O, B Sy C Oy f(az @ ay ©1 C)) Oy
ao Dk A@k B DPr f(a1 Dk B DPr C D f(ag Dk C)) =0 (Val,ag S ZIQC) =
b ®r a) = f(ay @ ag B C) &y, faz & C) A

b Or ahy = f(ar O a) O By C Oy, fag @ ay Oy C)) Oy f(a1 O By, C Dy,
flag @1 C)) (Vay,az € 75) &
From first equality, because f is bijection, we have af, = 0 and b} = df.
For second equality we have
by = f(a1 @k a) B B @ C B, faz @k C)) @ f(a1 ®r B B C Dy f(az &k
C)) (Yai,az € Z5) and again because f is bijection, we have a} = 0 and
by, = 0. ™
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2.10.1 Orthogonal extended Feistel networks

The following propositions shows that the given extended Feistel network
F,pc has at least two orthogonal orthomorphisms, its inverse F bl and

C
F, (12,1),0- In general, F, ! and F (ibyc are not orthogonal.

a,b,c

Proposition 16 Let F, . : G? — G? be an extended Feistel network of
Abelian group (G?,+) created by a bijection f : G — G. Fup. and FL are

a,b,c
orthogonal orthomorphisms. O

PRrooF Let conditions of the theorem be fulfilled. Let ® = Fj; . — F;blc.
Then, for every [,r € G, we have

O(l,r)=(a+b+ f(l+c—a),a+b+ f(r+c)).
Define the function Q : G2 — G? by
Qlr)=(l-a=b)—c+a,fr—a—-b)—c).

It can be checked that Qo® = ®oQ) = I, i.e., ® and Q = ! are bijections.g

Proposition 17 Let F,p. : G* — G? be an extended Feistel network of
Abelian group (G2, +) created by a bijection f : G — G. Fope and ng are

C
orthogonal orthomorphisms. O

PROOF Let conditions of the theorem be fulfilled. Let & = F 3@ e~ Fape
Then, for every I,r € G, we have

S(l,r)y=(0l—-r+b+f(r+c)yr—=Il+a+fll+b+c+ f(r+c))— f(r+c).
Define the function Q : G — G? by
Q) = (—f(fHI+r—a—b) =)+ f (I+r—a—b)—b—c, f L (I+r—a—b)—I—c).

It can be checked that Qo® = ®oQ = I, i.e., ® and Q = &~ ! are bijections.g

Ezample 17. Let the group is (Z3, ®3). This is an example of extended
Feistel network F' = Fi o33 : Z3 — 73, created by the bijection f : Z2 — Z32
with two orthogonal mates, which are not orthogonal between themselves.
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z o1 23456 7|8 ]9 ]10]11]12]13]14]15

F(z) 50|14 |11 |4 |1 |15 |10 7 | 2 |12 9| 6 | 3 | 13| 8
F~1(2) 15| 9 |13|]4]|0|12] 8 |15 |11 | 7 | 3 |10 ]| 14| 2 | 6
Flo)®sF "(x)| 4 | 5| 7 | 6 |0 | 1] 3 | 2 | 8| 9 |11]10]| 12| 13| 15 | 14
F2(2) 1513 9 |4][0] 8 |12 10|14 6 | 2 |15 ] 11| 38 | 7
Flz)®sF2(x) |4 | 5| 3 | 2 |0 |1 | 7 | 6 |13|12 10| 11| 9 | 8 | 14 | 15
Flz)@aF%(x) 00| 4 | 4 |0|0] 4| 45 |5 |1 ]1]|5 5] 1]1

Table 2.19: F = Fy 23 : 73 — 73, F~'(z) and F?(x)

2.10.2 Huge quasigroups generated by a chain of extended
Feistel networks

Recall that an extended Feistel network Fy p . (a,b, c € Zo®) created by a bi-
jection f : Zo® — Zo® is an orthomorphism, so F, ; . is a bijection on 79% as
well. Define FCE(11)>7b(1)7C(1) = Fyp and let F(")a(n),bm)?c(n), n > 1, be defined.

+1 1
Then? for some a(n+1)7 b(n+1)7c(n+1) € ZQSQ” ’ deﬁne F(J(,’(r::1§7b<n+1)vc(n+1> to

be the extended Feistel network created by the bijection Fé?n)) B o(m - NObe
that Fi&)) p(m) oy 18 an orthomorphism of the group Z5%?" for each n > 1,

hence we have defined inductively a chain of orthomorphisms { F’ ((n)) |n
aln 7b(n)p(”)

1,2,3,...} in the corresponding groups. Now, by using (1), one can define
a quasigroup of order 22" on the set Zy*?" for each n > 1.

In applications one needs effectively constructed quasigroups of order
2256 9512 91024 A huge quasigroup of order 22" can now be designed
as it follows. Take a suitable non-affine bijection of desired algebraic degree
f: 752 — Zth, where t < k is a small positive integer (¢t = 2,3,4).
Choose suitable constants a(?, b () Z22t+i, 1 <i < k—t, and construct

iteratively the orthomorphisms F' = Fézﬂk_j)),b%*t),c(k*t) : Zng — Z22k. Define

)

a quasigroup operation o on the set Zng by (1), i.e.,
xoy=F(zx@y) Dy, for every z,y € Zz2k.

Note that we need only k — t iterations for getting F' and a small amount of
memory for storing the bijection f. Hence, the complexity of our algorithm
for construction of quasigroups of order 22° is O(log(1logk)).

Ezample 17. As starting bijection we can use the bijection f : Z3 — Z3
from Example 16. So, t = 2. We choose constants (a(¥), b, () = (i,0,0) €
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ZQ2t+i, 1=1,2,...,7. Now we can construct the following orthomorphisms,
where l;,r; € Z, i = 4,8,16,...:
Pl 28 — Z5 as F{o(la,ra) = ((ra @4 1), (11 @4 f(r))),
2 2 1
Fyoo: T — 239 as Fypo(ls,rs) = (s @5 2), (Is s F1(o)o(7“8)))
Fy\Yo 78 — 3 as F?E?o),o(ll& r16) = ((116 @16 3), (l16 D16 F2 o 0(7“16)))7
4 4
Fyog: 28" — 78" as F4(,0),0(l32> r32) = ((r32 ®32.4), (Is2 ®32 Fiy ¢ 0 0(7“32))),
FYo 28 — 73 as stfrg,o(l% 764) = ((r64 D64 5), (lo4 Doa F4 0 0(7’64)))
Fé%),o L 7375 — 73 as Féfso),o(hzs, r128) = ((r128®1286), (1128@128F5(7()),0(T128))),
7 7
Fi0g 252 — 752 as F7(70),0(l256, r256) = ((r256D2567), (1256@256Fﬁ(%)70(7"256)))~
So we need 7 =9 — 2 iterations for getting F7(770)’0 (252 — 75312,

Further on in this section we consider the algebraic properties of the
quasigroups obtained by the above mentioned algorithm. For that aim we
take a somewhat simplified situation when f : Z§ — Z& is a bijection and
Fope: Z%k’ — Z%k is an extended Feistel network created by f. We denote
by (@, o) the quasigroup on the set Q = Z%k derived by the orthomorphism

a,b,c:

Proposition 18 The quasigroup (Q, o) is non-idempotent iff f(c) # b or
a # 0. a)

PROOF Let (@, 0) be idempotent. Then for all x € @ we have
rox =x<4<= Fypc(x Do) Do v =2 <= F,4.(0,0) = (0,0) <=

Fopela,b®y f(c) =(0,0) <= a=0A f(c) =

Proposition 19 The quasigroup (Q, o) has neither left nor right unit. o
PROOF Let e be the right unit of (Q, o). Then, for all x € @), we have
zoe=a=>F,p.(x Do e) Bope=a= Fypc(x Do €) = Doy €.

This means that Fy,; . = I is the identity mapping. We have now, for every
L,r € Q, that (r ® a,l & b &g f(r @&, ¢)) = (I,r) and this implies that
f(r @k c) = a @ b for each r. The last equality contradicts the bijectivity

of f.
Let e be the left unit of (Q, o). Then, for all x € @, we have

eor =x = Fyp (€@ x) Bop v =x = Fopcle®o ) =0.

This contradicts the fact that F, ;. is a bijection. m
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Proposition 20 The equality
(xoy)o(yox)==x (2.16)
is an identity in (Q,0), i.e. (Q,0) is a Schroeder quasigroup. o

PROOF (zoy)o(yox)=Fapc((zoy) ®n(yox)) dn(yox)) =
Fa,b,c(Fa,b,c(x ®On y) On Y On Fa,b,c(y ©Sn w) ®n m) DOn Fa,b,c(y ©Sn w) Gnr =2

Corollary 5 The quasigroup (Q,o) is non-commutative and, much more,
no different elements of () commutes. 0

PrROOF Let z,y € Q and let zoy =yox.
By (2.16), we have x = (zoy)o(yox)=(yox)o(roy)=y. ™

Lemma 2 Let ¢ = I ©op Fupe. Then poFyp. = Fopeco @ iff a =0 and
f(?"@k C) D f(l D bDy c Dy, f(?"@k c)) =bdyg f(l DBrr DL bDr cDy f(TEBk C))
for each l,r € Q. o

Proor Let [,r € Q). Then

o(l,r) = ((l©rr Sk a), l Ok Sk bOy, f(r  €))),

(poFupe)l,r) = ((rOxl®rb®y f(r @k c)), (r Ok a®rl Ok f(r Ok c) By
fU kb @k f(r ©r ¢) @ ))),

(Fapeod)(l,r) = (I ©x 7T ©rbDr f(rOrc) Bra), ([ O Dr a Sr b Dy,
JU kT ©pb®y f(r Src) O ).

Hence, we have:

(gboFa,b,c)(lvT) = (Fa,b,cod))(la T) — a=0 A f(TEBkC) Dk f(l@k
b cOk f(r®rc) =bdk f(L Ok Db Dk c Dy f(r B €)). u

Lemma 3 For the quasigroup (Q,o) we have
zo(yox)=(zoy)oxw <= (o Fupc)(@ Dok y) = (Fapeo ¢)(x Box y)
forany x,y € Q, v #y, where ¢ = I Doy, Fyp . o

PrRoOOF zo(yox)=(roy)ouw —
Fope(x @or Fopo(y Dok ) Dok @) Dok Fope(y Dok &) Dop © =
= Fupe(Fape(r ok y) Dok y Dok T) Dok, T —
Fope(Fape(y ok x)) Gk Fape(y Boxx) =
= a,b,c(Fa,b,C<x Dok y) Dok T Do y) <~
P(Fape(® Dok y)) = Fape(d(x Dok y)) n
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An immediate consequence of Lemma 2 and Lemma 3 is that
zo(xox)=(rox)ox <= a=0 A f(c)=h.

Now we have the following sufficient conditions for non-associativity of
the quasigroup (@, o).

Proposition 21 Ifa # 0, or f(c) # b, or ¢po Fopo(x) # Fopeo ¢(x) for
some x # 0 € Q, then the quasigroup (Q,o) is non-associative. O

It can be checked that the quasigroup (@, o) is associative iff the following
equalities are identities in (Zé’ , @), where t, 2, r, y;, yr, 21, 2 are variables:

= 2] O Tr Ok 21 Ok 2r Bk [(Yr B 2r Bk ©),

=  a®y f(zr Dryr Dr ©),

= bD f(2 Ok Y Pk Yr Pr 2r Dk 0 Dy b B c D 1) Dy
Ok [(21 p Y1 Ok b O c O 1).

(2.17)

Namely, we can represent z,y,z € Q by = = (z,z,), y = (y;,yr), 2z =
(21, 2r), where xp, 2, Y1, yr, 21, 2- € Z5, and then (zoy)oz = 20 (yo 2)
iff (2.17) holds true. This shows that the quasigroup (@, o) is highly non-
associative, since a bijection f can hardly satisfies the equations (2.17) for
the given elements x,y,z € Q.

Note that if 6 is an orthomorphism of a group (Z%, &,,), we have

yoxr =0(y®,x) Dy x
(yoz)ox =0(0(y ®n ) B ®n ) Bna=0°(y By ) Bn
and, by induction,

(yox)o...)ox =0 (y @y ) Dy 2.
l

We have also
xoyze(x@ny)@ny@nm@nl':(b(-r@ny)@nl'a
xo(xoy):a(x@n¢($@ny)@nx)@n¢($@ny)@nx:¢2(x@ny)@nx

and, by induction,

zo (-0 (zoy)) =¢'(x By y) Bna.
l
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Proposition 22 a) The identity

y=((yox)o...) oz
l

holds true in (Q,o) iff 0! = 1I.
b) The identity
2o o (zoy) = y

—_———
l

holds true in (Q,0) iff ¢! = I, where ¢ = I Doy 0. g

Regarding the subquasigroups of the quasigroup (@, o), we notice the
following property, where < A > denotes the subquasigroup generated by
the subset A of Q.

Proposition 23 < 0 >=< {0(0)] i =1,2,...} > . o
PROOF 000 = 60(0), 6(0) o0 = 6%(0), 62(0) 00 = 63(0),.... n

Theorem 20 Let Qp, ;¢ : Z3F — 73* be a quasigroup generated by the
extended Feistel network Fa p ¢ : 7Z3% — 73 of the group (Z3F, ®ay), created
by the bijection f : Zlg — Zé‘. Forzx,y,z € Z’; and we have Ry,(a’ - QFspec
by =1if and only if d' = (z,y, 2, y®rC) and V/ = (284 C, xBryPr 28k C).0

PROOF Let b/ = (b],b}), a' = (dy, aly, a}, aly), where b}, b, a, aby, dy, aly € 7K.
R,(a" A QFipc V=1«

273, 0V @ok QFy o (0 Dax @) 2k QFy po(a)) =1 &

Za 5(b/ Dok QFA,B,C (a Dak a/) Dok QFA,B,C (a)) =2% &

5(b/ Dok QFA,B,C (a Dak a/) Dok QFA,B,C (a)) =1 (Va € Z%k) A4

b So QFa 50 (a ©ar, @) Dok QFa 50 (a) =0 (Va € Z%k) Ang

(01, 05) Dok QFy o (a1BraY, a2Draly, a3Sray, as®ral) Do Qr, 5 o (a1, a2, a3, a4) =
0 (Val, ag,as, a4 € lec) =

by Ok az O, ay Oy a3 Dy a3 Dy, ag Sy a) O A Dy, ag Dy a3 O ag B A =
0 A bl @ a1 By, a)) B, az Dy, aly By, ag Dy, a)y By, B By f(ah, By ag By, aly B ag Dy,
C) ®r a1 O a3 Dy as B B By, f(ag Ok ag Bk C) = 0 (Vay, az,a3,a4 € Z5) &
b = ah By al By aly A

by Dral Brasdray = fay®ras®ral®ras®rC) Dy f(a2®ras®,C) (Vag, a4 €
) &

From the second equation, because f is a bijection, we have that a, = a,®,C
(b) = af @y, C for first equation) and b, &y, a} By al By aly = 0. The last
equation can be written also as by = a} @y, ab By, aj @ C. This means that
a = (z,y,2,y0C) and b = (28, C, 2Dy Dr 2D, C) for some x,y,z € Z5.m
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Corollary 6 Estended Feistel network Fapc : 738 — 73 of the group
(Z%k,@gk), created by the bijection f : Zlg — Z’Qc produces weak-restricted
quasigroups and even more, its prop ratio table has 23% ones. O

Remark 5 If we analyze quasigroup Qp, ; . (z1,22,y1,y2) = (22 B y1 Bk
Yo B A, 21 B y1 B Y2 Ok B O f(22 B y2 B C)), where 21, 22,91, y2 € 75,
obtained by Fa B c, it is easy to see that first £ component 4k-ary Boolean
functions are linear, so the following statement is true. Faxtended Feistel
network Fap.c : Z%k — Z%k of the group (Z%k, Dor) created by the bijection
f: Z’§ — Z’; produces weak non-linear and correlated quasigroups. O

Theorem 21 Let Qp, 5 - Z%k — Z%k be a quasigroup gemerated by the
extended Feistel network Fa p o : 7Z3% — 73 of the group (Z3¥, ®ax), created

g ; .7k k k 1 A
by the bijection f : Z5 — Zs. For x,y € Z5 we have Ry(a" QFELB,C Fb) =
14f and only if ' = (z,y, 2,y & C) and V' = (z,y). o

PROOF Let b/ = (b},b}), a’ = (d}, aly, a}, a}), where b}, b, ay, aly, al, aly € 7K.
i /

Ryl 4 Qs , FV) =14

24k Za o(b Doy QF%,B,C (a Dyk a') Gog QF%,B,C’ () =1<

Za S(b Do QF%,B,C (a By a) Doy, QFELB,C (a)) = 24k o

00 @2k Qpy , (@ Bar @) Bk Qpy (@) =1 (Va € Z5*) <

b Do, QFX 5 C(a Byi a') Bog QFE; 5 C(a) =0 (Va € Z%k) &

(b, bé)@QkQFg’Byc(al@kaﬁv asDpay, a3Dras, a4@kaﬁl)@2k@F§,B,0(a1’ ag,as,as) =

0 (Val,ag,ag,a4 S Z’g) =

by ©r a1 Ok a) Ox A O B O f(ag O a Ok ag O aly O C) By a1 S A By,

B @y, f(ag @ as @y C) = 0 Ay Dy ag By, aby B A Dy, B @y, f(a1 B a) By, az Dy,

as & B @ C @ f(ag @ ab & as B ay B C)) Ok a2 B, A S B By, fa1 B

a3 B B @, C @ faz B ag B C)) = 0 (Vay, az,a3,a4 € Z) <

b’l P a’l = f(ag @k al2 D ag B aﬁ; @ C) @k flag ® ag B C) A b’2 Py a’2 =

fla1 ®y ay ©r a3 Dy, a3 Ok B Oy C O f(az O, al Dy, as Ok ay O O)) O f (a1 Sy

a3 ®x B @ C @y, f(ag ® ag ©f C)) (Vai,az,as3,a4 € Z’;) s

From the first equation, because f is a bijection, we have that a) = a, & C

and b} = a} and from the second equation, because the same reason, ay = a}

and b, = ay,. This means that o’ = (x,y,z,y @ C) and V' = (x,y). n

Corollary 7 Extended Feistel network F2, - 73k — 728 of the group (Z3F, ®ay),

created by the bijection f : ZS — ZIQ‘: produces weak-restricted quasigroups
and even more, its prop ratio table has 22F ones. O
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Remark 6 If we analyze the quasigroup QFQ (wl,mg,yl,yg) = (x1 By
ADLp By f(r2@ry2@r C), $2@kA@k:B@kf(xl@kyl@kB@kC@kf(xQ@k
y2 ©r C))), where z1,22,y1,y2 € Z5, obtained by F3 5 5, it is easy to see
that its linearity depends on linearity of f, so the féllbwing statement is
true. Eztended Feistel network F3 p o : 73F — 72 of the group (Z3F, ®a),
created by the bijection f : Z’; — Zlg , where f as a vector valued Boolean
function does not have any linear component Boolean function, produces
pure non-linear and non-correlated quasigroups. 0

Proposition 24 The quasigroup (Q,e), created by an affine complete map-
ping 0 of a group (Z5,®y,) is totally anti-symmetric (TA-quasigroup). o

PRrROOF Let ¢ = I &, 0 is orthomorphism of affine complete mapping 8, so
¢ is affine bijection too.

(1) zey =y ex = x =y follows from Corollary 5.

(2) Let z,y,c € Q and let (coex)oy = (coy)ex =

Q(G(C@n )@n$@ny) Ony = 0(‘9( @ny) @ny@nx) Gnx =

Ec Bn ); 0(z) ©n 0(y) Sny = 0(0(c ©n y)) On 0(y) By 0(x) On z =

0(0
9(0 chBpz ) @ny_e( ( @ny))@nx:>
0(0(c) By 0(x) ®,0(0)) By = 0(0(c) ®n 0(y) Brn 6(0)) By, x =
0(0(c)) ©n 0(6(z)) ©n 0(0(0)) ®n y = 0(0(c)) ©n 0(0(y)) ©n 0(6(0)) & =
0(0(x)) ®nz=0(0(y)) Gny =
0(0(1')) Dn 9(56) Dn 9(:[:) Onx = 9(9(?4)) Dn H(y) Bn e(y) Sny =
P(0(x)) ®n ¢(x) Bp 4(0) = d(0(y)) ©n G(y) Bn ¢(0) =
(0(x) ®n ) = $(0(y) ®ny) = (¢ is bijection)
0(z) &nx=0(y) &ny =
o(z) = ¢(y) = (¢ is bijection)
r=Yy
From (1) and (2) = (Q, e) is totally anti-symmetric quasigroup. u

Affine extended Feistel network can find some application also, for exam-
ple, for creating TA-quasigroups [16] that can be used for the definition of
the check digit systems, where the early typing errors have to be recognized.
Creating a quasigroup by using an affine complete map is simply a special
case of creating a quasigroup by affine isotopies [97].

Remark 7 There are 384 complete mappings of the group (Z3,®3) and
they all are affine [99). o

2.11 Summary

Our contributions in this chapter are:
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— a survey of most common ways of constructing quasigroups

— new approach which connects the Feistel networks and the orthomor-
phisms as extended Feistel networks, for generating huge quasigroups

— examination of properties of quasigroups obtained by extended Feistel
network.

As an open question remains the exploring of the extended Feistel net-
works from other groups than (Z5,®;) and analyzing the produced quasi-
groups. Interesting will be the produce of extended Feistel network as or-
thomorphisms from dihedral group.






Chapter 3

Cryptographic primitives with quasigroup
transformations

Most of the known constructions of cryptographic primitives, error detect-
ing and error correcting codes use structures from the associative algebra as
groups, rings and fields. Two eminent specialists on quasigroups, J. Dénes
and A. D. Keedwell [22], once proclaimed the advent of a new era in cryp-
tology, consisting in the application of non-associative algebraic systems as
quasigroups and neo-fields. Quasigroups and their combinatorial equivalent
Latin squares are very suitable for this aim, because of their structure, their
features, their big number and because they lead to particular simple and
yet efficient primitives. Nevertheless, at present, very few researchers use
these tools and cryptographic community still hesitate about them.

First quasigroup-Latin square application in cryptography dated from
16 century. Johannes Trithemius (1462-1516) invented a progressive key
polyalphabetic cipher called the Trithemius cipher, which switch alphabet
for each letter in the message. This can be represented, for example for
English alphabet, by 26 x 26 Latin square. Each next row is new alphabet
shifted one letter to the left from the one above it. Another early application
is in the Schaufler PhD dissertation [125] from 1948, where he reduced the
problem of breaking the Vigenere cipher to minimum number of entries of
a particular Latin square which would determine the square completely.
Most of the results from application of quasigroups in cryptology to the
end of eighties years of the 20 century are described in [19, 20]. Some
newer results and topics are not covered in this thesis, like quasigroup based
secret sharing schemas and zero knowledge protocols, generating the NLPN-
sequences, application of critical sets and power sets of Latin square and
row-Latin squares in cryptography. We refer [128] for those topics.

Application of quasigroups in cryptography is justified also by the con-

73
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cept of multipermutation, introduced by Schnorr and Vaudenay [127], which
is pervasive in cryptography and correspond to pairs of orthogonal Latin
squares. A permutation f : Z? — Z2, f(a,b) = (fi(a,b), f2(a,b)) is a mul-
tipermutation, if for every a,b € Z the mappings fi(a,*), fi(x,b), fa(a,*)
and fy(*,b) are permutations on S. In the light of the latest linear and
differential attacks to the cryptographic primitives, multipermutations are a
basic cryptographic tool for a perfect generation of diffusion and confusion,
because, intuitively, modifying one or several inputs of the multipermuta-
tion has the influence to modify a maximal number of outputs from the
computation. Vaudenay [133] generalized the concept of multipermutation
by following definition.

Definition 28 A (r,n)— multipermutation over an alphabet Z is a function
f : Z" — Z™ such that two different (r 4+ n)-tuples of the form (z, f(x))
cannot collide in any r positions. 0

A (2,1) multipermutation is equivalent to a Latin square. A (2,7n) multi-
permutation is equivalent to a set of n two wise orthogonal Latin squares.

In this chapter is given a survey of basic cryptographic primitives, like
hash functions, block and stream ciphers, pseudo-random number gener-
ators and public key algorithms, build specifically with quasigroups and
quasigroup transformations. In the earlier designs, security was based on
secret quasigroup operations, big number of quasigroups of the same or-
der, big number of isotopies for a given carrier, secret permutation J in
CI—quasigroups, etc. The newer designs base their security mostly on dif-
ficulty to solve systems of quasigroup equations, but also you can find secu-
rity based on secret order of elements in quasigroup operation, secret leaders
and /or order of used elementary quasigroup transformations, secret order of
used quasigroups from some predefined set of quasigroups, solving a system
of multivariate quadratic functions, etc.

We introduce also a new family of cryptographic hash function NaSHA,
which was one of the 1% Round candidates to NIST SHA-3 competition.
NaSHA has compression function based on the quasigroup string transfor-
mation M7 and its implementation use novel design principle - use of dif-
ferent quasigroups for every application of component quasigroup transfor-
mations in every iteration of the compression function and, much more, the
used quasigroups are functions of the processed message block. This can be
achieved by using quasigroups generated by the extended Feistel networks
with tunable parameters in them. NaSHA uses quasigroups of huge order
264 and starting bijection of order 28. The name NaSHA in the macedonian
language means "OURS”.
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We introduce a new family of tweakable block ciphers Alex’smile-(B, I, Q)
with 128-bit block size implementations (B = 4) for G € {128,192,256},
I = 2. Encryption and decryption algorithms use quasigroup string trans-
formations defined by the extended Feistel networks, three S-boxes chosen
by the tweak and a fixed 4 x 4 maximum distance separable (MDS) matrix
over GF(28). Quasigroup operations are of order 232 are defined only by
xoring and table lookups.

3.1 Hash functions

Hash functions are functions that take a variable-size input messages and
map them into fixed-size output, known as hash result, message digest, hash-
code etc. They are considered as ”Swiss army knife” because of their versa-
tile application in checking data integrity, digital signature schemes, commit-
ment schemes, password based identification systems, digital timestamping
schemes, pseudo-random string generation, key derivation, one-time pass-
words etc. They are basic security mechanism for local or decentralized file
systems, for P2P file-sharing, for decentralized revision control tools and
for intrusion detection systems. They are also used in popular software
package tools such as Microsoft CLR strong names, Python setuptools, De-
bian control files, Ubuntu system-integrity-check, etc. Hash functions can
be divided in cryptographic hash functions (manipulation detection codes -
MDCs) and keyed hash functions (message authentication codes - MACs).
MACs use additional input of fixed length, known as a key and they are
basic cryptographic tool for providing authentication in a wide range of ap-
plications. Further cryptographic hash functions can be divided into one
way hash functions and collision-resistant hash functions. The following in-
formal definitions are given by Preneel [116]. A one-way hash function
is a function h satisfying the following conditions:

— The input X can be of arbitrary length and the result A(X) has a fixed
length of n bits.

— Given h and X, the computation of A(X) must be ”easy”.

— The hash function must be one-way in the sense that given a Y in
the image of h, it is "hard” to find a message X such that h(X) =Y
(preimage-resistance) and given X and h(X) it is hard to find a mes-
sage X' # X such that h(X') = h(X) (second preimage-resistance).

A collision-resistant hash function is a function h that satisfies the
following conditions:
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The input X can be of arbitrary length and the result h(X) has a fixed
length of n bits.

Given h and X, the computation of h(X) must be "easy”.

The function must be preimage-resistant and second preimage-resistant.

The hash function must be collision-resistant: this means that it is
"hard” to find two distinct messages that hash to the same result (i.e.,
find X and X', X’ # X such that h(X) = h(X")).

A message authentication code or MAC is a function h that satisfies
the following conditions:

— The input X can be of arbitrary length and the result h(K, X) has a
fixed length of n bits.

— Given h, K and X, the computation of h(K, X) must be "easy”.

— Given a message X, it must be "hard” to determine h(K, X). Even
when a large set of pairs {X;, h(K, X;)} is known, it is "hard” to
determine the key K or to compute h(K,X’) for any new message
X' # X (adaptive chosen text attack).

Almost every hash function consists of compression function C' with
fixed-size input and output, and domain extender that, from the given com-
pression function, produces a function with a variable-size input. Often, the
message M is divided in blocks My, My, ..., M, with fixed size of b bits,
which then are processed iteratively by the compression function. Usually,
some padding rule which often contains an encoding of the length of the
message is used for the last message block. The compression function C
takes two inputs: a chaining variable H; and a message block M;. The
starting chaining value is fixed to initial vector IV. After processing the
last message block, the output from C' is send to the output transformation
f which compute the hash result hA(M). This can be represented as

Hy = IV
Hiw=C(H;, M;), 0<i<n
h(M) = f(Hn+1)

The compression function for practical hash functions can be made from
existing block ciphers or can be made specially, with optimized performance
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in mind. The simplest and most commonly used domain extender is the
Merkle-Damgard construction, but recently many other are also used, like
HATIFA, sponge construction, wide-pipe and double-pipe construction, en-
veloped MD construction, etc. The most often used constructions from block
cipher are:

Davies-Meyer: H;+1 = C(Hl, Mz) = EML- (Hz) ® H;

Miyaguchi-Preneel: H;y1 = C(H;, M;) = Eg(p,)(M;) © H; © M;

Matyas-Meyer-Oseas: H;1 = C(H;, M;) = Egg,y(M;) © H;

The usual target of the attacks to hash functions is to find preimage, sec-
ond preimage or collision. There is one group of attacks, known as generic
attacks, that can be apply to any recent or future hash function. Generic
attacks depend only of one generic parameter - the length of message di-
gest and they provide the upper security bounds to the given hash function.
Assume now that message digest from hash function is n-bit long. Time
complexity of the generic random (second) preimage attack is O(2") oper-
ations, and the time complexity of the generic birthday attack is O(2"/?)
operations, where the ”operations” correspond to the computation of the
hash result for a random input. Hash function is an ideal secure if the best
attacks are the generic attacks. Second group of attacks are the short-cut
attacks, in which for breaking the hash function, the attacker uses the flows
in its design and internal structure. Hash function is said to be broken if
there is a short-cut attack faster than the best generic attack.

The most often used and standardized cryptographic hash functions are
MD4, MD5, SHA-0, SHA-1 and the family of SHA-2 hash functions, which
are the last standard issued by NIST. In the light of recent differential at-
tacks by Wang et al [139, 137, 136, 138], now is ongoing the NIST SHA-3
competition for new standard for cryptographic hash functions.

Usually MAC takes a secret key to generate a checksum (MAC-value,
authentication tag) for a given message (signing) or to verify an existing
checksum (verifying). The same iterated model as the one defined for cryp-
tographic hash functions is used also for MAC constructions, and here one
needs to consider forgery attacks based on internal collisions. The most
common approach is to base the compression function on an existing cryp-
tographic primitive, either a block cipher or a cryptographic hash function.
One of the most popular construction from the hash function h is HMAC,
suggested by Bellare et al. [2]. HMAC value is obtained by

HMAC(K1||K2, X) = h(Ka|[h(K1]| X))

where the keys K7 and K5 are usually dependent on each other.
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3.1.1 Cryptographic hash functions with quasigroups

First attempts for using quasigroups and quasigroup transformations for
creating cryptographic hash functions do not have actual implementations.
One of the earliest attempt is the work of Markovski et al [78]. They em-
ploy two previously defined quasigroup transformations QM1 and QM2 for
obtaining hash functions, but they are not enough analyzed and elaborated.
QM1 transforms string with length 2m in a string with same length, so
the message M first is pad to be with the length 2mn - aqas ... aomy, and
than is divide in n blocks B;. We apply QM1 to everyone of the blocks
B; and QM1(B;) = gigs... g% A hash function H can be defined by
H(M) = hth PN hgm, where

m*

n

hi=@gl, i=12...2m
j=1

QM2 transforms string with length m in a string with double length,
so it can be used for hash results with length 2m. Let the message M =
aj...ap, v = m (if M has small length, padding rule can be employed), let
j=r—m and

QM2(ay...am)=gi...g5.
2

QM2(gpis - G3mAmi1) = 91 - - - Gom

QM2(g2 1o GomAmi2) = Gt - - - Gom

‘ . o .
H(M):QMQ(gfnJrQ...g%mCLr):g{Jr ‘q%;

This definition uses only one character of the message in every iterative step
of compression function QM2, which is very impractical.

Another early attempt to use quasigroups for creating hash function is
given by Dvorsky et al [29], and preimage, second preimage and collision
attacks against this hash function for some special quasigroups are given
by Vojvoda [134]. Snésel et al [130] continue to develop this hash function.
Let (@Q,0) be a quasigroup of order r and let a be a fixed element from Q.
They define function H,(q1g2---qn) = ((... ((a % q1) * q2) * ...) * ¢, as hash
function. Also, they proposed to use huge quasigroups obtained by isotopies
from the quasigroup of modular substraction, given with

aob=n"t((w(a)+n—pb) modn)
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This quasigroup has a right unit 0 and is isotopic to the group (Z,,+)
(see [135]). If n is an even number, (Z,,+) has a proper subgroup, the
subset of even numbers. Some arguments why to use quasigroup of modular
substraction as a carrier, are given in Ochodkova et al [28]. They suggest
that one can use also huge quasigroups isotopic to the following quasigroup

aob=(h-a+k-b+1) modn

where h, k, [ are integers and GCD(h,n) = 1 = GCD(k,n) (the inverses h~*
and k~! exist). But this quasigroup also is isotopic to the group (Z,, +) with
isotopes w(z) = x-h™!, p(x) = x- k7! and 7(z) = (x +1) mod n, where
x € Zy. The authors suggest that for real usage of proposed hash function,
arithmetic of long numbers (i.g. 512 bits) must be adopted.

Another generic quasigroup based hash function Edon-F without imple-
mentation, is given in [79]. Here we will explain only the used quasigroup
string transformation f : @™ — @, which is in fact one-way function. It
uses two auxiliary vectors U = (uy,u2,...,u,) and V. = (v1,v2,...,0p).
Vector V' at the beginning is fixed to some random values. Let a1, as2,...,ay,
be a given message and let (Q,*) be a quasigroup. At first, the values u;
and ug are computed by

u1 = ((a1 * az) * (ag x ay)) * v1

uz = ((...((a1 x az) xag) *...) *x ay) * vy

(
Values u;, for 3 < ¢ < n are computed by
u; = (a; x ui—1) * (a; * v;)
After that, the new values of V' are computed by the rules of the same kind:
vy = ((e1 % ) x (o x ¢1)) * ug

vy = ((-.. ((c1 xca) xc3) *...) % cp) * ug
v; = (i *xvi—1) * (¢ *u;), 3<i<n

where ¢; = u; * a;, 1 <@ < n. Then, f(ai,as,...,a,) = (v1,v2,...,0p).

A generic hash function with reverse quasigroup string transformation R
(1.12) has been described in [43]. First implementation of this hash function
with name: Edon-R(256,384,512) has been described in [37]. But the most
famous of its implementation is the Edon-R, the fastest candidate of NIST
SHA-3 competition, designed by Gligoroski et al [46]. This implementation
is explained here.
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The quasigroup reverse string transformation R : Qg — Qg is used for
calculating new chaining value in following way

R(Hilv H227 Mi17 Mz2) = (Hil-‘rl? Hi2+1)

where

H}\y = M; + (H? * (M; + M}) « H})

(3

HZ = (M, + (H? « (M « M) = HY)) = (H? * (M; + M)

«((M; % M)« M?)) x (H? = (M; + M})) = H}))

Edon-R is wide-pipe iterative hash function with standard MD-straitening.
Its compression function R uses huge quasigroups of order 2256 and 2512 (the
biggest so far) and their operations are defined by isotopies of Abelian groups
((Z¥)8, +5), where w = 32,64 and +g is componentwise addition on two 8-
dimensional vectors in (Z¥)®. Definition of quasigroup operations uses only
bitwise xoring, left rotations and addition modulo 23? and 2%4 and is given
by

X xY =m(ma(X) +s m3(Y))

where X = (Xo, X1,...,X7), Y = (Yo, Y1,...,Y7) € (Z¥)® and 7; : Z4 —
Z1, 1 <i<3, g=256,512 are permutations. Authors have proofs that the
used quasigroups are non-associative, non-commutative and without iden-
tity.

Let Qo256 = {0,1}?°% and Qs12 = {0,1}°!2. Transformations m; : Q4 —
Q2 (¢ = 256,512) are defined as:

m1(Xo, X1, Xo, X3, X4, X5, X6, X7) = (X5, X6, X7, X0, X1, X2, X3, X4)

T = Al o ROTL™4 o Ay
3 = Ag o ROTL™90 Ay

where ROTL" (X)) can be expressed as a linear matrix — vector multiplica-
tion over the ring (Zg, 4, %), A =Ci+ A - X, i =1, 3. Invertible matrices
A;, 1 <i < 4, rotation constants r1 4, 72,4 and constant vectors C1,C3 are
given in [46].

Because the used quasigroups are constructed by isotopes from the Abelian
group ((Zow)®, +3), every X has inverse —X = (—Xg, — X1, ..., —X7), where
— X is inverse element of X; in abelian group (Zow, +) (+ is addition modulo
2%, 0 is unit). We are interesting in those elements X in (Zgw)® for which
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Xo =X =...= X7 =2 We will represent (z,z,z,z,z,z,z,z) = X. For
these elements 71 (X) = X.
Observation For quasigroups in Edon-R we have:

AxC =X
AxD=X-+gZ =BxD=Y+37Z (3.1)
BxC=Y

Proof. We have
7T1(7T2(A) +3 7T3(C)) =X= 7I‘2(A) +8 7T3(C) =X

11(m2(A) 45 13(D)) = X +5 Z = ma(A) +5 13(D) = X +5Z =
7T3(D) =X+g7Z — 7T2(A)
7T1(7T2(B) +8 7T3(C)) =Y = 7T2(B) +3 7'('3(0) =Y = 7T2(B) =Y — 7T3(C)

Therefore,
BxD = 7T1<7T2(B) +8 7T3(D>) = 7T1(Y — ’/T3(C) +g X +8Z — 7T2(A)> =

7T1(Y+8 Z) =Y +s Z

If we choose B in a way that Y = 0, then by choosing D and Z we can
obtain B x D whatever we want.

Another interesting application of quasigroups is given by Gligoroski et
al. [40] as security fix of the MD4 family of hash functions with so called
quasigroup folding, that use shapeless randomly generated quasigroup (@, )
of order 16. This technique is applied at the end of every iterative step of
hash function. Every 32-bit register is seen as a concatenation of 8, 4-bit
variables a1, ao, ..., as. Variables a1, as, ag, as are replaced with by, bo, b3, by,
where by = a1*as, by = ag*xas, bg = az*xay and by = ag*xays. Obtained impact
on the speed is 2 time slower hash function. The similar technique has
been used in [39], where new hash function SHA-1Q2 has been constructed
from SHA-1. The new hash function uses the message expansion part with
quasigroup folding and has only 8 internal iterative steps (it is 3% faster
that SHA-1).

3.1.2 MACs with quasigroups

First application of quasigroup for creating authentication scheme is ex-
plained by Dénes and Keedwell in [21]. Let (@, o) be a quasigroup and let
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M =mq...myu, m; € Q, be a message that need to be signed with authenti-
cation tag by ...bs_1, bj € Q. Message M is divided into s mutually disjoint
subsets Sj, 0 < j < s, where [S;| =t = [%] and Sj = {m;,,...,m;,}. The
last subset S,_1 can contain r < ¢ elements. Then b; can be calculate with

bj = (...((mj, omj,) omj,)o...)om,,

with exception of the last value bs_1 for which only r elements are used for
calculating. After that, the message and signature are concatenated and
sent. The security of this authentication scheme lies in how the sets S; are
created, and for that aim authors suggest the use of the Latin square L with
elements {0,1,...,s— 1} as a secret key. Positions in L are numbered from
1 to s for the first row, s+ 1 to 2s for the second row and so on, (s —1)s+1
to s2 for the last row. When set S; is forming, positions of j in L are read as
J1,- -, Jt and proper elements m;,, ..., m; , from the message M are chosen.
The authors also suggest the use of the same structure for (@, o) and L, for
saving memory. The process can be made faster by precomputing of the
sets S;.

Security of this scheme is analyzed by Dawson et al [17]. One problem
with this scheme is that it does not have an output with fixed sizes, it is
not really a MAC. Also, properties of the quasigroup (Q,o) are not being
utilized and it will work even in the case of a group instead of quasigroup.

Meyer in [97] describes proper quasigroup based MAC algorithm, known
as QMAC. In QMAC, (Q, o) is public and the secret key is the order in which
the message elements are multiplied together to create the MAC-value, i.e.
the parentheses scheme. Also in key is incorporated one fixed element ¢
which serves to hide the innermost multiplications. Without ¢, one can
start an adaptive chosen-text attack, described in [97]. The authentication
tag for a message M = my ..., m; is computed by multiplying the message
elements together in the order specified by the key K, except that every
innermost multiplication (m; o m;41) is replaced by ((m; o ¢) o m;41). This
can be represented as hg(mq,...,my). Security of this scheme relies on
the structure of used quasigroup. Huge ”highly non-associative” quasigroup
without any structure are wanted. The author gives 3 different methods
for constructing MAC value for large messages and we are going to explain
only one. Let every message block consists of ¢ elements over () and let
|M| = Nt, with padding.

Hy=1V €Q

Hip1 = H;ohg(Mit41,- -, mg1y), 0<i<N =1
QMACK (M) = Hy
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The author also give nice representation of the key and show that the size
of the keyspace increases exponentially in the length of the key.

Another quasigroup based MAC is defined by Bakhtiari et al [1]. They
first define the family of hash functions H = {h : qu — @7} and then
they use the Wegman-Carter universal-hash construction [140]. Let (@, )
is quasigroup of order ¢ = 2! end let b = ¢/2 isotopies of (Q, *) are given as
(Q,*1),...,(Q,*). Let M be a message with ¢> elements arranged in ¢ x ¢
matrix. Define the sets S, . = {r*ic,...,r*,c}, 1 <r, e < q. Hash result D
is represented as g-tuple (d1,...,d,;) and at the beginning all d = 1. The
final output is calculated by

Secret key is quasigroup (Q, *) and its b isotopies. Authors suggest the
key to be represented as (K7, K3), where K is critical set of the correspon-
dent Latin square to (@, *) and Ky is information about the used permuta-
tions for obtaining the isotopies. The authors suggest that it is enough for
security to take ¢ = 16 and b = 8. One problem with this MAC is that the
authors did not give any discussion about key space, and its relation with
order of the chosen quasigroup.

3.1.3 Family of cryptographic hash functions NaSHA-(m, k,r)

We use the quasigroup transformation M7 (Definition 18) for definition
of a new family of hash functions NaSHA-(m, k,r). The parameters m, k
and 7 denote the length of the output hash result (the message digest), the
complexity of M7 and the order 22" of used quasigroup respectively, so k
is a positive even integer and m and r are positive integers.

The main transformation M7 as a one-way function

First, we will show that the transformation M7 : Q' — Q! can be consid-
ered as a one-way function when ) = Zon is enough big.

Let us take k = 2 for simplicity, and let a quasigroup (Q,*), lead-
ers l1,lo and elements c1,co,...,¢; € @ be given. Suppose that for some
unknown x1,x9,...,2; €  we have (c1,c,...,¢) = MT (x1,29,...,2)
= p(RA;, ) (A, (z1,x2,...,2¢)). Then there are unknown y1,ya, ...,y € Q
such that

Ap (1, @2, @) = (Y1, 92, -+ ) (32)
and
RA (ol 15 p2: [5))s o0 [ 5)) = (ercavic). (33)
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From the equations (3.2) and (3.3) we obtain the following system of 2¢
equations with 2¢ unknowns.

(o +z1)*xx1 =1y
(y1 + x2) * T2 = Yo

(3.4)
(Yr—1 + ) * 2t = Yy

Py, [5]) * (p(y, [5]) + 1) = ¢

p(Yi-1, | 51) * p((yt-1, 1 5]) + ) = ct1 (3.5)

p(y1, 15]) * (p(y1, [5]) +c2) = c1.

The subsystem (3.5) consists of ¢ equations with ¢ unknowns of kind
y*(y+a) =b. As much as we know, there is no explicit formula to find the
unknown ¥, so one has to check for each y € @ if the equation y* (y+a) = b
is satisfied. By Proposition 1.14 one has to make, roughly, 2" — 1/2" ~ 2"
checks, i.e., a solution can be found after 2"~ checks on average. In the
same way, by checking, solutions x1, o, ...,z can be found. Altogether, for
finding a solution of the system consisting of (3.4) and (3.5) one has to make,
on average, 2t2"~! = 2"t checks. Thus, we have the following properties.

Proposition 25 The system of equations (3.4) and (3.5) can be solved
after 2™t checks on average. O

Proposition 26 If Q is sufficiently large and (Q,*) is an arbitrary quasi-
group, chosen uniformly at random, the problem of finding a preimage of the
transformation MT is computationally infeasible. O

NaSHA-(m, k,r) hash algorithm

NaSHA-(m, k,r) hash algorithm
Input: A positive even integer k£ and positive integers m and r
such that m > 2", and an input message M.
Output: A hash value NaSHA-(m, k,r)(M) of m bits.
1. Denote by n the smallest integer such that m < 2".
(For example, n=8 for m=224 and n=9 for m=384.)
2. Pad the message M, so that the length of the padded message M’ is
a multiple of 2" |M’| = 2" TN for some N.
Separate M’ in N 2"%'-bit blocks, M' = M ||Ma||...||Mn, |M;| = 2",
3. Initialize the initial value Ho, which is a 2""*-bit word.
4. The first message block M; and the initial value Hg
separate to ¢ = 2"~ "+ 2"_bits words:
My = 5:1]|S3][Ss]] . - [|S2g-3][S2q-1,
Hoy = S2||S4]|S6l] - - - ||S2g—2]]S2¢, (]Si| =27) and form the word
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S = 81|82 S5[ISu4]] - . - [|S2q—3][S2g—2]| Saq—1]|S2q-
5. Choose leaders I; as functions that depend on Si, Sz, 53, ..., S2q
and a suitable linear transformation LinTryn+2.
6. Choose two quasigroups ({0,1}2", 1) and ({0,1}?", %2)
(one for A and one for R.A transformation)
and compute the string of bits S&~1 as follows:
fori=1to N —1do
Au||A2||As]. . [|A2g — MT (LinTry2,,(SUY))
Bi||Ba||Bs||. .. [|Bg-1||Bg < Mit1,
S := Bi||Az||Bz||Aa|| . . . || Bg—1]| A2g—2|| By|| Az,
end
7. Choose two quasigroups ({0,1}2",%;) and ({0,1}?", %2) and compute
MT (LinTr3l, , (SN 71)) := Ay||Az||As|| .. .||A2g. Then
NaSHA-(m, k,r)(M) = Aa||As]| ... ||A2g—1]||A2q (mod 2).

We emphasize that some steps (e.g., Step 5) need more detailed elabo-
rations in concrete implementations.

m; Hy ma H,; m, H,

bl S |
‘ S ‘ 55 ‘ S; | ‘S;,.;|S_:¢_1 | qu|
LinTr®
‘ X ‘ X ‘ X; | ‘XJJ_}|X_’¢_J|XJQ|
- \
b v
| @ | @ 22 | m2ed | 22
AN bl bl B s
N NN
EAEAEA | Zoa| 2o | 22 | |
s vZs R
w7
%
‘ X1 | X ‘ X3 ‘qu-z ‘ng-J Xop
5 /
MNEIE] |
| = 7202 | Z2g1 | Z2g
S o
RALARA] Yo%
} } |

Figure 3: NaSHA-(m, k,r)

Implementation of NaSHA-(m, 2,6) hash functions for
m € {224,256, 384, 512}

Here we give a complete implementation of NaSHA-(m, 2, 6) algorithm where
m € {224,256,384,512}. The used quasigroup of order 22° = 264 is con-
structed by extended Feistel networks. This implementation has been sub-
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mitted as a candidate in the SHA-3 competition of The American National
Institute of Standards and Technology, NIST. Now it is one of the 51 se-
lected 1st round candidates [86, 88].

my Hi  m Hyy g H,
}
‘ S1 | 52 ‘ 83 | ‘qu-J | Sap1 | Sz, |
LinTr®
‘ X | X, ‘ X3 | ‘ ng_2| X | 5, |
&
) v v | ¥
u |2 | B -2 | Tl | T2g
p(EA
‘ Z; | Z; ‘ Z; |\ ‘Zlq—l | Fgd | 5, | I

| |

Figure 4: NaSHA-(m, 2,6)
Padding

The padding consists of the standard Merkle-Damgard strengthening
[96]. Denote by M the bit input message of length s = |M| < 2128,
1. Denote by g the smallest nonnegative integer such that

s+q+1=384 (mod 512)
for m = 224 and m = 256, and
s+q+1=896 (mod 1024)

for m = 384 and m = 512.

2. Let 04 denote the binary word consisting of ¢ zeros, and let bs be the
binary presentation of s by 128 bits.

3. Append to the message M the words 1, 0, and b,.

The padding of M is the message M’ = M||1[|04]|bs and for m = 256 is
a multiple of 512 and for m = 512 is a multiple od 1024. This implementa-
tion of NaSHA hash algorithm accepts messages of length up to 2!?8 —1 bits.

Starting bijection
As starting bijection f : Z§ — Z3§ for creating extended Feistel network

we use improved AES S-box with the APA structure from Cui and Cao [12],
given on Table 3.1 in hexadecimal notation.
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l o123 |45 |67 ][8[]9][]alf[blc]|d]e]Hf
8 | 90 | d9 | ¢l | 46 | 63 | 53 | f1 61 | 32 | 15 | 3e | 26 | 9a | 97 | 2e
d8 | a0 | 99 | 9e¢ | cO | 95 | 67 | b7 | 6d | e0O | 3 | 28 | 20 | 8 | b6 ef
4b | 31 | b5 | d2 | 13 | 39 | 6¢c | ab | 03 | 3f | 4d | 34 | f9 ec | 8 | 17
ch | 25 | 3¢ | 8 | ¢9 | 2b | 3a | c2 6e | c6 | aa | 91 49 18 | 93 | de
od | 6f | 65 | af | 92 | a7 | f6 | a6 | 40 | b9 | ed | O | ¢3 | A7 | 7d | Tc
54 | 59 | df | 2f | da | ad | 05 | 94 | 9b | 72 | O1 | 74 | a9 | f7 | 81 | €9
1f | b3 | eb | cf 8 47 | 52 | 36 | bc | 16 | 29 | 76 | 12 | fa | 9¢c | 8a
5b | a8 | 43 | dl | 79 | 85 | 42 | 82 | ¢7 | al | 78 | 4f | €2 | 35 | ea | ad
dc | Oe | d3 | 2d | 6a | ba | 44 | ab | ¢c8 | e5 | 37 | Oa | 6b | 51 | e3 14
cd | 56 | 4a | d6 | 08 | 83 | bb | 33 | el | 30 | 4e | 24 | 5e | b4 | 00 | 48
5f | 22 | Ob | 50 | 3d | 80 | 1la | bf | cc ff | 64 | &8 | 1b | ¢4 | 07 | {8
Oc | d4 | ac | 02 | 10 | 84 | Te | 69 | 70 | 60 | 55 | 2a | 21 | 57 | 23 | 66
62 | 73 | cb | 41 | 58 | 71 | 77 | 1lc | Tb | 8 | 9f | 9d | a3 | bl | 7f | 5d
f4 06 | ac | d5 | e6 | 3b | ba | Fe | 96 | €7 of | 45 2c fo fc bd
ed | 98 b ca | 11 5 dd | 7a | 5bc fd ce | 88 | dO | 68 | 8d | 4c
be | 04 | 38 | 1d | 1le | f2 27 | 19 | b2 | 75 | a2 | ee | db | b8 | 09 | 8b

| O[O |T Y| O] || O k| W N =] O~

Table 3.1: The starting bijection f = f(m/||n)

Linear transformation

The algorithm of NaSHA hash functions uses the following linear trans-
formations.

Denote by LinTrs12 and by LinTres¢ the transformations of the sets
{0,1}2928 and {0, 1}'02* respectively, defined by

LiTLTT512(Sl"SQ|’ e H531HS32) = (S7 ® 515 S¥ 525 S S32)|’51HSQH v HS317

LinTT256(SlHSQH e "515"516) = (54 D S7 D Sl() D 516>H51HSQH . HS15,

where S; are 64-bits words, @ denotes the operation XOR on 64-bits words,
and the operation || denotes the concatenation of words.

Note that LinTrsio is in fact the LFSR obtained from the primitive
polynomial 232 + 225 + 2% + 27 + 1 over the Galois field GF(2), applied
in parallel 64 times, while LinTros¢ is obtained in the same way from the
primitive polynomial 2'6 + 219 4 27 4+ 2% + 1. As a consequence we have the
following.

Proposition 27 LinTrs12 is a permutation of the set {0,1}20?8 and LinTrqs6

is a permutation of the set {0,1}1924, O

Quasigroup operations via extended Feistel networks

From the starting bijection f we define three extended Feistel networks
Faibrers Fagba,cor Fagbs,es Z%G - Z%G by

Fo, b0 (18]r8) = (rs @ a;)||(Is ® b; @ f(r3 @ ¢i)),
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where lg and rg are 8-bit variables, and a;, b;, ¢; are 8-bit words that
are defined before each application of M7. Denote by f’ the bijection
Farbrier © Fagbases © Fagbgyes Z%(S - Z%G'

By using the bijection f’ we define a quasigroup operation on Z5* which is
going to be used for the additive string transformation A as follows. Create
the Feistel networks Fy, g, o, : Z3* — Z3* and Fa, p, ¢, : ZS* — Z§* by

Fo, 81 (lisllr16) = (116 @ a1)]|(lie @ B1 & f'(r16 ®71)),

Fa,.B,,0, (I32]|732) = (132 ® A1)|[(I32 ® B1 @ Flay g7, (132 @ C1)),

where l16, 716 are 16-bit variables, a1, 81,71 are 16-bit words, l32,r32 are 32-

bit variables and Ay, By, C1 are 32-bit words. The constant words will be de-
fined latter. The function F'4, g, ¢, is a orthomorphism (complete mapping)

in the group (Z$*, @), and then the operation a, b, 1 as,b,co,as,bs,c5.01,01 71,41, B1,C1
defined by

T *ay by ,c1,a9,b2,2,a3,b3,¢3,01,01,7m,41,B1,C1 Y = F'A1, B,y (zdy) Oy

is a quasigroup operation in Zg4.

By using the bijection f’ we define also a quasigroup operation in Z§*
which is going to be used for the reverse additive string transformation R.A
as follows. Create the Feistel networks Fi, g, 4, : Z32 — Z3* and Fa, p, ¢,
78 — 78 by

Fos o (L16l|r16) = (r16 @ 2)||(l16 @ B2 @ f'(r16 © 72)),

Fpy.By,0,(132]|732) = (132 @ A2)||(I32 ® Ba © Flay 8,7, (732 © C2)),

where l16, 116 are 16-bit variables, aws, B2, v2 are 16-bit words, l39, 730 are 32-

bit variables and As, By, Cy are 32-bit words. The constant words will be

defined latter. The function Fi4, g, ¢, is an orthomorphism (complete map-

ping) in the group (Z$*, &), and then the operation *u, by c1.as,bs,co.a3.b3,¢5,02,0,72,A2.B2,Cs
defined by

T *ay by ,c1,a9,b2,¢2,a3,b3,¢3,02,82,72,A2,B2,C2 Y = F'45,B5.Co (zdy) Dy

is a quasigroup operation in Zg4.

In such a way we achieve for each application of M7 to use different
quasigroup operations *q, b, ci as,bs,co,a3,b3,c3,01,81,71,A41,B81,C1 for the transfor-
mation A and #q, b c;,a2,b2,02,a3,b3,c3,02,02,72,A2,B2,C; for the transformation

RA.
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Chaining initial vectors

The definition of NaSHA-(m,k,r) hash function includes one initial
string Hy. The initial strings that we are using are the following, repre-
sented in hexadecimal as concatenation of 64-bit chunks.

1. m =224, Hy =
6a09e667£3bcc08, cbbb9d5dc1059ed8, bb67ae8584caa73b, 629a202a367c¢d507,
3c6ef372£e94£82b, 9159015a3070dd17, a54f53a5f1d36£1, 152fecd8f70e5939

2. m = 256, Hy =
510e527fade682d1, 67332667fc00b31, 9b05688c2b3ebelf, Seb44a8768581511,
1183d9abfb41bd6b, db0c2e0d64198ta7, 5be0cd19137¢2179, 47b5481dbefadfad

3. m =384, Hy =
6a09e667f3bcc908, cbbb9d5sdc1059ed8, bb67ae8584caa73b, 629a292a367cd507,
3c6ef372{e94£82h, 9159015a3070dd17, a54ff53abf1d36f1, 152fecd8f70e5939,
510e527fade682d1, 67332667ffc00b31, 9b05688c2b3ebelf, 8eh44a8768581511,
1f83d9abfb41bd6b, db0c2e0d64f98fa7, 5be0cd19137e2179, 47b5481dbefadfad

4. m =512, Hy =
2dd8a09a3cde3efb, e07688dc6EL66b73, 061a77a060948dcd, Oc34aa2a315e01d5,
8adTeal880559ce6, c785f4364a0b98f4, 9f22535b264607a8, H3aScScab6el288c,
2547d84e9ccde59d, 3¢1563a9317c57al, 9486eb50c7d8037E, 77341edad21e9a40),
c0f905d741c9ch74, d648813e45121dbb, ad0dle41a985e51e, 4cf768fc7df11b00

The initial values are randomly generated. If somebody has suspicions
for NaSHA initial chaining values, at any time, they can be replaced by
other, without changes in the security or in the performances.

Definition of the leaders and constants

Before every computation M7 (S1||S2[|S3]| . .. [|S2q—1[|S2q), where S; are
64-bit words, we define the 64-bit leaders I; of RA and Iy of A, the 8-bit
words a1, b1, c1, a2, b, ca, as, bs, cs, the 16-bit words a1, 81,71, ae, B2, 72 and
the 32-bit words Aq, By, C1, As, By, Cs.

For m = 224 and 256, necessary definitions are this ones:

li =514+ 852, lo=53+ 54,

a1||b1||e1]]az||b2||c2||as||bs = S5 + S, c3 = a1
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o B1l|llee = S7 + S,
Balv2 = (S + S10)(mod 2%2),
A|[By = Si1+ S12, Cil|A2 = S13+ Swa,  Ba||Ch = Si5 + Ste.

For m = 384 and 512, necessary definitions are:
lh =514 S2+ Sas + S30,  l2 = S3+ Sa+ S29 + Ss1,

al[b1ler||azl[ballc2|as]|bs = S5 4 Se + Si7 + Sis, ¢z = a1
a1||Br|vil|az = S7 + Ss + S1g + Sao,
Ba|lv2 = (So + S10 + Sa1 4 Sag)(mod 2%?),
Aq[|By = S11 + S12 + S23 + Sa7,  Ci|[A2 = S13 + S14 + So2a + Sag,
Bs|C2 = S15 + Si6 + S25 + Sao.

Here, the addition + is modulo 264.
Design rationales

THE CHOICE OF THE STARTING BIJECTION. As NaSHA starting
bijection we wanted to use some publicly known function in order to prevent
the suspicious of possible “trap door” in the implementation. We considered
several possibilities: the AES S-box [15], the improved AES S-box from Liu
and all [68] and the improved AES S-box with the APA structure from Cui
and Cao [12]. All three runners have some pros and cons. The AES S-
box is the most famous and the most investigated S-box in cryptology, with
good differential and linear resistance and high algebraic degree. But it has
simple algebraic structure with only 9 terms. The improved AES S-boxes
has also good differential resistance with differential 4-uniformity and good
linear resistance. They have the same algebraic degree as AES S-box, but
they have much bigger algebraic complexity of 255 terms for the first, and
253 terms for the second, S-box. Their inverse S-boxes have high algebraic
complexity of 255 terms as AES inverse S-box. But both are not enough
studied from other authors. Our winner f is the third solution, because of
its algebraic complexity and because it is a little bit more studied than the
second solution. The function f also satisfies the condition f(0) # 0 that
is needed by our extended Feistel network to derive a non-idempotent and
a non-associative quasigroup. In case of suspicion of a trapdoor being built
into the hash, the current S-box might be replaced by other two candidates.
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THE CHOICE OF THE LINEAR TRANSFORMATION. The linear
transformation is used for obtaining suitable diffusion of the input of 64-bit
words. We use LFSRs for obtaining linear transformation that is a bijection
and that can be easily computed. For that aim we use primitive polynomials
over the Galois field GF(2), from the Rajski’s list [117]. The degree of the
primitive polynomial for 224 and 256 hash needs to be 16, and 32 for 384
and 512 hash. Since the algorithm applies the linear transformation 16
(i.e, 32) times, we take the primitive polynomials with 5 terms. Any other
polynomial that fulfils these requirements is a good choice too.

THE CHOICE OF THE QUASIGROUP TRANSFORMATIONS. By
our experience and some theoretical results we found that the quasigroup
transformations are good nonlinear building blocks for designing different
cryptographic primitives. We use quasigroups of huge order 264 and they
are defined by extended Feistel networks, defined in [87]. Our algorithm
can also be implemented by quasigroups of order 232, 2128 2256 etc, but we
found that the choice of order 264 is optimal for obtaining tradeoff between
security and speed.

THE CHOICE OF THE EXTENDED FEISTEL NETWORKS. It is not
easy to define a workable quasigroup of huge order, like 264, having good
cryptographic properties. Our choice were the extended Feistel networks
because they produce shapeless quasigroups, and they allow to insert tunable
parameters in their definition. We used that feature to obtain different
quasigroups for every application of component quasigroup transformations
in every iteration of the compression function and, much more, the used
quasigroups are functions of the processed message block.

We are using 9 8-bit words ai, b1, c1,a9,bs, o, as, bz, c3, 6 16-bit words
at, B1,71, ae, B2, v2 and 6 32-bit words A;, By, Cy, As, Ba, Cs in every itera-
tion of the compression function and pass them to extended Feistel networks.
The way of their definition was leaded by the idea all bits of the processed
input block to be included.

If instead of extended Feistel network F', we were using extended Feistel
network F2, the obtained quasigroups will be also suitable for cryptographic
purposes. Choice of F' instead of F? and shapeless quasigroups instead of
quasigroups suitable for cryptographic purposes, again was tradeoff between
security and speed.

THE CHOICE OF THE COMPOSITE MAPPINGS IN THE MAIN
TRANSFORMATION AND THE TUNABLE SECURITY PARAMETER
k. In general, the main transformation M7 can be defined as any compo-
sition of the transformations A and R.4. Having in mind the properties of
the extended Feistel networks, where the starting bijection influences mostly
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the right half of the output result, we are going to use the transformation
RA after rotating left for 32 bits the obtained 64-bit words from A. In such
a way, a homogeneous spreading of the starting bijection is obtained. Also,
by the transformation A the influence of the input bits are spreading only
in the right part of the output, which is why R.A is defined as a reverse way
of A. In the end, we obtain every bit of an input block to influence almost
all bits of the output blocks of RA o A.

The tunable security parameter of the NaSHA hash algorithm is the
complexity k of the main transformation M7, since we define M7 as com-
position of k mappings of kind RA and A, applied consecutively. The choice
of higher values of k£ will give stronger security, but lower speed. Our choice,
recommendation and low bound is k = 2 (there is no upper bound). We be-
lieve that the cryptanalysis will become practical if £ = 1, that will happen
if MT = A or MT =RA.

Avalanche effect

We tested the avalanche propagation of one bit differences in the com-
pression function of NaSHA-(m,2,6), where m € {224,256,384,512}, in
two cases: when the initial message consists of all zeros and when the initial
message is randomly generated. We present in Tables 3.2 and 3.3 the ob-
tained results for messages of length 8, 80, 800, 8000 and 80000 bits, where
minimum, average and maximum different bits and standard deviation are
given. Table 3.2 is for initial messages consisting of all zeros and Table 3.3
is for randomly generated initial message. One can see that in every case
the Hamming distance is around m/2, or one bit difference of input bits
produces about 50% different output bits, as it would be expected in theo-
retical models of ideal random functions.

Performances

Memory requirements for implementing NaSHA are quite small, only
0.625KB (0.25KB for starting bijection and 0.375 KB for 48 64-bit initial
values). We tested the implementation on 32-bit and 64-bit architecture and
for results of NaSHA on different configurations one can see EBASH project
web site [6].

1.
a. Description of the platform: Wintel personal computer, with
an Intel Core 2 Duo Processor, 2.4GHz clock speed, 2GB RAM, running
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n 8 bits 80 bits 800 bits 8000 bits 80000 bits
224 min = 42% min = 41% min = 41% min = 38% min = 35%
avg = 50.06% | avg = 49.86% | avg = 50.21% | avg = 49.97% | avg = 50.02%
maz = 56% maz = 57% mazx = 60% max = 63% maz = 63%
sd = 4.44 sd = 3.48 sd = 3.39 sd = 3.40 sd = 3.41
256 man = 45% min = 43% man = 40% man = 37% min = 35%
avg = 49.12% | avg = 50.88% | avg = 50.11% | avg = 49.96% | avg = 50.00%
mazx = 55% maz = 58% maz = 58% mazx = 60% maz = 62%
sd = 2.91 sd = 3.35 sd = 3.20 sd = 3.14 sd = 3.16
384 min = 46% min = 45% min = 40% min = 40% min = 39%
avg = 49.32% | avg = 49.86% | avg = 50.10% | avg = 50.04% | avg = 50.00%
maz = 53% maz = 54% maz = 59% maz = 59% maz = 60%
sd = 1.96 sd = 2.49 sd = 2.52 sd = 2.60 sd = 2.61
512 min = 47% min = 45% min = 42% min = 41% min = 41%
avg = 50.12% | avg = 50.01% | avg = 50.04% | avg = 49.99% | avg = 50.00%
maz = 51% maz = 55% max = 58% maz = 58% maz = 58%
sd = 1.41 sd = 2.11 sd = 2.35 sd = 2.25 sd = 2.25
Table 3.2: Avalanche effect of input message with all zeros
n 8 bits 80 bits 800 bits 8000 bits 80000 bits
224 man = 49% min = 41% min = 41% min = 37% min = 35%
avg = 52.68% | avg = 50.38% | avg = 50.14% | avg = 49.99% | avg = 50.00%
max = 56% mazx = 61% mazx = 62% mazx = 61% max = 63%
sd = 2.27 sd = 3.89 sd = 3.40 sd = 3.38 sd = 3.42
256 min = 42% min = 41% min = 41% min = 38% min = 36%
avg = 48.73% | avg = 50.72% | avg = 50.06% | avg = 50.01% | avg = 50.01%
maz = 53% maz = 60% maz = 58% mazx = 61% maz = 62%
sd = 3.80 sd = 3.46 sd = 3.14 sd = 3.18 sd = 3.18
384 min = 47% min = 43% min = 42% min = 40% min = 39%
avg = 50.29% | avg = 49.95% | avg =49.87% | avg =49.98% | avg = 50.00%
maz = 54% maz = 54% maz = 57% mazx = 58% maz = 59%
sd = 2.28 sd = 2.38 sd = 2.60 sd = 2.63 sd = 2.61
512 min = 49% min = 47% min = 43% min = 41% min = 40%
avg = 51.20% | avg = 50.32% | avg = 50.00% | avg = 50.05% | avg = 50.02%
maz = 53% maz = 55% maz = 57% maz = 58% maz = 59%
sd =1.28 sd = 1.95 sd = 2.26 sd = 2.25 sd = 2.26

Table 3.3: Avalanche effect of a randomly generated input message

Windows Vista Ultimate 32-bit (x86) Edition. Compiler: the ANSI C
compiler in the Microsoft Visual Studio 2005 Professional Edition.

b. Speed estimate: Comparison of NaSHA-(m, 2,6) performance in
Cycles/Byte Versus Message on 32-bit architecture, where m € {224,256, 384,
512} is given in the Table 1.

c. Speed/memory tradeoffs: One way to change NaSHA perfor-
mances is if as starting bijection we use function of order 2'6, instead of 28,
paying with larger memory of 64KB instead of 0.25KB. In this way we will
work with 16-bit words, instead of 8-bit words, increasing the performances
by decreasing the number of operations. But searching the bigger Cayley
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Length (bytes) 1 10 100 | 1000 | 10000 | 100000
NaSHA-(224,2,6) | 2787.00 | 270.20 | 50.24 | 34.83 | 33.73 | 34.53
NaSHA-(256,2,6) | 2797.00 | 279.70 | 51.37 | 37.68 | 36.43 | 34.56
NaSHA-(384,2,6) | 5365.00 | 541.30 | 53.77 | 38.47 | 37.53 | 35.58
NaSHA-(512,2,6) | 5485.00 | 548.50 | 55.21 | 38.68 | 37.57 | 37.16

Table 3.4: Performance in Cycles/Byte Versus Message of NaSHA-(m, 2, 6),
where m € {224,256, 384,512} on 32-bit architecture

table will decrease performances again. The examination of this option and
the possible performance result is an open question. Another problem is the
construction of suitable permutation of order 216.

Also we can speed NaSHA-(m, k, 6), where m € {224,256, 384,512}, by
working with quasigroups of order 2!28 or 225 (r = 7 or = 8). Our
opinion is that in that case, the security will be somewhat weakened if the
permutation of order 2% is used. We think that the same level of security as
NaSHA-(m, k,6) can be obtained for NaSHA-(m, k, 7) if we use a permuta-
tion of order 216,

If instead of k = 2 in NaSHA-(m, k,6), where m € {224,256, 384,512},
we use k = 4, we obtain slowdowns by factor that ranges from 1.75 to 1.9
for NaSHA-(224, k, 6) and NaSHA-(256, k, 6) and from 1.78 to 2 for NaSHA-
(384, k,6) and NaSHA-(512, k,6).

2.

a. Description of the platform: Wintel personal computer, with
an Intel Core 2 Duo Processor, 2.4GHz clock speed, 2GB RAM, running
Windows Vista Ultimate 64-bit (x64) Edition. Compiler: the ANSI C
compiler in the Microsoft Visual Studio 2005 Professional Edition.

Length (bytes) 1 10 100 | 1000 | 10000 | 100000
NaSHA-(224,2,6) | 1718.00 | 168.10 | 31.90 | 24.80 | 22.30 | 23.08
NaSHA-(256,2,6) | 1729.00 | 174.90 | 32.77 | 24.94 | 22.32 | 23.06
NaSHA-(384,2,6) | 3289.00 | 330.10 | 32.65 | 24.55 | 24.04 | 24.52
NaSHA-(512,2,6) | 3361.00 | 336.10 | 36.25 | 24.64 | 24.04 | 24.55

Table 3.5: NaSHA Performance in Cycles/Byte Versus Message Length on
64-bit architecture



3.1. Hash functions 95

b. Speed estimate: Comparison of NaSHA-(m, 2,6) performance in
Cycles/Byte Versus Message on 64-bit architecture, where m € {224,256, 384,
512} is given in the Table 2.

c. Speed/memory tradeoffs: If instead of k£ = 2 in NaSHA-(m, k, 6),
where m € {224,256, 384,512}, we use k = 4, we obtain slowdowns by factor
almost 2.

Preliminary security analysis

NaSHA family of cryptographic hash function uses Merkle-Damgard domain
extender with standard Merkle-Damgard strengthening. It has incorporated
also the wide-pipe design of Lucks [70, 71] and Coron’s [11] suggestions.
In every iterative step of the compression function, we use 2n-bit message
blocks and 2n-bit chaining variable, so the strings of length 4n bits are
mapped to strings of length 4n bits and then only 2n bits are kept for the
next iterative step. And, the most important, the length of any chaining
variable is at least two times wider than the final digest value. For the same
reasons D. Gligorovski [37] stated, by this kind of design we gain resistance
to some generic attacks like: length extension attack, Joux’s multicollision
attack [54], length extension attack, Dean fixed point attack [18], Kelsey
and Schneier’s long message 2"¢ preimage attack [57], Kelsey and Kohno's
herding attack [56] and 2"? collision attack.

Resistance to preimage and 2" preimage attacks

The quasigroup used for NaSHA-(256, 2, 6) is of order 2" = 264 and MT
is performed on t = 16 64-bit words, so by Proposition 25 one can find a sec-
ond preimage or collision after around 2% checks, but under condition that
the quasigroup operations and the values of the leaders are known by the at-
tacker. The quasigroup operations *q, b, c;,as,b2,co,a3,b3,¢3,01,01,71,A1,B1,C; and
K1 b1 ,c1,a2,b2,¢9,a3,b3,¢3,02, 82,72, A2, Ba,C» Of NaSHA-(256,2, 6) hash function and
the leaders 1, I3 depend on the input values of M7 .

Let MT (z1||za||zs]|...||x16) = (di1,ds,...,dis), where x; are 64-bit
unknowns and d; are given 64-bit words. Let Ay, (x1||x2||zs||...||z16) =
z1||2z2]|z3]| - - - ||716 and put y; = p(z;,32) for i = 1,2,...,16. Then we obtain
the following system of equations with unknowns x; and y; (i.e., z;), un-
known quasigroup operations e = *a1,b1,c1,a2,b2,¢2,a3,b3,¢3,a1,81,71,41,B1,C1 and
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* = Kay by c1,a2,bo,¢0,a3,b3,¢3,a0,02,72,A2, B2,Cy» and unknown leaders /1 and [s:

(lo+z1)0z1 =y
(y1 + x2) @ 2 = Yo

(y15 + T16) ® T16 = Y16
Y16 * (Y16 + 1) = dig
y15 * (Y15 + d1g) = d15

(3.6)

y1 % (y1 +d2) =dj.

For solving the system (3.6) we need at first to define the quasigroup
operation e and x and the leaders l; and ls. So, we have to choose 8 bytes
ay,bi, c1,az, by, c2, a3, bs (note that c3 = ay), 6 16-bit words aq, 41,71, a2, B2,
Y2, 6 32-bit words A1, By, C1, As, Bo, Cy and 2 64-bit words I, ls, and that
can be done in 2*80 ways. Fix a choice of all of the constant words and then,
after around 2% checks, a solution z1, 2,23, ..., 716 of (3.6) can be found.
Now, we have to see if the obtained solution satisfies the equalities

r1 @y =1, (3.7)

3 ® x4 = lo, (3.8)

25 D w6 = ar||bi]|cr|[az|[b2]|c2||as||bs, (3.9)
z7 + 23 = aa|Br|[n ]z, (3.10)

(x9 + x10)(mod 232) = [Ba|v2, (3.11)

x11 + x12 = Aq||Bi, (3.12)

713 + 714 = C1]] A2, (3.13)

x15 + x16 = Ba||Co. (3.14)

For each of the equalities (3.7)—(3.10), (3.12)—(3.14), we have that the
probability to be true is 274, so these seven equalities will be true with
probability 27448, The equality (3.11) will be true with a probability 232. So,
all the equalities (3.7)—(3.14) will be true with probability 274%0. (Namely,
there are (264)2 pairs (1, 72), and there are 264 different solutions of (3.7)
when (3.7) is considered as an equation with 2 unknowns x5, z¢. The same
discussion holds for the others equalities as well.)

So, after having around 258 checks, we can find a solution of (3.6) with a
probability 27480, The space of all possible values of (ay, b1, c1, az, ba, c2, a3,
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bs, a1, 31,71, a2, 32,72, A1, B1, C1, A2, Ba, Ca, 11, I2) consists of 2480 elements.
Then, after making 268 . 2480 = 2548 checks, a solution of (3.6) can be found
with probability 1 — (1 — 27480)2"* &~ (.53,

We conclude that NaSHA-(256,2,6) is 2" preimage resistant. Con-
sequently, it is preimage resistant with much higher complexity, since in
this cases only dy,ds,d12 and dig are known (the hash value of NaSHA
hash is dy4]||dg||d12]|d16). To discover the original image one has to choose
dl, dQ, dg, d5, d6, d7, dg, le, dn, d13, d14, d15 in such a way the true values of
Y1,--.,Y16 of (3.6) have to be find, and that can be done with probability
around (2764)12,

The analysis given above for NaSHA-(256, 2, 6) holds true for NaSHA-
(224,2,6) too. The same analysis holds true for NaSHA-(384,2,6) and
NaSHA-(512,2,6). In this case, a slightly better results are obtained since
the value of ¢ is 32.

Collision resistance

For the collision resistance we have to find (x1,...,z16) # (2],...,24)
such that MT (z1,x2,...,216) = MT (2], 25, ...,214). We infer equations
of kind
(o +x1)ex1 =y
(Y1 +22) @ 22 = Yo (3.15)

(y15 + x16) ® T16 = Y16

(I +z7) o' 21 =y
/

/ / A
(Y15 + 216) ' 716 = Yl

yi6 @ (Y16 + 1) = Y16 * (Y16 +11)
Y15 ® (Y15 + (Y16 @ (Y16 + 1)) = ¥15 ' (15 + (Y16 * (W16 +11))) (3.17)

yio(y1+ (y2e...)...) =y o (yi +(vhe...)...).
Now, besides the equalities (3.7)-(3.14), we will have eight more
) @y =1, (3.18)
zh @) =1, (3.19)

w5 © x5 = ay|[by ||ch]az b5 |5 a3, (3.20)
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7 + 75 = oy ||B1 |11 ]ed, (3.21)
(g + 'p)(mod 2°%) = B3|, (3.22)
'y + 9 = AY||BY, (3.23)

g + 2y = C1]| A5, (3.24)

x5 + 26 = BY||CS. (3.25)

Then, even we assume that we have a solution of the system of equa-
tions (3.17), after 2!0?8 checks we can find a solution of (3.15) and (3.16)
with probability ~ 0.5. So we have the following statement. Similar can be
proved for NaSHA-(384,2,6) and NaSHA-(512,2,6).

Resistance to attacks that get all the additions to behave as XORs

Compression function of NaSHA-(m, k,r) use additions modulo 232 and
, XORs and left rotations, so we must to examine attacks that find values
for which additions in NaSHA-(m, k,r) behave as XORs. It is important
to mention the work of Lipmaa and Moriai [66], which constructed efficient
algorithms for computing differential properties of addition modulo 2", work
of Lipmaa et al [67], which constructed linear-time algorithm for computing
the additive differential probability of XOR, and work of Paul and Preneel
[113].

NaSHA-(m, k,r) is resistant to these kind of attacks, because it is using
extended Feistel networks, which incorporate operations with 8, 16, 32 and
64-bits operations and table lookups, instead of using only combinations of
32 or 64-bits words. Additionally, having in mind that compression function
of NaSHA-(m, k, ) is function from {0, 1}*" to {0, 1}*", at this moment it is
impossible to find concrete values of arguments for this function, for which
additions will behave as XORs.

264

Resistance to linear and differential attacks

Recent collision attacks on some hash functions [139, 137, 136, 138]
are in fact differential attacks that involves modular integer subtraction
or exclusive-or as a measure of difference and some kind of message modifi-
cation techniques. There are several strategies which one might employ to
attempt to prevent the success of these attacks. The first one is to attempt
to prevent the existence of any ”good” differential (a differential path that
leads to (near) collisions and holds with probability greater than 2-"/2),
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like wide trail strategy for block ciphers. The second strategy would be to
reduce the success probability of the attack with restraining the power of
the message modification techniques. A third possibility is to consider sit-
uations in which single message bits are going to affect multiple blocks or
maybe entire hash.

The NaSHA-(m, k, ) hash algorithm allows each bit of an input message
M to influence almost all bits of the resulting hash value. To verify this let
represent S as

$O = sSSP - 11851185158

We have that every bit from the bit string S influences all blocks S](-Hl)

with even subindexes (j = 2,4,6,...,2t) of the bit string S¢+Y. Namely,
by Step 6 we apply the transformations LinTr§i+2 and MT on S®. The
linear transformation besides diffusion spread out the influence of the bits.
The MT transformation is composition of A; and p(R.A4;) transformations.
Now, if b is a bit from a block Sj@ of S then all blocks of AZ(S(i)) from the

j+1-th until 2¢-th are influenced by b. After that, all blocks of MT (A;(S®))
will be influenced by b. So we have the following theorem.

Theorem 22 FEvery bit from the input message M influences all blocks of
the hash value NaSHA-(m, k,r)(M). o

Proor By the above mentioned considerations we have that each bit of M
influences all blocks with even subindexes of S®V). Since NaSHA-(m, k, ) (M) =
A4HA8H e |’A2t_4|’A2t, where A1HA2HA3H .o HAQt = (LinTT§Z+2(S(N))),
all blocks of NaSHA-(m, k,r)(M) are influenced by each bit of M. n

Much more than Theorem 22 is stating, the internal structure of the
quasigroup operation and the addition modulo 2" allows us to conclude that
almost all bits of the hash value are influenced by each bit of the input
message.

Also we have to stress out that our starting bijection has also good
resistance to differential attacks with differential 4-uniformity and good re-
sistance to linear attack with nonlinearity of 112. All these together give a
good resistance to any attack that will involve differential cryptanalysis.

Nonlinearity of 112 of starting function is inherited in constructed ex-
tended Feistel network in our implementation. From all this, we gain resis-
tance of NaSHA-(m, k, ) to any attack that will involve linear cryptanalysis,
but also we gain resistance to recent Cube attack of Dinur and Shamir [26],
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that can be applied to wide rang of cryptographic primitives which are pro-
vided as a black box (even when nothing is known about its internal struc-
ture) as long as at least one output bit can be represented by (an unknown)
polynomial of relatively low degree in the secret and public variables.

Cryptanalysis

For the early version of our implementation of NaSHA-(m, 2, 6) where def-
inition of leaders and constants were same for all m, there have been some
cryptanalysis for NaSHA-(384, 2, 6) and NaSHA-(512,2,6).

J. Li et al [51] have been given free start collisions for all versions of
NaSHA with examples and really interesting truncated differential collision
attack on NaSHA-512 with claimed complexity 2'92 of the attack. They
made a very interesting observation: that when a and x satisfy the conditions
(a)64__32 = —\(x)64_,_32, (a)gg =1and (a)31___1 = 0, the input difference Az =
0z00000000F FFFFFFF always lead to the zero output difference for the
calculation of (a4 x) *x ((x); denotes the i-th bit of x). For example, given
z=0xAAAAAAAA00000000, xg = OrAAAAAAAAFFFFFFFF and a =
025555555580000000, (a+x)*z = (a+xo)* o always holds no matter what
parameters are set for the quasigroup operation . S. Markovski et al [89]
confirmed that this attack has unknown probability, because attackers use a
system of three quasigroup equations with five variables. Their claim will be
true if this kind of systems always has a solution. But this is not true. There
are examples of these kind of systems with no solutions for quasigroups of
order 4.

I. Nikoli¢ and D. Khovratovich [106] have been given free-start collision
attacks on NaSHA with complexity of 232 and free-start preimage attack
on NaSHA-n with complexity of 27/2. With recent changes only this attack
will work and this will be only for 256 and 224 version of NaSHA.

3.2 Pseudo-random number generators

A pseudo-random number generator (PRNG) is an deterministic algorithm
for generating a pseudo-random sequence of numbers that approximates
the properties of random numbers. They are necessary in cryptography,
stochastic simulations, search heuristics, game playing etc, for generation of
keys, nonces, challenges etc. Pseudo-randomness comes from the fact that
the sequence is completely determined by a relatively small set of initial
values, called the PRNG’s state, which is initialize by random seed. Ran-
dom seeds are often generated from the state of the computer system (such
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as the time), a cryptographically secure pseudo-random number generator
(CSPRNG) or from a hardware random number generator. PRNGs need to
have very long periods and simple and fast software implementation. Com-
mon classes of these algorithms are the linear congruence functions and the
linear feedback shift registers, which have relatively small periods and are
highly predictable. Some newer PRNGs are Blum Blum Shub, Fortuna, and
the Mersenne twister. PRNG can be made also from other cryptographic
primitives as stream and block ciphers and hash functions. PRNG need to
satisfy some requirements:

— PRNG needs to pass many statistical randomness tests.

— Produced pseudo-random sequences do not contain identical consecu-
tive elements with a high probability.

— It should be impossible for any attacker to calculate, or otherwise
guess, from any given sub-sequence, any previous or future values in
the sequence, nor any inner state of the generator.

— It should be impossible, for an attacker to calculate, or guess from an
inner state of the generator, any previous numbers in the sequence or
any previous inner generator states.

Only PRNGs that meet the last requirement can apply in cryptography
for key generation, generation of nonces, salts etc.

Dimitrova and Markovski [25] propose one quasigroup based PRNG -
QPRSG with arbitrary large period and give analysis of which quasigroups
are appropriate to use in PRNGs. Let (@Q,#) be a quasigroup and then
choose a € @), so a*a # a. Then they apply k times the transformation E,
on string aaa ... or

EW(aaa...) = agk)agk)agk) e

The Theorem 4 provides that with the increasing of the k will also in-
crease the period of QPRSG. Also obtained sequences pass all statistical
randomness tests. From the numerical experiments made by authors, over
50% of the quasigroups have coefficient of period growth greater than half of
their order. Fraction of quasigroup with almost ideal period growth is very
small, but real. The QPRSG is CSPRNG if the quasigroup that was used
to build the generator remains unknown. The QPRSG further can be make
faster with parallelization and can be improved by using random starting
sequence bybobs ... instead of aaa. .. [73].
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Markovski et al. [80] have been proposed a new method for simulating
unbiased physical sources of randomness and improving the properties of
existing PRNGs, which is based on the quasigroup string transformations.
This method is flexible, highly parallel, with linear complexity and is capa-
ble of producing a random number sequence from a very biased stationary
source. In fact, it comes in two variants based on F— and E’'— quasigroup
string transformations, represented below. The input of each algorithm con-
sists of choosing quasigroup (@, *) of order s, fixed element [ from @ as a
leader, an integer k£ as the number of applied transformations and biased
random string bob1bs ... b;.

E-algorithm E’-algorithm
1. Fore=1tokdo L; < 1[; | 1. Fori=1to kdo L; « [;
2. j«0; 2. 7«0
3. do 3. do
b« bj; b« bj;
L1« Ly xb; L1« bxLq;
For i =2 to k do For i =2 to k do
L; «— L; x Li—q; L; < L;—1  Ly;
Output: Ly; Output: Ly;
Je=J+ 1 JeJt+ L
loop; loop;

The authors also made some recommendations about method’s param-
eters. For simulating unbiased physical sources of randomness, order s can
be arbitrary large and 4 < s < 256. The number k should be chosen by the
rule "for smaller s larger k” and its choice depends on the source. For highly
biased sources recommendation are ks > 512 and k£ > 8. For improving the
properties of existing PRNGs, the chosen quasigroup must be exponential.

3.3 Stream ciphers

Stream cipher is a symmetric key algorithm, which encrypt plaintext bits,
usually individual bytes (or bit), one at a time, using an encryption trans-
formation which varies with time. So, it gives different output for the same
sequence of plaintext. Stream ciphers typically are faster than block ciphers
and have lower hardware complexity. Because stream ciphers have limited
or no error propagation, stream ciphers may be advantageous in situations
where transmission errors are highly probable. They are mandatory when
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buffering is limited or when characters must be individually processed as
they are received.

Usually stream ciphers generate the so called keystream which is than
combined with plaintext stream by some combiner-type algorithms, which
in most cases is simple bitwise xoring operation (binary additive stream ci-
pher). Stream ciphers can be divided to synchronous and self-synchronous
or asynchronous. Synchronous stream ciphers generate the keystream in-
dependently of the plaintext and ciphertext. They are having no error-
propagation, which limits the opportunity to detect an error when decryp-
tion is performed, but more importantly an attacker is able to make con-
trolled changes to parts of the ciphertext knowing induced changes on the
corresponding plaintext. Also the sender and the receiver must be exactly
in step for decryption to be successful and for that aim, restoration of syn-
chronization is needed, usually by including "marker positions” in the trans-
mission. Errors in the transmission results in incorrect decryption until one
of the marker positions is received.

Self-synchronous or asynchronous stream ciphers use n bits of ciphertext
to generate the keystream so it has limited error propagation - the one-bit
error may produce incorrect decryption of the following n bits. They have
ability to resume correct decryption if the decrypting keystream falls out
of synchronization with the encrypting keystream. Big drawback of these
ciphers is that the attacker knows some of the variables being used as input
to the algorithm.

Some known stream ciphers are RC4, PANAMA, SEAL, Trivium etc.
Stream ciphers must have long periods, must not produce related or weak
keys and it must be impossible to recover the cipher’s key or internal state
from the keystream. Produced keystreams must not allow to attackers to
distinguish them from random noise.

One of the earliest quasigroup based encryption method is given in [123],
where a set of {L1,..., Ly} MOLS of order n is used. The secret key is pair
of different squares (L., Ly) and if the message is encoded as a pair (i, j),
it can be encrypted in the pair («, 3), that occur at the intersection of row
¢ and column j of the Latin squares L. and Lg. Decryption is done by
simple scanning of L. and Ly and because of the orthogonality, unique pair
of coordinates (7, j) will be obtained.

Another early attempt to use quasigroups for constructing stream ci-
pher, which is synchronous, is made by Koscielny [60]. For that aim, he
suggests to use quasigroup (@, o) obtained by isotopies from group, isomor-
phic to the additive group of GF(q) or cyclic group of order ¢ or Abelian
loop of even order ¢ (in [61] you can find several Maple 7 routines for gen-
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erating quasigroups isomorphic to the interior of: cyclic group of order ¢,
multiplicative group and additive group of a finite field GF(p") and their
isotopies). The quasigroup can also be represented as vector valued Boolean
functions. For creating the stream cipher, he also uses the two conjugates of
the given quasigroup, (Q,\) and (Q, /). Let mymams ... denote the stream
of characters of the plaintext, cicacs ... denote the stream of characters of
the ciphertext and kjkoks ... denote the keystream. The author suggests 6
ways for enciphering and deciphering:

C; :miok:i, my; :Cl/k’z

C; = k‘l omg;, Mm; = k‘z\Cz
ci = ki/mi, m; = c;\k
Ci:mi/ki, mi:cioki
ci =mi\ki, m;=ki/c;
C; = kz\ml, m; = k‘l O C;

If (@, o) is not associative, than m; can be mapped into 6 different char-
acters, which is a progress in comparison with the stream ciphers built over
GF(2) with XOR operation. The secret key may have five components: the
sequence of characters interacting with the stream of the characters of a
plaintext, the quasigroup (@, o) and three permutations needed to form the
conjugate quasigroups. One security argument is that the set of all isotopies
of a quasigroup of order q forms a group of order (q!)3.

Other early attempt to create quasigroup based asynchronous stream
cipher is given in Markovski et al. [76]. Let o be a quasigroup operation
defined on alphabet @ and let \ be its left division. The cipher stream is
obtained by simple e— transformation with fixed leader and decrypting is
done by d— transformation with the same leader. The secret key is the used
quasigroup. Several years letter, Ochodkova and Snasel [109] use exactly
the same method for encoding the file.

In Markovski et al [82] is given quasigroup based enciphering method,
where encryption is done by Tl(nn)ll— transformation and decryption with
opposite transformation. This is in fact asynchronous stream cipher. The
secret key are leaders [y ...l, and the order of e— or d— transformations in
encryption transformation, but quasigroup is publicly known. Interesting is
that the authors implemented this in the so called Ytalk 3.0.2 software for
on-line chat over Internet and for that aim they used quasigroup of order
128 with alphabet first 128 characters of ASCII table.
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In [114] Petrescu gives an enciphering method using ternary quasigroups,
which can be used as a asynchronous stream cipher. Let (@, a) be publicly
known quasigroup which will be used as a seed and as an isotope carrier.
Every ternary quasigroup (@, «) forms an algebra (Q, a, oy, ag, a3) with 4
ternary operation, satisfying the following identities

aa1(z1), w2, 23) = 21, ai(a(rr),r2,23) = 1
a(ry, ap(x2), x3) = 2, o(x1, (x2),x3) = T2
a(z1, o, az(x3)) = x3, ag(zr,x2, a(zz)) = 23

Let K = Q* x {1,2,3} be the key space. The key is represented as k =
ajagasagi and it determines another isotopic quasigroup (Q, 3) by

Bla1, w9, w3) = fala(fy (x1), f3 H(22), f5 (1)),

where f; = f,; are permutations on Q. Every key uniquely determines a

bijection Ei(mims...) = cica.. ., given below
1 =1 1 =2 1 =3
c1 = B(m1, a1, a2) c1 = B(air,my, az) c1 = B(a1, az,m)
ca = B(ma, a3, as) c2 = Blaz, ma, as) c2 = (a3, asg, ma)
j>2 j>2 j>2
¢j = B(my,cj—2,ci—1) | ¢ = Blcj—2,mj,cj—1) | ¢ = B(cj—2,¢j—1,m;)

Decryption function Eg(cica...) = mime... is defined as

1 =1 =2 1=3

my = 51(01,611,612) my = 52((11761,052) mi = 53(611,612701)

ma = B1(c2, a3, as) mao = (2(a3, c2,a4) my = (3(a3, as, c2)
j>2 7> 2 J>2

m; = Bi(c), ¢j—2,¢j—1) | my = Pa(cj2,¢j,¢i-1) | myj = B3(¢j-2,¢j-1,¢5)

The author gave an assemble implementation also, where the seed quasi-
group is defined as a(z1,x9, x3) = (1 —x2 +x3) mod 256 and f,(x) =x+a
mod 256.

Maybe the most famous quasigroup based stream cipher, which has been
intrigue the cryptography community for a several years is Edon80, designed
by Gligoroski et al. [42, 44]. It is one of the few left unbroken eSTREAM
finalists. Especially interesting about this cryptographic primitive is that it
uses 4 quasigroups of very small order, 4 actually, and it is still resisting to
all attacks. The authors claimed that 64 out of 576 quasigroups of order 4
are very suitable for using in Edon80, and they have chose the quasigroups
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with the lexicographic order 61, 241, 350 and 564. Only quasigroup 350 is
shapeless, 61 is commutative, 241 has left unit 1 and satisfy the identity
x ey (xe (ze (rey))) =y and 564 satisfy the identity x o3 (z e3y) = y.
Other algebraic properties of these quasigroups are examined in [135].

o [0 1 2 3 e |0 1 2 3 e|0 1 2 3 e|0 1 2 3
00 2 1 3 0|1 3 0 2 0]2 1T 0 3 03 2 1 0
12 1 3 0 1|0 1 2 3 1|1 2 3 0 1|1 0 3 2
21 3 0 2 2[2 0 3 1 2[3 0 2 1 2|0 3 2 1
313 0 2 1 3|3 2 1 0 3|0 3 1 2 3|2 1 0 3

Table 3.6: Quasigroups used in Edon80

Edon80 is a binary additive stream cipher, with average period of 2°F and

with three modes of operation: KeySetup, IVSetup and Keystream mode.
First two modes serve for initialization of the key and the initial vector IV.
The secret key is 80 bits long, and it is divided in 40 2-bits values, each
of them selects one of four quasigroup operations. Obtained IV is consists
also from 40 2-bits values vgv; . ..v3132100123 and it has the initial values
of the internal states ag...,ar9. Encryption is done in Keystream mode
and it starts with periodic string that has shape: 01230123...0123.... En-
cryption consists from 80 e—transformations, with initialized internal states
ap...,arg as a leaders. The output of the stream cipher is every second
value of the last e—transformation. In [38] one can find a proposal of adding
MAC functionality to Edon80. A related key attack on Edon80 is suggested
by Hell et al [49], with the complexity of 269, although this complexity has
been disputed by the Edon80 authors.

Another eSTREAM unbroken phase 3 candidate that uses quasigroups
is CryptMT v3 (Cryptographic Mersenne Twister), designed by Matsumoto
et al [92, 93]. Tt is a binary additive stream cipher over the set B = F§,
with period multiply of 219937 — 1. It uses combined generator, consisting of
two parts. The first part is so called SFMT (SIMD-oriented Fast Mersenne
Twister) generator, which generate 128-bit pseudo-number integer in one
step, and the second part is an uniform quasigroup filter with memory of
one wordsize. We are interesting in used quasigroup. Let @) be the ring
7./232 of integers modulo 232 and every x € @ corresponds to a 33-bit odd
integer 2z + 1 mod 233. Quasigroup operation o is defined as

oy =2xy+ x4y mod 2%

which is essentially the multiplication of 33—bit odd integers. This quais-
group definitely is too far from being shapeless. From the definition one can
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see that this quasigroup is associative, commutative, with unit 0 and has
several proper quasigroups (Table 3.7).

o | 0 231 —1 o | 0 232 — 1 o | 0 23
0 0 23T —1 0 0 237 -1 0 0 23T
23171 231 —1 0 23271 232 —1 0 231 231 0
o 0 231 —1 231 232 1
0 0 23T —1 231 257 1
231 -1 231 -1 0 232 -1 231
231 231 232 —1 0 231 —-1
232 -1 232 -1 231 231 -1 0

Table 3.7: Some proper quasigroups used in CryptMT quasigroup

3.4 Block ciphers

Block cipher is a symmetric key algorithm, which encrypts plaintext in
fixed-length groups of bits, termed blocks, with an unvarying transforma-
tion. Conventional block ciphers take two inputs: a key K € {0,1}]“
and a plaintext M € {0,1}" and produce a single output - a ciphertext
C € {0,1}". This can be represented as F : {0,1}* x {0,1}" — {0,1}" or
Er :{0,1}" — {0,1}", when the key is fixed. Each key selects one bijection
Ek(-) from the possible set of (2™)!. Decryption can be done by inverse
transformation E;', or for the message M, we have Ei ' (Ex(M)) = M.
There exist also “tweakable” block cyphers, which accept additional input
called the tweak T' € {0, 1}!. The tweak, along with the key, selects the per-
mutation computed by the cipher (Ek 7(-) is bijection). Role of the tweak
is to provide variability, unlike the key which provides uncertainty to the
adversary.

For encrypting messages larger than size of the block, a mode of opera-
tion and some padding rule are used. NIST [110] recommends the following
modes of operation for use with an underlying symmetric key block cipher
algorithm: electronic codebook (ECB), cipher-block chaining (CBC), cipher
feedback (CFB), output feedback (OFB) and counter (CTR) mode. Some
modes of operation, like OFB mode and CTR mode turn a block cipher to
work as a stream cipher and for them, the plaintext does not need to be a
multiple of the block size. For the ECB and CBC modes, the total number
of bits in the plaintext must be a multiple of the block size and for CFB
mode, the total number of bits in the plaintext must be a multiple of a
parameter,that does not exceed the block size. CBC and CFB mode start
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with initialization vector IV, for which it is important to be unpredictable,
and for OFB mode, IV can be nonce.

There is one interesting application of quasigroups, made by Gligoroski
[45], who proved that CBC and OFB modes can be represented as quasi-
group string transformations, and that OFB is special case of CBC mode
of operation where the encryption of a string of all zeroes is performed.
This implies that one can launch several attack scenarios against that inter-
changed use of CBC and OFB modes of operation.

Most block ciphers are constructed by repeatedly applying a simpler
function, termed the round function. This approach is known as iterated
block cipher where each iteration is termed a round. Most famous block
ciphers are DES, IDEA, AES etc. Currently, there are 3 approved block
ciphers: AES, Triple DES and Skipjack (EES).

One attempt to deploy quasigroups for block cipher is given by Carter et
al [10]. They introduce DESV - a version of DES in which XOR is replaced
by an arbitrary quasigroup operation defined by a Latin square, and also
they claim that reduced numbers of rounds can be safely contemplated.

3.4.1 Block cipher Alex’smile-(B, I, ()

Here we define the family of tweakable block ciphers Alex’smile-(B, I, G)
that works on 32-bit words. The parameters B, I, G denote block size in 32-
bit words (even number), number of rounds and the length of the key size in
bits (multiple of 32). Each round consists of two OT transformations going
in different direction through the string, followed by fixed left rotations.
Before the first round and after the last round there is classical whitening
with XOR, which is applied in several designs, e. g. Khufu/Khafre, DES-X,
Twofish, AES etc. Motivation for this is that every operations before the
first and after the last key manipulation does not contribute to the security
of the given cipher.

Generally, any Alex’smile-(B, I, G) block cipher transforms a plaintext
message block of length B words into a ciphertext block of same length by
using a secret key k of length G bits. It use one additional input, the tweak
T of length 128 bits, which purpose is only to provide variability. Special
algorithm for key expanding and key scheduling is used. It uses the secret
key k and the tweak T as an input. Expanded key consists of 2B + 81
subkeys words, denoted by K = K1Ks... Kopysr, where K;, € Z%Q.

Given a plaintext M = mimsg...mpg € (Z%Q)B we obtain the ciphertext
C=ccg... ... cp € (Z3%)P by using the following encryption algorithm.



3.4. Block ciphers 109

Encryption algorithm of Alex’smile-(B, I,G)
Input: A plaintext M = (ma,...,mp), an expanded key K = (K1,...,Kap+sr),
fixed constants for left rotations (1, ...,l2p—4) and
constants (RC1, ..., RCp) as 32-bit words.
Output: A ciphertext C' = (c1,...,cB).
1. for i =1 to B do b; < (K; ® m;) + RC;
2. for j=1to I do
¥1 = *Kp oy Kp(-nyrea A0 0L = OKp (1)1 Kp g (onyria
OTsy0,(b1,b2...bg) =a1,a2...aB
(Ir1,lra,lrs, ..., lrg) =
(Ir1(Kpt(j—1)143), Ir2 (Kt (j-1)143), 11, - - - IB—2);
for i =1 to B do b; <r,;
*¥2 = *¥KpLGonrys--KpirG-1I4s and oy = OKpy(i-1)r+5-Kpi-1)1+s
OT*2702 (CLB, ap—1 ... al) = bB7 bB_1 e bl
(ZTB+1, lTB+2, lT‘B+3, ceny lTZB) =
(Irp+1(Kpy—1y1+7): lrBr2(Kpt(j—1)147), 1B—1, - - . l2B—4);
for i =1to B do b; Kirg,;;
3. Fori=1to Bdoc; = KB+SI+2‘ D b;

Decryption is done by the following algorithm.

Decryption algorithm of Alex’smile-(B, I, G)
Input: A ciphertext C = (c1,...,cn), an expanded key K = (K1, ..., Koptsr),
fixed constants for left rotations (l1,...,l2p—4) and
constants (RC1, ..., RCg) as 32-bit words.
Output: A plaintext M = (mq,...,mp).
1. Fori=1 to B do bz — KB+81+i @Ci;
2. For j =1 down to 1 do
(l'I“B+1, l?"BJrz, er+3, ey ngB) =
(rp+1(KpyG-1)147), IrB+2(Kpy(j—1y147)s lB-1, .. - l2B-4);
fori=1to B do b; >y ,;
*2 = XK p G onres-Kaygonres A4 02 = OKp s Kpionigs
OT*;}OQ (bB, bg_1... bl) =aB,aB—1...0a41
(l'l“1, l’I“Q, l?"g, ey lTB) =
(Iri(Kpy-1y1+3)s r2(Kpr—1yrs), b, - - lp—2);
for i =1 to B do b; >>r;;
*¥1 = *Kpi o141 KBy(—1)1+44 and oy = OKpy(—1yr+1-Kpi(g-1)1+a
OT*I%OI(CH,G,Q .. .aB) =b1,b2...bB
3. FOrizltOBdOmi:(bi—RCi)@Ki

Let denote the Encryption (Decryption) algorithm by EAg (DAg). The
algorithms F Ay and DAy for fixed K can be considered as transformations
of the set QP and since

EAK(DAK(m1m2 .. mB)) =mimsy... Mg

and
DAk (EAg(mimsg...mp)) =mimsg...mp,
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we have

Theorem 23 The transformations EAx and DAk are permutations of

the set QP. O
| P (256 bits) |
K Ks
RC: RCs
OT transformation with keys [Kg-1, .. Ka-4] T

round

E

OT transformation with keys Kz, ... Kz:5]

|

| C (256 bits) |

g

:| {';lunrls

Figure 5: Alex’smile-(B, I, G)

Alex’smile has a special key expansion and key schedule algorithm, that
needs to provide 2B + 81 words for expansion key, where 41 > G/32.

Key expansion and key schedule algorithm of Alex’smile-(B, I, G)
Input: A key bytes k = (ko,...,kg/s—1), a tweak words (T1,...,Ts), N = G/32
an 8 X 8 S-box and round constants (RK1, ..., RKap+sr) as 32-bit words
Output: An expanded key K = (K1,..., Kapts1).
1. sum =0; Fori=0to N — 1 do
KKip1 = (kaits||kail|Faiv1||kaive) @ RKiqq;
sum = sum + K K;y1;
2. For i =5 to 2B + 81 do Ti = T{; mod )41
. From sum bytes (s1||s2||s3||s4) we make RS = (S(s4)]|S(s3)]|S(s2)||S(s1))
4. KKn41 = (RS + TN+1) ® RKnN+1;
KKni2 = (KKnN)<«s + (KKN-1)>5) ® RKNy2;
5. For it = N 4+ 3 to 2B + 8] — 1 step 2 do
KK = (KKi —2)«r + (KKi—1)»4) ® RK;
KKip1 = (KKi)«s + (KKi-1)s5) ® RKit1;
6. *1 = *0...0 and o1 = 00..0
OT*laol(KKhKKQ cee KKSQ) = Kl,KQ ... K39

[\
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It can be seen that the first N words are filled with bytes from the secret
key, which are then xored with round constants. We find the sum of the
first N words, and after that we produce the word RS from bytes of the
sum, taken in reverse order and mapped with the given S box. Next word
is obtained in special way, by the word RS, the tweak word and the round
constant. In this way, we diffuse all secret key bits in all next calculated
expanded key words with non-linearity of given S box. Every next word is
sum of the previous two words, where one is rotated to the left and one is
rotated to the right for fixed positions, xored with round constants. At the
end, we apply the OT quasigroup transformation with all parameters zeros
on obtained words, to produce the expanded key words. This transformation
can be done “on the fly”.

Implementation of Alex’smile-(8,2,G) for G € {128,192, 256}

We give the implementation of 256-bit Alex’smile-(8, 2, G) block ciphers with
key size of 128, 192 and 256 bits (G € {128,192,256}). One can use shorter
keys by padding them with zeros until the next larger defined key length.
This implementation is very flexible, fast and simple.

Quasigroup operations via extended Feistel networks

In every round, we use two different pairs of orthogonal quasigroup oper-
ations *; and o; (j = 1,2). In our implementation, orthogonal quasigroups
operations *; and o; are obtained from orthogonal orthomorphisms Fa; 5, ¢;
and Fflj, B,.C; (extended Feistel networks, j = 1,2) of the group (Z32, ®32),
by

x*jy =1z ®32 Fa; B;.0;(y)

zojy=1x®3 Fi 5 o)

We use the same S-box as NASHA (improved AES S-box with the APA
structure from Cui and Cao [12], given on Table 3.1) as starting bijection
and we define three extended Feistel networks Fy, v, c1s Fagpo.cos Fasbs,es
Z3° — L3° by

Fobic;(Ig]|rs) = (rs @ a;)]|(ls ® b ® S(rs @ ¢;)),

where [g and rg are 8-bit variables, a;, b;, ¢; are 8-bit words from the ex-
panded key which are used as parameters for selecting the quasigroup oper-

ation. Denote by f’ the bijection Fy, p; ¢y © Fugby.cs © Fg bg.cs + Za0 — Z35.
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Create the extended Feistel networks Fa; p; ¢; : 7Z3% — 73% and Fiﬁ B;.C;
(4 =1,2) by

Fa,.8;,0;(lisllr16) = (16 ®16 Aj)||(lis D16 Bj @16 f' (116 B16 Cy)),

where l16, 716 are 16-bit variables and A;, B;, C; are 16-bit words, also part
from the expanded key.

Definition of parameters to extended Feistel networks

The parameters of the used extended Feistel network F'4 g ¢ needed for
one pair of an orthogonal quasigroup operations * and o are obtained by 4
subkeys (SK1,SKy, SK3,SK,) from the extended key K. These dependen-
cies can be written as * = *gx, 9K, 5Kk 5K, and 0 = 0§k, SK, SK3 SK,- Lv-
ery subkey SK; can be represented as array of four bytes (sk;, , ski,, skis, Ski,),
where ¢ = 1...4. We have

ar||bi||crllaz = ski,[|ski,||skis|| sk,

ba||cal|as||bs = ska, ||k, |[ska,||ska,
cs||d||A = sk, ||sks,||(skss||sks, )
BI|C = (ska, ||skay) | (skay|[ska,)

Parameter d is used for calculation of the first two rotation values as
[d/32] and d%32, that are needed after every OT transformation.

Definition of constants

In Alex’smile-(8,2,G) we use several group of constants, all with pur-
pose to make harder the attacker’s job. 8 32-bits RC and 32 32-bits RK
constants, are given in hexadecimal as:

RC = 510e527 f, ade682d1, 9b05688c, 2b3e6cl f, 1 f83d9ab, fbA1bd6b,
5be0cd19, 1372179

RK = 2dd8a09a, 3cde3e fb, e0T688dc, 6 £166b73, 061a77a0, 60948dcd,
0c34aa2a, 315e01d5, 8adTeal8, 080559ce6, 785 F436, 4a0b9S £4, 9 £22535b,
26460748, 53a8c8ca, 56¢1288¢, 2547d84e, 9cede59d, 3¢1563a9, 317c57al,
9486eb50, c7dS037 f, T7341eda, d21e9a40, c0 £905d7, 41c9ch74, d648813e,
45121dbb, 6a09¢667, £3bcc908, chbb9dsd, c1059ed8
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After every OT transformation, we use left rotation of every state word.
First two rotation values are key dependent, but the other 6 are fixed. Fixed
rotations are given in the following Table 3.8.

i 112|3|4]5]|6 7 8 9 (10 | 11 | 12
Ir; 3145 |6 |7 |8]12]11 | 2 1 23 | 13

Table 3.8: Fixed left rotations

Design rationales

THE CHOICE OF THE STARTING BIJECTION. When we discussed
about NaSHA, we mentioned three S-boxes that where investigated: the
AES S-box [15], the improved AES S-box from Liu and all [68] and the
improved AES S-box with the APA structure from Cui and Cao [12]. For
the same reasons as there, we chose the last one. In case of suspicion of
a trapdoor being built into the block cipher, the current S-box might be
replaced by other two candidates.

THE CHOICE OF THE QUASIGROUP TRANSFORMATION. We
choose the orthogonal quasigroup string transformation mainly because of
the following Theorem, given in [101].

Theorem 24 Let OT be an orthogonal quasigroup string transformation
defined by two orthogonal quasigroups (Q,+*1) and (Q,*2). The restric-
tion OT; of the orthogonal quasigroup string transformation OT is a (t,t)-
multipermutation, for each positive integer t. O

Proor OT)isan (1,1)— and OT5 is a (2, 2)-multipermutation. We proceed
by induction, and assume that OT} are (k,k)-multipermutations for each
k <t. Let OTy(x1,z2,...,2¢) = (21,22,...,2t). We have OT;_1(z1, 22,. ..,

xp—1) = (21,22, ..., 2t—2,u) and (241, z¢t) = (u*12¢, uxoxy). By the induction
hypothesis, two different 2(¢—1)-tuples of the form (x1, zo, ..., x4-1, 21, 22, . . .
zt—2,u) cannot collide in any ¢t — 1 positions. Now, suppose that two different
2t-tuples of the form (z1,x2, ...,z 21, 22,. .., 2) collide in ¢ positions. The
collision cannot happen if £ — 1 of the positions contains some elements of
the set {z1,22,...,24_1,21,22,...,2—2}. So, the collision happens at z;_1,
z; and at some t — 2 elements of the set {xy,xo,...,x4_1,21,22,...,2t—2}.
From (z;_1, 2t) = (u*1 o¢, u*2 x¢), since z;—1 and 2; collide, there are v’ and
x} such that (2;_1,2¢) = (v %1 2}, u' o ;). But this is a contradiction with
the orthogonality of 1 and 2. m
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In the light of the latest linear and differential attacks to the crypto-
graphic primitives, the multipermutations are basic cryptographic tool for a
perfect generation of diffusion, because, by changing i of the inputs at least
n — i+ 1 of the outputs will be changed [127].

By changing the length of the string or the order of the used quasigroup
we can influent the orthogonal quasigroup transformation as multipermu-
tation. If we use larger string, we will obtain bigger multipermutation in
the sense of the parameter . If we use smaller quasigroups, we will obtain
again bigger multipermutation, but also we will have the influence of the
multipermutation on smaller group of bits.

Our OT quasigroup transformation is (8,8)—multipermutation in the
encryption-decryption algorithm, and (32, 32) —multipermutation in our key
expansion and key schedule algorithm. Used quasigroups are of order 232,

THE CHOICE OF EXTENDED FEISTEL NETWORKS. Quasigroup
operations in Alex’smile implementation are defined by extended Feistel
networks of the groups (Z,, ®,), where n = 16,32. There are several rea-
sons for choosing them. First, for the OT transformation we needed two
orthogonal quasigroups, and one way to obtain them is by orthogonal or-
thomorphisms. Extended Feistel network F'4 g ¢ has at least two orthogonal
orthomorphisms FX}BC and FXB’C. So, we choose the Fy p ¢ and FELB,C
for generating orthogonal quasigroups. Second, the extended Feistel net-
work has parameters that can be changed. We made these parameters to be
calculated from the expanded key, so, in that way we obtain different pair of
orthogonal quasigroup operations for every quasigroup transformation. We
already use this approach in NaSHA design. In this way we obtain keyed
quasigroups.

THE CHOICE OF FIXED ROTATIONS AND CONSTANTS. For defi-
nition of quasigroup operations we use bitwise xoring and table lookups. So
to avoid to have only xor operations and table lookups, we decide to use also
left rotation of every state word after the OT transformation and addition
modulo 23? of the state words and the constants. In this way it is much
harder for the attacker to analyze the cipher.

We use constants in key expansion and key schedule algorithm, also. In
that way we remove the symmetry that exists between the rounds, because
the round transformation is the same for all rounds.

To avoid suspicion of a trapdoor we reuse some of the constants from
NaSHA, but any other constants can also be used.
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THE CHOICE OF THE KEY EXPANSION AND KEY SCHEDULE
ALGORITHM. Our implementation use much more key words (32) than
it is provided by the actual key (4, 6 or 8). For that aim, we introduce a
key expansion and key schedule algorithm. In our algorithm we reuse the
S-box for high non-linearity and the OT matrix for high diffusion. This
algorithm has also another input, the tweak of length 128 bits, which is
used to obtain variability of encryption functions. With OT, we eliminate
the possibility of existing a pair of different secret keys that produce the same
expanded key. Key bits in every round are unique, so ”slide” attacks are
avoided. We decide not to use one-way function for generating subkeys, but
instead we use previous generated subkeys for generating the next subkeys,
together with predefined round constants. In this way we achieve fast key
expansion and avoid symmetry, with minimal amount of storage for keeping
the precomputed key material. Also we believe that possibility of existence
of weak or related keys is very small.

The key expansion and key schedule algorithm has been chosen in that
way that knowledge of a part of the secret key or round subkeys bits shall
not allow determination of many other round subkeys bits. Also, important
was not to allow full determination of round subkeys bits differences from
the secret key differences.

length of the key 128 bits 192 bits 256 bits
key =0 min = 39% min = 39% min = 35%
tweak = 0 avg = 46.22% | avg = 44.63% | avg = 42.50%
maz = 53% maz = 51% maz = 54%
sd = 2.42 sd = 2.81 sd = 3.73
key = rand min = 41% min = 38% min = 35%
tweak = 0 avg = 46.56% | avg = 44.39% | avg = 42.31%
maz = 52% max = 58% maz = 53%
sd = 2.36 sd = 2.99 sd = 3.52
key =0 min = 41% min = 38% min = 35%
tweak = rand avg = 46.29% | avg = 44.46% | avg = 42.34%
mazx = 52% max = 53% maz = 53%
sd = 2.30 sd = 3.00 sd = 3.69
key = rand min = 41% min = 35% min = 34%
tweak = rand avg = 46.39% | avg = 44.60% | avg = 42.70%
maz = 54% maz = 53% maz = 54%
sd = 2.32 sd = 2.62 sd = 3.67

Table 3.9: Avalanche effect of expanded key, when the secret key and the
tweak are with all zeros or randomly generated

We reuse OT' quasigroup transformation with all parameters zeros, to
obtain high diffusion of the secret key bits in all expanded key bits. Our
analysis shows us that by changing one bit in the secret key, we obtain more
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than changed 46% expanded key bits for 128 bit keys, 44% expanded key
bits for 192 bit keys and 42% expanded key bits for 256 bit keys. All results
are given in Table 3.9. This is close to ideal, but it is enough diffusion for
protection from some slide and key-related attacks.

Avalanche effect

length of the key 128 bits 192 bits 256 bits
key =0 min = 42% min = 39% min = 39%
message = 0 avg = 49.81% | avg = 49.83% | avg = 50.01%
tweak = 0 maz = 58% maz = 57% maz = 58%
sd = 3.39 sd = 3.20 sd = 3.37
key =0 min = 40% min = 40% min = 38%
message = 0 avg = 50.03% | avg = 49.48% | avg = 49.78%
tweak = rand maz = 58% maz = 61% max = 57%
sd = 3.24 sd = 3.15 sd = 3.35
key = rand min = 40% min = 38% min = 41%
message = 0 avg = 49.90% | avg = 50.23% | avg = 49.74%
tweak = 0 max = 58% mazx = 57% mazx = 56%
sd = 3.40 sd = 3.36 sd = 3.23
key = rand min = 42% min = 41% min = 41%
message = 0 avg = 50.16% | avg = 50.19% | avg = 49.97%
tweak = rand maz = 58% max = 60% mazx = 59%
sd = 3.25 sd = 2.95 sd = 3.22
key =0 min = 41% min = 42% min = 41%
message = rand | avg = 50.02% | avg = 49.91% | avg = 49.91%
tweak = 0 max = 58% maz = 59% mazr = 62%
sd = 3.17 sd =3.13 sd = 3.34
key =0 min = 42% min = 41% min = 42%
message = rand | avg = 49.95% | avg = 50.18% | avg = 49.77%
tweak = rand maz = 59% maz = 60% maz = 57%
sd = 3.18 sd = 3.18 sd = 3.21
key = rand min = 40% min = 41% min = 41%
message = rand | avg = 49.65% | avg = 49.68% | avg = 50.18%
tweak = 0 max = 59% maz = 58% maz = 58%
sd = 2.98 sd = 3.24 sd = 3.11
key = rand min = 40% min = 40% min = 41%
message = rand | avg = 50.05% | avg = 50.65% | avg = 49.83%
tweak = rand max = 58% mazx = 60% mazx = 57%
sd = 3.36 sd = 3.46 sd = 3.00

Table 3.10: Avalanche effect of 256-bit message block, when the message
block, secret key and the tweak are with all zeros or randomly generated

We tested the avalanche propagation of one bit differences in the en-
cryption function of Alex’smile-(8,2,G) for G € {128,192,256}, in 8 cases:
when the message, the key and the tweak consist of all zeros or are randomly
generated. We present in Table 3.10 the obtained results for 256-bit message
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block, where minimum, average and maximum different bits and standard
deviation are given. One can see that in every case the Hamming distance is
around m/2, or one bit difference of input bits produces about 50% different
output bits, as it would be expected in theoretical models of ideal random
functions.

Resistance to slide and key-related attacks

To understand the resistance of the Alex’smile-(8, 2, G) to many attacks,
first, it is necessary to consider how key material is used in it. Beside
the usual whitening, we use round subkeys for producing keyed orthogonal
quasigroup operations for every OT transformation. To obtain one pair
of keyed orthogonal quasigroup operations, we use 4 expanded key words.
Only 120 out of the 128 bits, are used for quasigroups, and the rest 8 bits
are used for definition of two rotation values.

Let Fapc : Z3" — Z2" be an extended Feistel network created by
a bijection f : Z§ — Z%. In general, let exist A,B,C and A, B’,C’ in

5 so the following equation is true Fa pc(l,7) = Far.p c(l,r) for every
(I,7) € (Z3)2. We have

roAleoBaofroC)=@raAleoB o f(rod)).

From here we have A = A’ and B&B' = f(r&C)® f(r&C’) = K, where K
is a constant. Let C @ C’ = R, where R is a constant. If we write r =t&® C,
we obtain f(t) @ f(t ® R) = K, for every ¢.

Delot sto sleduva so prasalnici ne mi e dokazan. Treba da najdam za
edna OT transformacija kolku razlicni kvazigrupi moze da se generiraat,
pa posle ke ja krenam verojatnosta na stepen 4. Za prethodnoto sakam da
dokazam deka vazi samo koga K=01 R=0. Ako toa vazi delot so verojatnosti
248 ke bide tocen. Delot so 224 e sigurno tocen, poradi toa sto proveriv so
programa za nasiot Sbox. Isto taka ako se zeme i f da e druga startna
biekcija g, se dobiva slicno deka B® B’ = f(r& C) @ g(r® C') = K. I ova
mi e problem da go dokazam ili samo da go ogranicam.

??7?7The final extended Feistel network Fs g ¢ : Zgz — Z§’2 is unique
determined by the three 16-bits words A, B and C and its starting bijection
f'. For a given starting bijection f’ there are 28 different extended Feistel
networks F'y p ¢ and the same number of different quasigroups of order 232,
8-bits parameters a;, b;, c;, uniquely determine the extended Feistel network
Fu, b, e (i =1,2,3), so we have 224 different extended Feistel networks of
this kind. The composite bijection f’ is not necessary unique, but because



118 Chapter 3. Cryptographic primitives with quasigroup transformations

of the previous, there are at least 224 different compositions f’ (the number
is much larger, but smaller than 272).??

One can notice that, because the key expansion and key schedule algo-
rithm use the (32, 32)—multipermutation OT', there is no pair of keys k and
k' that gives the same expanded key sequence. So it is very unlikely that a
pair of equivalent keys (a pair of secret keys that encrypt all plaintexts into
the same ciphertexts) exists. Pairs of inverse keys k and k', that have the
property to give always the original message after two encryptions, first with
k and then with &/, are also unlikely to exist at all. The same is true also for
self-inverse keys, which are keys for which encrypting a block of data twice
with the same key gives back the original data. We also have not found
simple relations between the key, message and cipher, and strongly doubt
that they exist. So, we can give a conjecture, that Alex’smile-(8,2, G) does
not have weak keys.

3.5 Public-key algorithms

Public key algorithms encrypt messages using a nonsecret key. They are
much slower than symmetric key algorithms, so they are usually used for
key agreement and key management between two communication parties,
and then, the actual communication is continued by some symmetric fast
block or stream cipher algorithm.

In a public key encryption scheme a pair of encryption key and de-
cryption key (public and private key) is generated for each user, and all
the encryption keys are made public (decryption key is private key for the
user). When sending a secret message to a receiver, the sender encrypts
the message with the receiver’s public key. Receiver decrypt the message
with his private key. So, a public key encryption scheme is comprised of
three algorithms: a key generation algorithm, an encryption algorithm and
a decryption algorithm.

The design of a public key cryptosystem can be based on a trapdoor
one-way function. A trapdoor one-way function is a function f onto a set
X that anyone can compute efficiently; however inverting f is hard unless
one is also given some ”trapdoor” information. Construction on trapdoor
function can be based on the hardness of discrete logarithm problem, on the
difficulty of integer factorization, on the discrete logarithm problem in an
additive group of points defined by elliptic curves over finite fields, on error
correcting codes, on multivariate quadratic polynomials, etc. Some examples
of public key encryption schemes are: RSA public key encryption, ElIGamal
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public key encryption, McEliece public key cryptosystem, Rabin’s digital
signature method, Goldwasser-Micali encryption scheme, Blum-Goldwasser
probabilistic public-key encryption scheme, etc.

In practice, it is very important to have certificates for users public keys.
In order to certify public keys, the notion of a public key infrastructure -
PKI has been developed, which is usually based on some general standard,
such as X.509 or EMV. When certificates are required, it is often necessary
to provide means for verifying whether a certificate has not been revoked
for some reason. This is handled by means of revocation lists or on-line
inquiry protocols regarding the status of a certificate. You can find more
for public-key cryptography in any cryptographic book, like [132, 33].

In 2000, NIST approved Digital Signature Standard (DSS), which spec-
ifies three FIPS-approved algorithms for generating and verifying digital
signatures: Digital Signature Algorithm (DSA), RSA and Elliptic Curve
DSA (ECDSA).

One of the early attempts to make quasigroup based public-key algorithm
is made by Keedweel [55]. He uses C'I—quasigroups (Q, o) with long inverse
cycles for that aim. A key distributing centre would be established and
only it will have knowledge of the long inverse cycle and would use it to
distribute a public key ¢’ € @ and a private key cé‘“ € @ to each user Uj,
where Jc}' = c}‘“. Every user can perform the needed quasigroup operation
o. When user U; wish to send a message m to user Uj, he would send cj' om,
and U; with his private key c;-”l will decipher as (¢} om) o c}”‘l =m. The
key exchange can be done without the key distributing centre also, if sender
and receiver have both knowledge of J. Then sender will choose randomly
c* € @ and he will send it together with the ciphertext c*om to the receiver.
The receiver will use .J to obtain the c“™! and to decrypt the message. Big
drawback of these methods is that if the attacker knows the permutation J,
he can decipher any encrypted message.

Koscielny and Mullen [62] tried to built a quasigroup-based public key
cryptosystem with help of its previous defined stream-cipher [60], but this is
not public-key cryptosystem in a real sense. There is no public and private
keys, but only encryption and decryption procedure in which random k,
bytes, as public portion of the key, are used for initial condition of used
PRNG, for obtaining the keystream K. Used quasigroup is also part of the
secret key. Everybody with knowledge of used quasigroup and k, can obtain
the secret key K and can do decryption or encryption. At the end, security
of this cryptosystem reduce to secret quasigroup.

The public key stream cipher based on quasigroups is given by Gligoroski
[34] and interesting, according to the author, its speed can be comparable
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with the fastest symmetric key stream ciphers. It uses the ElGamal al-
gorithm in the initialization phase and E—transformations for encryption,
with appropriate D—transformation for decryption. The cryptographical
strength of the proposed stream cipher is based on the fact that breaking
it would be at least as hard as solving systems of multivariate polynomial
equations modulo big prime number p which is NP-hard problem and there
aren’t any fast randomized or deterministic algorithms for solving it.

The used quasigroup (@, o) is defined by permutation in the set of Zy,
where p is a big prime number with more than 1024 bits. The permutation
is produced by fx(j) = mod p, where 1 < K < p— 2,

1
1+(K+j) mod (p—1)
and then the quasigroup operation is defined by ioj =i - fx(j) mod p. For

decryption, we need the left parastrophe (Q,\), which is defined as

N gK(i’j)v gK(iaj) #0
i\j = { p—1, gr(i,j) =0 (3.26)

where gx(i,7) = ((- 57! mod p) — 1 — K) mod (p — 1). So, the session key

consists of number K, which determine the quasigroup and k leaders. As a
prime, one can use a prime numbers of the form p; = 28 + 3 (for example
p213 and pes1 are prime numbers with 1704 and 2008 bits respectfully).

The first trapdoor one-way function that use quasigroup string transfor-
mations with multivariate quadratic quasigroups (MQQ) is given by Glig-
oroski et al [47, 41]. This is a new class of trapdoor functions for building
public key cryptosystems by multivariate quadratic polynomials. Obtained
public key algorithm is a bijective mapping, it does not perform message
expansions and can be used both for encryption and signatures. The speed
of encryption of this scheme is similar to other M(Q schemes, and the speed
of decryption is in the range of 500-1000 times faster than the most pop-
ular public key schemes. Unfortunately, this cryptosystem was successfully
broken by Mohamed et al [104] by modified version of MutantXL algorithm.

Sufficient conditions some quasigroup (@, o) to be MQQ is given by the
following Theorem.

Theorem 25 [}7] Let A1 = [fijlaxd and A2 = [gij]axa be two dxd matrices
of linear Boolean expressions, and let b1 = [u;]qx1 and bz = [v;]ax1 be two
d x 1 vectors of linear or quadratic Boolean expressions. Let the functions
fij and u; depend only on variables x1,...,xq, and let the functions g;; and
v; depend only on variables xqy1,...,Toq. If

Det(A1) = Det(As) = 1 in GF(2) (3.27)
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and if
A1 (Tgi1, - m00)t +b1=As - (z1,...,29)7 +ba (3.28)
O
then the vector valued operation *,,(z1, ..., T2q) = A1-(Tqi1, .-, T24) +by

defines a quasigroup (Q, ) of order 2% that is MQQ.

The authors give heuristic algorithm for finding MQQ of order 2¢ and of type
Quadg_y Ling and with it, they generate two sets of MQQ of type Quad4Ling
and QuadsLing are generated with more than 220 elements each (prepro-
cessing phase). A generic description for this scheme can be expressed as:
ToPoS:{0,1}" — {0,1}" where T and S are two nonsingular linear
transformations, and P’ is a bijective multivariate quadratic mapping on
{0,1}™. T and S together with 8 chosen MQQs *i,...,*g form the private
key. The public key consist of set of n multivariate quadratic polynomials
with n variables P = {P;(z1,...,z,) | i = 1,...,n}, where n = 140, 160, . ..
and its size is n- (14 %) bits. Generation of these polynomials is done by
e-transformation with chosen quasigroups and bijection of Dobbertin, with
requirement - minimal rank of quadratic polynomials when represented in
matrix form to be at least 8. Encryption is done by direct applying of multi-
variate quadratic polynomials over a vector = = (z1,...,2y), i.e. y = P(x).
Decryption is done by using of 7!, S~1, Dobbertin inverse and left paras-
trophes \; of the quasigroups *;, i« = 1,...,8. In fact, the owner of the
private key need to store left parastrophes of key’s quasigroups.

3.6 Some other cryptographic primitives

Marnas et al [90] have been suggested a new quasigroup based transforma-
tion scheme for All-Or-Nothing encryption (Rivest [118]). AON transforma-
tion is used for pre-processing of the message into pseudo-message, before
the encryption, achieving that it is computationally infeasible for the at-
tacker to decrypt the message if any of the pseudo-message block is missing.
Quasigroup modification uses a quasigroup (Q,o) of order 256 represented
as a permutation in the set of Q = Z3,, with which they encoded ASCII
table, with one difference, 256 stands for 0. The message is transformed in
pseudo-message by one e—transformation using fixed leader [. The message
needs to be encrypted is constructed as

message to encrypt = leader [ + 1st row of the quasigroup +
pseudo-message
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and it is only 257 B longer than original message. Then the actual encryption
takes place with any known algorithm. On the other side, the actual decryp-
tion is done first to obtain the pseudo-message. After that, the quasigroup
(Q,\) is formed first, and then decryption is done by using d—transformation
with the same leader [.

The authors did not mention one thing, that with their modification,
the basic idea of AONT is violated. The attacker can start with decrypting
without knowing all pseudo-message blocks. For example, if he knows only
those blocks that contains the quasigroup and the leader, he can starts
decrypting character by character only if he obtains characters in right order.

In [124] Satti gives an quasigroup based cryptosystem, which can be used
as stream or block cipher, that involves the Trusted Authority. This cryp-
tosystem is not elaborated enough. Encryption use only E,(L?) p, — transfor-
mations. The main difference from previous designs is that it uses different
quasigroup operations for every transformation. First half of e— transfor-
mations are made by different isotopies of one smaller quasigroup, and the
second half by different isotopies of one bigger quasigroup. Also he suggests
one not very practical way of implementing the cipher. He suggests sender
and receiver to have stored one smaller quasigroup and all their isotopies as
an array, and the same for the bigger quasigroup. Even more quasigroups
and their isotopies must be changed in regular intervals. The choice of the
quasigroups and isotopies indexing is issued by the Trusted Authority in
regular intervals. The Trusted Authority use some algorithm for generat-
ing order of quasigroups and indexes of isotopies. The secret key consists
of the leaders (hidden keys) and is produced by some algorithm in both
communication parties.

3.7 Summary

Our contributions in this chapter are:

— a survey of quasigroup based primitives like hash functions, block and
stream ciphers, PRNGs, public-key cryptosystems etc;

— new quasigroup based family of hash functions NaSHA-(m, k, 7);

— implementations of NaSHA-(m, 2,6) hash functions for
m € {224,256,384, 512}

— a new quasigroup based family of tweakable block ciphers Alex’smile-
(B,1,G);
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— implementations of Alex’smile-(4, 2, G) block ciphers for G € {128,192, 256}.
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Chapter 4

Conclusions and Future Work

In the summary we answer the research questions posed in the introduction.

— What properties should have some quasigroup, so it can be used as
non-linear building block in cryptographic primitives and it can con-
tributed to the defence of linear and differential attacks?

When we try to find quasigroups suitable for cryptography in this sense,
we started from shapeless quasigroups, defined by Gligoroski et al. [43].
Additionally we investigate the prop ratio tables and correlation matrices
of quasigroups and some quasigroup transformations to answer this ques-
tion and we introduce a new classification of quasigroups. In the light of
the recent linear and differential attacks we extend the notation of shape-
less quasigroups to perfect quasigroups. It is important used quasigroups to
be non-linear vector valued Boolean functions without any linear component
Boolean function, without nontrivial difference propagations with prop ratio
1 and restriction weight of 0 and with every nonzero output selection vector
correlated to more than one input selection vector. This is the stronger re-
quirement and this is needed especially in the cases when we use quasigroup
without any quasigroup transformation. If we use quasigroups with quasi-
group transformation usually it is enough quasigroup to be only shapeless,
and still to have defence to differential and linear attacks. Sometimes even
a quasigroup with some structure is preferable or structure does not affect
the security. In other cases quasigroups with additional restriction to the
structure maybe needed, as not to be semisymmetric or Stein quasigroup or
Schroeder quasigroup, etc. Also, some cryptographic primitives need special
kind of quasigroups. For example, when the period of produced sequences
is important, like for PRNGs and stream ciphers, quasigroup must be expo-
nential.

125
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— How to generate and how to compute fast operation of huge quasi-
groups?

We suggest a new hybrid method for definition of huge quasigroups. It
integrate the known cryptographic building block, a Feistel network with
orthomorphisms and Sade’s diagonal method for constructing quasigroups.
The complexity of our algorithm for construction of quasigroups of order
22" is O(log(logk)). We use group (Z,,®y,) as an example. But extended
Feistel networks from other group need to be investigate also.

— What kind of features have huge quasigroups obtained by new con-
struction method?

We examined quasigroups obtained by the extended Feistel networks on a
group (Zy,@®,) and proved that they can not be perfect quasigroups, but
only shapeless. These quasigroups are anti-commutative, non-associative,
without left or right unit, Shroeder quasigroups, and from the choice of start-
ing bijection, we can influence on property quasigroup to be idempotent, or
to satisfy the identities of the kinds z(... * (z*y)) =y, y = ((y*x) % ...) * .

——— ———

Quasigroups produced by extended kFeistel networks F'4 ¢ deﬁrlfed on
Abelian group (Z,,, ®,) are weak-restricted, correlated and weak non-linear,
but Ff" B.C produces much better quasigroups which are non-correlated and
pure non-linear, but steel weak-restricted quasigroups.

— In which way to use huge quasigroups as building blocks of crypto-
graphic primitives?

The best way to use quasigroups as building blocks for cryptographic prim-
itives is as part of some quasigroup transformation. We showed this by
designing NaSHA, a new family of cryptographic hash functions and Alexs-
mile, a new family of block ciphers.

As future work, it is interesting to analyze quasigroups obtained by ex-
tended Feistel networks from other groups, for example dihedral groups.
Also it is interesting to find a way to generate and compute fast opera-
tion of huge n-ary quasigroups, with n > 2, but also to investigate n-ary
quasigroups as vector valued Boolean functions, their prop ratio tables and
correlation matrices etc. One can try to build quasigroup transformation
with n-ary quasigroups. Finally, it is interesting to analyze security of cryp-
tographic primitives obtained by n-ary quasigroups and quasigroup trans-
formations.
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