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JAururasiHara (l)OpEH3I/lKa U AUTUTAJIHUTE JOKA31 BO KPDUBHUYHA

MNoCTallKa

AIICTPAKT

CBesmouu cMe geka UHTepHeTOT Jajie HOBa reorpadpcka AUMeH3Hja Ha KPUMHUHAJIOT,
,OpHILIEjKU" I'M HalMOHAJIHUTe rpaHULM Ha Ap:kaBuTe. O oBUe NPUYKHH, YTBPAYBAKETO HA
MEeCTOTO Ha MU3BpIIyBake Ha KPUBUYHOTO JieJI0 U UJeHTUQUKYBAaeTO Ha CTOPUTEJIUTE Ha
KpPUBHUYHH Jles1a 0J] 06J1acTa Ha KOMIjYTEPCKUOT KPUMUHAJ € BUCTUHCKU NpeJu3BUK. LlesTa Ha
OBOj TPYZA € Jia AaJieMe eJleH KpaToK NperJie/i Ha JUrutTaaHaTta popeH3HKa co LieJl HIpaBUJIHO Jia
r'4 gepuHUpaMe AUTUTAJHUTE [0Ka3H, IOHATAMy Jia I'M ejJabopupaMe OCHOBHUTE MPUHLMIU
KOHU LITO Ce OJHeCyBaaT Ha eBa/lyalljaTa U akBU3HLIMjaTa Ha OBHe JI0Ka3Hy, Ja ' AepUHUpaMe
MOXXHHUTE U3BOPHU Ha JAUTUTAJHHU [J0Ka3U U KOHEYHO Jia r0 WIyCcTpUpaMe TPeTMaHOT Ha OBUeE
JI0Ka3u BO MaKeJJOHCKOTO KPUBUYHO 3aKOHOZABCTBO 3a Jla MOXeMe /Jia JlaJieMe Npenopaky 3a
uctoTo. KoHeuyHo, 11e/1Ta Ha 0BOj TPY/, € Jla yKaXke Ha HEONXO/JHOCTA OJ1 a/leKBAaTHO U NMPELU3HO
,OCOBpeMeHYBake" Ha 3aKOHCKUTe O/peAbH Ha MaTepHjaJlHOTO M NPOLECHOTO KPUBUYHO
3aKOHO/IaBCTBO U TOA He e CaMo 3apa/ii Npely3Ha MHKPUMHUHALMjA UJIM HABPEMEHO U N0JIECHO
OTKpHUBambe Ha CTOPUTEJIMTe Ha KPUBHUYHU Jiesla of; 06J1acTa Ha KOMIjYTEPCKUOT KPUMHUHAJI,
TYKY Y 3apaJy UCKOPUCTyBake Ha MPeJHOCTUTE KOU T'M JjaBa ynoTpebaTa Ha KOMIIjyTepUuTe U
Ha JI0Ka3uTe KOH IITO MOXaT Jia ce 06e36eaT BO AUruTanHa ¢opma.

KilyyHu 360pOBH: AUTMTA/JIHU J0Ka3W, AUrMTasHa $OpeH3UKa, AUTMTAJHA UCTpara,

KpHUBUYHA [TOCTAMKa, KOMIjyTEPCKH KpUMUHaJ, MakeJOHCKO 3aKOHO/LABCTBO.

Digital forensics and digital evidence in criminal procedure
ABSTRACT

Internet has given a new geographic dimension of crime by “removing” national borders
of states. Therefore, the location of the crime scene and the identification of perpetrators or
executors of cybercrime became a real challenge. The purpose of this paper is to give a brief
overview of digital forensics in order to define digital evidence, to define the possible sources of
digital evidence, to elaborate the basic principles relating to the evaluation and acquisition of

these evidence so we can finally illustrate the handling of these evidence in the Macedonian
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criminal legislation in order to give recommendations for the same. Finally, the purpose of this
paper is to point out the necessity of adequate and accurate "modernization” of the statutory
provisions of our substantive and procedural criminal law. This isn’t only because of the need of
precise and accurate incriminations or for timely and easier detection of perpetrators of
cybercrimes, it's also for using the advantages provided by the use of computers and the
evidence that can be provided in digital form.

Key words: digital evidence, digital forensics, digital investigation, criminal procedure,

cybercrime, Macedonian legislative.

3aKJIy4yoK

llenTa Ha O0BOj TpyJ € MNpeKy IpUKaKyBawke Ha TreHepa/lHUTe JepUHHULHUMU 3a
AUTHUTAa/JIHATA cbopeH3m<a U AUTHWTA/JIHUTE [OOKa3u OJf KOMIIAPATHUBHUTE 3aKOHO/JABCTBA4,
UJeHTUOUKYBabe Ha MOXKHUTE M3BOPU HAa JUIMTAJIHU JJOKa3H U KOHEYHO eslabopupame Ha
OCHOBHHMTe NPUHUMIIM KOM IITO Ce OJHEecyBaaT Ha eBaJjyalidjaTa U aKBU3HWLHjaTa Ha OBUE
JloOKa3d Ja ro INpUKaKeMe TPeTMaHOT Ha OBWEe [J0Ka3d BO MaKeJOHCKOTO KPUBUYHO
3akoHoJaBcTBO. CorsieyBajku TI'M CcUTe CJ1abOCTHM Ha HalleTO Ka3HeHO IPOLEeCHO
3aKOHO/IaBCTBO KOTa CTaHyBa 300p 3a AUTUTAJIHUTE J0Ka3H, Ha MUC/Iebe CMe JleKa BO 3aKOHOT
3a KpUMBMYHa nocTanka Ha PM Mopa jacHo nma 6uze paseHa JeduHuLMjaTa 3a Toa LITO
npecTaByBa JUIMTAJIHUOT JI0Ka3 KaKO M IOCTalKaTa Ha cobMpambe, paKyBalbe M YyBambe Ha
OBHe JI0OKa3W M IOCTankaTa Ha ¢QopeH3WYKa aKBHU3MLMja M aHaJM3a Koja mojpa3dupa
OTKpHBatbe, 06e36e/lyBambe U U3BeJyBalbe Ha JUTUTAJHUTE JI0Ka3U BO JJ0OKa3HATa MoCTalKa.
HcTo Taka cMeTaMe JieKa e HEONXO0/JHO OCTOEHETO Ha KOHKPETHU NMPUHLMIMN BP3 OCHOBA Ha
KOM Ke ce BpIIM eBaJsyaljyjaTa Ha JUTHTAJHUTE JOKAa3H BO CyJcKaTa MocTanka. KoHedHo,
cMeTaMe Jieka e HeMUMHOBHO Jla 6ugat npegsuzsenu I0CE cranzapuTe co 1es fa ce oCUTypu
MO>KHOCTA 3a Ipe3eHTUpame Ha JUTHTA/THUTe JOKa3H, 06e36ejeHH BO MakeJ0HHja, Ipes CyJ

BO CTpaHCKa Jp?KaBa.

Conclusion

The purpose of this paper was to give a brief overview of the general definitions on
digital forensics in order to define digital evidence in the comparative jurisdictions, to identify
the possible sources of digital evidence and to elaborate the basic principles relating the
acquisition and evaluation of these evidence in order to show their treatment in the Macedonian
criminal legislation. Because of all the flaws in our criminal procedure law when it comes to
digital evidence, we are of the opinion that our Criminal procedure Law must be amendment
with definition on what is digital evidence and to give a precise procedure for the collection,

handling, storage and presenting these evidences on the evidentiary hearing before court. We



also believe that it is necessary to implement the specific principles that address the evaluation
of digital evidence in judicial proceedings. Finally, we believe that it is of a great importance the
implementation of the IOCE standards in our criminal procedure law in order to ensure that the
digital evidence that had been seized in our country to be admissible before a court in a foreign

country.
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