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Ana BaHoBcKa

BE3BEJHOCT BO WINDOWS 7

AbcTpakT: Bo cekoj omeparuBen cucrteM Ha Windows ma u Bo Windows 7
roJIeMO BHUMaHHE Ce MTOCBETYBa Ha YCOBPIIyBame Ha 0e30e1HoCcTa, I0I00pyBame
Ha WHTEP(HEJCOT, TMOKPATKH M TIOSHAHOCTABEHW YEKOPH 3a MEHAlUMpame Ha
COIpKuHU U.T.H. Bo 0BOj Tpy1 ke ce 3aapkume Ha 0e30eAHOCTa Koja € MpUM eHeTa
Bo Windows 7 omepaTHBHUOT CHCTEM CO IENl Jla C€ YBHJAT JOOPUTE U JIOIIUTE
crparn. Ke ro o6jacumme Windows 7 Action Center, Windows Firewall u
Microsoft Security Essentials. Ckopo cexoja rondHa KOMIIjyTepCKUTE OlepaTHBHU
cucTeMH ce OOHOByBaaT M HajArpaayBaaT. HOBHUTE TEXHOJOTHH, HOBHUTE
alUTMKallMd HOCAT HOBHM 3aKaHW, W TPUHYACHH CME Ha HOBHM MEXaHU3MH 32
3aITUTA U OAPKYBahE Ha OMEPATUBHUTE CUCTEMH.

Abstract: in every Windows operative system including Windows 7
significant attention is dedicated to improvement of security, advancement of the
interface, shorter and simpler steps for managing of the contents and etc. In this
paper we are going to hold on to the security that is implemented in Windows 7
operative system with an aim to understand its advantages and disadvantages. We
are going to describe Windows 7 Action Center, Windows Firewall and Microsoft
Security Essentials. Almost every year the computer operative systems are
renewed and upgraded. The new technologies and new applications lead to new
treats and we are forced to implement new mechanisms for protection and
maintenance of the operative systems.

Kayunu 3060poBu: Windows 7 Action Center, Windows Firewall, Microsoft
Security Essentials

1. Bosen

Windows omepaTuBHHOT CHUCTEM € NMPOU3BOJ Ha Kopnopauujata Microsoft. Ce
npoueHyBa jaeka Windows OIepaTUBHHOT CHCTEM € JOjACH N0 CTEHeH Ha
JOMUHAIMja BO CBETOT Ha TMEPCOHANHUTE KomImjyrepu 10 okomy 90% on
CBETCKHMOT I1a3ap Ha OlepaTUBHU CHCTEMHU.

[o crankute kako u Windows XP koj nma noBeke Bep3uu, Windows 7 noara Bo
nrect Bep3un u Toa: Windows 7 Starter. Windows 7 Home Basic, Windows 7



Home Premium, Windows 7 Professional, Windows 7 Enterprise u Windows
7 Ultimate

OCHOBHO 3aeIHMYKO 3a cuTe Bep3un Ha Windows 7 mpaBu Ja mporpamara u
NPOrpaMHUpPamETO Ha JPajBEpUTE Ha YPEIWTE CE pealu3upaaT MHOIY IIOJIECHO
Ouaejku apajBepuTe Ol ypemuTe W COPTBEPCKUTE Mporpamu Tpeba ma Oupat
CO3JIaJICHH CaMo eJIHAIll, He [BanaTy.

Bo cekoj oneparuBen cuctem Ha Windows ma u Bo Windows 7 roieMo BHUMaHUE
ce MOCBETyBa Ha yCOBpIlyBame Ha Oe30enHocTa. OBnie ke ro objacHume Windows
7 Action Center, Windows Firewall u Microsoft Security Essentials kou mokpaj
JPYTOTO Ce TpUKaT 3a 6e30e1HOCTa Ha KOMITjyTEPCKUOT CHCTEM.

2. Windows 7 Action Center

Windows 7 Action Center e MmecTo Kajie IITO MOKETE Ja Hajaere uHpOopMaIUH 3a
OIIp’)KyBarbe Ha CHCTEMOT, CHTYPHOCHH HH(OPMAIMH U pa3MeHa Ha KOMII|yTePCKH
npobsieMu ako v uMma. Majkpocodt ro uma pedopmupano XP u Vista Security
Center Bo moBeke xopuced u nHpopmatuen Action Center. Action Center-or ru
M3BECTYBa KOPHCHHUIIMTE KOra HMMa HEKOja BakHa Iopaka (amniejTUparse,
peraBame Ha HEKOj MmpobieM, mobapyBame Ha aHTHBHPYCHA IIporpama, Oapame
Ha Oekam Ha ONpEICH IMEepUoj], H.T.H.), Taka IITO KOPHUCHUITUTE Ke& MOXar jaa
npeB3eMaT COOJIBETHH MEPKH.

‘}kr 1 important message

&9 2 total messages
Find an antivirus program cnline {Important)

Scan required

Open Action Center

116 p.m.
9/01/2009

Crmuxka 1. M3BectyBame o Action Center.

U3BecTyBamara 10 KOPUCHUIIUTE JloaraaT BO BUJ Ha 0anoH mopaka. [Ipumep 3a
M3BECTyBame ¢ nmpukaxkan Ha ciuka 1. Koja u 1a Ouio mopaka koja o1 CTpaHa Ha
Action Center-otr ke Be mpeaynpenu ¢ BakHa 3a 0€30€IHOCTa U OIPXKYBAHETO Ha
BaIllHOT CUCTEM. AKO ce CIydd Ja He ja 3a0eIeKuTe WM ja UrHOpHpaTe OajoH
ropakaTa, co IMpoOJIEMOT MOMKETE J1a CE€ CIIPAaBHTE ITOJOIHA CO IIOMOII IIPEKY
3HaMEHIIETO KOe ce Haora Bo icon tray. Ako cute Gapama ox Action Center-or ce
3aJ0BOJICHH TOTalll 3HAMEHIIETO M3riiena kako Ha ciauka 2. Kora He ce oOaBeHU
cute Oapama ox Action Center-otr 3HaMeHIIETO U3TJIeAa KaKo Ha CIIHKa 3.



Cruka 2. 3naMeHIle 0e3 modapyBama. Cnuka 3. 3HaMeHIIe co o0apyBama

Hekon KOpPHCHHMIIM TOpPAaKATE MOXAT Ja T 4YyBCTBYBaaT Kako JOCaaHH M
npedepupaaT u3BecTyBamara Ja Oumat UckiaydeHd. OMIMH KOM MOXETEe Na T'H
KopucTuTe 3a KoHpurypanuja Ha Action Center 3a 100MBame Ha U3BECTYBamba CE
MIpUKakKaHU Ha ciuKa 4.

Action Center e cocTaBeH 0O JB€ MOJIKATETOPUU:
1. Besbeamoct- Security

2. Oppxysame- Maintenance (He € IIPEJAMET Ha PasriieAyBame)
Send Feedback (s=ulo=h{mete)

i
& s[F « changeationce.. ]|

| »

Turn messages on or off

For each selected itern, Windows will check for problems and send you a message if problems are found.
How does Action Center check for problems?

Security messages

[¥] Windows Update Spyware and related protection
[]Internet security settings User Account Control !
[¥] Network firewall [¥] Virus protection
Maintenance messages
[¥] Windows Backup [#] Check for updates

‘Windows Troubleshooting

Related settings

Customer Experience Improvement Program settings -

e

Cnuka 4. Kongurypamuja Ha Action Center 3a 1o01Bambe Ha H3BECTYBaba.
2.1. Action Center—Security (be36exnocr)

Bo oB0j sen Ha KOPHCHHIIMTE UM C€ MPETCTaByBaaT CUTE MOTPeOHN WH(MOpMAII
3a Oe30enHocTa, MpoOIEMUTE M MOXKHOCTHTE 3a pEIIaBalbe Ha MPOOJIEMH.
Usrnenor Ha nenot Security Bo Action Center-ot € puKa)kaH Ha CJIHMKa 5.



Send Feedback |/ =) ]
¥ <« Action Center v Search Control Panel )
[E]
[l Control Panel Home
Network firewall On
Change Action Center settings @ Windows Firewall is actively protecting your computer.
User Account Control
Windows Update On
View archived messages
Windows will autematically install updates as they become available.
View performance information
Virus protection Not found
Windows did not find antivirus software on this computer.
Spyware and unwanted software protection On
i Windows Defender is actively protecting your computer.
Internet security settings. oK
Allnternet security settings are set to their recommended levels,
User Account Control on 1
UAC will notify when programs try to make changes to the computer.
Adjust UAC settings
Network Access Protection off
Network Access Protection Agent service is not running
What is Network Access Protection?
Windows Defender On
Windows Update il Windows Defender has items that need your attention.
Windews Program
Compatibility Troubleshooter How do T know what security settings are right for my computer?

Cruka 5. Security.

OgBa e cimmuHO Ha Bucta meHTapoT 3a 6€30eTHOCT CO PEYNCH MCTH MOXKHOCTU U
clryeH uHTEpdEjc, a CO paziudeH HHTEpdEjc 01 LEHTApOT 3a 0e30eAHOCT Ha
Windows XP. Bo Action Center-or 0e36emHocta OZHOCHO AEIOT Security ce
COCTOM OJ HEKOJIKY TOIKATErOpUH U TOA!

Network Firewall-Bo xommjyrepckara Texaonoruja firewall e xapasepcka
HampaBa CO TMPETXOJHO WHCTaNIWpaH coTBep KOj MTO (DYHKIHOHHUPA BO
MPEKHH OKOJIMHH H CITXKH J[a CIIPEYN Pa3INIHU BUIOBH Ha KOMYHHUIIMPAha
BO MPEXHTE KOj ce 3a0paHeTH OJ1 MOJIUCHTE.

Windows Update-Kapaxkrepuctruno 3a Windows Update e na He uzBectysa
3a HAJHOBHTE aIjiejTH U Oar ¢ajnoBu 3a Windows 7 onepaTHBHHOT CHCTEM
Y JWPEKTHO Ja TH mpe3eMamMe on opunmjamHaTa Bed crpanara Ha Microsoft.
Virus Protection-Virus Protection e mem Koj ce TpWwXH Ja HMaMe
AHTHBHUPYCEH COPTBEP KOj K€ Ce TPKU MPOTUB BUPYCHUTE.

Spyware and unwanted software protection-Bo aemnor Spyware and
unwanted software protection oxm camara wHcranandja Ha Windows 7
nocron wHcTamupaH codTBep HapeueH Windows Defender koj cmyxu 3a
3allITUTAa O MAaJUIMO3eH codTBEp, a MOXKE KOPHCHHUKOT W caM Ja
WHCTanupa copTeep 1mo cBoj u3oop.

Internet security settings-Bo oBoj jien ce mocraByBaa CHTE HHTEPHET MEPKH
3a 0e30€/IHOCT KOU CE CETHPAAT I10 JICBEIIH.

User Account Control- UAC ke He u3BeCTH MHpeKy HOTHU(HKalHUja Kora
HEeKoja IporpamMa Ke caxa Jia U3BpIIM HEKOja U3MEHa Ha CUCTEMOT.

Network Access Protection- NAP e wmpexna miatpopma Ha
aJMUHHUCTPATOPOT KOja MO>KE JIa HA TIOMOTHE BO 3aIITUTA HA MPEXHTE.



3. Windows Firewall

Bo Windows 7, MajkpocodT BM Hyau MOXHOCT Aa ymnpaByBare co Windows
Firewall Ha Hekonky pa3nuuHd HauuHH. MOXETe Ja ympaByBaTe CO OCHOBHaTa
¢ynkumonannoct Ha firewall-or co momom Ha Windows Firewall Bo Control
Panel, n Hampenna ¢QYHKIMOHAIHOCT HA KOpUCTEeHE Ha 3amTureH Windows
Firewall npexy Hanpenna 6e36eqnocHa kon3omna (Advanced Security console).

Ceramnara Bep3uja Ha Windows Firewall Bo Windows 7 Hyau no0pu
KapaKTePUCTHKU KaKoO IITO Ce:

o  Ounrpupame Ha [Pv6 koHekiMja (BM OBO3MOXKYBa Ja To kopuctute IPvo
MPOTOKOJ Ha 0e30e/IeH HayHH. ).

o  dwnrpupame Ha Biie3Hd U usie3Hu nakeru(Firewall mpaBuiarta 3a Bie3HH
1 U3JIC3HU (bI/IJ'ITpI/IpaHI/I IMaKECTHU I'0 COYMHYBAaaT MHO3HMHCTBOTO HaIlpCaHU
koH(purypanun Ha Bamumotr firewall. OBue mpaBmiia onpemenyBaaT Kako
MIPOTOKOT Ha Mpekara 3a cooOpakaj ce KOHTpOJMpa MPEKy BallhoT
KoMmIjyrep. Bue ynpaByBarte co MPOTOKOT Ha BJIE3CH M M3JIE3€H COO0paKaj
BO TEKOT Ha OBHE MPaBUIIA.

e Hampeano ¢untpupame Ha makern (OBO3MOXKYBa Ja KpeupaTe IpaBHia
noBp3anu co noBeke IP aapecu. OBaa omuja BH JaBa IOrojsiema
(bICKCHOMIHOCT BO MEHAIMPAETO CO KOHEKI[MHUTE 33 KOPHCTEH-C Ha
W3BOp WM JecTHHAaIMja Ha [P aapeca).

e [PSec mnTerpanmja(IPSec mHTerpammja B OBO3MOXYBa Jla yIpaByBaTe
KOHEKITUH CO KOPUCTEHE Ha SHKPHUIIIH]ja).

e  EHkpummmcko Oapame.

o Komn3zona 3a meHanmpame (MMC) (OBa BH 0BO3MOXKYBa a YIIPaByBaTe CO
pasNUYHM THIIOBU Ha BPCKA M TMpaBWia TMpeKy exeH uHTepdec.
AIMHHHCTpAaTOpUTE MOXe JiecHo aa ympasysaar co Windows Firewall
BPCKHUTE | J1a TH 3/Ipy’KyBaat co moctaBkute Ha Group Policy).

3aeqHO oBHWE (GYHKIIMM HYyIaT TojleMHu MoaoO0pyBama BO TekoT Ha Windows
Firewall koj 6eme npBo BoBeaeH Bo Windows XP. OBue kapaKTepUCTHKH HCTO
Taka IromaraaTr 3a OJIeCHyBame€ Ha morpedara na He ro uckiryuutre Windows
Firewall, xako mTo Hekoram Mopaiie O] CaMHOT IMOYETOK [a IO HCKIy4HTe
Bamwmor firewall.

3.1. Koupurypupame Ha ocHoBen Windows Firewall

OCHOBHOTO CyMmITHHCKO 3Hauewme 3a Windows Firewall e mpeaBunyBame Ha
0e30enHocTa Ha BamMoT Komijyrep. Co KopucTemeTo Ha ocHOBHHOT firewall 3a
3alITHTa Ha BAIIMOT KOMIIjyTep, K€ Ce 3alUTUTUTE OJ MHOI'Y BHJIOBU Ha HaIlaju.
Bo Control Panel, moxere na ja konurypupare ocHOBHaTa KOH(UTrypaluja Ha



firewall-or co wmukHyBame Ha System and Security W moroa KIMKHETE Ha
Windows Firewall. Kako mro e npukakaHo Ha ciiuka 6, rIaBHaTa CTpaHMIA Ha
Windows Firewall gaBa mperien Ha koH(uryparija Ha firewall-ot u craryc. Oue
MH(OpPMAILIUK Ce KOPUCTAT 3a Ja YTBpAUTE Aajiu Bamuot firewall e BKiydeH wiu
HE € BKJIy4YeH, 0e3 pa3jinka JaJii U3BECTyBamarta ce MPUKaKaH! Kora MporpaMoT €
OJIOKMpaH U Ha KOj TUI Ha MpeXa CTe MOBP3aHU BO MOMEHTOT. THIIOT Ha MpexaTa
HU oTKpHuBa THmn Ha firewall mpodun koj MoMeHTanHO ce mpumenyBa. [locrojart
noBeke MpoBHIIK 3a KoHpurypupame Ha Windows Firewall u Toa:

o Jlomamna wnu paboTHa (IpUBaTHA) MpEXa.
e JaBHa Mpexa.
e Domain Mpexa.

Bo neBwoT maHenm TOCTOjaT TMOBEKE JIMHKOBH 3a IIOJIECYBarbe HA HEKOH
JIOTIOJTHUTEITHY OITIIMH U TOA:

e Jlo3Bonere nporpama win pyHkiuja npexky Windows Firewall.
e [IpomeHa Ha MojIeCyBambaTa 3a H3BECTYBAIbE.

e Windows Firewall Bkirydere uinu HCKITyduTe.

e Bpakame Bo cranmapana gopma (Restore defaults).

e Hanpennu nocraByBama.

& » | Control Panel » | System and Sscurty » Windows Firewsll v | 43 Y Seurch Contect Punet »

o
Control Panel Hor .t . .
e Help protect your computer with Windows Firewall

Allow a program of feature

Windows Firewall can help prevent hackers or malicious software from gaining access ta your computer
through Windows Firewal

theough the Internet or a network.
# Change nctification settings

9 Tum Windows Firewsll oa or

% Restore defaults l a Home or work (private) networks Nat Connected ‘4
W Advanced settings Netwarks at harme or work where you know and trust the people and devices an the network
Troubleshoot my network

Vimduws Frewall state: on
Incumning connectans: Block all connections o programs that are not an the
It of aliowed programs
Active horme or work (prvate) networks: Nane
Notificatron state Natiy me when Windows Frewall blocks & new
program
l & ©ublic netwarks Connected (A

Netwaorks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections te programs that are not on the
It of allowed programs

Active public networks: ! stayoniine

Actios: Conter Notification state: Notify me when Windows Firewall blocks 8 new

pregram
Network and Shaning Center

Cruxka 6. [pernen Ha crarycor Ha Windows Firewall.



Co ximmknyBame Ha "Change notification settings" mau "Turn Windows Firewall
on or off" ce orBopa Customize Settings crpanuna. Moxere aa T KOPUCTUTE
OIIIMHUTE BO JENIOT 3a MepCOHaau3alMja Ha IocTaByBamata Ha firewall-or ma ro
BKJIYUMTE WM UCKITYUUTE (CITUKa 7) 32 cekoj mpoduit moceOHo. 3a /1a ro BKIYUUTE
firewall-or xkmukuere ma "Turn on Windows Firewall". Opaa omiija oBo3MOKyBa
firewall-or ma v GnokuMpa 10jAOBHUTE KOHEKIIMH KOM MOXAT Jla MUMaaT IITETHO
BIMjaHue Op3 BamMOT KoMmIjyTep. 3a aa ro uckiryuute firewall-oT kmukHere Ha
"Turn off Windows Firewall (ne e mpernopawinBo)". OBaa mocraBka CIyXH 3a
UCKITyuyBame Ha firewall-oT u ro paBu BalMOT KOMITjyTep PaHIHUB O HECAKaHU
HaTaIu MPEeKy MpeKaTa i MHTEPHET BPCKUTE.

& » Control Panel » All Control Panelltems » Windows Firewsll » Custormue Setngs

Customize settings for each type of network

You can mudify the fuewall settings for each type of network location that you use,

Home of work {pr
a & Tum on Windows Firewall

&) network location settings

Block all inceming connections, including these in the fist of allowed programs

7 Notify me when Windows Firewall blocks 8 new program

‘3 Tum off Windows Faewall (not recommended)
Public netwark location settings
0 @ Tum on Windows Frewall
Black all incoming connections, including these in the hit of allowed programs
7 Notify me when Windows Firewsll blocks & new program
a Tam off Windows Faewall (nol tecamemended)

[ ok ]| Cancel

Crnuka 7. BrimyuyBame win uckiyayBame Ha firewall-oT.

Kora cre KOHEKTHpaHH Ha MpeXa Koja € MOMaJIKy CHTypHa, MOJKE Jla TI0CaKaTe Jia
ro Bkiayunte BamuoT firewall u na ru Gnokupa cute 10jAOBIAHU KOHEKIHMH Ha
BAIIMOT KOMIjyTep. 3a 1a ro HampaBute Toa u3depere "Turn on Windows
Firewall' u kaj ommmja “Block all incoming connections...” dYekupajTe TIo
kBaapaTdeTo. OBaa MOCTaBKa TM WUTHOPHpA CHUTE MOJECyBama BO KOH(HUTyparija
Ha firewall-oT u ja GrmoKHpa cekoja KOHEKIHja CO BaIlIMOT KOoMIIjyTep. Moxere na
I'M UCKJIyYHTE U3BECTYBambaTa Co YeKuparme Ha kBagpardero g0 "Notify me when
Windows Firewall blocks a new program". Hazax ua Windows Firewall rmasuara
crpanuia, kiukaere "Allow a program or feature through Windows Firewall" ce
OTBOpA JIUCTA CO TPOrpaMu Ha KOM MMare YeKHpaHo a03Boia. OBaa cTpaHUIA €
NpUKaKaHa HA CIIMKa 8§ ¥ B OBO3MOXKYBa J]a KOHTPOJIMPATE KaKO MPOrpaMUTe Ke
komyHunupaat co Windows Firewall-or. Muory kommonentu Ha Windows decto
ce KOPHCTAT 3a MOBP3yBambe HO MMa MCKIIYYOIM HaBEICHH BO IPOrPaMH HIIH HEKOJ
nopt nuctu. Ilo crannmapn (default), moxxere na ro BuauTe KOH(UTYpUpaHUTE
MCKITy4OIlM HO HE MOXE J1a IPaBUTE U3MEHU. 3a Jia TW IIPOMEHUTE NO/IeCyBambara,
kiukHere Ha “Change Settings”.



@ » Control Panel » A4l Control Panel rems » Windows Firewall » &llowed Programs w [ 44 [ll Seorch Controi Panel P2

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? Change settings

Allowed programs and features:

Name Home/Work (Private)  Public *
[ BranchCache - Content Retrieval (Uses HTTP)

[ BranchCache - Hosted Cache Client (Uses HTTPS)
[ BranchCache - Hosted Cache Server (Uses HTTPS)
Connect to a Network Projector
Core Networking

[ Distributed Transaction Coordinator
File and Printer Sharing

HomeGroup

[JiSCSI Service

[0 Media Center Extenders

[ Metlogen Service

mOo0ogd

o000 EEOOon

OODRRORE

Allow another program...

Cnuxka 8. Kondurypaimja Ha uckiydonu o firewall-or.

Moske 1a ce 0BO3MOXKH HCKIIYYOK 3a IporpaMa co YeKHpame Ha KBAagpaT4eTo U
rmoroa u300poT Ha mpoduian Ha Ko Tpeba ga Omae mckiaydokor. [lo cranmapn
(default), kBagpaTuero 3a YeKUpawe ¢ YSKUPAHO 3a aKTHUBHUOT Ipoduil. 3a aa ro
UCKITy9NTE UCKITy4OK 3a MPO(UIOT, OTIEKHPAjTE TO KBAIPAaTIETO KO ce Haora BO
IOJIETO Ha MPOGHUIOT. 3a JIa TO HCKIYUYNTE UCKIYIOKOT IEIOCHO OTYCKHPA|TE IO
KBaJ[paT4eTo Koe ce Haora JEeBO O7iMa J0 MMETO Ha IporpaMaTa WM OTYEKHpajTe
T'Yl CHTE UCKITyJOIINTE KO CE HaoraaT BO MOJIETO Ha ceKkoj mpodui. 3a qa Mo3HaeTe
moBeke 3a uckiaydonute Ha WiNndOWS KOMIIOHEHTUTE u30epere eeH UCKITydOK 3a
KOj CTE 3aCHTEPECHTaHM U TPBO KIMKHETE HAa HEro a MOTOA NPHUTHCHETE JeTaln
(Details). Co xopucteme Ha "Allow another program" xomdero mokere na
J0/1a/IeTe HOBH TPOTrPaMH BO JINCTATa 3a MCKIYYOLM KOM K€ BU JaBaaT MoroiemMa
KOHTpoIla Haj 0e30eTHOCTa Ha BaIlIUTe KOMIIjYTEepCKH ImapaMeTpr. MoxkeTre TpajHo
Ja TO OTCTPAHHUTE CEKOj MCKIYYOK CO KIMKHYBambe Ha HCKIYYOKOT, a IOTOa
nputrcHere orcrpanu (Remove). Co kiukHyBame Ha “Restore defaults” su ce
0BO3MOXYBa Aa ru nzopumiere cute Windows Firewall monecyBama kou mpex Toa
I'M UMaTe KOHQUTYpHpaHO 3a CUTE BallM MpeKHH npoduian. Mako oBa moxe na
npenu3BUKa HEKOM IporpaMH Ja mpecrtaHar jga paborar, Bammor Windows
Firewall ke ro pecerupare u ke ro JoBeneTe 10 HErOBaTa OpUTHMHAIHA TOYETHA
KOH(}UTypanuja.

3.2. Koupurypupame Ha HanpeneH Windows Firewall

[Tokpaj ocHoBanor Windows Firewall, Windows 7 Bo cebe BkiryayBa Windows
Firewall co nampemno xoHdurypupame. 3a pomaimiHa yrmoTpeda HajBepojaTHO
Hema jia paborute co HanpeneH firewall, Ho 3a kopucHuIM KON ©MaaT moTpeda u



sHaaT ga mojecysaar firewall co Hampeanum momecyBama ke TO KOPHCTAT.
ITposoperor “Advanced Security” 3a koH(pUTYpUpabe € MPUKaKaH Ha CJIuKa 9.

’p Windows Firewall with Advanced Securif gm

File Action View Help
«=F
ﬂ‘ RGEETAIEVE RGBS LR Windows Firewall with Advanced Security on Local Computer

B3 Inbound Rules
Outbound Rules
B Connection Security Rules
4 %L Monitoring & windows Firewallis on
B8 Firewall © Inbourd comnections that do not match & rule are blocked -
B Connection Security Rules
» B Security Associations

Overview - e

Domain Profile

@ Outbound connections that da not match a e are allowed

Private Profile

@ windaws Firewallis on

 Inbound cornections that do nat match a e are blocked
@ Outbound connections that do not match a e are allowed
Public Profile is Active

@ windows Fiewallis on

® Inbound connections that do nat match a e are blocked

@ Outbound connectiors that do not match a e are lowed

) Windows Firewall Properties

Getting Started -

Auth ications b

.

Create connestion secuity rules to specily how and when conneclions between computers are authenticated and
piotected by using Intemet Protacol securiy (IPsec)

EJ Connention 5 ecurity Rules

View and create firewall rules

Create fiiewsall ules to allow or block connections to specified programs o ports. *fou can also allow a connection only if
itis authenficated, or f it comes fiom an authorized User, ioup, of computer. By defaull, inbeund connections are
biocked unless they match a rule that allows them, and outbound connections are allowed urless they match a nule that
biocks them.

B Inbound Rules
B Outbound Fudes

View current firewall and IPsec policy and activity

Wiew information about cumently applied firewall and connection secuily rules and securty associations for aclive
network cornections.

o — T E) Monitoring il

Crnuxka 9. Kondurypammja Ha firewall-oT co HanpenHn noctaByBama.

Windows Firewall co manpenna 6e30emHocT oapxysa mocedeH firewall mpodunn 3a
CEeKOj THIT Ha MpeXa Ha Koja MOXKETe J1a ce TToBp3eTe. 3a CeKoj MpohuiI MOXKeTe Aa
yrnpaByBaTe co ToctaBku 3a firewall-mpoduior, Bne3HHM KOHEKINH, H3JIE3HU
KOHEKIINH, U3BECTYBamha, unicast OAroBop, u jJorupame. Kako mro e nmpukaxaHo
Bo Tabema 3, cTanmapaHa KOHUTypalldja 3a CHTE MOCTaByBama € MCTa 3a CEeKOj
mpoguI.

HocraByBama Jdomenn npodua  IlpuBaren npodua Jasen npodui
Firewall State Briryueno Bxiydero Bxiydeno
Bnesnn xonekuuu | biiokupano brokupano brokupano

WU3ne3nu OBO3MOXKEHO OBO3MOXXEHO OBO3MOXKEHO
KOHEKIINHU



M3BectyBame Ha Ja Ha

VYuukact ogrogop | [a Ha Ha
[MpujaByBame Ha | He He He
OT(PJICHU TTAKETH

[MpujaByBame Ha | He He He
ycIIenHa

KOHEKI[Hja

TabGena 1. Crannapana kondurypaimja 3a Windows Firewall npodunure co
HarpeaHa 0e30eIHOCT.

4. Microsoft Security Essentials

@& Microsoft Security Essentials
Computer status - Protected

Microsoft Security Essentials is monitoring your Scan options:
computer and helping to protect it.

® Quick
© Full
Custom...

& Real-time protection: On

& Vinus & spyware definitions:  Up to date

Scheduled scan settings
Next scan: Sunday around 2:00 AM (Quick scan) \ Change my scan schedule

Cnuka 10. Microsoft Security Essentials.

Microsoft Security Essentials (MSE) e Gecrinaren anTuBupyceH copTBEP OCHOBAH
oJ crpaHa Ha MajkpocodT Koj 00e30eayBa 3allTUTa O BUPYCH, Spyware, rootkits
¥ TpojaHIy, a ¢ u3padoreH 3a Windows XP, Windows Vista (x86 u x64), kako u
3a Windows 7 (x86 u x64).

MSE e nu3ajaupan 3a corctBeHa 0e30emHOCT Ha moTporryBaynte. Taa ce 6asmupa
Ha Forefront Client Security JecKkTon areHT, HO M HYIH 3allITHTa OJ MaJHIIHO3eH
coTBeEp, ETEeKIMja U OTCTPaHYBaKkE CO I[EHTPaTN3NPaH MEHAIMEHT Ha (DYHKIIHH.
Toa BriydyBa Hekoja Anti-Malware anmarka (mapeuena "Microsoft Malware
Protection Engine", unu xparenka MSMPENG), BupycHU Ie(pUHHUIUN O CHTE
Microsoft npyru IECKTONM KOM HMMaar OIIHja 3a CIOJENYBamke, BKIYUYBajKU
Forefront Client Security, Windows Live OneCare, u Windows Defender



(uckilyuyBa aHTHBHPYCHU JeDUHUIIMM KOU CE€ OJIBOCHH Off aHTHUCIajBep
nepununuute). [Ipen mHcranarmjara MSE npaBu mpoBepka Ha BaaWJHOCTA Ha
nHCcTamupanata konuja Ha Windows-otr. MSE He 6apa perucrpanyja WM JHYHH
napopmaruu. MSE ke ro uckinyun Windows Defender, mopaau 1mito npeasuayBa
3aIlTUTA O]l MAIMIIMO3eH COPTBEP Kaj KOj HE € OrpaHuyeH Ha spyware u adware.

AskypupamaTa Ha afnjiejTuTe ce 00jaBeHu TpH natu Ha AeH Ha Microsoft Update.

[Tom-am wW3BeCTyBameToO Ce I0jaByBa KOra MAalUI[MO3HHOT codTBep Ke Oue
npoHajaeH (ciuka 11). MacTananunara Ha MSE e enHocTaBHa, Op30TO CKEHUPAHE
rmocjie WHCTajamnuja ¢ okony 10 MUHYTH, a IIEJIOCHO CKEHUpame € OKoiay 45
MUHYTH Tocie nHcrananuja Ha Windows 7.

Micrasoft Security Essentials @

m Microsoft Security Essentials detected 2 potential
threats.

Click 'Clean computer' to remove these threats,

Show details | Clean computer

Cnuka 11. M3BecTyBame.

3a BpeMe Ha ckeHupamwe MSE nHaoraar 89 mnpolieHTH OO MOPUMEPOLUTE Ha
MaJHuIuo3eH codTBep, Haora 67 mpomeHTH of rootkits, a Bo MeryBpeme mpu
MIPOHAOTaETO Ha MAJHMIIMO3HUOT COQTBEp M OJIOKHpaA JeT 01 HEero.

4.1. be30eAHOCHU MEepPKHU
O6e36emyBarbe Ha BalIMOT KoMITjyTep: yetupu Essential uekopu:
1. Bammwor firewall-ot na e Briyden
2. Bammmotr Windows cekoraii fa e anjejTupaH HaBpeMe.
3. Kopucrere aHTUBUpPYCHA IIpOrpama.

4. Kopucrere antucmnajsep mporpaMm. Windows Defender, xoja e Bkiryuena
co Windows 7 u ciayxu 100po 3a oBaa hyHKUH]a.

Action TEHTapoT TH CcIemad CceKoja O]l OBHE YETHpPH O00JacTh CO KOoW Ou
MOCTUTHAJIE I0A00pa 0e30eMHOCT, a aKO HENITO HeaocTacyBa Action IIEHTapoT Ke
Be m3BecTH. ITokpaj oBue Hekonky Essential uexopu BakHO € ja Haydume 1a
n30erHyBaMe HMHCTajanuja Ha COopTBEp Kaj KOj MOCTOU IOTCHIUjaJIeH PHU3HK.
Cenak He MOXKE CO HHIUTO J1a CE€ CIIPEYH MHCTAIMPAKE HA MaJMLIMO3EH cCOPTBEp
0]l CTpaHa Ha KOPHUCHUKOT, CAMO CO UCKITy4OK Ha BO3APIKAHOCT.


http://en.wikipedia.org/wiki/File:MSE_Threat_Alert.png

5. 3AKVIYYOK

Kora 3a mpB maTt ke ce cpeTHere co onepaTuBHUOT cucteM Windows 7 Ha TpB
morJie] ke BU u3riieaa ciiokeH 3a padora. Windows 7 3a pasnuka on Windows XP
¢ MHory nogo6ap. Windows 7 e 30oraTeHHOT UHTEp(EjC KOj KOPUCTH acpO TEMHU.
AnnMkanuuTe ¥ cepBuUcHTe KoM moctojatr Bo Windows XP, mocrojar u Bo
Windows 7 camo ITO TyKa ce TIOBEKE U Ce HaJA0TPaCHU.

Windows 7 Action Centar Bo Windows 7 e mojeneH Ha JBE MOIKATETOPHH:
0e30€JHOCT U O/IPIKYBabE.

Firewall mpunara Bo mnomkateropujata Ha 0Oe30eqHoct. Kaj Firewall-or Bo
Windows 7 ce momoOpeHu moBeke OCOOMHM CO IITO ce 3rojemyBa Oe30emHocTa.
Bo o0B0j cepBuc Moxe na KOH(GUTypHpame 3alliTUTEH SHI CO HaNpeIHU
MOCTaByBaka, BO KOj C€ BKIy4yBaaT MHOT'Y METOJH Ha 3aIUTUTA.

ATniKanyja Koja € MHOTY KOpHCHA U MMa yJora Jia o 3alliTUTyBa CHCTEMOT O]
ManuioseH copteep e Microsoft Security Essentials. MSE mnpumara Bo
rmoJIKaTeroprjara Ha 0e30eIHOCT.

JleHec BO CBETOT ce KOPHCTAaT MHOTY Ypeau KOW Ce€ MOBP3aHM Ha MHTEPHET I1a
3aToa M pacte mobdapysamero Ha [P ampecu, a co IPv6 mpoTokooT ce pemasa oBoj
npobneMm. MmHuHaTta HE MOXKEMe N1 ja TpeaBuauMe, OWIejkh Oom NIeH Ha JeH
roTpebuTe Ha KopucHuUIUTE 3a [P agpecu e ce moromem. Hu npeocranyBa camo ga
YeKkaMe W Ja C€ MpHiIaroJyBaMe Ha HOBOTO BpEMeE INTO CIEAW CO HOBaTa
TEXHOJIOTH]a.
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