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BUPTYEJIHA 3AKAHA UJIN PEAJIHA OITACHOCT-CAJBEP TEPOPU3MOT
HU3 NIPU3MATA HA HAJEKCIIOHUPAHUTE CASE STUDIES

M-p Harama /loneBa
Acwucrent Ha [IpaBen daxynret, Yausepsuret “I'one demues”-Ltun
E-mail: natedoneva3@gmail.com

AncTpakT

MucrepujaTa HapedeHa cajOoep TepopH3aM U T€ Kako € WHTEPECHA 3a CIEACH-E CO Orje] Ha
(hakTOT IeKa e AMHaMWUYHA, TTOCTOjaHoO ce MOAM(HIINpPA, Ce MEHYBaaT I0jaBHUTE OOJHIH, Ce
MeryBa modus operandi, ce mpoaupa Bo chepr U 007aCTH KO ¢e O] KPYIIHjaTHO 3HAUCHHE 3a
OTICTaHOKOT Ha caMuTe IpxkaBu... Ce 31m0ynorpedyBa HHPOPMATHIKHOT U3yM 32 3aII04HYBabEe
Ha HOBW OECKPYITyJIO3HU BOjHH, 32 IIUPEHE KCEHO(GOOWYHN MOPaKH, 32 KPaJeme MapuIHu
CpencTaBa, 3a KpajJeme Ha Oep3aHCKUTE TajHU, 33 WHCAjAePCKH HHPOpMAaIHH.... Peuncn u na
HeMa Kpaj Ha CHOPMHATA JICTa Ha MOJIKba Ha IPOJIOp, IPOOJIeMU KOH HE CE 3aII0YHATH TOKMY
CO 0BOj BUJ MoJiepeH kpumuHai. [lorpebaTa o1 HErOBO Cy30MBamEe U T€ KAKO € aJlapMaHTHA
n Oapa MeryHapomHa copa0OTKa W TIOMOII, 3a pe3yiaTaTH KOW HWaKo HeMa Ja Oujar
YTOMUCTHYKH, OapeM Ke ce 3aJJ0BOJTUTEITHH.

YynHo HO MaTepHjaTa 3a cajoep KpUMHUHAJIOT M TEPOPU3MOT HaKO MPUCYTHA BO CUTE JIPIKABH,
Cerak pa3yiuyuHo € perynupana. LLITo 3HaYM pa3nuyHu QpKaBU MMaaT pa3iiiueH CHUCTEM Ha
perynupame U CIIpaByBamke CO OBaa MarepHja, HO M Pa3IMYHU 3aKOHCKH MHKPUMUHAAINH.
3aroa ce JoOHECeHH TUIejaia Ha Mel'YHapOHH JOKYMEHTH NPEKY KOM CBETOT ce O0HTyBa Jia ce
3aIITUTH O] cajOoep KPUMHHAJIOT U cajoep Tepopu3MoT. Ho manu HUBHAaTa MMILIEMEHTAIH]a
Ha JIP)KaBHO HHMBO € TOJIKY YCIENIHA KOJIKY IITO ce O4eKyBa. Jlajau 1mocTtoum JOKYMEHT CO
MHTEPHAI[MOHAIHA CHJIa U TJI00AIHO 3HAaYeHe, Ha KOj CUTE ApKaBH OU My ce “Iokopuiie” 3a
Jia ce 3allTUTAT O] JUTHTATHUOT Tepopu3am?

OBOj Tpyn Ke T'¥ CIIOMEHE HajeKCIIOHMpaHuTe cajoep Hamagu, aHaJTU3UpajKu U MpeKy Case
studies, HO HEMHHOBHO MOpa [ia ja OTBOpPUME TeMaTa 3a (HE)IOCTOCHETO Ha aJleKBaTHA
3aKOHCKa peryjiaruBa Koja ceomndarHo ke ja MHKpUMUHHpA HOBaTa Tjio0ajiHa BUPTYEJIHA
npobiiemaruka. [lamu e norpedHa Jurnranna Xenescka KoHBeHIMja, M ITO BCYNTHOCT OH
npeTcTaByBaja ucrara?

Kayunu 300poBM: MmeryHapoOen KpUMuHal, 3aKOHCKU UHKPUMUHAYUU, Xakepu, cajoep
Hanaou, ...

VIRTUAL THREAT OR REAL DANGER - CYBER TERRORISM THROUGH THE
PRISM OF THE MOST EXPOSED CASE STUDIES
Natasa Doneva, MA
Assistant at the Faculty of Law, University "Goce Delcev" - Stip
E-mail: natedoneva3@gmail.com

Abstract:

The mystery called cyber terrorism is far than just interesting to follow given the fact
that it is dynamic, constantly modifies, changes the appearance forms, changes modus
operandi, penetrates into areas that are crucial for the survival of the states themselves. .. The
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information invention is being abused for launching new unscrupulous wars, spreading
xenophobic messages, stealing money, stealing stock exchanges, insider information ...
Almost no end to the enormous list of fields of penetration, problems started right with this
kind of modern crime. The need for its prevention and the requirement of international
cooperation and assistance, is more than alarming and needet for results that, although not
utopian, will at least be satisfactory.

Strangely, the issue of cyber crime and terrorism, although present in all countries, is
still regulated differently. Which means different countries have a different system of
regulation for dealing with this matter, as well as different legal incriminations. That's why a
significant number of international documents had been adopted, and through them the world
is trying to protect itself from cybercrime and cyber terrorism. But is their implementation at
the state level as successful as expected? Is there a document with international force and
global significance, in which all states would "be subdued" to protect themselves from digital
terrorism?

This paper will mention the most exposed cyber attacks, analyzing them through case
studies, but inevitably we must open the topic of the (non) existence of adequate legislation
that will incriminate the new global virtual problem. Do we need a Digital Geneva Convention,
and what would it actually mean?

Keywords: international crime, legal incriminations, hackers, cyber attacks, conventions ...

BoBen

Kora ce ciomenyBa TepMUHOT “cajOep”’-11jana3oHOT Ha pabOTH Ha KOUIIITO MOXKE J1a
ce oJlHecyBa e eHopMeH. Taka Moxe Ja 300pyBamMe 3a cajoep KpuMHUHaN, cajoep Tepopusam,
cajoep ynenysame!, cajoep npocrop...Hajuectu nunemu pa3épanysaar cajoep KpHMHUHAJIOT U
cajoep Tepopusmor?. Mako romem Gpoj Ha aBTOPH T'M CMECTyBaaT BO MCTH KOII OBME JBA
1oMMa, CeraKk uMa OrpoMHa pa3jinka Mery HuB. Mctute umaar eqHa paboTa MITO ' HOBP3yBa
— KOMITjyTep MPETCTaBeH KaKo OpYXKje 3a M3BpIIyBame HA KpuBUIHHTE jaena. [logeka cajoep
KPUMHHAQJIOT HAjuecTO XaKepuTe TO IpaBaT 3apajud (QUHAHCHCKAa KOpHCT, 3a0aBa, WIH
MefyceOeH HarmpeBap, cajoep TepOpH3MOT € ceKoraml IMOJUTHYKH MoTuBHpaH. CajoOep
KPUMHHAJIOT Ce OJlHeCyBa Ha ONline miiu HeJleranHu aKTHBHOCTH Ha HHTEPHET, JI0/ieKa cajoep
TEPOPUCTHTE MAapKUpaaT MeETH Kako Ha(TEHW, EeJNEKTPHYHH KOMIIaHWUH, TPAaHCIOPTHH
UHPPACTPYKTypd M HHUBHUTEe cucTeMH...Hajuecto cajbep TepopucTuTe HMMaar TUM OJ
KOMIIjYTEPCKH T'€HHH, TOAWHHM IIOMHMHATH BO IUIaHHpame Ha Hamagd, (UHAHCHU CO KOH THU
pea3upaar Harajure.

“Tepopucmom e brazopodeH, cmpauier, Heo0oIu80 acunanmer budejku 8o cebe
moj eu KoMOuHUpa 06ama HeOOCTUICHU 6P6A HA YOBCKOBAMA 20JIeMUHA-MAYEHUKOM U
jynakom. Q0 Oenom Koea ce 3aKOIHAL, 00 ce cpye 0a 20 0ciobodu c80jom HApoo u

mamkosuna, sHae oexka cmpmmamy e cyobuna’’- Cepeej Cmenmwaxk Kpasuuncku/ Unecannama

Pycuja (1863).

! https://anydifferencebetween.com/difference-between-cyberterrorism-and-cyberextortion/. Caj6ep yuenysamero
ce BPIIH IIPEKY € MawuJI MOPaKH BO KOj KpUMHHAIIINTE C€ 3aKaHyBaar Jieka ke 00jaBar, yHUIITAT TOBEPIUBH
WHPOPMAIIH, TOKOJIKY XXPTBUTE HE TIaTaTa OJpelcHa cyMa Ha IapH.

2 https://anydifferencebetween.com/difference-between-cybercrime-and-cyberterrorism/ .
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Terrere na natuHCKU pactpenepyBa. KopeHnuTe Ha TepOpPU3MOT® MOTEKHYBAaT TOKMY
on Tyka. Ce BeJlM TEpoOpoOT, TEPOPU3MOT BO NpBOOMTHA (hopMa, JaTtupa OX MpaucTopujaTta.
Hypu u npBata umnepmja B0 Mecomoramuja ce TeMenena Ha HCTHOT. A BO JIeHenleH 00K ,
¥ BO MUPHOBPEMEHCKH YCJIOBHU € Med KOj BICH HaJ| CeKO0ja TIaBa Koja ke ce kpere. T epopusmor
€ HajHACWIIHUOT OOJIMK Ha TICHXOJIOIIKA BOjHA . AKO ce IOTJefHE PETPOAKTHBHO Ke ce
MPUMETH LIMPOKUOT CHEKTap Ha OONHIMU M TpaHCHOPMALUK IITO UCTHOT TH mpaBu. Cemak
WIeoJoTHjaTa € OHAaa INTO OCTAaHAIO WCTO. AKO M NMpUMapHUTE (OpMH Ha TEPOPHU3MOT
Ipen3BUKYBaa KatacTpoQaHu MOCIEIUIM M PENPEeKyCHH, TOTall IITO Ce MPEeIBUIyBa CO
noarameTo Ha cajoep Tepopu3MoT?

CajObep mpOCTOPOT BCYIIHOCT HE € NMPHUPOJHA TYKY HYOBEUKa Kpealuja,Koj HakKo
CBOEBPEMEHO OMJI OCMHUCIICH 3a IT0100pyBahe HA )KUBOTHHOT CTAHAAPT HA YOBEKOT U MINPEHHE
HAa MWJIHOHCKH OIUHM 32 HCKOPHUCTYBame€ Ha TEXHOJOrHjaTa Kako ajaTka 3a MoJo0po
KHUBECH:E, CEMaK J0KNUBYBa Wiry3opHOcCT. [lapagokcot ce cocton Bo Toa ITO YOBEUKH H3YM,
Ce MCKOPHUCTH W 3JIOYMOTPEOHM Kako OpyXkje MPOTHB doBedyHOcTa. MoxeOu m3riena Kako
MpeyBeNnYyBamke, HO TApPreTOT U MO3aJHaTa IpH yIoTpeda Ha cajoep TepopuU3MOT, UMaar
MOIIHE HEMUJIOCPAHU LICJIU KOU MOBJICKYBAaaT HCBUHU KPTBH.

JleHecka uecTo ke ce CpeTHAT MOJEMUKH, HECOTJIaCyBaha, KOHTPAJUKTOPHU CTAaBOBU
MTOBP3aHHU TOKMY CO OBOj cTap )eHOMEH, KOj J0OMBa HOBO pyBo. ViIMeHO HM3a aBTOpHU cMeTaa
JeKa Joara 10 “TipeyBeluuyBame” Ha CTPAaBOT OJ] cajoep TEepOPH3MOT, JIeKa MEIUYMHUTE U
Hay4HaTa (paHTACTHKa MPHUIOHECYBaaT BO OOJIMKYBamke Ha IIOTPelHa IPETCTaBa 3a UCTHOT. 3a
Cpeka MHOTY € TOrojieMa peiuIiata Ha eKCIepTH KOW NPHIOXKYBaaT H3IpkKaHH (akTh u
apryMeHTH TpOTHB cajOep Tepopu3MoT. He e BOOMITO HaWBHAa WIpa KOPHUCTEHETO Ha
KOMITjyTep 3a J1a Cc HaBje3e BO KOMIIjYTEPCKH CHCTeMH, 0€30€IHOCHH MPEXH, Ip>KaBHH
nH(GPACTPYKTYH, TIEPCOHATTHA KOMITjYTEepH, 3a Jla C€ U3BPIIH KpakOa mim Moaudukamnmja Ha
MOJATOIH, ‘UHKOTHUTO™ JIa C€ CJIE/IN HeuHja akTUBHOCT, J1a Ce IHOHUpA Wi caboTupa... bes
pa3irKa Jajid HamajoT € HpOocielieH OJ OpraHu3aluja, Ipyna XaKkepH, APKaBHH/BIAJIUHU
CTPYKTYpH-TIOCTICTUIINTE CelaKk Ke Oupar MCTH, KaracTpodanHu 3a cute. JJUpexTHO win
MHIUPEKTHO PENpPeKyCHMHM Ke TpeTprnar Ay3WHa pa3iiyHd NpoQHIM Ha CTOMAHCKH
opraHu3anuy, GUHAHCHUCKH HHCTHTYIUH, 0€30€THOCHH JIPYKaBHH CETMEHTH H IITO € HajBaYKHO
YOBCUYKH KPTBH...

Jlokonky Jnocera ce BOjyBalle HO JOMEHOT Ha BO3IYyXOT, KOIHOTO, BOAaTa M
BCEJICHATa, cera BOjHATa ce MPOLIMPH | BO cajoep nmpoctopoT. Cajoep HamaauTe o1 roJuHa BO
roJiiHa cTaHyBaat ce nocopuctunupanu u nocnenuduyanu. [Ipumep Bo 2008 roguna cajoep
HAalanuTe O MIEPCOHATTHUTE KOMIjyTepH ce npedpiuja Ha npxaauTe nHetuTynun. HACA
MOTBpAWIA OTKPUBAKE HAa IPB IOMEly JaNTONHTE Ha WHTEPHALMOHAJIHATAa BCEJICHCKA
CTaHUIIA, a MOJI0I[HA OMJIe XakupaHu u KomIrjyrepute Ha [lenraron. [lonaramy Ha pen Ouie u
¢bannancucku MHCTUTYIIMK Kako The state bank of India- koja 2008 roguna Ouna mera Ha
XakepH Jouupanu Bo [lakucran.

IIpumepnu:

- Bo 1997 roauna MPA ja dpanupaia jaBHOCTa CO TPAHCIIAPSHTHOTO yIAaTyBambe
3aKaHM JieKa Ke TMOYHE Ja KOPHCTH CJIEKTPOHCKM HAlaaud Ha CIY)KOCHHUTE H
BJIQ/IMHU KOMIIjYTEPCKH CUCTEMH.

3 operanno 3a ucropujara Ha Tepopusmort: Ilamujan XK, Biun A, Ucropuja Ha TepopusmoT, Tabepuaxys1 2009
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- Bo 1988 roamna, TepopHcTHUKaTa TIepHIICKAa OpraHu3alyja THW MperiaBuia
ambacaaute Ha IlIpu Jlanka co 800 e-mail-osu Ha men. ITopakara 6una “Hue cme
Wnrepuer” “Llpau Turpn” M oBa € ce cO Led Ja T'M IONpPEeYuMe BaLIUTE
KOMYHHUKAIIUH.

- HWurepner cabotepu, 1998 roauna ja odeznnunja Web-ctpanara Ha HHAMCKUOT
“Bhabha” meHTap 32 aTOMCKO HCTpaXkKyBame, MPH IITO YKpasie eleKTPOHCKa
MOIITA.

- ITanecruncko-upazenckara cajoep BojHa ox 2000 rommHa uckopuctuie DoS
amaTKM 3a Ja ro HamaJHaT HajroJIeMHOT cHaOayBad Ha VHTepHeT ycmyru
“Netvision”.

Bo crennaBa Tabesna ce MpUKaXKaHH €IHHU O] MOCKCIIOHUPAHUTE U MMO3HATH HaIaIu
Bp3 HallMOHAJIHATa HHPPACTPYKTypa U 6e36eJHOCT?,

I'onuna Hanarau Men \ IMocaennnu
1982 CAI-IIMA | Jlornuka Oomba Haco4YeHa KOH Hectpykimja
racoBogoT Ha CCCP Bo Cubup
1999/2000 Pycuja Ilentaron, HACA, Hamuonanna | Kpageme
nmaboparopuja UH(pOpMAITUH u
IIMTHOHAXKA
2007 Kuna Kommjyrepcka mpexa Ha CA/L OnbuBame Ha
yciyra
2008 Heno3naro Boena mpexa na CAJ] 3nmoHaMepeH
K0J1/30M0U MaIHa
2008 Pycuja Be6 cajtoBu Ha Biamata um np | OpOuBame Ha
UHCTUTYIMH Bo ['py3uja yciyra
2010/2011 Heno3naro Wpancku 00jexT 3a 300oratyBame Ha | CaboTaxa
ypaHUyM

2001 Ta roguHa MeryIpyroro ja oadenexano W TeH3WM4YHaTa cajoep BojHA momery
Kuna u CAJl . Ilpnuunara Omiia cyaapoT Ha KHHECKU aBHOH CO aMEPUYKH IIITMOHCKU aBHOH.
[IpBuTe Hamamu U yrnaTuiie KHHECKUTEe XaKepH, KOM He HalpaBHIIe 3HAYUTENHHU IITETH, HO
HacTpaJajia CTpaHUIlaTa Ha AMEPUKAaHCKHOT KoHrpec. Jlojieka aMepHKaHCKUTE XaKepH TU
TapreTupajie Bed cTpaHUTE Ha BIacTUTe BO mokpauHu Bo KIMHa, HO M OHME Ha KOPEjCKUTE
kommanuu Samsung | Daewoo Telecoma.

Bo 2008 roamna rpyma xakepu HapeueHu “Greek Security Team” ymagnane Bo
kommjyrepure Ha CERN — EBponckHOT 1ieHTap 3a HyKJI€apHU UCTPa)KyBama, IITO 338 MAJIKY
HE ja mpe3ene KoHTposaTta Bp3 eneH ox Aerekropure LHC — HajronemuoT axueneparop Ha
YEeCTUIH. YTITE MOCTPAIIHO € MITO XaKepPUTE BO CUCTEMOT MPOBAWIIE YIITE MPBUOT JIEH O]
EKCIIEpMEHTOT W TMocTaBwie JaxHa crpanuna Ha cajtor Ha CERN. Co mrTo mako He
npeau3BUKalie eHOPMH LITETH, TOBOJIHO OMJIO LITO MIOKaXeJe IeKa eJIEeKTPOHCKATa 3alITHTaTa
Ha MHCTUTYLIMUTE OJ] BAKOB KaINOap € Ha “CTakiieHHd Ho3e” .

4 Tloseke: M.Bormanockn, M.Bormanocku, E.Hukonos, JI.IleTpesckn, CajOep HamaamTe Kako HajcOBpEMeHA
3aKaHa 3a BOGHHTE ONepaliu 1 KputnaHara nHdpactpykrypa, MILCON, Ckomje, 2012
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Bo 2010 romuna 6una co3najieHa MajJWIMO3HATa porpama Stuxnet koja ru
3apasmina SCADA anapatu Ha CHMEHC KOU TH KOHTPOJIUpaaT HAaQTOBOJMTE, EICKTPUYHATA,
HyKJIeapHaTa W JPYyrUTe WHIYCTPHCKM TOTeHIMjanmu Bo Mpan, mpeky uHHIMpame Ha
HajManky 30.000 kommjyTepu MUPYM CBETOT.

2. “UuTepHa” knacudukanmja Ha cajoep HamaauTe
Uectonaru ce BpIIH €ieH BU] “HHTEpHA  Kiacupukanmja Ha cajoep HamaanuTe:

v' Heceaexkrtuuu Hanaau-Indiscriminate attacks- opue namnaau ce Ha r106aIHO HUBO
W ce HamaJu KOW He OMpaart Janu MertaTa ¢ JAp)kaBa ik KoMmnanuja. [IpuMep 3a BakoB
nanazn e Operation Shady RAT® , Red October®, 2017 Petya cyber attack’...

v' HecrpykruBuu_Hanamm-Destructive attacks- ce mamagm kou mmaar 3a men aa
HaHecar utera. Ilpumep 3a oBoj Tun Haman ce LulzRaft, TV5Monde®, Stuxnet,
Operation Ababil, Shamoon...

v' Cyberwarfare —ce mojguTHYKH MOTHBHPAHH HAIaIH KOW LeJaT Melyapyroro u 3a
caboTaxa u mmnuoHaxa. [Ipumep 3a 0BOj BU Hamaau ce: Hananot Bo Ecronuja-2007
roauHa, HanagoT Bo bypma-2010 romuna®, caj6ep BojHa momery Jamonuja/JysxkHa
Kopejal®, manmamure Bo Texot Ha Pycko-I'pysucka Bojua, Opeartion Olympic Games,
Opisrael, Singapore cyberattacks...

v' lpxkaBua mnuonaxa-Government espionage- oBue Hamagd ce HACOYEHH 3a
Kpaxxba Ha MHGOPMAIMK O] APKaBHU OpraHu3aiuu. [IpuMep 3a OBHE Hamagw ce:
GhostNet!!, Operation Newscaster'?, Titan Rain, Cyber attack during the G20 Summit
, Operation Cleaver...

v' KopnoparuBHa mmuoHaxa-Corporate espionage- oBue Hamaju 1enar Ha Kpaxoa
O] KOPIOPAIuK MTOBP3aHH CO MpaBa O] MHAYyCTPUCKA CONCTBEHOCT. [IprmMep 3a oBHE
nananu ce: Operation Aurora'®, Operation Socialist, Sony Pictures Entertainment
hack,IEEE...

v' Kpax6a Ha e-mail axpecu —oBKe HalaM ce OHeCyBaaT Ha Kpax0a Ha e mail aapecu
Ha crnenuduunn BeG cajroBu. Ilpumep 3a oume mamamu ce: RockYou, Adobe®,
Yahoo...

5 Operation Shady RAT-cepuja Ha cajbep Hamagu 3amounati 2006 roamna.On oBOj Hamaj MOrOJEHM OMIle
HajMasky 71 opranuszanuja, OH u MHTepHanoHaATHHOT ONUMIIUCKHA KOMHTET.

6 Tomeranno: https://www.computerworld.com/article/2474163/cybercrime-hacking/red-october-5-year-cyber-
espionage-attack--malware-resurrects-itself.html

" Petya e pamMuIIMja HA EHKPUIITHPAHU MaJILMO3HK codTBepy, oTkpuenu 2016 roauna.

8 OBue mananm ce cmyuune 2015 roguHa Kora Gwi HamagHAT (paHIyckuoT cepeuc TV5Monde on mammosen
codrBep.

% Cajbep namamute Bo Bypma ce omBuBane npe u3dopute 8o 2010 roauna, npeky kopuctere DDOS Hamam.

10 Bojuara uaBONBHpana janoHcky uaTepHeT QpopyM ( 2channel) u xopejcku Be6 cajr. crara ce ogsusana o 2010
roJIvHa.

1 GhostNet -e umeTo Ha eHa 0/ HAjrOJIEMHUTE ONEpalMK 32 cajoep MmnMoHaxa oTkpueHna Bo 2009 roauna.

12 Operation Newscaster- cajoep mmuoHaXa Koja KOPHCTH COLM]jaTHO BMPEKYBambE.

13 Operation Aurora- cepuja caj6ep Hamaju, IpBo jaBHO 06jaBenu o Google, a 3anounaru 2009 roauna. Hanagure
Ouiie HAMEHETH 3a JIECETHIIH OpraHu3alliH.

14 Bo 2013 ronuna xakepu Brersie Bo mpexara Ha Adobe ykpane mHpOpMAIUK 32 KOPUCHUIIUTE, CO IITO OHIe
omreTeH HajA 150 MUIMOHU MOTPOIYBaYH.
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v/ Kpaxk6a HA KpeIuTHH KAPDTHYKM M_(uHancucku moaarouu- [Ipumep 3a oBue
nananu ce: 2017 Equifax data breach®®, Goodwill Industries, Subway?®...

Cajbep TepopH3MOT MOPaAX HEroBaTa MyJITHIUMEH3UOHATHOCT, METaMOP(O3H, U Te KaKo ja
OTe)XHYBa YHHUTapHOCTa MPH HErOBOTO AeduHUpame. IMEHO He MOXe Ja ce MpoHajlie camo
e/lHa eIMHCTBEHA JIe(hMHUIMja KOja Ke TO IIOCTaBH OBOj ITOMM BO TPaBHA paMKa.

Nako nocrojar HU3a Ha “MeTH’ Ha KOj TaKTHU3UpaaT M Wrpaatr cajOoep TepOpHCTHUTE,
cemak efHa cinaba Touka, WM “aXxuiioBara neta’” € TOKMY HallMOHalHaTa HHPPacTpyKTypa Ha
npxasute. Ha oBaa mojie HEe TMOCTOM pa3iiKa Mely EKOHOMCKH pa3BHEHU/HEpa3BUEHH
JpKaBH, 3eMjH BO TPAH3MIIM]a, OMIITECTBEHO MOKHH/CTadu... CuTe moieAHaKBO “ceOnIHO” ja
YyBaar cBojaTa MH(PACTPYKTYpa, MOTCHIMUPAjJKH ja eHOPMHATA Ba)KHOCT ILITO MCTAaTa ja MMa
32 [ENOKYMHHOT OIICTAa0K W HOPMalIHOTO (yHKOMOHHMpame Ha 3emjute. Mcrata e
EKBHJIMOPUYM ITOMeTy HallMOHATHaTa 0e30e/THOCT, EKOHOMHjaTa, HHAYCTpHjaTa, 3[paBjeTo Ha
rparasure... 3a TpalfaHUTe TOA € CHHOHHM 3a BOJaTa, eJeKTpUIHATa EHePrija, TPAaHCTIOPTOT,
KOMYHHKAIIUCKUATE CUCTEMH... 3a ApKaBUTE TOA € SKBUBAJICHT Ha CPEACTBATa, CHCTEMUTE U
MpEeXHTe, OMII0 Ja ce PU3NYIKH WM BUPTYEIHH, KOU CE Ol BUTAIHO 3HAYCHE 3a IpXKaBara
(TpowW3BONICTBO, TIPEHOC M IUCTPUOYIMja Ha ENeKTpUYHA EHepruja, racor, HadTara u
Ha)TEHUTE TPOU3BOJHM, BOJOBOJHATA MpEXKa, HACUIIK, OpaHH, 3aMjOACICTBOTO,
MMpOU3BOJACTBO U I[I/ICTpI/I6y1H/Ija Ha XpaHa, BJIAJUHUTEC WHCTUTYLHUH, TPAHCHOPTCH CUCTEM,
()MHAHCHUCKUTE WHCTUTYIUH, TEICKOMYHHUKAI[MUTE, jaBHOTO 37paBje, OaOpaHOeHHTE
MeXaHU3MH, XaplBep, copTrep...).HapymeHoTo aenyBame Ha caMo €AeH O] OBUE CEKTOPH,
BJIMjae TUPEKTHO M MHAMPEKTHO HA PEUYHMCH CUTE OCTAHATH, JIOBEIYBAjKH MO KOJAIC, WIN
JecTa0MIn3upamke Ha camara Jp)kaBa. Taka caMmo elleH KOMITjYTepCKA BHPYC MOXE Ja ja
MpeKUHe JUCTpUOYLMjaTa Ha IPUPOJIEH Tac BO LEJIMOT pernoH. [locnenoBarenHo oBaa Biujae
BP3 HAMaJIyBamhETO Ha EIeKTPUYHATA CHEPTHja, ITO MaK CBOETO BJIMjaHHE TO IPEeHeCyBa BP3
MPECTAHOK Ha KOMITjyTePU3UPAHUTE KOHTPOJIHH EUHULH 1 KOMyHUKaui. CBOU perpeKycHu
Ke IpeTpIiaT U NaTHUOT, BO3AYILEH U )KeJIe3HUYKH coo0pakaj, Kako 1 padoTaTa Ha CIyXOuTe
3a UTHA TIOMOIIL.
3aroa cekoja Ap)kaBa MOpa Jia ja IITHTH CBOjaTa HAIlMOHAJIHA KPUTUYHA MH(PACTPyKTypa.
IlorpebHO € na ce mocedyBa CTpaTelIKM IUIAH 3a MpeBeHNHja, Op30 pearupame Hu
OTCTpaHyBamhe¢ Ha MOCICIUIIMTE OJf EBeHTYyajeH Hamaja, u “‘back up” 1uiaH 3a Bpakame BO
HOpMaJleH TeK Ha HamajHaTtata wHppacTpykTypa. Cero Toa 3Hauu J00pa MpOIEHKA Ha
peanHaTa ciaMKa Ha CUTE HEJOCTATOLM IUTO T'M MMa JpXaBaTa, HE caMO OJ BUPTYEJIEH TYKY
noceOHO ox cajOoep Hamal, IMOHATaMy pEeAyLHpame WIM LEJOCHO aHyJUpame Ha TaKBUTE
HE/IOCTATOIW, pa3BUBabE U eTabJupame Ha CUCTEMH Ha HIeHTU(UKAIMja U CIIPEeUyBambe Ha
MOTEHIINjaTHATE HAITajIH, OCIIOCO0YBamke Ha MOCEOHN CUCTEMH 32 HaBpEMEeHa CHI'HAJIM3aIlnja,
alapMHUpame 32 BEKe HalaJHaT CUCTEM, “OTCTpaHyBame Ha HANagoT U CAHUPAkE Ha
HaHeceHHUTe nocneauny. OBaa KOMIDTHIIMPaHa, UCTIPETIeTeHa MpeXa Ha 0/10paHa, Kako IITO
W3rIIe/ia Ha TIPB TOTJIe]], BCYIIHOCT € HYXHa rmorpeda Bo JieHemHo Bpeme. duHaHcHCKUTE
CpeACTBa M BPEMETO MOTPOIIEHH 3a CO3/1aBamk€ Ha BaKkBa eUKacHa Mpeka He MOXKe Ja ce

15 Equifax Bo 2017 roauna oGjasuie neka Guiie *KpPTBHU Ha cajoep Hamaau, Kajie MITo cajoep KPUMUHAJIIUTE J00uIIe
npucran Ha Hax 140 MUJIMOHM KIMEHTH, Ha KOM UM OWJie OTKPHEHH M COLMjalHH OpoeBH, OpoeBH Ha
KPEIUTHU KapTHUKHL.

16 Bo 2012 roauna, BO HHTEPHALMOHAIEH 3aT0BOP OMIle XaKUPaHH TEPMUHAJIM 3a [Iakare Ha Haa 150 Gppanmmsu
3a Subway pecropanmu.
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KOMITapHApaaT co BPEAHOCTA Ha AOOPOTO MITO ce MTHTH. buiejku ONCTaHOKOT Ha JpKaBaTa,
HEj3MHHUTE BUTAIHU Oprany, 1 6e30e1HoCTa HA rpafaHuTe HeMa [eHa.

OBoj BUJ Ha 3aIlITHTA ja KapakTepusupa cajoep 06e30eqHoCcTa, Kaje ce 00e30eayBa 3amTiTa
Ha CpelCcTBaTa MITO BKIydyBaaT MOAATOIN, KOMITjyTepUTe, CEPBEPHUTE, 3TPAINTE, 00jeKTHTE,
HO TIpeJI ce IyTreTo.

CajOoep TepopuU3MOT € MHOTY TEXKOK 3a JEeTEeKTHpame, Mpel Ce 3aToa IITO € PeYHucH
HEBO3MOXKHO J1a C€ OJIpeAM NOYMTHYKATa IPONATHOCT WM CHOH30PHTE HA HETOBHTE
m3BprmTend. [locTon caMmo HEBUUIMB HETIpHjaTes KOj € HaBHIyM cllabo HAOpy»KaH, CaMo CO
e/ieH TepcoHalieH KommjyTep. Ho eneH reHuj Ha KOMITjyTep € MOCHIIEH O] MHOTYOpOjHHTE
apMUM Ha Ap)kaBuTe. VICTHOT CO IUTUTAIHU KOIOBH, “MH(OPMATHYKH ja3uK', eNEKTPOHCKU
HOBHHHM aTaKyBa Ip)KaBHH HH(POPMAINCKH MPEKH, MEHyBa IEIH HAIWOHATHU IpP>KaBHH
3alITUTEHN MPOTrpaMu, HHPUITPUpPA MITETHA “UOpPBU” KOj ja YHUINTYBaaT YHHTApHOCTA U ja
ciabear 1ienara Jap)kaBa.

Cnopen ®BU oBoj ¢peHoMEH HapedeH cajoep Tepopu3aM Koj 3a3eMa MHBa3Wja co paruiaHa
Op3uHa e: “npedymucienu, NOAUMUYKU MOMUSUPAHU HANOU RPOMUE UHGOpmayuu,
Komnjymepckume cucmemu, KOMRjymepcKume npozpamu u no0amouu  uimo
pe3ymupaam co HACUTICMEO NPOMUE Uelu KOu He ce 60eHU 00 CMAaHa Ha cyo
HayuoHnannume zpynu uau majuu azenmu.” Criopen uctute, cajoep HaMaAUTE Ce TPETH IO
pen HajomacHu 3aKaHW, KOW ClIeJaT BeIHAIl [0 HyKJeapHaTa BOjHA M OPY)KjeTO 32 MaCOBHO
YHUIITYBAaHbE.

Enen on moBmeuaTMBUTE U EKCIIOHUPAHU cajOep Hamaau ce ciaydmi Bo 1999 roauna
3a BpeMe Ha uHTepBeHIMjaTa Ha HATO u 6ombanaupameTo Ha Cpbuja. bpojHu mpocpricku
XaKepCKU IpyNu pearupaie Bp3 WHTEPBEHLMjaTa Ha andjaHcara , IpH LITO ja HamagHaie
uHTepHeT-uHpacTpykrypata Ha HATO. [lo GombanaupameTo Ha KMHECKaTa ambacazna BO
Benrpan onx crapana Ha CA/l u KuHECKHTe XaKepH ce BKIy4miie BO KOHGIUKTOT. BpojHure
XaKepPCKM Hamagyd Cco3Jajie MOpe OJf HUCHpPaTeHH ‘‘MEjJIOBHM” KOM ja mapajiu3upaie
cekojaHeBHaTa komyHHKanvja Ha HATO, mo mTo HEKONKy JeHa He MOXKelda HUTY Ja ce
KOpUCTH HUBHaTa odunpjaiHarta BeO crpanuna. VicToBpeMeHO Ha HEKOJIKY BeO CTpaHMIM Ha
semjure wieHkn Ha HATO Owie HamaJHaTH CO TIOpaKd 3a MPEKMH Ha BOeHATa
ornepanyja.llenta Ha xakepuTe 3a MPEKUH HA BOjHATA HE ycCIieana, HO UM Ce J1ajo J0 3HacHhe
Ha rojieMHUTe BOCHU CHJIM JieKa He ce 0e30eIHH, HUTY €IEKTPOHCKH J0OpO MOKPUEHH.

2.1 Cajoep Hanaa Bp3 MHGOPMALHMCKO —KOMYHHKAIMCKATa HH(ppPacTPYKTypa Ha
Ecronnja.l’

OBoj cityuaj BKIy4yBa cepHja cajoep Hanaau kou 3anodnaie Bo 2007 roguna. Mcrure
I Tapretupaie MHOOPMAIMKO KOMYHUKAIMCKuTe cucteMd Ha Ectonckuor [laprmamenT,
0aHKWTEe, MUHUCTEPCTBATa,MEANYMHUTE... CO LITO CE aTaKkyBajO BP3 PEUUCH CHTE BHTAIHU
WHCTUTYIMH BO JpKaBarta U ce 00e30enmio Hej3uHo necradunusupame. HATO 3actanan Bo
noaapiika Ha Ectonuja u 3aroa Tokmy Bo Tanuu ce Haora HATO KoomnepaTuBHHOT 1eHTap
3a cajoep oxOpaHa, Koja € HajUCTaKHATa MHCTUTYLMja 32 UCTPaXyBame M 00yKa, Koja ce
3aHMMaBa cO 00pa3oBaHUE, KOHCYJITAIMH, pa3MeHa Ha JIEKIUH U Pa3BOj BO BPCKa co cajoep
onopanata. O 2008 ronuna HATO ja o0jaBusie cBojaTa IpBa MOJIMTHKA 3a 0J10paHa 0J1 cajoep

7 Tloseke: J Aukockn, CHTYpHOCTa Ha KOMIIjYTEPCKUTE CHUCTEMH, KOMITjyTEPCKH KPHMHHAT U KOMIjYTEPCKH
tepopmsam, Cxomje, 2012.
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Hamagute. MelypyroTo anujaHcaTa ja JOHeNa KOHTpoBep3HaTa moBenba on Tamuu®,
HaNWIIaHa o]l UHTEPHIMOHAHA TPyMa O OKOJY JABAaeceTHHa €KCIEePTH U MyOJIMKyBaHa BO
2013 roguna ox Cambridge University Press, co koja ce HaMeTHyBa MpaIlambeTo Aadd U BP3
cajoep KpUMHHAIIOT BaXKaT OJ[peI0NTe 3a METYHApOJHOTO XUMaHUTApHO 1 BoeHO TpaBo? Koun
cajbep omepariyi MOXKaT Ja ce KBaTn(UKyBaaT Kako BOOPYKEH HaIla, Kora JIp>KaBUTe MOXKaT
na pearupaar Bo camoondpana? Ilotoa Bo 2017 roauna 6una nomecena Tallinn 2.0°
nosesnoara.

BeymHocT cajOep HamaanTe, MOKaT Aa ce I0jaBaT Kako pe3yJITaT Ha BeKe MOCTOSUKH (PH3UIKH
HanaJ/ BojHa/ KOH(DIIUKT, WM MaK Jia C€ 0JIBUBAAT MapaJIeTHO CO UCTHOT.

Taxa Bo 2008 roauHa ce mojasu Pycko-I'py3uckuor konduinkr. imeno pernonor Adxasuja
u Jyxxna Oceryja MeryHapOIHO IPAaBHO W punaraaT Ha I'py3uja, HO e paKTo ce CaMOCTOJHH
v nox 3amruta Ha Pycuja?®. OTkako eckaampaa OJHOCHTE MOMely OBHE JBE JP)KaBH, HA
CIlcHaTa HacTalu M cajoep BOjHATa, KOja Ce OJBHUBAIIC MapaleaHo co ¢usnukata. VimeHo
I'py3uckra Bnaga ja oOBUHYBana Pycuja 3a HEOBIACTEHO HABJETyBamE BO KOMIIjYTEPCKHUTE
CHCTEMH Ha BHTAJHH BJIAJMHHU CajTOBH W HUBHO MCKIydyBame. VIcTo Taka oOBHHEHHjaTa ce
OJHECyBaa Ha PYCKUTE XaKepu KOW HaBOJAHO ja “3azeMalie” cTpaHaTa Ha MUHHCTEPCTBOTO 3a
Ha/IBOPEIIHU paOdOTH U APYTH KPYLHjaTHA HHCTUTYIIHOHATHH CTpaHH, co mrto ['py3uja Ouna
OHEBO3MOXKEHAa Ja TO M3BECTyBa CBETOT 3a KyJIMHHAIMjaTa Ha BojHara. [lopagm Toa
I'py3uckara Binajga Ouiia mpuHyAeHA Jia MOYHE J1a TO KOPUCTH jaBHUOT cepBuc Ha Google , 3a
Jla MOKE Jla CO3/1aJie CBOj OJIOT, MPEKy KOj Ke ja U3BeCTyBa jaBHOCTA U MEIUYMHMTE.

Naxko kaj cajoep Tepopu3MOT HeMa KIIAaCHYHHU Halaay Kako Kaj “CTapuoT Tepopm3am’’, cerak
MOCTIEANIINTE OJf HOBUOT TEPOPU3aM Ce MOXKEOH JaNeKy MOOIMaCHH M Oe3MUIIOCHH, OHIejKu
WHIMPEKTHO C€ BPIIM €KCIIaH3Wja Ha IITeTHTe. Taka HamaJ Ha KOMI]jYTEPCKHOT CUCTEM Ha
aepopoM Ke HampaBH OIPOMHH IOCIEAMIH BO YIPAaBYBAHETO Ha JIETOBUTE, HETPABUIIHO
JaBambe KOMaH/U 3a CJIETyBambe, ITO MaK MOXE Ja MPeAn3BUKA 1aJ HA aBHOHU M T'OJIEMH
MaTepHjaTHH 1 YOBeUKH )KpTBH. Ce KalKynupa JeKa ce IOBEeKe Hala i BO WIHWHA Ke IO MMaat
00eIexjeTo TOKMY Ha cajoep TepOpU3MOT.

LleHTapoT 3a CTpaTErucKu ¥ MeryHapOIHU CTYIUH TO Ae(hUHUPA OBOj ITOUM KaKo *“ ynompeoda
HA KOMRJyMEPCKU MPEM)CHU CPeOCcmea 3a HAnao uiu YHUWIMmMyeamwe HA HAYUOHATHUME
uHppacmpykmypu (npumep: enepzencKu, mpaHcnOpmHu 61A0UHU KANAUUmMemu) uiu oa
Jja npunyoam u 3aniawiam enadoama uiu YUEUIHOMO Hacelenue”’ , Uy “cajoep mepopuzam
€ KpUMUHAIeH aKm U36puieHn 6p3 KOMRjymep npuuimo e npeou3euKano HaAcuicmeo, cMmpm
u/ unu decmpykyuja, cozoasajru mepop nopaou yoeoysare na Bnaoama oa ja npomenu
noaumukama.

WneanHo Om OMiO Ha OApENeH BPEMEHCKH NEPHON Ja ce NpaBaT UCTPaXKyBama KOHM Ke
MOKaXKaT Kako eBoiyupaar cajoep Taprerure. Jlanm ocTaHyBaaT HCTH, MU MAK CO TEKOT Ha
BPEMETO, Ce TI0jaByBaaT HOBH 00JIaCTH, KOW CTaHyBaaT MOWHTEPECHH 3a TapreTupame. Cexako
KIYYHH CeKoram Ouiie W Ke ocTaHaT ()MHAHCUCKHUTE M ApP>KaBHU MHCTUTYLUMH-OUAEjKU ce
PHU3HHIIA HAa HAIIMOHAIHU, 0e30€IHOCHN M MaTepHjaiHu rmojaTony. Ha paHr nucrara BegHaIn
MoTOa OM TM CMECTHIIE MHCTUTYIIMHTE/00jeKTHTE 32 HadyTa, rac, BOJOCHAOIyBahe,elIeKTpHYHA

18 [Togeke: https://ccdcoe.org/tallinn-manual.html

19 [ogeke: https://ccdcoe.org/tallinn-manual-20-international-law-applicable-cyber-operations-be-launched.html

20 Abxasuja u Jyxna Ocetnja u npunatraa Ha I'pysuja, HO o pacnianot Ha CoetckuoT Cojy3, M TI0 TpalaHCKUTE
BOjHH , THe ce otienuja ox ['py3uja. Pycuja ja mpusnana HezaBucHOCTa HAa AGxa3nja n Jyxxna Ocerrja BO
asryct 2008 ronuHa.
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eHepruja-Ounejku 0e3 HHUBHO (PyHKIMOHHpame JAp)kKaBaTa Ke CTaHe aHOMHYHA U
JTUCHYHKIIMOHAITHA.

3. Case studies

3.1 CASE STUDY: PETYA/NOTPETYA

Petya e pancomep T.e ylieHyBauKu cOTBEp WX €ACH O]l MHOTYTE BUIOBH Ha ITETCH
co(TBep, K0j ro HHMUIIPA TAPTETUPAHUOT KOMIIjyTEP, CHKPUIITHPA OAATOLH, IPUTOA U 1aBa
Ha JKpTBaTa Mmopaka 00jacHyBajku 1 Kako MOXe Jia rate Ha Bitcoin? 3a na ro mo6ue ximydor
3a pekymnepanuja, T.€ Bpakame Ha XakupaHute nogarouu. Mmerto Petya e moGueno on
KYJITHUOT cepHjal 3a Tajuuot areHt [lejmc bonn-“GoldenEye” , kane Petya e enen on aBara
COBETCKH Opyxja-caTeautd kou Hocat GoldenEye — atomcka 6omba. OBaa cemejcTBO Ha
MTETeH eHKpHUNnTUpaH codrep mpB maT Own HOoTHpaH Bo 2016 roawmHa, Kako MallHO3CH
co(hTBep KOj T'M Hamara camo M UCKIydrBO cuctemute Ha Microsoft Windows.

[laTtor o memocHa mMIUieMeHTanja Ha Petya ce omBuBa Hu3 Hekonky (azm. [IpBo OBOj

codTBep ce MpUKavdyBaj 33/l HABOJICH € MAaKJI 3a aluTHaKIrja 3a pabota u pdf 1oKyMEeHT Ha KOj

OTKaKO PTBaTa ke KJIIMKHE Ce aKTHBHpA U MOYHYBa ‘“oreparujara’ Ha IITETHUOT CO(TBEP.

Hctrot ro okynupa XapAWMCKOT M CUTE MHQOPMAalM HAa HErO a 3a MOHATaMOIIHO HEroBO

“ocmobomyBame” U AEKpUNITHpamke Oapa miakame Ha OUTKOMH.

Bo 2017 ronuHa ce nojaBuiia HoBa Bep3uja Ha Petya, koja 6p30 ro goomia numeto NotPetya

. [IpBute MeTn Ouite cTaoHNpaHK BO YKpawnHa, HO 32 KpaTKO BpEMeE ja 3a3ejie pevrcH Iea

EBpomna. Ce npornienyBa aeka Owine napuupanu 12.500 mammaN Bo Hag 64 Ap>KaBH caMoO BO

NPBUOT JICH Ha JeTeKTupame. PanuaHo ¥ curypHo Ouiie Hara HaTH KOMIIAHWU U HHCTHTYLIUH

Bo Mcrouna EBpora, kako 0aHku ¥ GUHAHCUCKY LIEHTPH, oOnacTute Ha eHeprujara...[lpuroa

OBaa HOBa Bep3Wja PamMIHO T'M HMHQHUIMpAIa W 3a3eMajia KOMIIjyepuTe W Mpexure 0e3

“KIIACHYHUTE METOAH Ha crapara Petya”. Taka HOBHOT mainuo3eH codTBep ce mmupen 0e3

Oapame M e MawioBu. [lopamu Toa mMoOCTOjaT HEKONKY MapMeTpd KOj Tomaraar 3a

JVICTUHIIMPAE Ha OBHE (PpaKIMH O] UCT MTeTeH coPTBEp.

Not Petya ce mmpu camocTojHO, 3a pa3nuka of Petya koja 6apa “omobpyBame” pexy
KJIMKamke Ha eMaun co uHpuiupan codraep.

L) NotPetya enxpunrupa ce, 3a pasiuka o Petya koj nmpeTexHo eHKpUIITHPa TPBUYHO
CaMo OJIpeJIeH e OJ] XapIHCKOT.

L NotPetya mako MHOTY CIIMYEH CEMaKk He € KIaCHYeH Mallho3eH codTeep, IITO
MOXeOU € Hajuily30opHaTa, KOHTpajukTopHa WH(popmarmja. MiMeHO Mako W OBje
MPUCTUTHYBA TOpaKa 3a TUlakame OMKOWH, 3a JIGKPHIIIUja Ha TOJATOIUTE, Cerak
nocrou pasnuka. Taka kaj Petya mocrou mocebeH kox OnarojapeHue Ha KOHM ce
JI03HaBa Koja >kpTBa marwina outkowH. [logeka kaj NotPetya ooj kox e peuncu
WpEJICBAaHTEeH TpU  [OHATAMOIIHA  HJCHTU(HUKANWja. 3aroa  MHOTYMHHA
mpeTnocTaByBaar jaeka menta Ha NOtPetya € MHOry mocioxkeHa o O04YeKyBaHOTO.
HaBognara unTeHuuja e ga codepe nHGpopManuu of cajoep areHIUH U peIeBaHTHU
WHCTUTYIUH CIIMYHU HA HUB.

2l Bitcoin e nmmarexxeH cucTeM Koj ce 1nojaByBa Bo 2009 roaumHa. VYiuTe € I03HAaT  KaKO
JUTHUTATHA/BUPTYEHA/KPUITOBATYTA MM €IEKTPOHCKH MapH. BUTKOMHOT He € perynmpaH of HUKAKOB
enTuTeT-KaKo LlenTpanna banka mimm cImdHO U 3aT0A € CHHOHKM 3a JEHEHTPaIn3upaHa BaIyTa.
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3.2 CASE STUDY: WANNA CRY ATTACK

Wanna Cry e Manuo3eH IpB Ko0j JellyBa MHOTY CIMYHO Ha MTETHHOT copTBep Petya.
WnentndHocTa € BO Toa mTO M Wanna Cry ru Hamara WindOws cucteMuTe, Td SHKPUITHpa
MOJATOLMTE W 32 HUBHO JIEKpUNITHpame Oapa rakame outkonH. Ho cenak oBnie ctanysa 300p
3a MpeXKeH IpB OWAEjKH BKIydyBa TPAHCIIOPTEH MEXaHHW3aM KOj My OBO3MOJXKyBa CaM Jia ce
penpoaypa U caMoCTOjHO na ce mupu. OBre Hamaau 3anouyHane Bo 2017 romwHa, Kaze
mpBara ‘‘3apaza”’ ¢ MapkupaHa Bo A3suja.3a caMO €lIeH JieH Ce NpOIlcHyBa JeKa Owie
nHumpanu Ha Haz 230.000 xomnjyrepu Bo 150 npkaBu.

3.3 CASE STUDY: UKRENEGRO/ UKRAINIAN BLACKOUT

Bo nexemBpu 2016 roguna YkparHCKHOT qUcTpuOyTep Ha eHepruja UKrenergo mperpmen
cajOep HamaJ Koj TOBEJI 10 KpaTOK MPEeKUH Ha eHepruja Bo Kues u Onuckute peonu. Mim 6uino
MOTPeOHO e/IeH Yac 3a Jla Ce BpaTH eHepryjaTa BO HOpMalia.0BOj Hama 1 OWI H3BEACH CO TOMOIII
Ha cajOep BIIMjaHUETO, T.€ MTETEH COPTBEP KOj ja Mpe3eN KOHTPOoJaTa Bp3 CUCTEMUTE.

3.4 CASE STUDY: STUXNET

Stuxnet e mTereH KoMIjyrepcku 1pB oTkpueH 2010 roguna, co mpe3yMIiyuja JeKa e
paszBuBaH ox 2005 ronrHa HaBOAHO O cTpaHa Ha AMepuka u M3paen, co mpuMapHa Lel U
taprer-Mpanckara HykineapHa nporpamaZ?, IloBeke MeMyMCKH U3BEIITAUK CYTEPUPaaT JeKa
Staxnet 6w HameHeT Ja To caboThpa 00jeKTOT 3a 300raTyBame Ha ypaHuyM Bo Harams®,
IlTernTe HacTanati BOo HaHTaH3 BO MOYETOKOT HE MOXKEJNE Ja YKaXKaT Ha BUCTHHCKUOT
npobieM, ce poaeka He Omna modapaHa IOMOLI O] €KCIIEPTH KOU I'0 AETEKTHpalle BUPYCOT
Stuxnet Bo upaHckara HyKJIeapHa Mpexa.

3.5 CASE STUDY: OPERATION BUGDROP

Omnepauyjata BugDrop e cajOep Hamaj koj uMa 3a L€l Ja HaBjle3€e BO KpUTHYHATA
WHPpACTPYKTypa, MEAMYMHTE U Hay4YHUTE HCTpakyBama. VHTeHIMjaTa € na ce codepar
YyBCTBUTEJIHN MHPOPMAIMU O] “‘MeTHTe” BKIY4yBajKM CHUMEHH Pa3roBopH, SCreen shots,
JTOKYMEHTH, TTacBOpIH... [loronemMuor nenm ox TapreTure ce cMecTeHHM BO YKpawHa, Pycuja,
nomain 0poj Bo ABctpuja u Cayaucka Apaduja.

MertuTe Ha OBaa orepalyja npej ce ce KOMIaHuM 3a HadTa U Tac,MHTepHAIMOHATHU
OpraHu3allMy KOW BpIIAT HAJ30p Ha YOBEKOBHTE MpaBa, TEpOpHU3aM M cajOoep HaraauTe,
WH)XWHEPCKU KOMIIAaHUM KOM JU3ajHUPAaT eNeKTpaHH, JUCTpUOYIMja Ha Tac, CHaOyBamke Ha
BOJIa, HAYYHUTE HCTPaXyBauykH IeHTpH... Omnepanujata TH 3apa3dyBa >XPTBUTE TPEKy T.H
phishing wama.

22 http://large.stanford.edu/courses/2015/ph241/holloway1/

23 Haranms e rpax Bo MpaH,Hajlo3HAT MO HETOBOTO OOENEkKje-MHAYCTPHCKH KOMILIEKC 3a TMpepaboTKa T.€
30oraryBame Ha ypanuyM. Criopen MeryHaponHaTta areHuuja 3a aToMcka eHepruja ox 2012 roauHa
300raTeHo € BKYIHO 6876 Kr ypaHHyM XeKca(ryopowu/I.
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3.6 CASE STUDY: TV5 MONDE CYBER ATTACK

TV5 Monde e rinob6asnHa TeaeBu3nucka Mpexa, koja Bo 2015 roguna Oerire ®pTBa Ha
cajbep Hama, U3BEICH O] Xakepcka rpymna mo3xara kako CyberCaliphate. crute ycrnease naa
HaBJIe3aT BO BHATPCIIHUTE CHCTEMH, CO IITO TPU Yaca IIEJIOCHO TH mpes3emane. Jypu Hu
Hapenuuor nen  TVS5 Monde He ycmeane [enoCcHO Aa T BparaT pabOTHTE BO CBOH
parne.Xakupanu 6mie u “Facebook” u *“ Twitter” Mpexxute Ha TeneBu3HMjaTa. 3a (pPaHIyCKUTE
BIacTH cajOep HamajgoT OWJI Hamaj Bp3 CiIo0oAara Ha u3pasyBamkbe W Cio0ojaTra Ha
HHPOpPMHUpAIBE.

3.7 CASE STUDY: SHAMOON

Shamoon ymrre nonosnar kako W32.DisTrack e kommjyrepcku Bupyc oTkpreH 2012
ronuHa. VICTHOT OTCTamyBa o1l “KJIacHYHUTE” OIHECYBama Ha OCTAHATUTE BUPYCH TOpaIU
HETroBaTa yHHIISYBauka MPHPOJA, BPEMETPABETO U LIEHaTa NOTPEOHU 3a peKylepanuja Ha
OIITETEHHOT W HAlagHAT KOMITjyTep. Bupycor ce mupu MHOTY Op30, OKYNHPajKH TO METHOT
CHCTEM U KpaJiejKu criequpuIHn HHPOPMAILIMU KOH TH 1aBa Ha HamarayuTe a HOToa T'H OpHUIIIH.
Co oB0j BHpyC ce HamaJHATH HaluoHaiTHWTEe HadTeHn Kommanuu Ha Caymucka Apabwuja-
Saudi Aramco u Karapckuor RasGAS.

3.8 CASE STUDY: LULZRAFT

LulzRaft e umero Ha xakepcka rpyna koja Bo 2011 roauHa mpocieauja cepyja Hamaau
Bp3 BeO crpanure Ha KaHanckara koH3epBaTMBHa maprtija u KaHagckata eHeprercka
xommanuja Husky Energy. IIpBuot Hamaj Bp3 KOH3epBaTHBHATA MapTHja ce OJHECYBall Ha
JIa)KHA BECT 3a 3/[paBjeTO Ha KaHAJCKHOT MUHHUCTEp, KOja ja MOoCTHpalie Ha BeO cTpaHaTa
OTKaKko ja Xakupayie. Bropuor Hamag Bp3 oBaa KOH3EpBaTHBHA IapTHja Ce OJHECYBa Ha
XaKHpambe U Pa30TKPUBambe Ha JTMYHUTE MHOOpPMALMK Ha JOHATOpHUTE HA mapTtujara. [Iputoa
XaKepcKaTa rpyrna ce ucMejasia Ha 6e30eJHOCHaTa 3alITUTa, IIOTSHIIUPAjH JIeKa ja YHHIITHIIE
KOpHCTEjKH Ga3uuHu, JecHH MeToau. McTo Taka ja xakupaie,okynupaie crpanata Ha Husky
Energy,o0jaByBajku nieka onxpeneH Opoj KOPUCHHUIM Ke J0oOWjaT OecIiaTeH rac, JOKOJIKY
KOPHCTAT OAPEEH KOIL...

3.9 CASE STUDY: RED OCTOBER

Red October e maniunosen mporpam 3a cajoep mmnroHaxa otkpueH Bo Okromepu 2012
TOAMHA, HO CO TPETIOCTaBKa JIeKa HEKOJIKY TOAMHM HaHa3aJ YCIENIHO ja BpIIel cBojara
3ajaua Hezabenexano. [lenra Ha orepanyjara Ouila CHUMake Ha IMTUIOMATCKH TajHU T1a JIypH
W IMYHU HHPOPMAIINH, KOH Ce JIOOMBAJIE O]l CUTE YPE/IH, TIa U O MOOMITHUTE Tele(OoHH.

3.10 CASE STUDY: SONY PICTURES HACK
Guardian of peace e rmceBIOMHHOT TI0/] KOM TPyIia Xakepy 00jaBuUIle HA3a 3aIITUTEHN
HOJaTOLM O] MO3HATOTO (PUIMCKO cTyauo Sony pictures?®. ITomely Xakupanute uHpOpMAIU
ce o0jaBuIIe MOAATOIH 32 BpaOOTEHUTE, HUBHUTE CEME]CTBa, € MAWJIOBH, KOIIHHY OJ1 HE00jaBeHU
¢unmoBu Ha Sony. OBaa xakepcka rpyma Oapajia o KOMIIaHH]jaTa Jia HE IO PEHpoaylupa

24 https://oag.ca.gov/system/files/12%2008%2014%20letter 0.pdf
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dumor the interview komeznja 3a aTeHTaT HaJl CEBEPHO KOpejcKUOT auaep. OBaa Oapambe ce
TPETHPAJIO MHOTY CEPHO3HO OMJIEjKH 3aKaHHTE Ce OJHECYBaje Ha TEPOPHCTHYKH HAIaj BO
KMHATa Kajle eBEHTYaIHO OM ce MpuKaxkyBal GuiamMor?. SONy ja oTKakana IpeMuepara Ha
0B0j ¢uiaM u mo3Boamiaa camo HeroB dounload. Mako mMHOrymMmHa Xakepckara rpymna ja
noBp3aiie co CeepHa Kopeja ncrara menocHo Hernpasia 0o KakBa HHBOJIBHPAHOCT BO OBOJ
cajoep Hamaa. MeryToa oBoj cajOep Hama/ MoBjiedYe H1U3a MOJUTHYKH eckananuu nomery CAJ|
u Ceepna Kopeja®®.
3.11CASE STUDY: OPERATION CLEAVER

Awmepukanckara codreepckara ¢pupma Cylance Bo 2014 roanna Ha u3Beniraj ox 86
ctpanu?’ objaBuia JBe TOAMIIHA MCTpara 3a omepauuja Hapedena Operation Cleaver, T.e
cajoep Hamajg Koj LeNieNl Ha KIYyYHH HWHQPACTPYKTYpH, Kako BojckaTa, HadTeHaTa u
eHepreTcKaTa MHIYCTpHja, TPAHCIIOPTOT, OOTHHUIIM JIOLMpPaHU IHPpyM cBeToT. Mmero cleaver
ro mobmia OnaromapeHne Ha HWCTOMMEHHOT TEPMHHOT “‘cleaver” Koj MHOTY 4YecTo OWi
KOPHCTEH BO MaJIlIMO3HUOT KoJ. BeymHocT 0Boj cajoep Haman Tapretupain Hajx 50 eHTUTeTH
BO moBeke o1 16 apkaBw.

3.12CASE STUDY: CYBERATTACK DURING THE PARIS G20 SUMMIT

OBoj cajbep Hamag ce OJBUBAN Tmpen mouHyBamero Ha G20 camuToT BO
[Mapuz,dpannmja Bo 2011 roguna. CaMUTOT OMI HaMeHeT 3a 1eoBUTe Ha (PUHAHCHUCKUTE
MHCTHTYLIVH U LeHTpaiHuTe Oanku. Hanmanor 3amounan Bo JlekeMBpH CO €/1eH IpaTeH € Mauil.
ATauMeHTOT Ha eMamjao OWJI TPOjaHCKH KO KOj Omn 3amackupan co Pdf mokymeHT
WHQHUIUpPaH co Mainuo3eH Bupyc. [lopaam (akToT nexka MCTHOT ce MIMpEeN CO CHOpPMHA
Op3uHa, 32 KpaTKO BpeMe 3apa3mil 3HAYWTENHA Opojka Ha KOMIjyTepu Ha (UHAHCHUCKHUTE
MuHUCTpH. CHOpes MOJOLHEKHUTE M3eIIaTH OBOj Hamajx Ttarupan camo G20 moxkymeHTw,
OCTaBajKH I'l OCTaHaTUTE (PMHACUKW YyBCTBUTEIHH MOAATONN HEXaKHPaHH.

3.13CASE STUDY: OPERATION SHADY RAT

Operation Shady Rat cepuja Ha caj6ep Hamaau kou 3anounasie 2006 roguHa. O6jaBeHa
ox ctpana Ha Dmitri Alperovitch, ucrata npercraByBa Hamaja Ha HajManky 71 opranu3zaiuja,
BkiyuyBajku ru 1 OH u UatepranuonananoT Onumnucku Komuter. Ce mimekynupa gexa 3a
ncrara crou Haponna Peny6nmka Kuna.

Osue case studies camo ymite eHall ja HOKaXXyBaaT Ha TEKHMHATA U KOMIUIEKCHOCTA
Ha cajOep HamaauTe. YIITE €IHAII Ce MOKaka JuBepTH(UKAIMjaTa HA METHTE HO W Ha
HaunHHUTE/MeTonuTe Ha Hamaa. CeKkako KIy4YHH METH Omie W Ke OoCTaHaT UCTH a Toa ce
€CCHILMjaHJIHUTE-BUTAITHM “‘OpraHn” Ha €AHa JAp)KaBa Kako eJEeKTpaHu, OO0jeKTH 3a
cHaOmyBame 1 00e30e/yBambe BOJIa, EIEKTPUIHA CHEPrHja, TPAHCIIOTHHOT cO00paKkaj, HayqyHO
UCTPaXyBaYKUTE IICHTPH, 3JPaBCTBEHHTE W (puHAHCHUCKUTE O00jekTH... [IpoOiiemor e
“opyxjero” , OMIejKu HamagoT MOXKeE Jla € IPeKy BUPYCH, COPTBEPH, CIAMHU3H... IPUKPUECHU
HO CUTYpHH BUHOBHUIIM 32 CHOPMHHTE IITETH.

% https://www.rollingstone.com/movies/movie-news/sony-cancels-interview-new-york-premiere-amid-terror-
threats-194486/,https://variety.com/2014/film/news/sony-has-no-further-release-plans-for-the-interview-
1201382167/

26 https://www.bbc.com/news/world-asia-30608179

27 https://www.cylance.com/content/dam/cylance/pdfs/reports/Cylance Operation_Cleaver Report.pdf
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KeMOpPHIKHOT IEHTap 3a HCTPAaKyaBH-E€ HA PH3HMIMZ MOTEHIUjalHUTE W3BPIIMTENN T'H
KIacupHUIUpaaT Ha TPU TPYIIH:
Opranmsupan kpumuHaia-Organised criminals — opranusupanuoT cajoep KpuMHHAT
Beke ce TpaHchopMupa BO MHAYCTPH]ja.
v' Xakrusuctu- Hacktivists- ce opranusupanu Kaapu Ha aKTUBMCTH KOM XakKupaar 3a
NONUTHYKY puurHU. Tre ce mpoHaoraaT mopajn HUBHATA MUCHja U 3aTOA YECTO HE
T'Yl 3HaaT Me'yceOHNUTE BUCTUHCKY UMHbA.
v Ocamenn Bonu- Lone wolf — ce unauBuyaniu kou paboTar camu, He BO TpyIia.

4. New Health care cyber attacks?

3npaBcTBeHaTa WHAYCTpHja ce Oa3upa Ha TEXHOJIOTHWja KOja € KOHEKTHpaHa Ha
WuTtepHet: o 3amucu 3a MalMEHTH U J1a0apaTOpUCKH Pe3yaTaTH, A0 PaIHONIONIKa OpeMa 1
OonHnukH TH(TOBH... OBHE CErMEHTH NPETCTaBYBaaT OAJMYHA IPHKa Ha MAIIMEHTHTE, HO O]
Jpyra CTpaHa HCTHTE C€ PaHJIMBHU M MOJIOKHHU Ha cajOoep Haraau, KOj T XaKUpaaT 3aliCuTe
Ha MauueHTtuTe, nHpy3uure, OI0Kaau Ha MoBEKe OONMHUYKM CETMEHTH J0JEKa HE Ce IyaTu
outkonH.. OBa M CTaBH BO Tpalllamke eKCIEPTHTE KOU Oapaa Jia ce Mporiacu LPBEH ajlapM BO
3IIPAaBCTBEHHUUT CUCTEM, OMJIEjKH 3a Pa3iIuKa O] HalaJInTe BO (HUHAHCUKHOT CEKTOP, HAITATUTEe
OJ1 3IpaBCTBEHATA chepa MOXKe Jla pe3yNTHPaaT CO CEPUO3HU TOBPEAH, TypU H CMPT.
Bo “oxbpana” Ha cajOep HamaguTe, cTou (HaKTOT JAeKa HUTY €/IcH MaleHT He MOYNHAT KaKo
nupekTer pesynrat ox WannaCry. Ho Toa HE oX1 JanieKy He ja HamallyBa CepruO3HaTa 3aKaHa
Ha “MOJIEPHOTO 370", OMIEjKH XaKUPajKH WIjalHUIN OOTHHYKHA KOMIIjYTEPH U JEIOBU O]
JIMjarHOCTHYKA OTpeMa, Ke TH MPHHYJAT JOKTOPHUTE J1a TH HOCAT Pe3yJTaTuTe Ha paka HU3
1ena OosHuUIa (MITO € TYOCHhE Ha JIparoieHo BpeMe) U Ou Ouie oTkaxanu rnoseke ox 20.000
TEPMHHH 32 TTALUCHTH.
[Mosuar npumep e Pugsley cyber attack?®. Hamamor ycnean jna eHkpunTupa OGOJHHYKH
3PaBCTBEHHU MOJATOIM U J1a TH JPKU KOMIIJYTEPCKUTE CUCTEMH IOJ KOHTpOa, Oapajku
ouTkonH oTKynHUHA®, BeymHocT cTanyBa 300p 3a cMMyJlallkja Ha 60JIHHYKO XaKupame ! BO
KOja y4eCcTBO 3eMaJie aKTepH H MOJIEIIH CO peaHa TexnHa. CUTe OCBEH JOKTOPHUTE KOM MOpaJie
BEJHAIl Jla WHTEPBEHUpaaT Oe3 KOpUCTCHE Ha TEHOJOTHja, OwWjie 3alo3HaeHH Co
cumysanujara. llenra Ha cuMiysanujara € Ja ce npoiadowin copaboTKaTa moMery Xxakepu
(moOpute xakepu), 6e30eTHOCHUTE TPETCTABHHUIIN, METUIMHCKHOT TIEPCOHAI, IEPCOHAJIOT 32
13paboTKa Ha MEIMIMHCKA onpema’?...Y4ecTBOTO 1 copaboTKaTa oMely oBHe MpOQUIN Ha
nmyre MoXKe Jia pe3yJTHPa cO HABPEMEHO pearnpame I YIITE OBaXXHO MpeBEHUpame cajoep
Hara/u HaCOYeH TOKMY KOH 3/IpaBCTBEHUOT CHCTEM.
BceymiHocT oBzie ce HaMeTHYBa IpalameTo 3a YCIOBHO KakaHO MOJIepHHU3alujaTa Ha 21 —oT
Bek. Jlanau € moTpeOHO CHTe pelieBaHTHU HAIIMOHAIHU MH(PPACTPYKTYPH Ja Ce “3aBHCHU” O]
TEXHOJIOTHja W MPUKIYYOK Ha wHTepHeT? Jlanu KpylujamHuTe TMOAaTOoNH, KOJOBH, MH(pH,

28 Cambridge Centre for Risk Studies- Cyber Terrorism Insurance Futures 2017.

29 https://www.theverge.com/2019/4/4/18293817/cybersecurity-hospitals-health-care-scan-simulation

30 BUTKOMH € MUTUTANHA, BUPTYyeIHA KPUIITOBATYTA WM elIeKTPOHCKH mapu. Kora ce KOPHCTH co rojiema OyKBa-
ButkonH, ce MUCIIM Ha INIATSKHUOT CHCTEM Koj ce mojaBu 2009 roauHa, 1o/ieka Kora ce KOpUCTH MajiaTa
OyKBa-OMTKOMH Ce MMCIIM Ha JUTHTaIHATa BaiyTa.CHCTEMOT HE € BO HUYHMja CONCTBEHOCT, a BayTaTa He
€ KOHTPOJIMpaHa O] HUTY €JICH CHTUTET (LIeHTpaTHa OaHKa).

31 https://the-parallax.com/2018/12/19/how-hackers-are-approaching-medical-cybersecurity/

32 http://phoenixmed.arizona.edu/cybermed
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nH(pOopMaIuu € MoTpedHo a GUTyprunpaar exeKTPOHCKH, KOTa € CTaBeHa 0] 3HAK Tpallame
HUBHaTa 0e30emHoCT?
5. [IpaBuia 3a TUTHAJIHO BOjyBame

Konky wmefryHapomHOTO MpaBO MOXe Ja c€ NPUMEHH BO cdepara Ha cajoep
Tepopu3MoT, cajoep kpumuHaNOT? [lpamama Ha KOM ymaTyBaaT MHOIITBO Ha E€KCHEPTH,
00HUIyBajKH Ce Ja MPOHAjAaT MITO € MOKHO IMMOCOOJBETHO PELICHUE 3a perylupamke Ha 0Baa
riobana npobnemarnka. Cekako OB/ie € HEMHUHOBHHUTE TIOBENOH 011 TalvH, HO ¥ HH3a APYTH
UCTpaKyaBama>® Ha KOMIIETEHTHH Npo(uIn Ha aBTOpM KOW CE€ 3a M NMPOTUB MPHMEHA Ha
Mel'yHapOJAHOTO BOCHO MPaBO BO JACIOT Ha “cajOepmanujata”. CTaBOT KOj € MHTEPECEH 3a
pasrienyBame U € HajCOOABETEH € BOBeAyBameTo Ha T.H Jururanna JKenescka KoHBenuuja.
Toa 6m OnI0 KOHBEHIHja KOja ceordaTHo Ke ja peryivpa TuruTaiHara cdepa Ha KpIMHHA,
KOoja MOXkeOM ke Mpoaylupa U eTadiupame Ha moceOeH MeryHapoJeH TpuOyHal 3a oBaa
npobyieMaTuka. TakBo pellleHUe € UacanHo OuCjku ke 00e30eau CTPYyYHOCT Ha Kaaapor,
rmoceOHa KOHBEHIIMja NCKIIYIMBO HAMEHETA 32 JIETATHO PETYNINpame Ha cajOoep JOMEHOT. .

3akaydok:

T'omem Bpoj Ha aBTOpU Beke 300pyBaar 3a Cyber law-untepHer mpaBo? BceyrHocT
CMEeTaaT [ieKa BeKe BUPTYEIHHOT CBET HaMECTO J1a CE MOKOPyBa Ha 3aKOHWTE Ha OIpEICHA
npkasa, Tpeba 1a ce OTNHPa Ha BUPTYEITHH HHTEPHET 3aKoHU. “‘VIHTeHeT rpafaHn’ HaMecTo
na ce uaeHTH(UKyBaaT Kako QU3NYKU JTMYHOCTH, Ke ce PENOo3HaBaaT o HUBHUTE USErnames
uny Maun azapecu. He 3Ham kako Ipyru OM ro MHTepHpeTHpaie oBa HO CMETaM JIeKa BaKBO
CLICHapHo He Tpeba Ja MoCTou.

HamecTo TakBHu clieHapuja MHOTY TOJ00po Ou OMJIO Ja ce BOBeIe MelyHapoIHa KOHBCHIIM]a
Koja ceoraTHO ke ja peryiupa cajoep Matepujara. 3omro? buaejku noneka ce NuiryBa 0Boj
TPYJA, HOCTOjaT MPETIOCTaBKH JieKa Beke ce padoTH Ha HOBHU IITETHU COPTBEPH, 3IOHAMEPHH
aTUTUKAIAY, PUKPUeeHN MH(QOPMATHYKY TIATBOPMH, KOMITjYTEPCKH “‘sui generis” BHPYCH,
IIMAOHCKMA KOJOBH 3alTUTEHH Kako TBPJAWHA, WHPOPMATHUKHA OpyXkja cO HEH3MEpHa
cuna...Ce ymre TEUIKO c€ CIpaByBaMe€ CO MOMEHTAJIHHUTE, AaKTyelHH, ICTEKTHPaHH U
MOTBpJIeHH WH(QOPMATHYKK 3JI0/IeNia, a BeKe Ha TOBHJIOK ce€ HOBH, KOM caMO MOXeE Ja
3aMHUCIIUME HITO CE MOJXKE JIa MPETU3BUKAAT.

3aroa unejara 3a {ururanna Xenescka KonBenuuja u te kako e motpedHa. Axo JKeneBckure
KonBeHuun ru mrutea rpafaHuTe 0 MOCIEAUIUTE Ha BOjHATA, TOTAIl HUBHATA JUTHUTAIHA
MeTaMop(o3a Ke TU ITUTE Off BUPTYEITHUTE ONACHOCTH.

3 https://www.dw.com/mk/%D0%BD%D0%B0%D1%82%D0%BE-%D1%81%D0%B0%D0%BA%D0%B0-
%D0%B4%D0%B0-%D0%B2%D0%BE%D0%B2%D0%B5%D0%B4%D0%B5-
%D0%BF%D1%80%D0%B0%D0%B2%D0%B8%D0%BB%D0%B0-%D0%B7%D0%B0-
%D0%B2%D0%BE%D1%98%D0%BD%D0%B0-%D0%BF%D1%80%D0%B5%D0%BA%D1%83-
%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82/a-17762941
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