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CUI'YPHOCHU ACIHHEKTHU HA EJIEKTPOHCKATA TPI'OBHJA

Ancrpakr

Cekoja KOMIIaHMja, YECTONATH U HHAWBUAYH, 3APYKCHH 32 UCTIOTHYBAHE
oJpe/ieHH NMOTpeOU WM eJHOCTaBHO 3a 3a0aBa, MMAaT CBOM BHATPEIIHH
MpEXH, KaKO M HMCTOBPEMEH IpHCTal 10 TJo0ajTHaTa KOMIIjyTepcKa
Mpexka. Kommjyrepure, nanronure u nmaMeTHATE MOOWITHH TeneOHH ce
JOCTaIlHU MMPAKTUYHO 3a CUTC COHI/IjaJ'IHI/I CECTMCHTH Ha OIImITECTBOTO, CO
IITO C€ yHANpeAyBaaT KOMYHHMKAllMUTE U TMOBP3YyBameTo. HTEpHETOT
HyAd MHOTY HAUMHM Jla C€ eAylHpaaT KOPHCHHUIUTE, HO M Ja ce
MpEeno3HaBaaT OCHOBHU W HamnpeAHW (QyHKIMH Ha KomijyTepure. OBOj
IpHUCTall € HCTOBPEMEHO PEBOJYLMOHEPEH, 3HA4YaeH OJ] IJIEeJUIITe Ha
pa3Boj Ha YOBEYKaTa HUBHJIM3AIMjA, OJ NMPUYMHA INTO, 32 MPB MAT BO
HCTOpHjaTa, MOXe ""Ha eIHO MeCTO "[1a TO HajJe IeNT0TO 3HACHE, HICKYCTBO
u nocturHyBama. On JApyra cTpaHa, UCTHOT € ONAaceH Ouejku Ha
MHTEPHET Ce KPHjaT pa3jIndHH ,,3aMKH 32 HEHMCKYCHHTE KOPUCHUIIM, Na
JypH 1 32 OHUE KOW 3HaaT HEUITO 32 3alITUTaTa Ha CBOjaTa MPUBATHOCT U
¢unancuu. HajMHOTY KOPHCHUIIM Ha WHTEPHET MMaatr oJ[pe/icHa 11eil 3a
TOa - JOMHUIIYBame CO MPHjaTeNd, U3HAOTalke Ha pa3HH MH(OpMAIHY,
€JIEKTPOHCKA TPrOBHja M EJIEKTPOHCKO OAHKapCTBO - MOKHOCTUTE Ce
MHOT'Y pa3JIM4HU U Pa3HOBUHU. CeHaK, CUTC TaKBU KOPHCHUIIKM MMaaT
€/leH 3aeHUYKU MHpoOJieM, BO HCIOJHYBAamETO Ha CBOjaTa LEl IpH
KOPHCTEHETO Ha MHTEPHETOT - HEMaaT JIOBOJHO BHUMAaHUE, BpeMe WIIH
BOJIja JIa Ce 3AIITHTAT M 3aII03HAAT CO MOYKHUTE MPOOIIEMH ILTO MOXKAT J1a
T'H CHaj/1aT aKO HAMBHO MJTU HEJIOBOJIHO CEPHO3HO BIIETYBAAT BO Pa3IMUHU
BUJIOBH HA TPAHCAKIMH MJIM KOMYHHKaIK. OMIITO NO3HAT (PaKT e JieKa e
MO’KHO J]a C€ W3BpIIAT MHOTY KJIACHYHM KPUBUYHHM JIeJa HA MHTEPHET,
KaKo ¥ Ja ce npudepat nHGpopManuy 3a KOPUCHUIIUTE CO KOM MOXKeE Ja ce
IMOATOTBU WJIM J1a C€ OBO3MOXXH MU3BPINYBAKBLE HA PEYHNCU CUTC KPUBUYHHA
JieNia TIPOTHB JKMBOTOT M (PU3UYKUOT MHTETPUTET, KIMOTOT, aBTOPCKHTE
npaBa, Kako ¥ MHOTY Jipyru. [1okpaj oBue, MocTojaT M KPUBUYHU Jieja
YyMja T0jaBa W pa3Boj Ce IMOBP3aHM HCKIYYHUBO 32 pPa3BOjOT Ha
SJISKTPOHCKUTE KOMYHUKAIMK U nHTEepHEeTOT. CTaHyBa 300p 3a MIMpOKa
najera Ha OJHECyBama KOM MOXKAT Jia OujaT Oe30macHu, HO MOXe Jaa
JIOBEJIAT ¥ JIO CTOPYBam¢ Ha HajTEIIKH KPUBUYHH JIeIa.
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SECURITY ASPECTS OF ELECTRONIC COMMERCE

Abstract

Every company, and often individuals, which are able to fulfill certain
needs or simply just for fun, have their own internal networks as well as a
simultaneous approach to the world wide web. Computers, laptops and
smart mobile phones are available to all segments of society, which
improves connectivity and communication. This is generally possible with
the unstoppable spread of internet and unlimmited use of it’s capacities.
The Internet itself offers many ways to educate users and to recognise
basic and advanced computer functions. This approach is at the same time
revolutionary, remarkable from the point of view of the development of
human civilization that, for the first time in history, can "at one time" find
all of its knowledge, experience and achievements. On the other hand, it
is dangerous because there are different traps for inexperienced, and even
for those who know something about protecting their privacy and finance.
Most Internet users have a specific goal of doing it - correspondence with
friends, finding different information, electronic commerce or electronic
banking - the possibilities are very different and varied. Nevertheless, all
those users have one thing in common, in fulfilling their goal of staying
online - they do not have enough attention, time or even the will to
properly protect themselves and get to know the possible troubles thay
may encounter if they enter into different types of transactions or
communications. It's a fact that many classic crimes can be committed on
the Internet, as well as acquiring information on users can prepare or
enable the execution of almost all criminal offenses against life and
physical integrity, property, copyright, and many others. In addition to
them, there are also criminal offenses whose development is exclusively
related to the development of electronic communication and the Internet.
There is a wide range of behaviors that can be harmless, but can lead to
the most serious crimes.


mailto:igor.kambovski@ugd.edu.mk

5" INTERNATIONAL SCIENTIFIC CONFERENCE: SOCIAL CHANGES IN THE
GLOBAL WORLD, Shtip, September 06-07 2018

Key words: Internet, crime, E-Commerce
1. IlojaBaTa HAa HHTEPHETOT, HOBUTE NMPEAU3BULM U 3aKAHU

JuHaMUYHOCTa HA COBPEMEHOTO JKHUBECHE U paboTemhe HOCH PUBUIIETHH,
HPETHOCTH, OJIECHYBamba, OeTHOCTaByBamha HA CEKOjIHEBHUTE MPOIIECH, HO KpUE U
M3BECHHU OMACHOCTH M 3aKaHHW, HEKOTAll JOBOJIHO OYMTIJICTHH 332 HEYKHOT YOBEK, a
HEKOTaml BHUCOKO CO(GUCTHLMpPAaHU W NpPUKpHEHHU. JleHec e Temko Aa ce Hajae
cemejcTBO 0e3 KOMIjyTep, 4YOBeK Oe3 mamereH TeneoH WM Kommanwja 0e3
COTICTBEHA Mpe’ka Ha cepBepH U KommjyTepu. O mo4eTokoT Ha 21 BeK, ”HTCH3UBHHOT
pa3Boj Ha KOMYHHMKAIIMATE M HANPEIHUTE TEXHOJIOTUU OBO3MOXH €KCIIaH3Wja Ha
KOPUCTEHETO Ha KOMITjYTEPUTE H MOOMITHUTE TeeQOHH, HICTUTE CTaHaa JIOCTAIHH JI0
CEKO0j YOBEK I MO)KHOCTHUTE 32 HUBHO KOPHCTEHE, KaKko 3a paboTa Taka U 3a eyKaIiyja,
3a0aBa WIM KOMYHHLMpame, CTaHaa HeorpaHW4eHH. VHTepHeTOT ce pa3Bu BO
HEBUJICHH pa3MepH, INTO OBO3MOXHM Op30, HEMpPEe4YeHO M HEOrPaHHYCHO
nuctpubyupame Ha uHpopMamuure’. TlojaBata ¥ pa3BOjOT HA COLUjATHUTE MPEKU
Facebook?, Instagram, xomynukanuckute kanama Viber®, Whatsapp, Messenger u
JpYyTH, 3Ha4aT PEBOIYIHja BO MOBP3YBAkHETO HA JYI'€TO MHUPYM IUlaHeTaTa 3eMja, HO
3a1 ceOe KpujaT ¥ MOKHOCT 32 TOTEHIHjaTHA H3MaMH, Kpa)XOW Ha TMYHAUTE ITOIaTOIN
Y MJICHTUTETH Ha HEBHIMATEIHUTE U HEMCKYCHUTE KOpUCHUIM. Taxka, 10j1e 710 ojaBa
Ha €/ICH HOB B KpUMHHAJI, KOj CC KpHUC 3ad BUCOKOTCXHOJIOIIKUTE NOCTUTHYBAbA, a
KOj € r100aHo no3Har o umero Cajoep KpuMUHAI,

He e Temo na ce mpeTrnocTaBu JeKa TaKBUOT Pa3BOj Ha HACTaHUTE Ke
Npein3BUKa WHTEpEC Kaj jaBHOCTA 3a IOKPEHYBame HMHUIIMjaTHBA 332 COOJBETHA
3alITUTa OJf HOBOHACTaHATAaTa 3akaHa. MIMEHO, ce 1ojaBHja MOCAUHIM KOU 3a cede
Npero3Haa JIeCeH HaYMH Ha HE3aKOHCKO W HEOCHOBAHO 300raTyBame, IPeKy ynas BO
TYI'M KOMIIjYTEPCKH MPEXH M KpakOa Ha mojarouu. VHTEpHETOT mokaxa ciadocrt-
Oellie paHIIMB U OBO3MOJKYBAallle HEOBJIACTEH IMPUCTAI O MPUBATHH KOMITjYTEPH U
MpPEXH, HEIITO MITO KaKO HajrojeM MpobjeM ce MpOBJIEKyBa M MOCTOM U JCHEC.
TakBHOT pa3Boj Ha HACTAHUTE JJOBEJIE 10 T10jaBa Ha ri00aeH OpaH Ha KpUBUYHU Jeia
KOM C€ BO JJMPEKTHA BPCKA CO KOMIIjYTEPCKUTE TEXHOJIOTUH U UHTEPHETOT. Taka, BO

1 Bo jyrn 2017 roauna, 6pojoT Ha KOPUCHUIIM HA HHTEPHET BO CBETCKU Pa3MepH H3HECYBal 3
Mmdjapaa u 885 MunmoHu, mTo mperctaByBa 51,7 % o BKymHaTa CBETCKa MOITyJIAIHja.
Buan: http://www.internetworldstats.com/stats.htm

2 Bo jynu 2017 roguna, 6pojot Ha kopucHuLHM Ha Facebook Bo cBeTCkH pasMepH ja HaJMHHA
Opojkata ox 2 wmwuimjapau; Buad: https://techcrunch.com/2017/06/27/facebook-2-billion-
users/, 3a 1a Bo Maj 2018 roxunaa OpojkaTa Ha aKTHBHU KOPUCHHIIM W3HECYBa 2 MHUIIMjapAH U
230 mwMoHM-BHIM: https://www.statista.com/statistics/264810/number-of-monthly-active-
facebook-users-worldwide/

% Bo jynu 2017 roauna, 6pojoT Ha KOPUCHHUIM Ha Viber Bo cBeTCKHM pa3mepu u3HecyBan 920
MHJIHOHH, a BO MapT 2018 roanHa Opojkara Ha aKTMBHM KOPHCHHIM HaJMuHA 1 MUIHjapna;
Buau: https://www.statista.com/statistics/316414/viber-messenger-registered-users/

281



Faculty of Law, Goce Delcev University, Shtip, Republic of Macedonia

1998 romuHa ce ciayur MpBHOT MAaCOBEH Halaj] Ha MHTEPHET, IIPH IITO BO CBETCKaTa
Mpeka Oemre y(dpiieH TakaHapedeH ,,[[pB‘ Wi WOIM, BOo BHJ Ha caMOOOHOBYBadKa
mporpama Koja ce AP HU3 MpekaTa, TH Harara HHANBHIYyaTHUTEe KOMITjyTepH U TH
Opuie u yHuiTyBa mojatouure. OBOj Hamaj pe3yiTUpalie cO YHHUIITYBame Ha
pedncH eaHa TpeTwHa on mHTepHeT coapxuaute Bo CAJl. KpeaTopoT Ha ,,ipBOT
Pob6ept Mopuc Oemre yaricen u ocyaer Bo CA/l va 400 gacoBu qo6poBoiHa paboTa u
napuyHa ka3Ha of 10.000 momapu. Bo neroto 1994 roguna Bnagumup JleBun on
Cankr [letepcOypr ycriea HEOBIACTEHO M HE3aKOHHTO J1a pedpiu CpeICTBa BO H3HOC
ox 10.7 MIUIMOHU JOJIapH OJf CHCTEMOT Ha aMepukaHckara CutuOaHk, HO Bo 1995
roauHa Oetre yarced Bo Jlonmon, ekcrpaaupan Bo CAJl u Bo aBryct 1997 ronuna e
OCy/JICH Ha Ka3Ha 3aTBOP BO Tpacwke 01 3 TOAMHH U napuyuHa kazHa o1 250.000 qomapw.
Bo 1995 roaguna 6eme yarncen Keeun Mutauk, xakep on CAJl, 3apaau kpaxOa Ha
nonatonyn ox moseke o 20.000 kpenuTHN KapTHuku. J[eHec, MUTHUK € CONICTBEHHUK
Ha yrienHa KoHCynTaHcka kommanuja Bo CAJl koja mpyxa yciayrd Bo oOyacta Ha
0e36€1HOCTA U CHTYPHOCTa Ha HHPOPMATHYKUTE CUCTEMH M KOMYHUKAIIUK®,

Bo mepuogot mery 1995 u 2002 roguHa pedricu U Ja He TIOCTOH ITOBa)KHA
BJIaJHa WHCTUTynWja wnu areHuuja Bo CAJl, MeryHapoaHa Kopropanuja WiIH
opraHm3alja 4Mja MHTEPHET CTpaHUIla He Oelle ,,XxaKkupaHa', OJHOCHO MpoOuecHa
HEj3WHATa 3alllTUTa NpH ITO Oea OpHWIIEHH, 3aMEHETH WJIA BUIOW3MEHETH
COAPYKUHUTE Ha THE CTpaHuim’. [lapanenno co 0Boj, peuncu Ge30macen ,,TpeHA" Ha
NPUBJIEKYBakh¢ BHUMAHHE WM H3pa3yBame MPOTECT MOPagdl OJpE/ICHHU, HajuecTo
NOJUTUYKH NPUYMHM, C€ TOjaBHja M NpPBUTE (MHAHCHCKM M3MaMU HA WHTEPHET,
0coOeHO Tocie I0jaBaTa Ha EJIEKTPOHCKOTO OaHKapCTBO M 3alOYHYBAHETO HA
KOPUCTEHETO Ha IJIaTe)KHWUTE KapTUYKH 3a TpaHCakIMW Ha uHTepHeT. OBa ce
(byHAaMEHTHTE Ha HOBUOT, MOJIEPEH BUJI KPHMUHAJ, TAKaHApEUeH cajoep KpUMUHA.
Beke nocroeukuTe ¥ MO3HATUTE KPUMHUHAIHYU TPYNalUy BEAHAII CE IPUIAroAnja Ha
HOBOTO OTKPYXXYBame M CO37IaJ10a IJIOAHO TIOJE 3a IUpEHhe Ha HUBHUTE HEJETaTHH
akTUBHOCTH. OpraHu3upaHHOT KPUMHHAN, TEPOPU3MOT, NOpHOTpadCcKuTe W
nefoQUICKUTE MPEXH W TPy, TProBHjaTa co OpYyXKje, ApPOra, OpraHud Hu Jyre
3aroyHaa J1a ja KOpucTaT HoBaTa Ii100ajiHa miatdopma 3a OpraHu3Hpame Ha CBOUTE
aktuBHOCTH. Ce MpoleHyBa JieKa mTeTaTa Koja ouna npuuunera Bo 2006 roauHa, o1
CTpaHa Ha HaBEACHUTEC KPUMHHAIHU TIpYyNaluH, NMpeKy cajoep KpPUMHHAJIOT, BO
rnoGanHu pasMepu m3HecyBana okony 200 munmmjamu epa®. Bo despyapu 2007

4 suam; http://www.nytimes.com/1995/02/16/us/a-most-wanted-cyberthief-is-caught-in-his-
own-web.html?pagewanted=all; kako u; https://en.wikipedia.org/wiki/Kevin_Mitnick

5 B0 2003 rojMHa IPEKY HHTEPHETOT OMJI AUCTPUOYUPAH I0TOrall HAjAECTPYKTHBHUOT 1IPB,
TakaHape4yeHHoT ,,CapupeH UpB‘ K0j BO HEKOJIIKY MUHYTH ycIean 3a KoHTaMuHupa 90
MPOLICHTH OJ1 aKTUBHHUTE KOMITjYTEPU BO CBETOT, KoM Omite 63 ajjeKBaTHa 3aIlTHTa. BUIH:
https://www.caida.org/publications/papers/2003/sapphire/sapphire.html

® Prlja D., Reljanovi¢ M., Pravna informatika, Beograd, 2009, ctp.46
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rojvHa Oelie U3BPILICH CUMYJITaH Hamajl, 3apay LeJOCHO OHECIIOCOOYBakhe Ha IECT
Ol TpUHAeceT TaKkaHapeudeHH ,,l00l"“ cepBepu Ha wmHTEpHET. [|OKOJKYy HamaradmTe
ycreesne BO CBOMTE HaMmepu, MHTEpHETOT Ou konmabupan. Cemak, BO HamagoT Oea
OHECIIOCOOCHHU CaMo JIBa CEPBEPH M CKIIATUPAETO U MPOTOKOT Ha MH(POPMAIIUU HE
HpeTpIiene Mo3Ha4yajHi HOBPE/IH.

On morope N3HECEHOTO, MOYKAT J1a ce 3a0ernekaT H3BECHN 3aKOHOMEPHOCTH
U MPAaBUIIHOCTH KOU To JeUHUpaaT cajoep KpUMHUHAIOT. MIMEHO, KOpUCTEHhETO Ha
KOMITJyTepHTe M HHTEPHETOT CE€ CIMHCTBEHATa TOYKA HA Bp3yBame Mery CHTe
HaBeJCHN HeJeranHu akTUBHOCTH. Cemak, BO IOCIECIHNUTE TOAWHH OBOj €IEMEHT €
MPOIIUPEH, CO I0jaBaTa M Pa3BOjOT HA ,,MameTHHUTE MOOMIHH TenedoHu. Taxa,
cajoep KpUMHUHAJIOT BeKe He € UCKIIYYHBO ITOBP3aH U 3aBUCEH OJ1 KOMITjyTEPUTE, TYKY
€ 3ajaKHaT CO KOPHCTEHETO Ha CHTE BUIOBH HOBHM TEXHOJOTHMH M EICKTPOHCKH
KOMYHHKalMu. bpojoT Ha KpUBHYHH [1ea KOW MOXAT Ja OHIAT CTOPEHH TNPEKY
HOBHUTE TEXHOJIOTHH M KOMYHHKAIMH CE IIMPU KaKO 0 OpOj Taka U 10 Pa3HOBUIHOCT.

2. E-TproBujara u CUTypHOCTA HA TPAHCAKIUMTE

On HajpaHuTE 3a4eTONM HA TProBHjaTa, Kora JyfeTo MOYHaNe [a
pa3MeHyBaaT CTOKHM M YCIYTH, IOCTOjaT MOEAWHIM KOHM CBOjaTa KPEaTUBHOCT H
MHTEIIMTCHIIY]a ja HACOUYyBaJIC BO ITOTPEIIIEH MTPABEIl, CMUCITYBajK1 HEUSCHH JICjCTBHUja
3apaJy TOJECHO OCTBapyBambe Ha JIMYHA MarepujaiHa KopucT. [louHyBajkm ox
IITEYBAbETO HAa BaruTe Ha Nasapure, N3padoTKaTa Ha JIAKHH MapH, J0BEIYyBamke BO
3a0iy/1a BO MOTJIe]] Ha IPEIMETOT Ha MpoJjax0ara, JJaXKHOTO IPETCTaBYBambe-BaKBUTE
0o0u/IM TIOCTOjaT O] CeKOoTall U TpaaT JIo JCHEC, HO BO yCJOBM Ha E-omkpyxyBame,
COBpPEMEHUTE M3MaMHHMIM CE IPWIAroJyBaaT Ha HOBOHACTAaHATHTE YCJIOBH U TO
CllelaT 4eKOpPOT Ha TEXHOJOIIKHTE MPOMEHH, CEKOTall MOArOTBEHM Ja "MoHyaat"
HOBa M3MaMa, HOB HAYHH Ha HE3aKOHCKO CTEKHYBakhE IIPOTUBIPABHA IMOTHA KOPHCT.

E-tprosujata u E-OuM3HHMCOT BO Ile/iMHA, M TIIOKpaj CBOjaTa TrojieMa
epukacHocT, mopaau (aKTOT IITO CTaHyBa 300p 3a BpIICHE HA JCIOBHUTE
AKTUBHOCTH Mery OTCYTHH JIMIIa, MHOTY HWHCIIUPATHBHO JelyBa 3a pPa3UYHUTE
BUJIOBU HEUYECHH JIejCTBHja W n3Mamu. KomrjyTepusanujara Ha CUTe CETMEHTH Ha
OIIITECTBEHOTO JKUBECHE BO TojieMa MEpKa I'0 3rojieMyBa PHU3UKOT OJ M3MaMH H
JpYTd BHJOBHU 3JI0YNOTPEOH, OJ] MPUUYMHA IITO KOMI[JYTEpUTE Y€CTO IPETCTaByBaaT
3aMeHa 3a JiyfreTo (aBTomMaTH3alija Ha KyIlyBameTo) U BO yciioBU Ha E-Tprosuja ce
110jaByBaaT HOBH M HENPEABHIMBY HE03BOJIEHH aKTUBHOCTH KOU HE € MOKHO J1a Cce
peanu3upaar BO YCJIOBH Ha TpaauluoHanHata Tprosuja. [lopamu Toa, Mopa na ce
MOCBETH 0cOOEHO BHUMaHHUe Ha 0e30eJHOCHUTE acnieKTH Ha E-Tprosujara.

3amTuTara Ha TpaHCAKIMHTE Kaj E-TproBujara € NCKIyYUTEITHO CIIOXKEH U
ckan npouec. Toj ce 6azupa Ha BOCIOCTaBYBamh€ 3aIUTUTEHN CHCTEMH KOU Ke Ouaar
CIOCOOHM Jla TH WACHTH(UKYBaaT €BEHTyallHWTE 3aKaHW ¥ Jla TH aHAU3upaar
MOXXHHUTE PHU3UIM M 3aTyOr KOM MOXKaT Aa HactaHaT. CHCTeMOT Oapa BrpaayBame
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OJIpeJICHU 3aIITUTHU MEXaHU3MHU KaKO IITO Ce KOHTpOJaTa Ha MPUCTaIl, KOJUPAmbETO
Ha MHGOpPMaLMUTE U BOBEIYBambe€ Ha CUTYPHOCHH HPOTOKONH. J[OKOJIKY mojae mo
350ynoTpeda Ha IHTEpHEeT TeXHOJOTUUTE MOXKAT A3 HACTaHAT CEPUO3HU EKOHOMCKH
TIOCIIE NI, KAKO IITO Ce'

-TUPEKTHA (PHMHAHCUCKY 3aryOu, IpeKy mpedpiame Ha OMpe/IeNIeH MapiuieH
M3HOC O] €1HA Ha JIpyra CMETKa WK IPeKy OpHIIenhe Ha YyBCTBUTEIIHH OAATOLHU O
(hmHAHCHCKA TPUPO/IA;

-ry0elbe Ha BpeJHM M JOBepiuBH HHPOpManuu. MHOTY KOMIaHHWU
3a4yByBaaT M MCIIpakaaT MOJATOLM OJ TEXHOJOIIKA NPUPOAA WIH JINYHU MOJATOLH
3a CBOMTE KIJIMEHTH, KOM MPETCTaByBaaT JOBEPIUBH MTOJATOIH O]l TOJIeMa BAXKHOCT 3a
KMITaHujaTa. HeoBIacTEeHHOT MpUCTAN U KOPUCTEHE HA TAKBUTE MOAATOIM MOXKE Ja
MpeTIN3BUKA 3HAYNTEITHN (PMHAHCUCKY U PEIYTAICKH 3aryOr 3a KOMIIaHH]jaTa;

-ry0eme [enoBHM MoThaTH M 34ENKH 3apajd HEJOCTAIIHOCT Ha
€JIEKTPOHCKUTE yCIyTU. EIEKTpOHCKUTE cepBUCH MOXAT Ja "maaHat" U Ja cTaHat
HEIOCTAIIHM BO MOJOJT BPEMEHCKH MIEPHOJ] MM BO OHOj IIEPHOA KOj € O 3HAUCH-E 32
BpLICHE HA KOHKPETHATa TPAaHCAKIMja, IOpagy Hamal Bp3 CHCTEMOT OJ CTpaHa Ha
37IOHAMEPHHLIM WM TIOpajy CIydyajHH OTKaXyBama Ha cucteMoT. OBa MoOxe na
npeau3BrKa KatacTpodaiHu (UHAHCUCKH TTOCIEANIH 32 KOMIIaHUjaTa.

-HeoBnacrena ymorpeba Ha pecypcute. HeommacteHoro nwmme (T.H.
"xakep') Koe MOXKe Jia IPUCTANY KOH OJIPEJICHN PECYypPCH Ha CUCTEMOT, UCTUTE MOXKE
Jia TH 3JI0YTIOTpeOu 3apajiv JINYHU HHTEPECH U TPOQUT;

-I'ybemwe Ha nenoBHUOT yrien u nosepbata kaj kiaueHTure. Kommnanuure
MOYKAaT J1a IIPETPIaT CEpUO3HU 3aryOH 3apajiy JIOUIOTO HCKYCTBO HA HUBHUTE KIIMEHTH
WKW 3apaad HETraTUBHUOT HY6HI/IHI/ITGT, Kako pe3yJITaT Ha HamaJoT Ha HUBHUOT
CHUCTEM WM 3apajd JIAKHOTO TMPETCTaByBamkbe HA HEOBIACTEHOTO JIMIE KakKo
NPUNaJHUK WM IPETCTABHUK HA Taa KOMIIaHU]a;

-Tpomony TeHepUpaHW Kako IOCJIEIUIa Ha HEM3BECHUTE YCJIOBU Ha
TpryBame. YecTure NpeKHMHW Ha (YHKIMOHUPAKETO HAa CHCTEMOT W YCIyTUTE
NPEIU3BUKAHM Off HAJBOPCLIHN MJIM BHATPELIHHU HAINAAM, IPEIIKA M CIMYHO, MOXKAT
Ja TO Iapajiu3upaaTr BpILCHETO Ha JAEJIOBHUTE TPAHCAKIMM, W TOa Ha IOZOJT
BPEMEHCKH MEPUO/I, ITO MOBTOPHO BOJM KOH CEPHO3HH (PMHAHCUCKH 3aryOH.

Cute ropeHaBeleHM IIOCIEOUIIM MOXaT Ja TU IIO0YyBCTBYBaaT H
MOTPOIYBAYUTE, KAKO AUPEKTHU KOPUCHHUIIM Ha TaKBUTE yciayru Ha E-tproBujaTta.

Cekoj cucTeM BO K0j Ce 4yBaaT U IMpoliecupaaT MoJIaTolH crara Bo rpyrnara
Ha 3arpO3eHU CHCTEMH U MOTpeOHa My € 3allThTa. | eHepaIHo, KaKo 3aKaHa 3a CEeKO)j
CHCTEM MOXKaT Jla C€ CMETaaT CEeKOoe JIMIE, 00jeKT WJIM HACTaH KOM MOTEHIIWjaIHO
MOJKAT Jia JIOBEJAT JIO 3arpo3yBame Ha 0e30eHocTa Ha MOJATOIUTE BO CHCTEMOT.
TakBuUTe 3aKaHH MOXKAT JIa OMJIAT CITydajHY (HecakaHo OpUIICHe Ha HEKOEe JIOCHE HITH

" Novakovi¢ J., Elektronsko poslovanje, drugo izmenjeno i dopunjeno izdanje, Megatrend
Univerzitet, Beograd, 2008, ctp.215
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¢dajn co momaToIy) Wik HAMEpHU (3JI0HAMEpHA MOAM(UKAIMja Ha YYBCTBUTCIHUTE
MOJIATOIM WM XapABEpPOT Ha cucTeMot). TOKMy 3aroa, OBHE 3akaHU Tpeba aa ce
uAeHTH(UKYBaaT 1 a ce clipeyar, a IOKOJIKY Beke HacTamuie Tpeba a ce cupoBeaar
MOCTAIKH 32 HUBHO OTCTPaHYBamhe 1 MUHUMU3HpAhE Ha IITETUTE.

OCHOBHH TIeNT Ha TPE3EeMamkeTO MEepKH 3a 0e30€THOCT Ha CUCTEMHTE Kaj
TpaHCaKIMUTE BO paMKu Ha E-Tprosujara ce®:

-OBEPIUBOCT-00e30elyBa  HEAOCTAIHOCT Ha HHGOpMAIMUTE Ha
HEOBJIACTCHH JINIIA;

-HHTETpUTET-00e30€e/lyBa KOH3UCTCHTHOCT HAa TIOJATOIUTE, CIpeYyBa
HEOBJIACTEHO TCHEPHpame, MPOMEHA WM YHHIITYBamkbe Ha IOAATOLUTE, OIHOCHO
00e30e1yBa OTBp/IA JcKa MOAATOIMTE OCTaHAJIC HETIPOMCHETH;

-JIOCTAITHOCT-OBJIACTCHUTE KOPHUCHHUIM MOXKAT J1a TH KOPHCTAT YCIYTHTE U
0a3uTe Ha MOAATOLHN BO CEKOE BPEME;

-eKCKITy3MBHA ynoTpe0da Ha CHCTEMOT O]l CTpaHa Ha OBJIACTEHU KOPUCHHUIIH-
pecypcuTe He MOXKaT Jla ce KOPUCTAT O HeoBlacTeHH jiuiia. OBJie MOce0CH aKIeHT ¢
CTaBeH Ha TNpEBEHIMjaTa OJ JIAKHO TPETCTaBYBamhe CO BOCIOCTaBYBamhe Ha
KOHTPOJIHA ~MEXaHM3MHU-HJCHTU(UKAIMja Ha H3BOPOT W BepuUKaluMja Ha
UICHTUTETOT HA JIUIETO.

3amTuTaTa Ha CUCTEMOT, MOJATOIMTE U TPAHCAKIIMUATE HAJUECTO CE BPIIH
NpeKy COPUCTUIIMPAH CHUCTEM Ha MEXaHU3MH U NIPOLICAYpH 3a 3amTuTa. Tyka criaraar:
uaeHTudUKanjata ©W  BepoJocTojHOocTa Ha  E-3amucor  (aBTeHTHKalWja),
MOTBP/IyBakbETO HA BEPOJOCTOJHOCTA HA MOTNHUIIAHUOT E-3amuc Bo ciiydaj Ha crop,
€JIEKTPOHCKHMOT 3aIMC ¥ SHKPHUIILH]aTa, MACHTH(UKALN]a Ha TIOTIMCHUKOT U Apyro’.

ABTEHTHKaIMjaTa € eIeH Off HAUMHUTE 32 OHEBO3MOXKYBAmhE Ha JIAXKHOTO
npercraByBame. Bo ycnosu Ha E-TproBuja KymyBadoT, IpoJaBavoT, MOCPESIHUKOT U
WHCTUTYIIMHTE MPEKY KOU CE BPILH MTAKamkEeTO Tpeba Jia ce yOSICHH BO UICHTUTETOT
Ha CTpaHKaTa cO KOja ja BpIIAT TpaHCaKiujara. MJEHTUTETOT Ha KOPHUCHHUKOT ce
YTBp/IyBa MPeKy HEKOJIKY MmapaMeTpu: mudpa, JJIO3UHKA/MacBOp.l (HEIITO IITO CaMO
KOPUCHHMKOT TO 3Hae); KapThyka (HEIITO IITO CaMO KOPHCHUKOT I'0 MMa); MOTIIUC,
rjac, MamWiapeH OTHUCOK, CHUMKA Ha OKOTO, I'eOMeTpHja Ha JUlaHKa W JAPYTH
KapaKTepPUCTUKH (HEUITO IITO KOPUCHUKOT €) IITO e YTBPAYyBaaT co OMOMETPHCKH
KOHTPOJIHUA CPEJICTBA U HMHCTPYMEHTH. AKO 3a aBTCHTHKAIMja CE KOPHUCTH Camo
mudpara, Kako HAjHECUTYPEH 3alITUTEH MEXaHU3aM KOj MOXKe Jia OHJle OTKPUCH WU
MPEeCPETHAT MPH TPaHC(EPOT HU3 CUCTEMOT, BO TOj Cliydaj 0€30€IHOCHUOT CUCTEM
MOXe Ja Ouae KOMIPOMHUTHPAaH M TOa NMpPETCTaByBa CEPHO3HA 3aKaHa 3a LEIHOT
cucteM. 3aroa HaBeleHWTe Oe30€THOCHM TEXHHUKHM W MeXaHM3MU Tpeba pa ce

8 Novakovi¢, ibid, crp.181
® Koescku Topan, Enexmponckomo ckiyuysawe na 0ozoéopume, JenosHo mnpaso 6p. 20,
3npysxenue Ha npasHunuTe Ha PM, Ckomje, 2009, ctp.245
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KOpHCTAaT BO KOMOMHAIIWja, CO ITO PU3MKOT OJ1 HEOBJIACTCH MPHUCTAIl U 3]I0yNOTpeda
Ha TIO/IATOIMTE U TPAHCAKIMKUTE OW OWJI CBEJICH HA PALMOHATIEH MUHUMYM™C,

MHory mnoTpouryBayd KOHM CakaaT Ja KymaT OJpeleHa CTOKa IpeKy
MHTepHeT cakaaT HUBHHOT UJICHTUTET Ja Ouae Oe30eneH u ckpueH. Tue He cakaar
JpYTHUTE Ja 3HAaaT INTO KyIuie W npedeprupaaT Ja OCTaHAT aHOHHMMHH, KaKo Kora
TUTakaaT co TOTOBHU IMAapH Kaj TpaaulFiOHAIHATA TProBHja. 3apann obe3demyBame Ha
NPUBATHOCTA M TAjHOCTA HA ONPEICICHH MOJAATOLH CE KOPUCTH COOJIBETHA MTporpama
3a HUBHA 3alITUTa, LITO CE CIIPOBEIyBa MPEKy BEKe CIIOMEHATaTa SHKPUIILHWja Ha
HOJATOIUTE W HUBHO KOJHMPAE M IEKOIUpame, Kako IPH IPEHOCOT, Taka H IIPH
apXMBUPAkETO U 4YyBameTo Ha moxartonmrte. Co EHKpHIIMjaTa MOAATOILMTE Ce
npeBeAyBaat BO OOJUK KOj € Hepa30UpIIUB 3a OHOj KOj HE TO MO3HAaBa UJIH KOj TO HeMa
KITy4OT 32 HUBHO JIEKOAHpar-€ U TIOBTOPHO BpaKkame BO MHHUIW]aTHHOT 00uK. Co Toa,
KOHEYHO, C€ OHEBO3MOXYBa IIPHCTAll, KOPUCTEHE Ha HWH(POPMAIMUTE W HUBHA
3noynorpeba o1 cTpaHa Ha HeoinacteHo awmue'l. Mcro Taka, mpu mocramkara Ha
TpaHcdep Ha MOJATONUTE W HUBHO KOIUPAE U JIEKOIUPAE MOXKHO € 1a JI0j1e JI0
HECaKaHO M3MECTYBAmb-E Ha PEIOCIIEIOT Ha TIOIATOIMTE M HUBHO H3MEHYBAmbe, CO IITO
THE ja Ty0ar moudeTrHaTa (opMmMa M COApPXKHUHA. 3apaju CIpevyBamke Ha BaKBUTE
HECaKaHW TI0jaBU M TyOeme Ha MoJaToluTe, MOTpeOHO € Ja ce o0e30ean
KOMIIjyTePCKU CO(TBEP-CUCTEM 3a WHTETPUTET Ha IOJATOIHTE KOj ke 00e30emmn
3alITUTa Ha HHPOPMAIIUHUTE, CEPBEPUTE U APYTUTE KOMIIOHEHTH HA KOMIIjyTEPCKUOT
CHUCTEM U MpeXa Off HEOBJIACTEHO Monuduimpame Ha uHpopMmaruure. Co 0BOj
CHCTEM 3a IPOBEPKa MOJKAT JIa C€ OTKPHjaT €BEHTYaJHH M3MEHH Ha PEeIOCIIeNoT Ha
JITIOBUTE HA TMOpakWTe M HMH(POPMAIMHTE, HUBHOTO OpHIICHE, 10JaBamke Ha
urdopmarmu u ap. Co oBaa nmporpaMa He MOXe BO LEJIOCT Ja C€ 3aITUTH CUCTEMOT
0]l HEOBJIaCTeHa MoJudHUKaIMja, HO MOXE Ja ce 00e30eau NETeKIMja Ha TaKBUTE
Monu(UKalMK, OCBEH BO CIIy4aj Kora WH(pOpPMAIHMUTE Ce TPajHO H3OpHUIIAHU |
U3ryOeHu.

KommuiekcHocra Ha E-TproBujata M KOMIIQaHHUTE KOM CE€ 3aHMMaBaatr Co
OBOj BHJ TpProBHja, KOPHCTCHETO HAa BHCOKH TEXHOJOTMM M 3TOJEMEHaTa
MHTEPKOHEKTHBHOCT Mel'y cyOjekTure Ha E-TproBujaTta co3maBaaTr cepro3Ha OCHOBA
32 MOXHH 3JI0yNOTpeOM M HE3aKOHCKH [ejCTBHMja OJf CTpaHa Ha 3JOHAMEpPHH
kopuchunu. Co pa3Bojot Ha E-rproBujara, HaABOPEIITHUTE ¥ BHATPEITHHUTE, BO PAMKH
Ha KOMIIAHUHUTE, U3MAMHHII MOXKAT J]a TH KOPUCTAT TPaIUINOHATHUTE HEJOCTATOLH
BO roruie/l Ha 6e30e1HOCTa, HO MOXKAT M JIa IOCETHAT 110 HOBUTE MOXXHOCTH KOU UM
ce Tpy)KaaT-HapyIlyBambe Ha CUCTEMHTE 3a 0e30eIHOCT MPEKY yIaj i OPEMETYBahe
Ha copTBEpCKaTa M XapABepcKaTa apXUTEKTypa Koja HajyecTo MpeTCTaByBa CTOXKEP
Ha KOMIIaHUMUTE. BO yCIIOBH HAa MPEKHO ONKPY)KYBarmke BO paMKu Ha MHTEepHETOT,

10 Novakovig, ibid, ctp.182
11 Drakuli¢ M., Osnovi kompjuterskog prava, DOPIS, Beograd, 2003, ctp.61
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TaKkBU 3JI0yMOTPEOM MOXKAaT Ja ce Tpe3eMaar o OHJI0 KOe MECTO M MOXKaT Ja
NpEM3BUKAAT IITETH HA KOMITAHUHM KO C€ OJJAJICYCHH CO WIIjaJHHUIN KHIIOMETPH.
3aroa, BO MpOLIECOT HA pa3Boj Ha OM3HHC CTPATETUUTE, CeKOja KOMIIaHWja Mopa Jia TH
uMa TpeJBUI MOKHHUTE OMACHOCTH KO Ce 3aKaHyBaar Ja ja 3arpo3aT JOBEpJIHUBOCTa,
WHTETPUTETOT | JIOCTAITHOCTA Ha TI0IaTOLUTE CO KO pacioiiara KoMranujara. Bo Toj
KOHTEKCT, KOMIIaHUUTE Tpeba 1a 3HaaT Kako MOXKar Ja Ommar "HamagHaTH" ¥ KaKBH
CE PU3HIIUTE O T.H. CajOep KPUMUHAI.

CoBpeMeHHTE KOMIIAHUU U TPTrOBIM KOM ce BKJIydYeHH BO E-TproBujarta
KOPHUCTAT TEXHOJOTMU BO paMKHU Ha HHBHATa HH(PACTPYKTypa 0e3 Ja MpeTnoCcTaBar
JIeKa McTaTa Taa TEXHOJIOTHja MOXKe Ja OM/ie UCKOPHUCTEHA U 3J10yMOoTpeOeHa MPOTHB
HUB, U TOA MO IIeHa Ha OrpoMHM 3aryOu. Hamarauwre MokaT ga T HpeHacoudaT
(UHAHCHCKHTE CPEJICTBA, 1 TH UCKITyYaT CUCTEMUTE 38 KOMYHHIIUPAhE, 1a U3BPIIAT
rpabcx Ha MHTEJICKTyaJlHaTa COIICTBEHOCT, Ja ja HajlaMaT peryTandjata Ha
TPrOBEIOT, JAYpU W Ja IO YHHUINTAT IEJOKYITHUOT TIpoliec Ha E-Tprosuja.
KommjyTrepure MoXaT Ja OMmaT CpelCcTBO 3a MOCTHTHYBAmkhE JEIOBHU YCIIECH, HO
HCTOBPEMEHO Ce U MOKHO OPYXje BO parere Ha KpUMHUHAIIUTE.

[TocTom ommiTo MUCIEemE AeKa 30ynoTpeduTe U ynaaute Ha MIHTepHET TH
BpIIAT THUHEJIIEPU WK (QPYCTPUPAHH ACOIMjaTHH JIMIA KOW MOMHHYBAAT MPEMHOTY
BpeMe Tpe KOMIjYTepOT M KOU ce caMo elHH 3a cnaBa. Cemnak, HCTpaxyBamaTa
YKaXyBaaT JeKa COCTOjOMTe HE C€ HM MajKy HAaWBHU W JICKa OBHE KATCTOPHH
ondakaaT cocemMa MaJl IPOIEHT OJ1 BKyITHATa OpOjKa U3BPIIUTENN Ha E-KpuMUHAIIOT.
ITocTon cBoeBHIHA MOJENI0A HA U3BPLIUTEINTE, U TOA crope] (akToOT JAaiu UCTUTE
JIelyBaaT OJf BHATPE, BO PaMKHM HAa KOMIIAHWjaTa, WIM HUBHUOT YMaja € W3BPIICH
onHanBOp. Taka, HaBOPEITHUTE KPUMHUHAIIN paboTaT caMH WIIM BO paMKH Ha JI00po
OpPraHU3UpPaHN W TEXHWYKH ONMPEMEHHU Ipynu. BHATpenIHWTe Hamaradyd HajuecTo
paboTaT caMH W TPOM3IIETyBaaT OJf PEIOBHTE HAa HE3aJ0BOJHHUTE PAOOTHHIIH.
Kommanunte MoXaT Jia peTpraT Cepro3HH Haraau M OJ1 JIMIa KOU ce MOpaHCITHH
BpaOOTEeHH BO Taa KOMIIaHHWja M KOW pacriojiaraaT co JOBEpJIMBH MH(OpMAIUU KOH
MOXAaT Jla TH 3JI0ynoTpedaT W jJa HaHecar mreta. VcTo Taka, BO OBaa rpyma
MOTEHIIMj ATHU Hamarauy craraaT u 100aByBauMTe U JICJIOBHUTE MMAPTHEPU KOU MMaaT
MPHUCTAIl KOH YYBCTBUTEIIHUTE MH(DOPMALIMY WIIM TEXHUYKATa HHPPACTPYKTYypa.

HanaraunTe v u30upaaT CBOWUTE IEJIM HA MCT HAYMH KaKO IITO TOA TO
npaBaT ¥ OCTAHATUTE KpUMUHAIIM. THe mpuOupaaT jaBHO JOCTATHE HH(POPMAIIHH 32
TEXHUYKUTE CIa0OCTH Ha MPEKHUTE CHUCTEMH W TM KOMOWHHpaaT CO BepOaTHHUTE
uHQOpMALMKM O]l JIMIIAa KOM HMMaaT IPUCTANl KOH JIOBEPIMBH W YyBCTBHTEIHH
MHCajIepCKU MH(OpMAaLKH, ce CO LeJl /a Ce pa3BUE LITO € MOXKHO MOCUTYpPEeH U
nono0ap meron 3a Hanaa. M HamBopenTHUTE M BHATPEIIHNTE Hamarady O6apaar mro e
MOYKHO IIOJIECEH W MOETHOCTABEH HAYMH J]a TH MCTPaXKaT CIa0OCTHTE W J]a U3BpIIAT
HE3aKOHCKM NpOJOp BO Mpexara Ha KoMmanujata. He cekoram Hamagure
3armo4yHyBaaT Bo cajoeprnpocropor. Hanporus, ¢usnukara koHauIMja 1 6e30€IHOCT
Ha CUCTEMHUTE M 00jeKTHUTE € 0J1 KPYIIMjaIHO 3HAUYCHE 3a COOJBETeH Oe30eneH cajoep
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npoctop. Ha mnpumep, Hamamor Moxe na Oupe HacodeH KOH OOjeKTHTE Ha
KOMIIaHMjaTa, Co e Ja Ce Mpeau3BHKa MoXKap KOj Ke WHHUIMpa HWCKIy4dyBame Ha
HAIOjYBAamETO CO EJIeKTPUYHA EHeprhja M MpHBpEMEH MaJ Ha KOMIIYTePCKHOT
CHCTEM, coceMa JIOBOJICH 3a yHaJ BO MCTHOT W NpUUMHYBame mrera. Mcro Taka,
HamaradoT MOXKe J1a IIPOBaJIK BO 00j€KTOT Ha TPTOBETIOT U JIa HHCTAJIMPa IporpamMa Bo
KOMITjyTepOT Ha TProOBEIOT NpPeKy Koja IMOAOIHA K& MOXKe OJ HagBop Ja TH
KOHTponupa TpaHcakuuure. O OBHE NPUYMHHM, KOMIAHUWUTE U TPrOBLUTE
UCTOBPEMEHO MoOpaaT Ja ce TpWKaT 3a CHTYpHOCTa Ha KOMIIjyTepcKaTa
MH(PACTPYKTYpa, HO U 32 CUTYpHOCTa U Oe30emHocTa Ha 00jeKTUTE BO KOH CE BPIIH
JigjHOCTA.

Ilocrojatr onpenenenn "amatku" CcO KOM BOOOMYACHO Ce€ CIIy»KaT
HamaradyuTe, ¥ TOA: aHOHMMHH aBTOMATCKH Ipelpakayd Ha eNEKTPOHCKA IOIITa,
WuTepHer ¢unrepu 3a TpecpeTHyBamke M KOHTpPOJAa Ha MPEXKHHOT CO00pakaj,
npoOWBavX Ha JIO3UHKH/TIACBOP/N, CKEHEPH 32 aBTOMATCKO OTKPUBAILE Ha YCIyTHUTE
U TpaHCAaKIHUUTE, COPTBEP KOj OBO3MOXKYBA "MacKHpaHO" IelyBamke Ha HararaduTe
BO MME Ha HEKO] Ipyr, METOOM 3a CHKPHUIITHPAkE Ha IOJATOUM W HHUBHO
MOHATAMOIITHO Iperpakamke BO BHUJ HA TpapUUKU WIM ayJuo 3allUCH, U TPOjaHIH-
JICTUTUMHU IIPpOrpaMm KO €€ UBMCHCTHU CO BMCTHYBALEC HA HCABTOPU3HMPAHU KOJOBU
CO IITO MPOTPaMOT 3all0YHYBA Ja BPIIM HEMO3HATH M HEJO03BOJICHN aKTHBHOCTH Ha
IITETa HA CUCTEMOT'?,

Bo riobanHu paMKky OCTOW OMpeleNieH KOHTHHYUTET CO TEHJCHIMja Ha
3roJieMyBambe BO IOTJIe]l Ha 00eMOT Ha KOMITjyTePCKHOT KPUMHHAJ TIPH MITO KaKO
HETOBH JXPTBH CE jaByBaaT MWJIMOHH MOTPOLIYBa4YH, HO U TProeiu. KOHKpeTHO, BO
CAJl Bo nmepuogot mery 2012 u 2016 roguHa 13 MUITHOHHM aMEPHUKAHITU-KOPUCHUIIHA
Ha KpEJAWTHU KAPTHYKU OWIIe )XKPTBH HA KOMILYTEPCKHOT KPUMHUHAJI, MOTOYHO Ha
kpax6a Ha uaeHTUTeTOT . Kpak6aTa Ha MIEHTHTETOT € CIIOKEH MPOOJIEM KOj €
pacrpocTpaHeT ceKajie HU3 CBETOT H MOCTOjaT MoBeKe JePUHUINH 32 TOA KPUBUIHO
JIEJI0 KOe, BCYITHOCT MPETCTaByBa MPUKpHEHa U3MaMa MpeKy crioMeHaraTta kpaxoa Ha
UJICHTUTETOT. V3BpImTeanTe MOXKAT J1a JISjCTBYBAAaT U CaMOCTOJHO U M30JIUPAHO, HO
BO ToOrojeM Opoj ciydan craHyBa 300p 3a J00pO OpraHM3MpaHH MPEKH KOH
JICjCTBYBaaT Ha Mel'yHapOJIHO HUBO, CO JIOTUCTHKA BO MOBEKE 3eMjH, CO IIITO OpOjoT
Ha HMBHHTE )XPTBU CEKOjIHEBHO ce 3rojieMyBa. KpaauuTe MHOTY JIeCHO moaraar 10
WACHTUTETOT Ha CEKOj KOPHUCHUK Ha IUIaTe)KHAa KapTHUYKa, Ha IPUMEp, CO
WHCTAINPAkEe KaMepu HaJl OaHKOMATHTE, JIOJieKa TaK arapaTtuTe 3a KONUpambe,
IYTUIApalke Ha KPEIUTHHUTE KAapTUYKH MHOTY JIECHO MOXKaT Ja ce HabaBaT Ha
Wntepner. IHTEpHETOT HyIU U OpOEBH Ha KPEAMTHH KAPTHUYKH, BO HEOTPaHUUYEHH
KOJIMYECTBA, MPETXOJHO YKpaJeHH OJI Xakepu. XaKepcKHTe TpylmH ce J0o0po

12 Trifkovi¢ S., Senke interneta, Novinski-izdavacki centar "Vojska", Beograd, 2003, ctp.52

13 guyu: https://www.creditcards.com/credit-card-news/credit-card-security-id-theft-fraud-
statistics-1276.php
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OpraHu3upaHy, HajYecToO UMaaT cBou 0aszu Bo ncTouyHa EBpona um Aszuja, a HUBHHOT
WHTEpEC € HaCOYeH KOH CTEKHYBamkh-€ OTpOMeH IpoUT MpeKy yKpaaeHu u "mpoduenn"
kpenuTHu Kaptuuku*, Bo asrycr 2008 rommma amepukanckoro ®BU moce
noobeMHa UCTpara W ClieicHhe MOJUTHA MOBeKe OOBHHEHH]ja MPOTHUB OCOMHHYECHU
muma on CAJl, Hexkonky 3emju Bo ucrouna EBpoma m on Kwna xom Gea men of
HajToIeMara M Hajcllo)KeHaTa Mpeka 3a KpaxOda Ha WACHTUTET Koja HeKoramn Onia
oTkpuena. OBaa KpHMHWHAJHA Tpyla H3BPLUIM yIagud BO OE3KHUYHHTE MPEKH Ha
HEKOJIKY aMEPUKAaHCKU CHHIIMPH 3a MAJIONIpoAax0a u I'u ykpaae OpoeBUTe Ha MPEKy
40 MuTMOHM EOWTHU W KpeAUTHH KapTuiku. Ce MpeTrnocTaByBa JAeKa MpuIuHeTaTa
IITETA H3HECYBAIA HEKOJIKY CTOTHILM MUTMOHH J0JIapH=,

Peny6nuka Makenonuja, BO MeyHapOJIHH PaMKH, A0 CKOPO Bakelle 3a
PU3UYHO ITO/Ipadje 3a TPTyBamke U IJIaKamke CO KPpeIUTHHU KapTHiku. Mako cute 0aHKH
umaat uHctanupano [10C u ATM TepMHHaNIHM U UMaaT UMIUIEMEHTHUPAHO COBPEMEHHU
U COQUCTUIMPAHU CHCTEMH Ha 3allTHTa, CENak, 3J0yMoTpeOUTe Ha KPEIUTHUTE
KapTU4KKM OesieXaT KOHTMHYHpaH TPeHI Ha Onar mopacT BO M3MHHATUTE JECETHHA
roquau. KoHKpeTHO, BO mepuonor jaHyapu-jyaum 2009 romuHa 26 W3MaMHHIIM,
KOPUCTEJKH JIAXHU KPETUTHU KApTHUYKH, MOJWTHAIE HaJ 15 MUIMOHU NIeHapH OX
0aHKOMAaTH IIUPYM Ap>KaBaTa, IITO € 3a MEeT MaTH MOBEKE Ol BKYIHHUTE IUTETH KOU
Ouse MPMYMHETH O] BAKBHUTE HEJETaIHH aKTHBHOCTH BO TekoT Ha 2008 roauna®®,
OOuyHO KpuMHUHaIIMTe Owie (akaHW Ha 0, HO BO HaBEACHWOT MEpUOJ Ha
TepuTopujata Ha PermyOnrka Makeonuja orneprpaia U ABO4IeHa IpyIia Koja Kpajena
OpoeBH Ha CMETKM Ha T€PMAHCKH JIpXKaBjaHU, I'M BMETHYBaJjla Ha OJaHKO-KPEAUTHH
KapTU4KK BO byrapuja u n3BpIInia HeleralHu TpaHCAaKUuM Ha 286 OaHKOMAaTu BO
Makenonuja npu mTo "3apabormwia” Hax 3.180.000 newapu. Heneramnute
TpaHCaKMK OWJie OTKPUEHH OTKAKO F'€PMaHCKUTE JIpKaBjaHu 3a0enexarne ofuB Ha
CpeAcTBa O] HUBHHTE cMeTKH BO PemyOimka MakenoHdja, 1o MITO pearupaia
repManckaTa nojunuja u Wurtepron. Cropurenure Ouse Oyrapcky JIpkaBjaHd. 3a
cnopenba, Bo Texkor Ha 2016 roawHa ce peructpupaHu 13 KpUBHYHH Jenia Ha
n3paboTKa U ynorpeda Ha JTaXKHa [UIaTE)KHA KapTHUKa Kaje IITO CTOPUTEINTE IPEKy
WHTEpHET Ha Pa3lIMuyHU HAYMHHU, MPEKy yrnorpeba HAa COOJBETHH TEXHUYKH YPEIH,
npubaByBajie OaHKapCKH MOAATOLM OJ] CTPAHCKH JprkaBjaHu. [loToa ru ynotpeOysae
KaKO BUCTUHCKH IUIATEKHHU KaPTUUKH U MPaBeJie HeJIeralHd TPaHCAKLIUH.

Op cTaTHUCTUKUTE M M3BELITauTe Ha MMHHUCTEPCTBOTO 3a BHATPELIHH
paboTu Ha PenyOnuka MakeoHHja MOXKeE Ja ¢ce KOHCTaTHpa JieKa 3JI0yIoTpeouTe ce
npaBaT Ha pa3jIMYHU HAYMHHM, a HAjUeCTO MPEKY ,,CKUMEpP ypeau KOM KpaaLuTe TH

14 Petrovi¢ R. S., Kompjuterski Kriminal, Vojnoizdavacki Zavod, Beograd, 2004, str.197

15 guu: http://www.micreditlawyer.com/7-of-the-largest-identity-theft-crimes/

Bvidi:
http://www.novamakedonija.com.mk/NewsDetal.asp?vest=6994246546&id=12&prilog=0&s
etlzdanie=21707
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nocraByBaat Ha Oankomarute. OBHE ypeau ce COCTOojaT OJ1 IBa Jieia, KaMepa U YhTad
Ha TOAATOIM OJI MarHeTHaTa JIeHTa Ha caMmara KapTuika. Kamepara ja mocraByBaaT
Ha pa3jnYHa CTpaHa, 3aBHCHO OX OaHKoOMaToT, 3a na ce cHuMmHu I[IMH-komor.
Baka ykpageHnTe momaTonM ce KOPUCTAT 3a BPIICHE HEJErajlHW TPAaHCAKIMKA Ha
WHTEpPHET WIN ce Hu3paboTyBaaT ¢(aicupUKyBaHH IDIATSKHH KAPTHYKH CO KOU
HEJIETAIHO c€ TMOAWTHYyBa TOTOBHMHA OJf OaHKoMaTHuTe. J[pyr HauWH Ha Kpajeme
MOJATOIHM OJ1 IUTATEKHU KApTHUUKU € TPU KyMyBamke 0]l MHTEPHET, OJHOCHO JOKOJIKY
ce TMpaBH TPaHCAKLMja MPEKy JIa)KHA WHTEPHET-CTpaHuIla T.H. ,fishing* crpanuna,
KOja € WICHTUYHA CO OpUTHHANHATA. [ paranuTe He ja 3a0eekyBaar pasIukaTra v T
BHECYBaaT TMOAATOLMTE, CO IITO HCTUTE OJAaT BO paleTe Ha KPUMHUHAJIIWTE.
,,CkuMep ypemute v mMa W Bo Makemonuja. Bo 2016 roauHa € OTKpHEHA
KpUMHUHAIIHA TpyMa O]l IIECT WieHa Koja Bo 13 HaBpaTw mocTaBWiIa BaKBH ypeaH Ha
bankomatu Bo Kymanoso, burona, Oxpun, llltum, Cxomnje, [Ipunen u Bo TetoBo. Tue
yeneane of 209 kapTuuku qa u3Bpiuat 201 HenerajgHa TpaHcaKlWja U yKpalie IoBeKe
OJ1 MHJIMOH JeHapu'’.

Cnopen mociemHata Iyonukanuja Ha Hapommata OaHka 3a IUTATHHOT
npomet Bo 2016 romunal® (3a sxan, He € usrorsena ananusa 3a 2017 u 2018 roguna),
MaKeJOHCKUTE TparaHd IIOBEKe II1akaaT CO TOTOBMHA OTKOJIKY CO KapTHYKa.
AHanm3uTe 32 KOPUCTEHETO Ha IUIATE)KHUTE KAPTUYKH TOKKYBaaT JleKa U MOKpaj
HUBHATa 3roJieMeHa yrmoTpeba BO MOCIEIHUOT TEPHOJ, HABUKHTE Ha JIOMAIIHUTE
MOTPOIIYBAaYM OTCTANyBaaT OJ HaBUKWTE Ha KopucHuimure Bo EY. Ymorpebarta Ha
TUTATeXXHUTE KapTHYKM BO 3€MjaBa C€ YINTE TPBEHCTBEHO c€ OJHECYBa Ha
MOBJIEKYBamk-€ TOTOBMHA 0J1 0aHKOMATHTE, 32 pa3jifKa Ol EBPOIICKUTE 3eMjH Kajle IITO
Ilakambara BO TProBHjaTa MMaaT BHUCOKO Yy4YeCTBO. BpojoT Ha TpaHCaKIMH CO
JIOMAIITHU TUIATeXXHHU KapTHYKH OCTBApEHH BO TproBujara Bo MakenoHuja Bo 2016
roJliHa W3HecyBa 18 TpaHCaKIMH 1O riaBa Ha KUTE, IITO € TIOHUCKO 3a JBa U IO
naTv Bo criopenda co zemjure oj Llenrpanna, Mcrouna u Jyroucrouna Eppomna (45
TPaHCAKIMH MO TJIaBa Ha JKUTEN) U HEKOJKYKPAaTHO MOHUCKO BO OJIHOC HAa CTapUTe
3eMju wieHkd Ha EY (102 tpancakiuu no riaBa Ha XHUTeEN).

3akiay4ok
Bo ¢yHKUMja Ha HagMUHYBamke Ha MPOOJIEMUTE W 3aKaHUTE KOU

IMOTEKHYBAaT O[] E-KpI/IMI/IHaJ'IOT, KOMITAHUHUTE MOpaat aa ocramart oA CTapuTC HaBUKU
W Ja pa3BUBaaT CTpaTerud 3a Oopba NPOTHB HOBHUTE OOJHUIM HAa KPUMHHAJIMTET.

1 gy http://www.fakulteti.mk/news/17-07-
18/zloupotreba_na_platezhna_kartichka_mozhe_da_vi_se_sluchi_i_koga_povlekuvate pari_
od_bankomat.aspx

18 pynu:
http://www.nbrm.mk/content/Platni%?20sistemi/Godisna_info_platen_promet_2016.pdf
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[Topanu Toa, THEe MOpaaT Jia co3Aanar jacHu 1 (HOKYCHUpaHH MOJTUTUKH 32 0e30eJHOCT
¥ CHTYPHOCT Ha paboTemeTo, Aa TH 00ydyBaaT cBOMTE BpaboTeHH 3a OopOa mpoTHB
HOBHUTE 3aKaHH H J]a aHTKUPAAT BUCOKO CTPYYHH M HCKYCHHU €KCIIEPTH 32 OJPKyBambe
W 3allTUTa Ha KOMIIjyTEPCKUTE CHCTEMH. EAMHCTBEHO Taka KOMIIAHHHUTE KOH Ce
BKITy4€HHU BO TEKOBUTE Ha E-TproBujaTa ke MOXKaT Jla ce 3alITUTAT U ce0e U CBOUTE
KJIMEHTHU OJ] HEOBJIACTEHH YIIaJ1, 3aKaHU M MOYKHH IITETH KOU CO ceOe I'M HOCH U TH
NPEU3BUKYBA cajOep KPUMHHAIOT.
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