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nPB OEN/PART 1:

AncTpakTt (Makcumym 250 36o0poBHM)

CoBpeMEHHOT YOBEK ce IpYH Ha HTepHeT, ciaymia paauo u riena GuiIMoBH 01
WHuTepHeT, YnTa eIeKTPOHCKN KHUTH U BECHUIIH, 3aKa)KyBa XOTEJIH U aBUOHCKHU
JIeTOBM NpeKy MHTepHeT, eNeKTPOHCKH IJIaka CMeTKH, UTH. [Ipuroa, cajoep
0e30eqHOCTa M MPUBATHOCTA Ha JYI'€TO IMOCTOjaHO CE 3arpO3€HH U 3JI0HAMEPHHUIIUTE
MIOCTOjaHO HAOraaT HOBHM HAUYWMHU Ha Hararame, IPUCITYIIKYBabe, KOMYHHKAIHja U
KOOpJMHAIIMja Ha CBOUTE 3JIOHAMEPHHU JICjCTBH]A.

OBOj MPOEKT TapreThpa HEKOJIKY PA3IMYHU acleKTH Ha 6e30eIHOCTa U HA/ICKHOCTA
MIPH [MOIaTOYHATA KOMYHUKAIIH]A.

JIBe akTUBHOCTH C€ MOBP3aHU CO JIUTHTAIHATA cTeraHorpaduja, ¥ HUBHATA LEJ €
OTKPHBAmkE Ha HOBHM CKPHUEHU KaHAIM BO HOBHTE IPOTOKOJH 3a TpaHcep Ha BeO
coapxunan, kako HTTP/2 u QUIC, kako u KOpuCTEH¢ Ha HOBH aHTH-
cTeraHorpa)CKy TEXHHUKH Kaj TUTUTATHUTE CIUKU, CO LIEJ JIa Ce CIpedar
TEPOPUCTHUTE UCTUTE JIa TH KOPUCTAT 3a CKpUeHa KoMyHuKaiuja. KpajHa nen e na ce
no0ue MoylapHa anarka Koja Ou ja KOPUCTENe CEPBUCHUTE 33 CKIIQNPAhE BO 00JIaK
¥ BeO aruTMKaIMUTe KOW HYJIAT jJaBEH CEPBUC 32 CIIMKH.

Jpyru nBe aKkTUBHOCTH C€ TIOBP3aHH CO KpHUIITOTpadujaTa, U MPUTOA CE IIaHUPa
pa3Boj Ha ONTUMAIHU 8X8 S-KyTHU 0] Malld KBa3UTPyIu o1 pel 4 uinu 8 win ox
OMHApHU KBAa3U-IIUKJIMYHY KOJIOBH, Pa3B0Oj HA CHCTEM 32 e-TJIacame CO KOPUCTEHE Ha
BUTKOMH TEXHOJIOTHjaTa, pa3Boj Ha KPyNTOCUCTeM o1 Xwi mudpara co

CSPRNG, kako u mapajieiHa pea3in3aiyja Ha HeKOU aJITOPUTMH ITOBP3aHU CO
KpunTorpadcKkute MEpKU Kaj S-KyTUUTE.

Enna aktuBHOCT oraka aHamn3a U 00paboTKa Ha MOIATOIH O/ TECTHUPAmha 32
KOMITjyTepCKa ¥ MpexHa 0€30€eIHOCT CO IPUMEHA Ha aNropuTMu o1 Berraukara
WHTEJIUTCHITH]A.

Bo Bpcka co HaJie)KHOCTA, IUIAaHUPAH € JAM3ajH Ha aJITOPUTMH 332 HAOramkbe Ha
MUHHMAJIHH NIaT U IPECEK BEKTOPH Kaj NOBEKE-COCTOjOCHN TPAHCIIOPTHH CUCTEMHU.

Abstract (max 250 words)

Modern man hangs out on the Internet, listen to radio and watch movies from the
Internet, read electronic books and newspapers, books flights and hotels through the
Internet, makes electronic transactions, etc. The cyber security and privacy of people
are constantly threatened and adversaries constantly found new means of attacking,
eavesdropping, communicating and coordinating their malicious actions.

This project targets several different aspects of security and reliability in data
communication.

Two activities are associated with digital steganography, and their goal is discovering
of new covert channels in the new web transfer protocols, such as HTTP/2 and
QUIC, as well as using new anti-steganographic techniques for digital images in
order to prevent terrorists to use them for hidden communication. The ultimate goal
is to obtain a modular tool that would use the cloud storage services and web
applications that provide a public service for images.

Two other activities are related to cryptography, and include the development of
optimal 8x8 S-boxes from small quasigroups of order 4 or 8, or from binary quasi-
cyclic codes; development of an E-voting system using Bitcoin technology;
development of Hill cipher cryptosystem with CSPRNG, and parallel realisation of
some cryptographic algorithms related to cryptographic measures for S-boxes.

One activity involves the analysis and processing of data obtained by testing
computer and network security, by using algorithms from artificial intelligence.
Regarding reliability, algorithm design is planned, for finding a minimal path and cut
vectors for multi-state networks.




[eTaneH onuc Ha NPOEKTOT:

Bosepn

JebunntnBHO VHTEpHETOT M KOMIIjyTEPCKUTE MPEXKH C€ EHTUTETHTE INTO TO Ae(HHUpAaT HAIIETO BpeMe H

HeIITaTa ITo ro 00auKyBaat HamuoT kuBoT. Cenak TCP/IP ck1agoT co mpoToKoiu — ocHOBaTa Ha MIHTepHETOT,

He € JAu3ajHUupaH co 0e30eqHOCTa BO MHUCIMTE. T0j € pe3yiTaT Ha MCTPaKyBamara U Pa3BOjOT HA IIPOTOKOJIUTE

M3BPIICHU BpP3 EKCIIEpUMEHTanHaTa Mpexa co komyrauuja Ha maketn ARPANET Bo koja Omiie BKIydeHU

yauBep3uretute ox CAJl, a mpeTnocraBkaTa Omia Jeka HHUKO] OJ KOPHCHHLIUTE HEMa Ja Ipe3eMe 3JI0HaMEpHH

akuy. JleHec KOPUCHUIM ce JIyf'eTo Of IEJHMOT CBET W OBaa IPETIOCTaBKa MoBeKe He Baku. CBelomM cMe Ha
3rOJIEMEHHOT Pa3BOj U NPHCYCTBO Ha cajOep KPHMHUHAIOT M MOCTOjaHUTE YW M Hallaad BO KOMIIjYTEPCKHUTE

CHCTEMH M MPEKHL.

TCP/IP cki1amoT co IPOTOKOIM MMa MHOTY 0e30eHOCHHU IPOITYCTH KOH ITOCTOjaHO C& OTKPHUBAAT, a BO MOCIIETHO

BpeMe, MpexHara cTeraHorpaduja, WIM KPUCHETO HA MOJATOLM BO CAMHTE MPEKHH NMPOTOKOJIH, 3a3eMa Ce

norosiem 3amaB ([1-3]). HoBure mpoTtokosu 3a Tpancdep Ha BeO COAPKHHK, HE CE CEYLITE JOBOJIHO MPOYYCHH O]

0BOj acmekT. McTo Taka, efieH 0l HajueCTUTEe HAYMHH 32 KOMYHHKallija Mel'y TEpOPUCTUTE BKIyUyBa KpUCHE Ha

HOpaKH BO CIMKH KOM Ce MOCTaByBaaT Ha jaBHH cepBucH [9], n mo cera mcTpaxkyBadute ce oOMIyBaaT co

CTeraHaimsa Jia OTKpHjaT Jajdy BO CIMKUTE MMa WM HeMa CKpHEHO Mopaka, IITO € J0CTa Temka 3axada. Hamrata

1T € jaBHH CEPBHUCH 3a CIMKH OCJIIO00/ICHN Ol CKPHEHH TTOPaKH.

JlenieHTpanu3npaHnTe TUTHTAIHA KPUNTONApH Cce ITOBeKe CTaHyBaaT Ha4WMH Ha IUIakame Ha VHTepHeT, oco6eHo

Merl'y kpumuHaiure. CBeJOIM CME Ha HOBH NPUMEHU Ha buTkouH [7] TexHomorujata co HU3M oJ OJIOKOBHU (Ha

npuMmep, kKatactap 0a3upaH Ha Hu3a of OJOKOBH), OWAEJKM BO OCHOBA Taa OBO3MOXKYBa JEJICHA, HOBEpIMBA U

jaBHa KOJIEKIIMja, KOja ceKoj MOXKe Jla ja IIPOBEPH, HO, HUKO] HE MOKE caM Jia ja KoHTponupa. Exna on nenure e

Ia ce 1o0ue CUCTEeM 3a e-Tiacame 0a3upaH Ha BUTKOMH TeXHOIOTHjaTa co HU3U 0] OJIOKOBH.

S-KyTuHTE ce TIaBHUTE IrPaJe)KHH OJIOKOBU HA COBPEMEHHTE OJIOK IU(pPH, Ma TOCTOjaHO Ce UCTPAXKYBAaaT HOBU

HAYMHH 33 TOOHBam-€ ONTHMANHHM S-KyTHH of pasmumueH ped. Ke ce obumeme na nobueme ontumansu 8x8 S-

KyTHH Ha JIBa HaYWHA: O]l MaJM KBa3UTPYIH ¥ O OMHApHH KBa3U-LIUKIMYHM KOJOBH. 3a HCIIUTYBAmbE HA NCTHTE

ke OMIaT KpenpaHy MapaielIHy ajJrOpUTMU.

Tectupamero Ha Oe30eqHOCTA HAa KOMIIjYTEPCKHTE CUCTEMH M MPEXHTE MPOIYLHpa TOJIeMO KOJIMYECTBO Ha

MOAATOIH, KOM MOJKe J]a OMJIaT aHAIM3UPaHH CO PA3IMYHU TEXHUKY Ha BENITAUKaTa HHTEIUTCHIIH]a.

Bo Teopujata Ha HAIEKHOCT IOCEOHO MECTO 3a3eMa aHalIW3aTa Ha HAJEKHOCT HA TPAHCIIOPTHUTE

cucrtemu. [IpoydyBambeTo Ha HaJEXKHOCTA Ha TPAHCIOPTHHTE CHCTEMH HMa rojieMa HpPHMEHa BO Pa3IMYHU

0o0acTu: 0 TeXHHYKUTE OOJIACTH MO OHOJOMIKHTE W EKOHOMCKHTE 00JacTH. MHOTY KOMIUIEKCHH (PH3HUKH,

TEXHOJIOLIKH, COLIMjaJIHH, OHOJIOMIKY U €KOHOMCKHM CHCTEMH MOJXKAT Jia ¢ MPETCTaBaT co (popMa Ha TPAHCIIOPTHU

CHCTEMH, KaJie IITO ja3NuTe ce 00jeKTH Ha CHUCTEMOT, JOJeKa JIMHKOBHTE 'l NIPETCTaByBaaT BPCKHUTE IOMEry

objektuTe. Hue ke rm pasnenyBamMe MOBEKe-COCTOjOCHUTE IBOTCPMHHAIHH TPAHCIOPTHH CUCTEMH. [10TOYHO

Hama neJs ke Ouie An3ajHUpame Ha HOBM M HOAOOpyBame Ha BeKe IOCTOCYKUTE AITOPUTMH 3a Haorame Ha

MHUHUMAQJIHA TIaT W TIPEeCeK BEKTOPH Kaj HACOUCHW W HEHACOUCHH IOBEKE - COCTOjOCHH JBOTEPMHHAIHU

TPAHCIIOPTHU CHCTEMH.

I'MaBHUOT HEJOCTATOK Ha MOCTOCYKUTE aJFOPUTMH 32 IIPECMETYBahEe HA MUHUMAJIHH TaT (WJIH MPECceK) BEKTOpU

€ IITO CO HUB MOJKE J1a ce J0OujaT U KaHJUIaTH 32 MUHIMAJIHH MaT (MIPEceK) BEKTOPH MITO HE € MUHUMAIHH T1aT

(mpecex) Bexropu. OBHE KaHIMAATH C€ CIMMHUHUpAaT CO 3aeMHO cHopenyBawe. IIpouenypara 3a 3aeMHO

CropenyBame Ha CHTE KaHIWIATH 32 MUHHMMAJHHU IIaT BEKTOPH € PENAaTHBHO CKala, ako ce 3eMe IpeIBHUI

Jeka OpojoT Ha KaHAWAATUTEe 32 MUHHMAJIHU I1aT BEKTOPU € MHOTY IHOrojieM oJ OpojoT Ha ja3id WIH Of

OpojoT Ha JMHKOBM BO TpaHCHOPTHHOT cucteM. OJ oOBHME NPUYMHM T'M aHAIM3MpaMe CBOjcTBaTa Ha

MHHHMAJTHATE NaT BEKTOpH 32 HUBO d W Ke ja MmokakeMe BpcKara IoMel’y MUHUMATHUTE T1aT BEKTOpH 3a HUBO d

M TIPOTOIHM 32 HUBO 3a d Ha TpaHCmopTHH cHucTeMH. OBHE BPCKH TH MCKOPHCTUBME 32 1a Pa3BHEME CTpaTeruja

3a TpOBEpyBame Nald HEKOj KaHIWAAT 32 MHUHUMAJCH IaT BeKTOp 3a HUBO d € MMHHMMalleH HaT BEKTOp

co BpemeHcka kommiekcHocT O(|E|) (xame |E| e OpojoT Ha JMHKOBH), Kaj HEHACOYEHH [5] W HacOYeHH

TPaHCIIOPTHH CHCTEMH [6].
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MpeanoxeHu ncTpaxyBaka
I'InaHMpame 0a rm n3spwimme cnegHmee akTMBHOCTU BO Aal€HUTE BPEMEHCKU paMKN.

1.

Ymepdyear-e Ha HO8U CKpUEHU KaHasu 80 MPEeXHUMe MpomoKosu

lMocnegHuTe rogvHW, MpexHaTa cTeraHorpaduvja unu Kpueweto Ha nogatoum u
KOPUCTEHETO Ha CKPUEHW KaHanu BO MPEXHWTE NPOTOKOMW, 3a3ema ce Mnororiem
3amaB. CKkpueH kaHan e 6uno Koj KOMyHMKaLUMCKN KaHar, KOj MOXe Aa ce UCKOPUCTU
3a TpaHcdep Ha UHopMaLUM Ha HAYMH KOj M HapyLlyBa 6e36e4HOCHUTE MOMUTUKN
Ha gageH cucteM. CKpUeHUTe KaHanu BO MPEXHUTE NPOTOKOMNM MOXaT HenerarHo
Ja ce kopucTaT 3a KoopauHauuvja Ha DDoD Hanagu, Wwnpere Ha 3roHaMepeH Kopg
(kako komnjytepckuoT upB W32.Morto, koj mm kopuctmu DNS 3anucute 3a
KOMyHuKauuja co HeroBnot C&C cepBep), 3a CKpueHa KOMYyHWKauuja Mery
TEPOPUCTM M KPUMUHANUWU, UHAYCTPUCKA LUMUOHAXa, HO W 3a feranHy akTUBHOCTMY,
Kako 3a0buKornyBawe Ha OrpaHMyyBaH-eTO 3a KOpPUCTEHEe Ha VIHTEPHET BO HeKou
3emju (Ha npumep, Infranet), 6e3begHa KOMyHMKaLMja 3@ MeHaLMpakbe CO Mpexa,
3alWwTuTta Ha aBTopcku npaBa u cr. CKpuMeHWTe KaHanuM BO MPEXHWUTE MPOTOKOMU
HajuyecTo ce gobuBaaT co moamdmkaumnja Ha 3arnasjaTa U/vnm KOPUCHNOT TOBap Ha
npotokonute (Protocol Data Unit - PDU) nnn co mogudukaumja Ha cTpykTypaTa Ha
PDU TtekoBute. Tpygmosute ([1-3]) HygaT cnuka 3a coctojbata coO MpexHaTta
cteraHorpacdwvja geHec.

Llenta Ha oBaa akTMBHOCT € M3Haorake Ha HOBM CKPUEHMN KaHamnu BO HEKOU MPEXHM
npotokonu. MocebHo ke Gupat aHanM3MpaHU HOBWUTE BEP3UN Ha MPOTOKONUTE 3a
TpaHcdep Ha Beb coapxunHu, kako HTTP/2.0 u QUIC.

Paseoj Ha aHmu-cmeaaHoapachKu mexHUKU 3a duaumarsiHu CIuKu

KprverweTo Ha mopaku BO AWrMTanHWTE CMMKA MOCTaBEHM Ha jaBHM CEPBUCU Ha
WHTepHeT, NO3HATO € Aeka e edeH 04 HajYecTMTe HauMHM 3a CKpueHa KoOMyHuKaumja
Ha TEPOPUCTUTE M KPUMMHANuUUTE BO CBETOT. Hajyecto ce kopuctu metogaTta co
Mogudpmkaumja Ha Hajmanky 3HauvajHute 6uTtoBm (Least Significant Bit - LSB) Ha
cnvkarta, HO 1 HeKou APYrn TEXHWKKN, Kako AOAaBake Ha CUrHanoT Ha nopakaTa Bp3
cuUrHanoT Ha cnukata, u cn. CreraHanusaTta, WM OTKPMBAHETO Ha CKpueHaTa
WHpopmaLmja e MHOry Tellka 3agadva U 6apa HanOpPHO UCTPaXKyBaHE.

HawaTta uen He e foa ce oTKpue Aanu nMma CKpueHun nHdopmMalmmn Bo AajeHa Crvka,
TYKy Oa Ce YHUWTW M Ja Ce HanpaBuM HeynoTpebnvBa ckpueHaTa nopaka, BO
MOMEHTOT Kora cnukaTa ce 3akadyBa Ha WHTepHeT. KpajHa uen e ga ce gobue
MoayrnapHa anaTtka koja 6w ja kopucTene cepBucuTe 3a ckragupake BO 06rak u
BeO annukauunTe KOM HyaaT jaBeH CepPBUC 3a CIUKM.

Pa3seoj Ha HeKosiKy KpurmoepaghCcKu peweHuja

a. S-kyTuite MmaaT OCHOBHa ynora Bo 6e3begHocTa Ha mogepHuTe 6ok Wwudpwy,
Ovoejkn Tme BOOGMYAEHO ce rMNaBHMOT HenuHeapeH gen BO 6Gnok wudpara.
OntumanHute S-kyTum ja npasaT wudpaTta OTNopHa Ha pas3nuYHU BUOOBM Ha
Hanagu. Llenta e ga ce gobujat ontumanHm 8x8 S-KyTuu o mManu KBasurpynu
oA pea 4 vnu 8 nnu of BUHaPHU KBa3M-LMKNNYHK Kodosu. Ke Guaat ucnutysaHu
andepeHumnjanHnTe n NMHEapHUTE KapakTePUCTUKN Ha JobneHute S-kyTuu.

b. BwuTtkomHOT [7] 3anoyHa HOBa epa Ha AvWruTanHuTe BanyTu, Npu WTto 6nokoBuTe
O, KOM € M3rpafjeH W caMuOT KOHUENT AeHec HaorfaaT HoBa MpuUMEHa BO
pasnuyHu obnacTtu (Ha npumep, TexHomnorujata co HM3a GrIOKOBU Ce KOPUCTM 3a
rpagewe Ha 6e36eqHu noroeu). Llenta Ha oBaa akTMBHOCT € fa ce npoy4dn aanu
bes3begeH cucTemM 3a e-rnacawe MOXe [a Ce Ou3ajHuMpa CO KOpucTewe Ha
BuTkonH TexHosnorujata, U ga ce geduHupaat npoueaypute M NPOTOKONOT Ha
KopucTtewe kou Oum ja rapaHTupane rnaBHaTta 6e36egHOCT M pyHKUMOHANHUTE
Oapara Ha TakBMOT CUCTEM. Ha KpajoT Ha NPOEKTOT ce ovekyBa Ada ce gobue
npoToTun.

c. [HeHec Xun wudpaTa ce cmeTa Kako fen of knacuyHata kpuntorpaduja. OBaa
wndpa co 3ameHa e gecuHnpaHa Bo 1929 rognHa og ctpaHa Ha Lester S. Hill
[8], HO BO nMocnedHO Bpeme € Len Ha MOHOBU TPYAOBWM Kou ce obuayeaat ga
HajoaTt pelleHne 3a HejauHuTe criabocTn. Llenta Ha oBaa akTMBHOCT € aHanmaa
Ha kopucteweto Ha Cryptographically Secure Pseudo-Random Number
Generator (CSPRNG) 3a reHepupahe Ha kny4oT maTpuua Bo Xun wmndpata 3a
cekoj 6ok og opurmHanHaTra nopaka koj Tpeba ga ce wudpupa.




4. [usajH Ha aneopummu 3a Haofame Ha MUHUMAarHU fnam U fpecek 8eKmopu Kaj

rogeke-cocmojbeHu mpaHcrnopmH{u cucmemu

LlentTa e pa3Boj Ha anropUutTMmn 3a Haorawe Ha MWHMMAIHW MaT BEKTOPWU BO
OBOTEpPMMHaneH noBeke - COCTOjOEH TPaHCMOPTEH CUCTEM KOM Ke MMaaT nomana
BPEMEHCKa CMOXEHOCT 0f, MocToedvkuTe anroputMu. Hosute anroputmu ke bugat
0asupaHn Ha TeopeTcKuTe pesynTaTu pgageHu Bo [5], U ke ce obuaeme ga ja
npowmnpume oBaa Teopuja 3a ga ce nogobpart anroputMute 3a NpecMeTyBake Ha
MWUHUMArHN NaT BEKTOPMW.

McTo Taka ke Gugat umMnneMeHTMpaHn n nporpamun 3a anroputMmTe, Co Ymja nomoLl
Ke ce BpLlaT criopefyBake Ha BpeMMHaTa Ha U3BPLUYBAHE Ha anroputMute, cCo
LUTO U eKcnepumeHTanHo ke Guaat NoTBpAEHW TEOpeTCKUTE pesynTaTu OO0 KOou Ke
nojoewme.

AHanu3sa u obpabomka Ha nodamouu 00 mecmuparba 3a KOMIIjymepcka U MpexHa
6e3bedHocm

3a oBaa aKkTMBHOCT ke OwugaT KOpuCTeHM nogaToum [obueHu co Aylwkamwe U
CKeHupare Ha Mpexa, ror-gatotekvm u cn. lNMpumeHa Ha anropuTmn of BewTtauka
WHTenureHuuja (MalmHCKO yyewe) 3a cuntpupare, obpaboTka u aHanusa Ha
nogatoum 3a yTBpAyBawe Ha reHepanHu TeHOEeHUMMW, OUCTPUMBYLMU W OTCTamnKu.
lMpenosHaBare Ha obnuum Bo bigdata co npumeHa Ha BeLITa4Ykn HEBPOHCKN MPEXN,
principal component analysis (PCA), anroputmun 3a nogatovHo knactepupare (k-
means n kNN knactepupame).

lNapanenHa peanusayuja Ha bp3au (butterfly) anzopummu

Anroputmn Ha TpaHcdopmauuja (Fourier-related transforms) nmaat annukaumja Bo
MHOry obnacTtu, Kako kpunTorpaduija, Teopuja Ha Kogupakwe, KoMnpecuja Ha
nogartoum, NoAaTOYHU KOMYHMKaumMn 1 T.H. 3a pellaBake Ha Npobrnemu cBp3aHu Cco
cnomeHatute obnactm mmame notpeba on edekTvBHM anroputmn. Kako ce
3roneMyBa pasmepoT Ha 3agauyute, TMe CTaHyBaaT Ce MO TEeWKW U CO MPEMHOry
nogatoun. Hekon anropuTMu ce NONorogHu 3a napanenHa peanu3auuja. BeywHocT
napanenHoTo CMmeTakwe MpecTaByBa Mogesn, Npu KOj MHOXECTBO OA 3adaun ce
npouecumpaaTt efgHOBpeMEeHO (egHakBM Manu nporpaMmu npouecupaar pasfvyHu
nogartouw), AejCTBYBajkv MO MPUMHUMMNOT Ha pasgenyBake Ha ronema 3agada Ha
Manu noj 3agayu Koj ce pellaBaat €4HOBPEMEHO.

BpemeHcka pamka:
Meceumn 1-6: Bo oBaa basa ce npeaBMAEHWN HEKONKY aKTUBHOCTHU:

aHanu3a Ha pasnUYHNTE TEXHWKN 3a KpUeHe Ha No4aToLM BO AUTUTANHU CITUKK
Haorake Ha CkpueHu kaHanu Bo HTTP/2.0

AobuBarse Ha S-KyTum of, GUHAPHU KBa3U-LIMKITMYHM KOLOBM

cobupatse Ha 6e36eaAHOCHM NogaToLM Of NOr 4ATOTEKU U PasnNYHK CKEHUpaH-a
pa3Boj Ha anropuTMu 3a Haorake Ha MUHMMArHW NaT BEKTOPU BO ABOTEPMUHAIEH
noBeke - COCTOjOEH TpaHCMOPTEH CUCTEM KOWM Ke umaaT nomana BpeMeHCKa
CNOXEHOCT 0, MOCTOEYKUTE anropuTMu

Meceuun 7- 18: Bo oBaa pasa ce npeasuaeHu cnegHuUTe akTMBHOCTU:

Haorawe Ha ckpueHu kaHanm Bo QUIK

On3ajH 1 pas3Boj Ha aHTU-CTeraHorpaddCKM TEXHUKN 3a OUrMTanHu Crivku

obug 3a gobusare Ha S-KyTuUn 04 Manu Ksasurpynu og peg 4 nnm 8

aHanusa Ha kopucteweto Ha CSPRNG Bo reHepupare Ha Kny4oT maTpuua 3a Xun
wndpparta

aHanusa Ha gobueHn 6e3beaHocHN noaaToum

UMMNIIEMEHTUPAKE Ha anropuTmMmn 3a cnopenba Ha BpeMuhaTa Ha M3BpLUYBaHE Kaj
OBOTEpPMUHArHM NoBeKe - COCTOj6EeHN TPaHCMOPTHU CUCTEMN

Meceun 19-24: HayyHo—MCTpaxyBadkuTe pesyntatm Ke 6Ougar npeseHTUpaHu Ha
nowmpokaTta jaBHOCT Ha HEKOSIKY Ha4uMHW M Toa NpeKy npe3eHTauum Ha MefyHapoaHu U
AOMaLLUHM KOHdepeHLUMn, a ronem gen oa pesyntatute ke 6uaat nybrnmkyBaHu Kako Hay4Hu
TPYAOBW BO HAy4YHW CrincCaHwja.

Ha kpajoT Ha Hay4HO—MCTPaxyBayKnOT Nepuno ke criegm uspaboTtka Ha MN3BeLuTaj BO KOj Ke
OmaaT npukaxkaHy cuTe JOCTUrHyBaka 3a BPEME Ha UCTPaXyBayKMOT Nepuoa.




Details of the proposal:

Introduction
Definitely, the Internet and computer networks are entities that define our time and the things that shape our lives.
However, TCP/IP protocol stack - the foundation of the Internet, was not designed with security in mind. It is the
result of research and development of experimental protocols performed on the packet switched network,
ARPANET, involving US universities, and the assumption was that none of the users will take malicious actions.
Today users are people all over the world and this assumption is no longer valid. We are witnessing increased
development and the presence of cyber crime and repeated intrusions and attacks on computer systems and
networks.
TCP/IP protocol stack has many security vulnerabilities that are constantly discovered, and lately, network
steganography, or hiding data in network protocols themselves, is increasingly developed ([1-3]). The new web
transfer protocols, are not yet sufficiently explored from this aspect. Furthermore, one of the most common means
of communication among terrorists involves hiding messages in graphical files that are placed on public services
[9], and now researchers are trying to use steganalysis to discover whether the images have hidden messages,
which is quite difficult task. Our goal is public image services free from hidden messages.
Decentralized digital cryptocurrencies become a means of paying on the Internet, especially among criminals. We
are witnesses of the new application of the Bitcoin [7] blockchain technology (eg. blockchain-based land
registry), because, in essence it is a shared, trusted, public ledger that everyone can inspect, but which no single
user controls. One of the project goal is obtaining of e-voting system based on a Bitcoin blockchain.
S-boxes are the main building blocks of modern block ciphers, and constantly new ways are explored, for
obtaining optimal S-boxes of a different order. We will try to obtain optimal 8x8 S-boxes in two ways: from small
quasigroups and from binary quasi-cyclic codes. For their analysis, parallel algorithms will be implemented.
Computer and network security tests produce a lots of data, that can be examined by different techniques from
artificial intelligence.
In the theory of reliability an important place takes the analysis of network reliability. The study of the reliability
of these systems is interesting for people of different disciplines: from the technological to economical and
biological areas. Many complex physical, technological, social, biological and economic systems can be
represented in the form of networks, where vertices are the entities of the system and the links
represent the relational links among the entities. We will considertwo terminal multi — state
networks. Specifically, our goal, will be the development of a new algorithm, and improvement of existing
algorithms for finding minimal path vectors or minimal cut vectors for directed and undirected multi — state
network.

The main disadvantage of the existing algorithms for finding a minimal path (cut) vectors is that with them,

candidates for a minimal path (cut) vectors which are not minimal are obtained. These candidates are eliminated

by mutual comparison. This procedure is relatively expensive, because the number of minimal path vectors is
much greater than the number of nodes and links in the network. For this reason, we analyze some properties of
minimal path vectors to level d (d-MPs)that will show the connection between d-MPs and flow functions to level

d on a given two-terminal network. This helps to develop a strategy for checking whether some candidate is a d-

MP with time complexity O(|E|) (where |E| is a number of links), for directed and undirected network.
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Research Project

In this project we plan to complete the following research activities within the indicated time

frame.

1.

4.

Finding new covert channels in network protocols

Last years, network steganography or hiding data and using of covert channels in
network protocols, is rapidly expanding. A covert channel is any communication
channel that can be exploited by a process to transfer information in a manner that
violates the system's security policy. Network-based covert channels can be used
illegally to coordinate distributed denial of service attacks or spreading of malware
(e.g., the worm W32.Morto used DNS records to communicate with its command
and control server), for secret communication between terrorists and criminals,
industrial espionage, but also legally, for circumvention of the limitation in using
Internet in some countries (e.g., Infranet), secure network management
communication, copyright protection, etc. Covert channels in the network protocols
most often use modification of the protocol header and/or payload (Protocol Data
Unit - PDU), or modification of the the structure of PDU streams. The papers ([1-3])
offer an image of the state of the art of network steganography.

The goal of this activity is finding of new covert channels in some network protocols.
Esspecially, a new web transfer protocols as HTTP/2.0 and QUIC will be analyzed.

Development of anti-steganographic techniques for digital images

Hiding messages in digital images placed on public services on the Internet is a well
known way of conveying a secret communication between terrorists and criminals in
the world. Commonly, a Least Significant Bit — LSB method [4] is used, but also
adding a message bearing signal to the image, etc. Steganalysis, the detection of
this hidden information, is an inherently difficult problem and requires a thorough
investigation.

Our goal is not to find if tehre is a hiden information in a given image, but instead to
destroy and to make unusable the hidden message, in the moment of the image
uploading on the Internet. The final goal is obtaining of a modular tool, which storage
cloud services and web applicationswith images public servises are going to use.

Development of several cryptographic solutions

a. S-boxes have a fundamental role for the security of modern block ciphers
because they are usually the main non-linear part in the block ciphers.
Optimal S-boxes can make the cipher resistant against various kinds of
attacks. The goal is to obtain an optimal 8x8 S-boxes from small
quasigroups of order 4 or 8, or binary quasi-cyclic codes. We will investigate
differential and linear characteristics of produced S-boxes.

b. Bitcoin [7] started a new era of digital currencies, with its building blocks and
underlying concepts finding new applications in different areas nowadays
(e.g., blockchain technology is used to build secure logs). The goal of this
task is to study if a secure e-voting system can be designed resorting to
Bitcoin technology, and also to define the procedures and usage protocol
that may guarantee the main security and functional requirements of such
system. A prototype of the system is expected by the end of the task.

c. The Hill cipher is nowadays considered one of the examples of classical
cryptography. This substitution cipher was defined in 1929 by Lester S. Hill
[8], but it has been the subject of some more recent publications, which aim
to solve its weaknesses. The goal of this activity is an analysis of the usage
of a Cryptographically Secure Pseudo-Random Number Generator
(CSPRNG) to generate the matrix key of the Hill cipher for every plaintext
block submitted to encryption.

Algorithm design for finding minimal path and cut vectors for multi-state networks

Our research will be focused on development algorithms for finding minimal path
vectors in two terminal network with lower time complexity from existing algorithms.
New algorithms will be based on theoretical results given in [5], and expands the
theory, to improve the method for computation of d-MP candidates.




Also, programs for the algorithms will be implemented. By using them we will make
comparison of execution times of algorithms, therefore theoretical results that we
obtained also will be experimentally proved.

Computer and network security tests data acquisition and data processing

For this activity, data obtained by network sniffing and scanning, log-files, and etc,
will be used. Application of artificial intelligence algorithms (machine learning) for
data filtering, processing and analysis in order to recognize general trends,
distribution and outliers. Pattern recognition in raw and big data by applying artificial
neural networks, principal component analysis (PCA), algorithms for data clustering
(k-means and kNN clustering).

Parallel implementation of fast (butterfly) algorithms

Transforms algorithms (Fourier-related transforms) have application in many areas
such as cryptography, coding theory, data compression, data communications, etc.
For solving problems related to the mentioned areas we need efficient algorithms.
How the scale of the task increasing becoming more and more difficult to solve, also
have increasing of data. Some algorithms are more suitable for parallel
implementation. In fact, parallel computing is a model in which a set of tasks are
processed simultaneously (equal small programs process different data), acting on
the principle different portions of the computation may be executed concurrently by
different processors.

Timeframe for conducting the specified research activities:
Months 1-6: In this phase, the following activities will be conducted:

7.
8.
9.

10.
11.

analysis of different techniques for data hiding in digital images

finding covert channels in HTTP/2.0

obtaing of optimal S-boxes from binary quasi-cyclic codes

acquisition of security data from log files and different scannings

development of algorithms for finding minimal path vectors in two terminal network
with lower time complexity from existing algorithms

Months 7-18: In this phase, the following activities will be conducted:

12.
13.
14.
15.

16.
17.

finding covert channels in QUIK

design and development of anti-steganographic techniques for digital images
obtaing of optimal S-boxes from small quasigroups of order 4 or 8

analysis of the usage of a Cryptographically Secure Pseudo-Random Number
Generator (CSPRNG) to generate the matrix key of the Hill cipher

analysis of obtained security data

implementation of algorithms for execution time comparision in two terminal multi-
state networks

Months 19-24: Scientific results will be presented to the public in several ways, through
presentations on the international and home conferences, and papers in journals. At the end,
we will produse a Report for all our achivments in the research period.
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Appeca “Kpcte Mucupkos” 10-A, 2000 LUTun,
MakegoHuja

Ten / dakc: ++389 78 222 460

e-mail aleksandra.mileva@ugd.edu.mk

Kpatka 6uorpadwmja:
O6pas3oBaHue:

[okTop Ha nHopmaTmdkm Hayku, MHCTUTYT 3a nigopmaTtuka, NV, YKMM, 2010.
Maructep Ha nHopmaTUdKM Haykn, IHCTUTYT 3a nHgopmatuka, MM, YKMM ,2004.
AOunnomupaH nHxeHep no nHgopmaTtuka, MHCTUTYT 3a nHdopmatumka, MM,
YKNM,1998.

PaGoTHO MCKYCTBO:
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[oueHT Ha DakynTeT 3a MHGopmaTtuka npu YA, Wrnn, 2010 - 2015

AcwncteHT Ha ®akynTeT 3a uHpopmaTuka npu Y[, Wrnn, 2007-2010

lMomnag acucTeHT u acucteHT Ha Pygapcko-reonowkmn dpakyntet npu YKUM, LWtun,
2001-2007
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UneHcTBO BO npocpecnoHanHm acoumjauun: |EEE, ICT-ACT, MakegoHuja
YneH Ha nporpamcku oabop:

Tenth International Conference on Emerging Security Information, Systems and
Technologies, SECURWARE 2016, 24-28 July, Nice, France

Second International Workshop on Information Security, Assurance and Reliability in the
Cloud, WISARC 2016, 6-9 December, Shangai, China (Program Co-Chair)

Ninth International Conference on Emerging Security Information, Systems and
Technologies, SECURWARE 2015

International Mathematical Conference on Quasigroups and Loops, LOOPS ’15, Ohrid,
Macedonia, 2015.

7th ICT Innovations conference 2015, 1-4 October, 2015, Ohrid, Macedonia

6th ICT Innovations conference 2014, 9-12 September, 2014, Ohrid, Macedonia

2nd International Workshop on Behavioural Types (BEAT 2), 23-24 September, 2013,
Madrid, Spain

NMone Ha Hay4eH uHTepec: Kpuntorpaduja, komnjytepcka 6e36eaHocT n 6e36egHOCT Ha
MPEXK, MpexHa cTeraHorpaduja, Teopuja Ha KBasurpynu

TpynoBu o6jaBeHn BO nocnegHUTe 5 roanHn, €O Ha3Ha4YeH MMNakT (pakTop 3a CEKOoj
TpyA cnopen JSR patabasaTta Ha Thomson Routers (AoKonky TpyaoT e o6jaBeH BO
cnucaHme co MMNakT ¢hakTop)
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3apgomkeHuja BO npeanor-npoekToT Co BpeMeHCKa pamKa:

Meceuun 1-6: Taa ke yyecTByBa BO CrieQHUTE aKTUBHOCTMU:
e aHanu3a Ha pasnuyHUTE TEXHWKM 33 Kpuerse Ha NoJaTouy BO AUTUTaNHU CIIUKK
e Haorawe Ha ckpumeHu kaHanu Bo HTTP/2.0

Meceuun 7-18: Taa ke yyecTByBa BO CnegHUTE akTUBHOCTU:
e Haorawe Ha ckpueHu kaHanu Bo QUIK
e [13ajH 1 pasBOj Ha aHTU-CTeraHorpadCkn TEXHUKM 3a QUrMTanHN CInKn
e 00up 3a gobuBare Ha S-KyTuM 04 Manu KBasurpynu oa pea 4 vnu 8
e aHanuaa Ha kopucteweTo Ha CSPRNG BO reHepupake Ha Kny4oT mMatpuua 3a Xun
wundpparta

Meceun 19-24: lNMuvwyBawe Ha Hay4yHUM TPyOOBM BO KOW ke Guaat M3noxeHu gobueHute
Hay4HW pesynTaTu, HUBHO JOCTaByBae 3a nevyaTerwe BO MeryHapO4HU Hay4yHU cnucaHuvja u
HWBHO Mpe3eHTUpaHe Ha Hay4YHW KOHEepeHL .

Meceun 1-24: MeHauvpare M agMuUHUCTpUpamwe Ha npoekToT. M3paboTka Ha KpajHMOT
W3BewrTa;.
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TRAMANET - Traffic and January 2008 — June Fundag&o para a Y4yecHuk
Trust Management in 2011 Ciénciae a
Peer-to-Peer Networks Tecnologia (FCT)
Active Security April 2007 — June Agéncia da Inovagao Leader of task 2.1
Mechanisms for Passive 2008 (ADI)

Optical Networks (PON)
Point-to-Multipoint (P2M)
Environment

3apgomkeHuja BO npeasnor-npoeKkToT Co BpeMeHCKa pamKa:

Meceumn 1-6: AHanusa Ha GapawaTta 3a CMCTEMOT 3a e-rnacawe. MaoeHTndukaumja u
AedvHuumMja Ha UHKUMOHaNHK 1 6e36enHocHM Gaparsa, Mogen Ha CUCTEM M Hanagw.
In3ajH Ha kpuntocucTem co Xun wndpa, 6asmpan Ha CSPRNG.

Meceum 7-18: [Npeanor Ha cucTem 3a e-rnacake (CUCTEMCKU KOMMOHEHTUW, KpUNTorpadyCcku
NPUMUTUBM, KOPUCTEHE U MpoLieAypaneH npoTokos). iMnnemeHTupake Ha NnpoToTun.
MmnnemeHeTaumja Ha kpuntocuctem co Xun wudpa. Cnopegba Ha npeanoxeHaTta
npouenypa 3a reHepupawe Ha Mmartpuuara Knyyd co Apyr anroputMy OnuliaHn BO
nutepatypaTa. TecTupare Ha wudpara.

Meceun 19-24: HayyHute pesyntatu ke bugart npeseHTMpaHn npes jaBHUCTa Ha HEKOMKy
HauvHK, Npeky NpeseHTauuja Ha Hay4YHV U AOMaLLHW KOHbepeHUnn 1 TpygoBKM BO CicaHuja.




UctpaxyBau: (npunoxete nocebeH hopmyrnap 3a Cekoj UcTpaxkysau
BKITyY€H BO MPOEKTOT)

Ume u npesume Credhka byjyknueBa

Tutyna Doctor of Science in Mathematics

Mo3uuumja Mpodhecop

Appeca “T. TpHosckn" 3, 5000, Benuko TpHOBO,
Byrapwuja

Ten /| dakc: ++359 888 131 165

e-mail stefka@uni-vt.bg

Kpatka 6uorpadguja:

Oopa3oBanue:

e JlokTop Ha Hayku, Coduja, jyru 2008 (Teza: Camo-xyaiHi KOJAOBU M TPYITH HA aBTOMOP(HHU3MH).

e Ph.D., BemukorpHoBCcKH yHHBep3uteT, oktompu 1997 (Tesa: ExkcTpeMHn camo-mayainHu KOIOBH,
MenTop mpod. a-p Bacun Jopros)

e Diploma in Mathematics, M.Sc., Coducku ynusep3surert, jyau 1988

PaGoTHo ncKycTBO:

e PaxoBomuren Ha katenpa, Anredpa u ['eomerpuja, BenukorproBckn yrusepsuter "CB. Kupun u
Mertoauj", 2003 -

e Penosen npodecop, Bemukorprorcku yausepsuret "CB. Kupun u Metoan;j", 2012 -

e Bonpenen npodecop, BenmnkorpHoBcku yHUBep3uTeT "CB. Kupnn u Mertoauj", 2000-2011.

e  Jlouent, BenmukoTtpHoBcku yrHBep3uTeT "CB. Kupmn u Metoan;j", 1992-2000.

e UMucturyToT mo MatemaTuka u Madopmaruka npu BAH, 1988 - 1992

YiaencTro Bo npodecuonannu acoumjanuu: Union of Bulgarian Mathematicians

UYsieH HA MPOrpaMcKH 0100p:

e International Workshop on Algebraic and Combinatorial Coding Theory, Kranevo, Bulgaria, June
2004.

e International Workshop on Algebraic and Combinatorial Coding Theory, Zvenigorod, Russia,
September 2006.

e International Workshop on Algebraic and Combinatorial Coding Theory, Pamporovo, Bulgaria,
June 2008.

e International Workshop on Algebraic and Combinatorial Coding Theory, Novosibirsk, RUSSIA,
September 2010.

e Thirteenth International Workshop on Algebraic and Combinatorial Coding Theory, Pomorie,
Bulgaria, June 2012.

e Fourteenth International Workshop on Algebraic and Combinatorial Coding Theory, Svetlogorsk,
Russia, September 2014.

o Fifteenth International Workshop on Algebraic and Combinatorial Coding Theory, Albena,
Bulgaria, June 2016.

e Head of the Jury, National Mathematical Olympiad for University Students, Veliko Tarnovo,
2006.

e  Member of the Jury, National Mathematical Olympiad for University Students, Sozopol, 2007.

o  Member of the Organizing Committee, International Colloquium on Differential Geometry and its
Related Fields, Veliko Tarnovo, Bulgaria, September 2010, 2012, 2014, 2016.

e  Member of the Jury, National Mathematical Olympiad for University Students, Sofia, 2011.

e Head of the Jury, First National Olympiad on Computer Mathematics for University Students,
Gabrovo, 2012.

e Member of the Juri, National Olympiads on Computer Mathematics for University Students,
2013, 2014, 2016.

IMone Ha HaydyeH wuHTepec: AnreOpa, Teopuja Ha KOIUPamETO W KOMOWHATOPHKA,
Kpunrorpaduja, Koneunn nonuma, Teopuja Ha OpoeBuTe.

TpyaoBu o00jaBeHU BO NMOCJEIHUTE 5 TOAUHU, CO HABHAYEH UMIAKT (PaKTOP 3a CeKoj

Tpya cnopex JSR paradazata ma Thomson Routers (mokoJky TpyaoT e o0jaBeH BO

CIMCAaHUE CO UMIAKT (PaKTOP)

[1] S. Bouyuklieva and W. Willems, “Singly-even self-dual codes with minimal shadow”, IEEE Trans. Inform.
Theory, vol. 58, pp. 3856--3860, June 2012. Impact Factor (2012) 3.009

[2] S. Bouyuklieva and I. Bouyukliev, “An algorithm for classification of binary self-dual codes”, IEEE Trans.
Inform. Theory, vol. 58, pp. 3933--3940, June 2012. Impact Factor (2012) 3.009

[3] S. Bouyuklieva, N. Yankov, Jon-Lark Kim, “Classification of binary self-dual [48,24,10] codes with an




automorphism of odd prime order”, Finite Fields and Their Applications, vol. 18, Issue 6, pp. 1104-1113,
November 2012. 5-Year Impact Factor: 1.299, SCimago Journal Rank (SJR): 1.096, Source Normalized
Impact per Paper (SNIP): 1.344

[4] S. Bouyuklieva, I. Bouyukliev and M. Harada, “Some extremal self-dual codes and unimodular lattices in
dimension 40, Finite Fields and Their Applications, vol. 21, pp. 67-83, 2013. 5-Year Impact Factor: 1.299,
SClImago Journal Rank (SJR): 1.096, Source Normalized Impact per Paper (SNIP): 1.344

[5] Stefka Bouyuklieva, Javier de la Cruz, Wolfgang Willems, “On the automorphism group of a binary self-
dual [120,60,24] code”, Applicable Algebra in Engineering, Communication and Computing, vol. 24, pp
201-214, August 2013. SJR — 2015 - 0.354, 5 Year Impact Factor — 2015 — 0.722.

[6] S. Bouyuklieva, W. Willems, N. Yankov, On the automorphisms of order 15 for a binary self-dual
[96,48,20] code, Designs, Codes and Cryptography, vol. 79, pp. 171-182, April 2016. Impact Factor 0.781

[7]1 S. Bouyuklieva and W. Willems, “Connections between different types of binary self-dual codes”,
Proceedings of the International Workshop ACCT, Pomorie, Bulgaria, pp. 111-116, 2012.

[8] S. Bouyuklieva, “Applications of the Gaussian integers in coding theory”, Prospects of Differential
Geometry and its Related Fields, World Scientific, Proceedings of the 3rd International Colloquium on
Differential Geometry and its Related Topics, Veliko Tarnovo, Bulgaria, pp. 39-49, 2012.

[9] S. Bouyuklieva and I. Bouyukliev, “On the binary quasi-cyclic codes”, Proceedings of the International
Workshop OCRT, Albena, Bulgaria, pp. 59-64, 2013.

[10] S. Bouyuklieva and N. Yankov, “Some binary self-dual codes having an automorphism of order 157,
Proceedings of the International Workshop ACCT, Svetlogorsk, Russia, pp. 103-108, 2014.

[11] S. Bouyuklieva, R. Russeva and E. Karatash, “On some automorphisms of order 3 of the extremal binary
codes”, Fifteenth International Workshop ACCT, Albena, Bulgaria, 18-24 June 2016.

[12] D. Bikov, I. Bouyukliev and S. Bouyuklieva, “S-boxes from binary quasi-cyclic codes”, Fifteenth
International Workshop ACCT, Albena, Bulgaria, 18-24 June 2016.

Y4yecTBO BO HAyYHOUCTPaXXyBa4ykn NPOEKTU:

Hacnos Ha npoekToT Mepuon ®duHaHCupaH oA: Ynora BO NpoeKkToT
(rnaBeH ncTpaxyBsa4
WIN YYECHUK
ANTeOpuYHHU U 2014-2016 BTY rrnaBeH ucTpaxysau

TeOMETPUYHH MOJICIIH B
KOJIMPAHETO U
kpunrorpadusra n
peanu3upaHeTo UM 4pe3
rapaJielTHi JITOPUTMHU
AnreOpuuHH, 2010-2012 BTY rnaeeH UcTpaxysau

reOMETpUYHU U
CTOXaCTHUYHU IIPUTI0KEHHUS
MpH 3alIMUTa Ha
nHdopmanusiTa
PaspaboTBane Ha MeTOH, 2008-2009 BTY rnaBeH UcTpaxysay

MOJIENH, aTOPUTMH U
MIpOTpaMH, CBbP3aHH C
JIMHEWHH M aJUTUBHHU
KOJIOBE, U3I0JI3BaHU 32
3ammTa Ha nHpOopManusITa
MareMaTHYECKH OCHOBU 2007 BTY rnaBeH ucTpaxysay
Ha HH(QOpMATHKATA!
QITOPUTMH, 3al[1Ta Ha
nHpopmanwusiTa,
FCOMETPHYHH METOIH U
MOZETH
CaMoO0pTOroHaIHH KOJIOBE 2003-2005 ®doHp “HayyHu YYeCHMK

”
U TPYIH OT aBTOMOPHU3MH nscneasahna,
MwuHucTepcTBO Ha

oSpasoBaHueTo n
HayKaTa, Bbnrapus

3apomkeHuja BO Npeanor-npoekToT Co BpeMeHcka paMka:
Meceun 1-6: Ke ydyecTByBa BO MCTpaxyBaheTO 3a obuBawe Ha S-KyTum of OGuHapHM
KBa3n-LUUKMUYHW KOJOBU

Meceum 7-18: Ke yyecTtByBa BO:
e [lapanenHa peanus3auuvja Ha Op3n anropuTMu 3a MpPecMeTyBakbe Ha pPasfvMyHu
METPUKN Kaj S-KyTun
e OO6wug 3a gobuBakwe Ha S-KyTun o Manu KBasurpynu og peg 4 vnm 8

Meceum 19-24: Hay4yHuTe pesyntaTtv ke bugat npe3eHTUpaHn Ha MeryHapogHu 1 JOMaLuHu
KOH(bepeHUnn 1 nevyaTteHn BO MeryHapoaHu cnncaHuja.



http://www.sciencedirect.com/science/journal/10715797/18/6
http://www.sciencedirect.com/science/journal/10715797/18/6
http://link.springer.com/search?facet-author=%22Javier+de+la+Cruz%22
http://link.springer.com/search?facet-author=%22Wolfgang+Willems%22
http://link.springer.com/journal/200

UcTpaxyBay: (npunoxeTe nocebeH ropmynap 3a Cekoj MCTpakyBay BKIy4YeH BO MPOEKTOT, MUHUMYM 2
y4yecHuUm, cuTe MHOpMaLMK 3a UCTPaXXyBauMTe Ha He NoBeKe of ABe CTPaHWULM))

Ame n npesume Hartawa CtojkoBuK

Tutyna [OKTOp Ha MHPOpMaTUYKN HaYKM
Mo3uuuja JoueHT

Appeca Kpcte Mucupkos 66, LUTtnn, P. MakegoHuja
Ten /| Pakc: 00 389 32550 113

e-mail natasa.maksimova@ugd.edu.mk

Kpatka 6uorpacpmja:

O6pasoBaHue:

o [lokTop Ha nHpopmaTuydkn Haykn, PUHKN, 2015.

e Marnctep Ha uHdopmatudkm Hayku, AN, NM®, 2009.

o [lunnommpaH nHxeHep no nHdpopmatuka, A, N, 2002.
e [unnommpaH npocphecop no matematumka, M, NMMo, 2000.
PaboTHO UCKYCTBO:

o [oueHT npun YI4, Wtun, 2016 -

o AcucteHt npu YT, Wrun, 2010 - 2016

e [lomnag acucteHT npu YI4, WTtun, 2007 - 2010

e [Iporpamep Bo Makcuctem, Ckonje , 2003 - 2008
YneHcTBO BO npodecnoHarnHm acoumjaumm.

e |EEE

lNMone Ha Hay4YeH UHTepec:

e HapgeXHOCT Ha TPaHCNOPTHU CUCTEMM

Mogenupare un cumynaumm

Teopwja Ha rpacosu

OnepaunoHn ncTpaxysama

BepojaTHOCT 1 cTaTuUCTUKa

TpynoBu o6jaBeHn BO nocrnegHuTe 5 roguHu, Co Ha3Ha4YeH MMNakT dpakTop 3a
cekoj TpyAa cnopea JSR patabasara Ha Thomson Routers (BOKONKy TpyaoT e
o6jaBeH BO cnucaHue co uMnakT caktop)

[1] M.Mihova, N.Stojkovikj, M.Jovanov ang E.Stankov “Maximal Level Minimal Path Vectors
of a Two-terminal Undirected Network”, IEEE Transactions on Reliability, Vol. 65, Issue
1, ISSN 0018-9529, pp. 282 — 290,2016 (IF 2.278).

[2] M.Mihova, N.Stojkovikj, M.Jovanov ang E.Stankov “On Maximal Level Minimal Path
Vectors of a Two-Terminal Network”, Olympiads in Informatics, 2014, Vol. 8, 133-144,
26th International Olympiad in Informatics, Taipei, Taiwan.

[3] Mihova, M, Maksimova N "Estimation of minimal path vectors of multi state two terminal
networks with cycles control”, Mathematica Balkanica, Vol. 25 , Fasc 4, ISSN 0205-
3217, pp. 437-447,2011

[4] M.Mihova, N. Maksimova, Kj. Gjorgjiev, “Optimal improving of network reliability:
Reliability of the improved network”, Proceedings of the IV Congress of the
Mathematicians of Republic of Macedonia, Skopje 2011 (247-257)

[5] M. Mihova and N.Stojkovikj, “Simulating the profit of work on multi state two terminal
transportation system”, Proceedings of the 9th International Conference for Informatics
and Information Techology (CIIT 2012),

[6] Mihova, M, llijoski B, Stojkovic N. "The Optimization of the Profit of a Parallel System
with Independent Components and Linear Repairing Cost" , 2012 Web proceedings
of ICT Innovations 2012 , Ohrid,ISSN 1857-7288, pp.507-516

[7] Martinovska, C, Maksimova N, Gacovski Z, "A Fuzzy Based Approach to Selecting
Successful Contractor for Public Procurement”, The 2nd International Conference,
Science and technology in the Context of Sustainable, Ploesti, Romania,2011.

[8] Lazarova, L, Miteva, M, Stojkovic N. "The Black-Scholes model and valuation of the
European Call option", Yearbook-Faculty of Computer Science 2013 . ISSN 1857-
8691,pp 209-220

[9] N Stojkovik, L Lazarova, M Miteva.”Calculation of multi-state two terminal reliabilty”
Yearbook-Faculty of Computer Science 2014 . ISSN 1857- 8691, pp 5-10

[10] A.Stojanova, N.Stojkovic and Dusan Bikov “Java IDEs for learning and understanding
object oriented language”, Yearbook-Faculty of Computer Science 2012 . ISSN 1857-




8691,pp 232-240.

[11] Maksimova N, Suteva G, Jovanov V,”Fractions and Operation with fractions, Using of
Interactive Table”, Proceeding of 11" International Education Technology Conference
(IETC), Istanbul, May 2011.

[12] Stojanova, Aleksandra and Stojkovic, Natasa and Bikov, Dusan, “Tools for software
visualization.”, Yearbook of the Faculty of Computer Science, 3 (3). pp. 47-55. ISSN
1857- 8691, 2015

[13] Natasa Stojkovic, Aleksandra Stojanova, Dusan Bikov, Gabriela Suteva: ,Children
dependence from internet” In proceedings of Ill Scientific — proffesional meeting
.Education in 21st century” 2011, Bitola, ISBN 978-608-4616-24-5

[14] Natasa Stojkovic, Aleksandra Stojanova, Dusan Bikov, Gabriela Suteva: ,Training
using computer games* 1l Scientific — professional meeting In proceedings of 1l
Scientific — professional meeting ,Education in 21st century” 2011, Bitola, ISBN 978-608-
4616-24-5

[15] Stojanova, Aleksandra and Zlatanovska, Biljana and Kocaleva, Mirjana and Miteva,
Marija and Stojkovic, Natasa (2016) “Mathematica” as a tool for characterization and
comparison of one parameter families of square mappings as dynamic systems. In:
ITRO 2016, 10 June 2016, Zrenjanin, Serbia.

[16] Zlatanovska, Biljana and Stojanova, Aleksandra and Kocaleva, Mirjana and Stojkovic,
Natasa and Krstev, Aleksandar (2016)”"Mathematica as program support in the integral
calculations”, In: TIO 2016 - Technics and informatics in education, 28-29 May 2016,
Cacdak, Serbia.

[17] Stojkovic, Natasa and Stojanova, Aleksandra and Kocaleva, Mirjana and Zlatanovska,
Biljana (2016) “, In: ITRO 2016, 10 June 2016, Zrenjanin, Serbia.

[18] Stojanovski, Strasko and Stojkovic, Natasa and Ananiev, Jovan and Kocaleva,
Mirjana and Stojanova, Aleksandra and Zlatanovska, Biljana (2016) ,”, In: ITRO 2015, 10
June 2016, Zrenjanin, Serbia.

Y4yecTBO BO HayYHOUCTPaXKyBaUYKN NPOEKTH:

Hacnoe Ha Mepuopn PuHaHcupaH Ynora Bo
npoekmom oa: NPOEKTOT (rnaBeH
UcTpaxysa4 unm
Y4YEeCHMUK
Pa3Boj Ha

HanpegHW TEXHUKK
Ha KoonepaTuBHO
nokanuaupare u

Manupame co 2015-2018 yra YyecHuK
MOOWNHN poBOTU U
HUBHA NpUMeEHa BO
npeumnsHo
3emjogenue

3apgomkeHunja BO NpeAnor-npoekToT Co BpeMeHCKa pamka:

Meceum 1-6: Ke yyecTByBa BO pa3BojoT Ha anropuTMu 3a Haofamwe Ha MUHUMAnHM
naT BEKTOpY BO ABOTEPMMHArEH NOBeKe - COCTOjOEH TPaHCMNOPTEH CUCTEM KOW Ke
“MMaaT nomara BpeMeHCKa CIOXEHOCT Of] NMOCTOEYKUTE anroputMm

Meceum 7-18: Ke yyecTByBa BO MMMNNEMEHTVPAH-ETO HA anropuTMi 3a cropeaba
Ha BpeMuHaTa Ha U3BpLLYBaH-€ Kaj ABOTEPMUHANHN NoBeke - COCTOj6eHn
TPaHCNOPTHM CUCTEMMU

Meceuu 21-24: MNuwyBare Ha Hay4yHU TPYAOBU BO KOW ke BruaaT nsnoxeHu
AobueHnTe Hay4YHW pe3ynTaTtu, HUBHO JOCTaByBawe 3a nevyatere BO MefyHapoaHU
Hay4YHW CrcaHuja 1 HUBHO Npe3eHTUpare Ha Hay4YHU KOHepeHumn (nako
ny6nukyBaHweTO Ha napumjanHuTe pesynrtaTu o NpoeKkToT Ke ce n3seaysa BO TEKOT
Ha LennoT NPOEeKT).



http://eprints.ugd.edu.mk/13432/
http://eprints.ugd.edu.mk/13432/
http://eprints.ugd.edu.mk/16022/
http://eprints.ugd.edu.mk/16022/
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UcTtpaxyBau: (npunoxeTte nocebeH hopmynap 3a ceKoj MucTpaxyBay
BKITy4eH BO MPOEKTOT)

Ume u npesunme HoHe CtojaHOB

Tutyna [OKTOp Ha Haykun (KoMMjyTepcka TEXHUKA U
NHopMaTnKa)

Mo3uumja ACUCTEHT

Appeca Kpcte Mucupkos, 66, LUtun, P. MakegoHuja

Ten / dakc: 00 38932550134

e-mail done.stojanov@ugd.edu.mk

Kpatka 6uorpadmja:

PooeH e Ha 15.01.1985 Bo Ctpymuua. Bo 2008 gunnomupan Ha PakynrteT 3a
enekTpoTexHnka N uHdopmaumckn TexHonorum, Ckonje. Bo 2010 roguHa ce
3gobua co TuTyna Maructep Ha copTBEPCKO MHXEHEPCTBO, BpaHejkn ja TemaTa,
”BuonHd opMaTUyKa aHarm3a Ha NOCTOEYKN U HOBU MoAesnn Ha npoTenHn”. Ha
7.12.2015 rogmHa ro OpaHu QOOKTOPCKMOT Tpyd CO Hacnos ,,Anroputmn 3a
nopamHyBawe M npebapyBawe Ha [NHK cekBeHuM”, co LWITO ce CTekHyBa CO
Hay4YHO 3Barb€ OOKTOP Ha Hayku. Ha 7mu MapT 2016 e n3bpaH BO HAaCcTaBHO-Hay4HO
3Bake JoueHT Ha PakynTeToT 3a nHopmatuka npu Y - Wrun.

TpyaoBu o6jaBeHu BO nocneaHuTe 5 roaMHU Bo CTPYYHM CNMCaHUja Kou
ce HaoraaT Ha mefyHapoAaHo npu3HaTtaTta nucta CUU (SCI - Science
citation index), co Ha3Ha4yeH uMnakT hakTop 3a CeKoj TpyA:

[1] Stojanov, Done and Madevska Bogdanova, Ana and Orzechowski,

Tomasz (2016) TMO: time and memory optimized algorithm applicable for more
accurate alignment of trinucleotide repeat disorders associated

genes. Biotechnology & Biotechnological Equipment, 30 (2). pp. 388-403. ISSN
1310-2818 (IF=0,373)

[2] Stojanov, Done and Koceski, Saso and Mileva, Aleksandra and Koceska,
Natasa and Martinovska Bande, Cveta (2014) Towards computational
improvement of DNA database indexing and short DNA query
searching. Biotechnology & Biotechnological Equipment, 28 (5). pp. 958-967.
ISSN 1310-2818 (IF=0,373)

[3] Stojanov, Done and Koceski, Saso and Mileva, Aleksandra (2013) FLAG: Fast
Local Alignment Generating Methodology. Romanian Biotechnological Letters,
18 (1). pp. 7881-7888. ISSN 1224 — 5984 (IF=0,404)

[4] Kocaleva, Mirjana and Stojanov, Done and Stojanovic, Igor and Zdravev,
Zoran (2016) Pattern Recognition and Natural Language Processing: State of
the Art. TEM Journal, 5 (2). pp. 236-240. ISSN 2217-8309 / 2217-8333 (Online)

[5] Stojanov, Done and Koceski, Saso (2014) Topological MRI Prostate
Segmentation Method. Proceedings of the 2014 Federated Conference on
Computer Science and Information Systems, 2. pp. 219-225. ISSN 2300-5963

[6] Stojanov, Done and Martinovska, Cveta (2014) Improved alignment of
homologous DNA sequences. Annals of West University of Timigoara, ser.
Biology, 16 (2). pp. 97-106. ISSN 1453-7680

[7] Stojanov, Done (2012) IC: Intelligent Clustering, a new time efficient data
partitioning methodology. International Journal of Computer Science and
Information Technologies, 3 (5). pp. 5065-5067. ISSN 0975-9646

[8] Stojanov, Done and Mileva, Aleksandra and Koceski, Saso (2012) A new,
space-efficient local pairwise alignment methodology.Advanced Studies in
Biology, 4 (2). pp. 85-93. ISSN 1313-9495
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Y4yecTBO BO HayYHOUCTPaXyBaUYKyU NPOEKTH:

HacnoB Ha Mepuopn PuHaHCcupaH Ynora Bo
npoeKkToT oAa: NpPOeKToT
(rmaBeH
ncTpaxysau
WU y4eCHUK
Pa3Boj Ha HoBU 2013-2015 YHuBepauTeT Mnag nctpaxysau
anropuTMu u ,,Joue enuyer”
codpTBEpPCKA - WTun
6ubnuoTeka 3a
npvMeHa BO
ovomMeanLMHCKO
NH)XEHEPCTBO

3apgonmkeHuja BO Npeanor-npoeKkToT CO BpeMeHCKa paMKa:

Meceun 1-6: CoGupare Ha 6e3begHocHM nogaToun of NOr AAaTOTEKU U PasnnyHM
CKeHupaka

Meceun 7- 18: AHanusa Ha pobueHn 6e36egHOCHU MO4aToun CO PasfMYHU TEXHUKU Of
BewTtayka nHtenureHuymja

Meceun 19-24: Hay4yHo—uCTpaxyBaykute pesyntatm ke OupgaT npeseHTupaHu Ha
nowmpokaTta jaBHOCT Ha HEKOSKY Ha4vMHW M TOoa MpPeKy npe3eHTauum Ha MeryHapoaHu U
AOMaLUHW KOHbepeHumMm, a ronem aen oA pesyntatute ke buaaT nybrvKyBaHW Kako Hay4HU
TPYAOBW BO HAyYHU CrncaHuja.




Mnag NCTpPaXXyBa\: (npunoxete nocebeH hopmynap 3a cekoj Mraz UCTpaxysay BKIy4YeH BO NPOEKTOT,
MUHUMYM 2 y4eCHULN)

cuTe MHpopMmauum 3a MNagMoT UCTPaXyBay Ha He NoBeKe oA eAHa CTpaHa)

MUme u npesnme OywaH bukos

Tutyna Maructep no nHgopmatumka. iHpopmaumoHu
cucTtemm

Mo3uuumja acUCTEHT

Appeca yn. Kpcte Mucupkos 10-A, lWtnn, MakegoHuja

Ten /| ®akc: 032 550 135

e-mail dusan.bikov@ugd.edu.mk

Kpatka 6uorpacdumja:

M-p OywaH BukoB e pogeH Ha 06.01.1987 roguHa Bo LUTmn, kage wTOo ™ 3aBpLUMn
OCHOBHOTO M cpefHOTO obpasoBaHMe co oanuyveH ycrex. Bo akagemckata 2005/2006
rogvHa ce 3anuwan Ha cTyguute no mHdopmatuka, npu PakynTeToT 3a mMaremaTuka U
MHopmaTtmnka Benuko TpHoBo, Byrapwja. Ounnomupa Bo jynn 2009. Bo centemspu ce
3anuwyBa Ha NOCTOMMITIOMCKM CTyauM Ha UCTMOT doakynTteT. Bo mapt 2011 ro oabpaHun
CBOjOT MarucTepcku Tpyq nog Hacros ,Analysis, simulation and application of cryptography
on an elliptic curve in wireless sensor networks“ nog mMeHTOpcTBO Ha npod. A-p Crtedka
ByjyknueBa co WTO ce CTekHyBa CO 3Bake Maructep no mHdgopmatuka. MHdopmaumoHu
cuctemun. Bo gekemspn 2012 roguHa Ha PakynTeToT 3a MaTematvka v nHdopmaTtmka BO
Benvko TpHoBO, npucateHa My e Temata 3a [OKTOpcka Aauceptaumja ,Algebraic
cryptanalysis and design of cryptographic primitives“ nog meHTopcTBO Ha npod. A-p Ctedka
Byjyknnesa. Opg centemBpu 2011 rogmHa paboTu Ha PakynTeToT 3a MHdopmaTU4dka BO
LLTun kako copabOTHUK-aCUCTEHT.

TpynoBu o6jaBeHn BO nocnegHUTe 5 rognHn, €O Ha3Ha4YeH MMNakT (hpakTop 3a CEKoj
TpyAa cnopen JSR patabasata Ha Thomson Routers (Aokonky TpyaoT e o6jaBeH BO
cnucaHme co MMNakT ¢akTop)

1. D. Bikov, |. Bouyukliev, S. Bouyuklieva, S-Boxes from Binary Quasi-Cyclic Codes,
Fifteenth International Workshop on Algebraic and Combinatorial Coding Theory,
Albena, (2016)

2. D. Bikov, I. Bouyukliev, A. Stojanova, Benefit of Using Shared Memory in
Implementation of Parallel FWT Algorithm with CUDA C on GPUs, Proceedings of 7th
International Conference Information Technologies and Education Development,
Zrenjanin, Serbia, (2016) pp.250-256, ISBN 978-86-7672-285-3

3. Dusan Bikov, Aleksandra Stojanova: ,Using gpu matrix vector multiplication for
computing walsh spectra”. ETAI 2015, Ohrid

4. lliya Bouyukliev, Dusan Bikov: ,Applications of the binary representation of integers in
algorithms for boolean functions". SMB 2015, Kamchia

5. Dusan Bikov, Stefka Bouyuklieva, Aleksandara Stojanova,: “S-boxes — parameters,
characteristics and classifications”, Faculty of Computer Science, UGD Yearbook - Vol 1,
No 2, 2013, pp. 47-52, ISSN: 1857- 8691, Stip, Macedonia

6. Dusan Bikov, Stefka Bouyuklieva, Aleksandra Stojanova: “Wireless Network Security
and Cracking Security Key”, Jubilee Scientific Conference "50 Years University" St. Cyril
and Methodius ", 2013, Veliko Tarnovo

Y4yecTBO BO Hay4YHOUCTPaXKyBayku MNPOEKTHU:

Hacnos Ha npoekToT Mepuon ®duHaHCcKpaH oA: Ynora Bo NpoeKkToT
(rmaBeH ncrpaxyBay
MIIN Y4eCHUK

2014 - 2016 yra y4eCHMK

CeH30pCcKky Mpexu 3a HaarneayBame
1 KOHTpOJ1a Ha MPOM3BOACTBO HA BYHO
AnrebpuyHM 1 reOMEeTPUYHN MOSEeNN B
KogupaHeTo W kpunTtorpadgusita U
peanuanpaHeTo UM 4Ype3 napanenHu 2014 - 2016 BTY - BI y4YeCHUK
anroputmn, BTY, pgorosop Ne P[-09-
422-13 o1 09. 04. 2014 r.

M3paboTka Ha MarncTepCcKU/AOKTOPCKU TPyA — HAacnoB:
LAlgebraic cryptanalysis and design of cryptographic primitives” — goktopcku Tpya

3apomkeHuja BO Npeanor-npoekToT CoO BpeMeHCKa paMkKa:




Meceum 1-6:
e [lobuBarbe Ha S-kKyTuM of OMHaAPHU KBA3U-LMKITUYHN KOLOBU

Meceum 7-18:
e [lapanenHa peanusauuvja Ha 06p3u anropyTMm 3a NPecMeTyBake Ha pPasnuUyHu
METPUKN Kaj S-KyTum
e OO6ug 3a gobumBare Ha S-KyTun o4 Manu KBasurpynu og peg 4 nnm 8

Meceuu 19-24: HayuyHuTe pesyntaTtu ke GuaaT npe3eHTMpaHn Ha MeryHapOoaHU 1 AOMaLLHU
KOHdEepeHLUN 1 NeyaTeHn BO MeryHapogHU cnncaHuja.




Mnag uctpaxyBau: (npunoxeTte noceb6eH hopmMynap 3a cekoj mnag
UCTpaxyBay BKIly4YeH BO MPOEKTOT)

Ume n npesnme NopaH MUTKOBCKMU

Tutyna AunnnomupaH nHxeHep No MHopmMaTrka
Mo3unumja CTyAeHT Ha BTOp UMKIyC

Appeca ["opue MeTtpos 66 , KymaHoBO

Ten /| dakc: 077984 779

e-mail goran_mitkovski@yahoo.com

Kpatka 6uorpacpmja:
O6pasoBaHue:
2006 - 2012 OunnomupaH nuxxeHep no UHcpopmartuka
YHusepauteT ,,CB. Knpmun n Metoguj“, Ckonje, MakegoHuja
MpupogHo MaTtematundkmn dakyntet — NMMO
UHCTUTYT 3a NIH(hopmaTuka
Hacoka-Komnjytepckn Apxutektypm n Mpexnm
2013- cera Moctannnomckn Ctyaum no UHdopmaTtuka Master
YHusepauteT ,[oue Oendes”, LTun, MakegoHuja
dakynteT 3a HdopmaTuka
Hacoka-CogteBepcko VIHXeHepcTBO
2008 — 2010 CepTtudukaTtn
Cisco Networking Academy, Ckonje, MakegoHuja
Courses in:
= CCNA Exploration: Network Fundamentals
CCNA Exploration: Routing Protocols and Concepts
CCNA Exploration: LAN Switching and Wireless
CCNA Exploration: Accessing the WAN
CCNA Exploration: Fundamentals of Wireless LANs

PaboTHO ucKycTBoO:

2010 - 2010 Volvo MakegoHuja — Ckonje
3 MeceuUm nNpakca Kako peLenuuoHep 1 OAroBOPEH 3a
pe3epBHN AENOBW.

2011 - cera PassuBare Ha CodptBep Bo PHP Codelgniter framework
Kako dppuneHcep.
2011 - 2014 Pro Sound — Ckonje, MakegoHuja

YnpaByBare U ogpXXyBaHte Ha KOMIMjyTEPCKN CUCTEMU U

ayavo onpema.
2014 — cera K3 Tenesuswnja: Peanunsatop Ha Nporpama, IT- CekTtop,
TexHuyko BoacTBo, PakoBoguten Ha TexHuka.

U3paboTka Ha marucTepcku Tpya — HacrnoB:
Pa3eoj Ha aHmu-cmez2aHo2paghCKu mexHUKu 3a QuaumasHu CJIUKU

3apgomkeHuja BO Npeasnor-npoekToT CoO BpeMeHCcKa pamka:
Meceuu 1-6: AHanusa Ha pasnUYHUTE TEXHUKU 3a KpUEHe Ha NoaaTouu BO
OUIUTAnHA CIVKK.

Meceun 7-18: [u3ajH 1 pa3BOj HA aHTU-CTeraHorpadCky TEXHUKN 3a OUrUTanHu
CINWKN N HUBHO UMMINEMEHTNPaHE Kako anartku.

Meceuu 19-24: MNuwyBawe Ha Hay4YHU TPYAOBU BO KOW ke BuaaT u3noxeHu
AobveHnTe Hay4yHu pesynTtaTin, HUBHO AOCTaByBake 3a NevaTewe BO MeryHapoaHu
Hay4HM CrucaHuja u HUBHO NPe3eHTUpaHe Ha Hay4yHN koHdepeHumn. Ce oyekyBa
AeKa BO paMKuTe Ha OBOj NPOEKT Ke bugaT nobmneHn noronem gen of pesynrature
3a HEj3NHNOT MarmcTepckun Tpya.




Mnag uctpaxyBau: (npunoxeTte noceb6eH hopmMynap 3a cekoj mnag
UCTpaxyBay BKIly4YeH BO MPOEKTOT)

Ume n npesnme BunjaHa JumutpoBa

Tutyna [AvnnomMupaH nHXeHep No enekTpoTeXHUKa U
NMHOPMAaLNCKN TEXHOSTOTNM

MNosunumja CTyOeHT Ha BTOpP LMKITyC

Appeca Kpcte Mucupkos, 66, LUtun, P. MakegoHwuja

Ten / ®akc: +389 78 397 736

e-mail biljana.dimitrova@ugd.edu.mk

KpaTka 6uorpadmja:

bunjaHa OumMuTpoBa e CTyAeHT Ha BTOP LMKMYC Ha CTyAMM Ha HacokaTta
MHdopmaumnoHun TexHonormm n cuctemmn Ha ®akynTteT 3a uHdopmMaTtmka npum
YHuepautetoT [oue Hendes — LWWTun. Mima gaunnoMmmnpaHo Ha Hacokata
TenekoMyHukaunm Ha PakynTeToT 3a enekTpoTeXHMKa U MHHOPMaLIMOHK
TexHororuu npu Yuusepautetot Ce. Knupun n Metoawnj — Ckonje Bo 2010 roanHa.
Opa 2010 roguHa paboTu Kako cneuunjanncT 3a KOpUCHUYKa NogapLuka Bo ogaenoT
3a eNeKTPOHCKM nHAaeKC Ha YHueepauTeT lNoue Jenyes — LUTun, kage e BkyvyeHa BO
AN3ajH 1 n3paboTka Ha KOMMMEKCEH CUCTEM 3a LieNOCHa eNEKTPoHCKa
agMUHUCTpaumja Ha cTygeHTn n BpaboTeHun. None Ha HejauHN nHTepecu ce
MHOPMAaLIMOHM CUCTEMU, KpunTorpadmja, crteraHorpaduja, 6e3begHocT Ha
NHOPMaLMOHN cuctemmn, 6e3b6egHOCT Ha Mpexn. MomeHTanHo paboTu Ha
NCTpaxkyBarwe 3a METOAUTE Ha KpMeHe Ha nogaToum BO HOBUTE NPOTOKONM 3a
npeHoc Ha Be6 coapXunHu.

M3paboTka Ha MarmcTepcku Tpya — HacnoB:
KpueHnse Ha noGamouyu 0 Hogume MpPOMOKOJIU 3a MPEHOC Ha 8€6 COOPXKXUHU

3apomkeHuja BO Npeanor-npoeKkToT Co BpeMeHCKa pamkKa:

Meceun 1-6:. Haorawe Ha ckpueHu kaHanu Bo HTTP/2.0

Meceumn 7-18: Haorane Ha ckpueHu kaHanu Bo QUIK

Meceum 19-24: NMnwyBarke HaA Hay4HU TPYAOBMK BO KOU ke BuaaT N3noxeHu
AobueHnTe Hay4YHU pesynTaTi, HABHO AOCTaByBak€ 3a NevyaTere BO MeryHapoaHu
Hay4HM CrncaHuja n HUBHO NpPe3eHTUpaHe Ha Hay4yHn KoHdepeHumn. Ce oyekyBa

[leka BO paMKuTe Ha OBOj NPOEKT ke GuagaT Ao6ueHn noronem Aen og pesynratute
3a HEj3VHNOT MarucTepcku Tpya.




Researchers:

Principal researcher

Name Surname Aleksandra Mileva
Title PhD in Computer Science
Position Associate Professor
Address "Krste Misirkov" 10-A, 2000, Stip, Macedonia
Tel./Fax. ++389 78 222 460
e-mail aleksandra.mileva@ugd.edu.mk
Short CV:
Education:

e PhD of computer science, Univ. “Ss. Cyril and Methodius”, Faculty of Natural Sciences,
2010.

e Master of computer science, Univ. “Ss. Cyril and Methodius”, Faculty of Natural
Sciences, 2004.

e Graduated engineer of computer science, Univ. “Ss. Cyril and Methodius”, Faculty of
Natural Sciences, 1998.

Working positions:

e Associate Professor at Faculty of computer science at Univ. “Goce Delcev*, Stip, 2015 -
Assistant Professor at Faculty of computer science at Univ. “Goce Delcev*, Stip, 2010 -
2015

e Teaching and research assistant at Faculty of computer science at Univ. “Goce Delcev®,
Stip, 2007-2010

e Younger assistant and teaching and research assistant at Faculty of mining and geology
at Univ. “Ss. Cyril and Methodius*, Stip, 2001-2007

e Demonstrator at Faculty of Natural Sciences at Univ. “Ss. Cyril and Methodius®, Skopje,
1999-2001

Membership in professional associations: IEEE, ICT-ACT, Macedonia

Program committee member:

e Tenth International Conference on Emerging Security Information, Systems and
Technologies, SECURWARE 2016, 24-28 July, Nice, France

e Second International Workshop on Information Security, Assurance and Reliability in the
Cloud, WISARC 2016, 6-9 December, Shangai, China (Program Co-Chair)

¢ Ninth International Conference on Emerging Security Information, Systems and
Technologies, SECURWARE 2015

¢ International Mathematical Conference on Quasigroups and Loops, LOOPS ’15, Ohrid,
Macedonia, 2015.
7th ICT Innovations conference 2015, 1-4 October, 2015, Ohrid, Macedonia
6th ICT Innovations conference 2014, 9-12 September, 2014, Ohrid, Macedonia

e 2nd International Workshop on Behavioural Types (BEAT 2), 23-24 September, 2013,
Madrid, Spain

Scientifically-research fields of interest: Cryptography, Computer and network security,

Digital steganography, Theory of quasigroups

Scientific papers published in the last 5 years, indicating the impact factor according
to JSR database of Thomson Routers (if any) of the journals in which each paper was
published

[1] Mileva, Aleksandra and Dimitrova, Vesna and Velichkov, Vesselin (2016) Analysis of the
Authenticated Cipher MORUS (v1). In: Pasalic, E., Knudsen, L. R. (Eds.): Cryptography and
Information Security in the Balkans - Second International Conference, BalkanCryptSec 2015,
Koper, Slovenia, September 3-4, 2015, Revised Selected Papers. Lecture Notes in Computer
Science, vol. 9540, pp. 45-59. Springer International Publishing Switzerland. ISBN 978-3-319-
29172-7

[2] Suteva, Natasa and Mileva, Aleksandra and Loleski, Mario (2015) Finding Forensic Evidence for
Several Web Attacks. International Journal of Internet Technology and Secured Transactions, Vol.
6 No. 1, pp. 64-78. Inderscience Publishers. ISSN 1748-569X.

[3] Radinski, Gligorcho and Mileva, Aleksandra (2015) Comparative Analysis of Several Real-Time
Systems for Tracking People and/or Moving Objects using GPS. In: 7th ICT Innovations
Conference 2015, 1-4 Oct 2015, Ohrid, Republic of Macedonia.

[4] Stojanov, Done, Koceski, Saso, Mileva, Aleksandra, Koceska, Natasa and Martinovska Bande,
Cveta (2014) "Towards computational improvement of DNA database indexing and short DNA
query searching." Biotechnology & Biotechnological Equipment 28 (5). pp. 958-967. ISSN 1310-
2818 (IF (2013) = 0.379)

[5] Mileva, Aleksandra and Panajotov, Boris (2014) Covert channels in TCP/IP protocol stack -
extended version-. Central European Journal of Computer Science, 4 (2). pp. 45-66.

[6] Stojanov, Ivan, Mileva, Aleksandra and Stojanovic, Igor (2014) A New Property Coding in Text



http://www.inderscience.com/jhome.php?jcode=ijitst

Steganography of Microsoft Word Documents. In: Securware 2014: The Eighth International
Conference on Emerging Security Information, Systems and Technologies, 16-20 Nov 2014,
Lisbon, Portugal.

[7] Suteva, Natasa, Mileva, Aleksandra and Loleski, Mario (2014) Computer Forensic Analysis of
Some Web Attacks. In: World Congress on Internet Security (WorldCIS 2014), 8-10 Dec 2014,
London, UK.

[8] Mileva, Aleksandra and Markovski, Smile (2014) Quasigroup Representation of Some Lightweight
Block Ciphers. Quasigroups and related systems, 22 (2). pp. 267-276. ISSN 1561-2848

[9] Mileva, Aleksandra (2014) New Developments in  Quasigroup-Based Cryptography. In:
Multidisciplinary Perspectives in Cryptology and Information Security. IGI Global, pp. 286-317.
ISBN 9781466658080

[10] Mileva, Aleksandra (2014) Multipermutations in Crypto World: Different Faces of the Perfect
Diffusion Layer. Cryptology ePrint Archive (85).

[11] Markovski, Smile, Mileva, Aleksandra and Dimitrova, Vesna (2014) SBIM(Q) - a Multivariate
Polynomial Trapdoor Function over the Field of Rational Numbers. Cryptology ePrint Archive (739)

[12] Suteva, Natada, Anastasov, Dragan, and Mileva, Aleksandra (2014) One Unwanted Feature of
Many Web Vulnerability Scanners. Proceedings of the 11th International Conference for
Informatics and Information Technology, April 11-12, Bitola

[13] Stojanov, Done, Koceski, Saso, and Mileva, Aleksandra (2013). DNA FLAG: Fast Local Alignment
Generating Methodology. Romanian Biotechnological Letters 18 (1). pp. 7881-7888. ISSN 1224 -
5984 (IF (2011) = 0.349)

[14] Suteva, Nata$a, Zlatkovski, Dragi, and Mileva, Aleksandra (2013) Evaluation and Testing of
Several Free/Open Web Vulnerability Scanners. In: 10th International Conference for Informatics
and Information Technology (CIIT 2013), pp. 221-224, April 18-21, Bitola

[15] Mileva, Aleksandra and Markovski, Smile (2013) Quasigroup Representation of Some Feistel and
Generalized Feistel Ciphers. In: ICT Innovations 2012: Secure and Intelligent Systems. Advances
in Intelligent Systems and Computing, 207 . Springer Berlin Heidelberg, pp. 161-171. ISBN 978-3-
642-37168-4

[16] Mileva, Aleksandra, and Markovski, Smile (2012) Shapeless quasigroup derived by Feistel
orthomorphisms. Glasnik Matematicki, 47 (2), 333-349. ISSN 0017-095X (IF (2011) = 0.302)

[17] Mileva, Aleksandra (2012) Analysis of Some Quasigroup Transformations as Boolean
Functions. Mathematica Balkanica, 26 (3-4). pp. 359-368. ISSN 0205-3217

[18] Zlatkovski, Dragi, Suteva, Natasa, and Mileva, Aleksandra (2012). SQL Injection test system for
students. In: 9th International Conference for Informatics and Information Technology (CIIT 2012),
pp. 234-236, Bitola.

[19] Stojanov, Done, Mileva, Aleksandra, and Koceski, Saso, (2012) A new, space-efficient local
pairwise alignment methodology. Advanced Studies in Biology, 4 (2), 85 — 93, ISSN 1313-9495

Participation in research projects

Project title Period Financed by Role in the project (PI
or participant)
Application of Quasigroups MON, Bilateral
in Cryptography and Data 2016 - 2017 project with PI
Communications China, P.R.

Application of quasigroups
in design of cryptographic
primitives and error- 2015-2016 FINKI-UKIM Participant
correcting and error-
detecting codes

Correct and secure data
transfer with application of 2014-2015 FINKI-UKIM Participant
algebraic structures

Development of novel
algorithms and software
library for biomedical
engineering application

ICT COST Action IC1306:
Cryptography for Secure 2014-2018 EU-COST MC member
Digital Interaction

ICT COST Action 1C1201
Behavioural Types for
Reliable Large-Scale
Software Systems (BETTY)

2013 - 2014 UGD PI

2012-2016 EU-COST MC member




Tasks to be conducted in the frame of the project proposal (timetable)

Months 1-6: She will participate:

analysis of different techniques for data hiding in digital images
finding covert channels in HTTP/2.0

Months 7-18: She will participate:

finding covert channels in QUIK
design and development of anti-steganographic techniques for digital images
obtaing of optimal S-boxes from small quasigroups of order 4 or 8

analysis of the usage of a Cryptographically Secure Pseudo-Random Number
Generator (CSPRNG) to generate the matrix key of the Hill cipher

Months 19-24: Scientific results will be presented to the public in several ways, through
presentations on international and home conferences and papers in journals.

Months 1-24: Project management and administration. Writing of the final Report.




Senior Scientist/ Researcher

Name Surname Pedro R. M. Inacio

Title Ph.D in Computer Science and Engineering
Position Assistant Professor, IEEE Senior Member
Address Departamento de Informatica

Universidade da Beira Interior
Rua Marqués d'Avila e Bolama
6201-001 Covilha

Tel./Fax. +351 964684969
e-mail inacio@di.ubi.pt
Short CV:

Pedro Ricardo Morais Inacio was born in Covilha, Portugal, in 1982. Holds a 5-year B.Sc.
degree in Mathematics/Computer Science and a Ph.D. degree in Computer Science and
Engineering, obtained from the University of Beira Interior (UBI), Portugal, in 2005 and 2009
respectively. The Ph.D. work was performed in the enterprise environment of Nokia Siemens
Networks Portugal S.A., through a Ph.D. grant from the Portuguese Foundation for Science
and Technology.

He is a professor of Computer Science at UBI since 2010, where he lectures subjects related
with information assurance and security, programming of mobile devices and computer
based simulation, to graduate and undergraduate courses, namely to the B.Sc., M.Sc. and
Ph.D. programmes in Computer Science and Engineering. He is currently the programme
leader of the B.Sc. in Web Informatics. He is an instructor of the UBI Cisco Academy.

He is an IEEE senior member and a researcher of the Instituto de Telecomunicagdes (IT).
His main research topics are information assurance and security, computer based
simulation, and network traffic monitoring, analysis and classification. He has about 30
publications in the form of book chapters and papers in international peer-reviewed books,
conferences and journals. He frequently reviews papers for IEEE, Springer, Wiley and
Elsevier journals. He has been member of the Technical Program Committee of international
conferences such as the ACM Symposium on Applied Computing - Track on Networking. He
was one of the chairs of WISARC 2016.

Scientific papers published in the last 5 years, indicating the impact factor according
to JSR database of Thomson Routers (if any) of the journals in which each paper was
published

[6] Diogo A. B. Fernandes, Liliana F. B. Soares, Jodo V. Gomes, Mario M. Freire, and
Pedro R. M. Inacio, Security Issues in Cloud Environments - A Survey, International
Journal of Information Security (1JI1S), 13(2):113-170, April 2014. ISSN 1615-5262.
Institute for Scientific Information (1SI) Impact Factor (2012): 0.480.

[7] Jodo V. Gomes, Pedro R. M. Inacio, Manuela Pereira, Mario M. Freire, and Paulo P.
Monteiro, ldentification of Peer-to-Peer VolP Sessions Using Entropy and Codec
Properties, IEEE Transactions on Parallel and Distributed Systems (IEEE TPDS),
24(10): 2004-2014, 2013. ISSN 1045-9219. ISI Impact Factor (2012): 1.796.

[8] Jodo V. Gomes, Pedro R. M. Inacio, Manuela Pereira, Mario M. Freire, and Paulo P.
Monteiro, Detection and Classification of Peer-to-Peer Traffic: A Survey, ACM
Computing Surveys (CSUR), 45(3):1-40, June 2013. ISSN 0360-0300. ISI Impact Factor
(2011): 4.529.

[9] Pedro R. M. Inacio, Mario M. Freire, Manuela Pereira, and Paulo P. Monteiro, Fast
Synthesis of Persistent Fractional Brownian Motion, ACM Transactions on Modelling and
Computer Simulation (TOMACS), 22(2): Article 11, 21 pages, March 2012. ISSN 1049-
3301. ISI Impact Factor (2011): 1.114.

[10]Jodo V. Gomes, Pedro R. M. Inacio, Manuela Pereira, Mario M. Freire, and Paulo P.
Monteiro, Exploring Behavioral Patterns Through Entropy in Multimedia Peer-to-Peer
Traffic, The Computer Journal (Oxford University Press), 55(6): pp. 740-755, 2012.
Corrigendum, 55(10): 1265-1265, 2012. ISI Impact Factor (2011): 0.785.




Participation in research projects

Project title Period Financed by Role in the project (Pl or
participant)
Hacker Fighter - Game- September 2015 — Office for Information Technology

based approach to fight August 2016 Harmonization in the specialist
piracy and counterfeiting Internal Market

(OHIM)
QOEVIS - Quiality of July 2014 — July 2015 Instituto de Researcher
Experience in Video Telecomunicagbes
Streaming
TRAMANET - Traffic and January 2008 — June Fundagéo para a Researcher

Trust Management in 2011 Ciénciae a

Peer-to-Peer Networks Tecnologia (FCT)

Active Security April 2007 — June Agéncia da Inovagao Leader of task 2.1
Mechanisms for Passive 2008 (ADI)

Optical Networks (PON)
Point-to-Multipoint (P2M)
Environment

Tasks to be conducted in the frame of the project proposal (timetable)

Months 1-6: Requirement analysis of an e-voting system. Identification and definition of
functional and security requirements, system and attack model. Contextualization with the
objetives of the tasks.

Design of the Hill cipher crypto-system based on a CSPRNG.

Months 7-18: Proposal of the e-voting system (system components, cryptographic
primitives, usage and procedural protocol). Implementation of the prototype.

Implementation of the Hill cipher crypto-system. Comparison of the proposed key matrix
generation procedure with other algorithms described in the literature. Testing of the cipher.

Months 19-24: Scientific results will be presented to the public in several ways, through
presentations on international and home conferences and papers in journals.




Senior Scientist/ Researcher

Name Surname Stefka Bouyuklieva
Title Doctor of Science in Mathematics
Position Full Professor
Address "T. Tarnovski" 3, 5000, Veliko Tarnovo,
Bulgaria
Tel./Fax. ++359 888 131 165
e-mail stefka@uni-vt.bg
Short CV:
Education:

e Doctor of Sciences, Sofia, June 2008 (Thesis: Self-dual codes and groups of automorphisms).

e Ph.D., Veliko Turnovo University, October 1997 (Thesis: Extremal self-dual codes, Advisor:
Prof. Dr. Vassil Yorgov)

e Diploma in Mathematics, M.Sc., Sofia University, July 1988

Working positions:

Head of Department of Algebra and Geometry, Veliko Tarnovo University, since 2003.

Professor, Veliko Tarnovo University, since 2012.

Associate Professor, Veliko Tarnovo University, 2000-2011.

Assistant Professor, Veliko Tarnovo University, 1992-2000.

Institute of Mathematics and Informatics, Bulgarian Academy of Sciences -- from September
1988, to February 1992,

Membership in professional associations: Union of Bulgarian Mathematicians

Program committee member:

e International Workshop on Algebraic and Combinatorial Coding Theory, Kranevo, Bulgaria, June
2004.

e International Workshop on Algebraic and Combinatorial Coding Theory, Zvenigorod, Russia,
September 2006.

e International Workshop on Algebraic and Combinatorial Coding Theory, Pamporovo, Bulgaria,
June 2008.

e International Workshop on Algebraic and Combinatorial Coding Theory, Novosibirsk, RUSSIA,
September 2010.

e Thirteenth International Workshop on Algebraic and Combinatorial Coding Theory, Pomorie,
Bulgaria, June 2012.

e Fourteenth International Workshop on Algebraic and Combinatorial Coding Theory, Svetlogorsk,
Russia, September 2014.

o Fifteenth International Workshop on Algebraic and Combinatorial Coding Theory, Albena,
Bulgaria, June 2016.

e Head of the Jury, National Mathematical Olympiad for University Students, Veliko Tarnovo,
2006.

e  Member of the Jury, National Mathematical Olympiad for University Students, Sozopol, 2007.

e  Member of the Organizing Committee, International Colloguium on Differential Geometry and its
Related Fields, Veliko Tarnovo, Bulgaria, September 2010, 2012, 2014, 2016.

e  Member of the Jury, National Mathematical Olympiad for University Students, Sofia, 2011.

e Head of the Jury, First National Olympiad on Computer Mathematics for University Students,
Gabrovo, 2012.

e Member of the Juri, National Olympiads on Computer Mathematics for University Students,
2013, 2014, 2016.

Scientifically-research fields of interest: Algebraic and Combinatorial Coding Theory,

Cryptography, Finite Fields, Number Theory

Scientific papers published in the last 5 years, indicating the impact factor according to
JSR database of Thomson Routers (if any) of the journals in which each paper was
published

e S. Bouyuklieva and W. Willems, “Singly-even self-dual codes with minimal shadow”, IEEE
Trans. Inform. Theory, vol. 58, pp. 3856--3860, June 2012. Impact Factor (2012) 3.009

e S. Bouyuklieva and I. Bouyukliev, “An algorithm for classification of binary self-dual codes”,
IEEE Trans. Inform. Theory, vol. 58, pp. 3933--3940, June 2012. Impact Factor (2012) 3.009




e S. Bouyuklieva, N. Yankov, Jon-Lark Kim, “Classification of binary self-dual [48,24,10] codes
with an automorphism of odd prime order”, Finite Fields and Their Applications, vol. 18, Issue 6,
pp. 1104-1113, November 2012. 5-Year Impact Factor: 1.299, SCIimago Journal Rank
(SJR): 1.096, Source Normalized Impact per Paper (SNIP): 1.344

e S. Bouyuklieva, I. Bouyukliev and M. Harada, “Some extremal self-dual codes and unimodular
lattices in dimension 40”, Finite Fields and Their Applications, vol. 21, pp. 67-83, 2013. 5-Year
Impact Factor: 1.299, SClmago Journal Rank (SJR): 1.096, Source Normalized Impact per Paper
(SNIP): 1.344

o Stefka Bouyuklieva, Javier de la Cruz, Wolfgang Willems, “On the automorphism group of a
binary self-dual [120,60,24] code”, Applicable Algebra in Engineering, Communication and
Computing, vol. 24, pp 201-214, August 2013. SJR — 2015 - 0.354, 5 Year Impact Factor — 2015
—0.722.

e S. Bouyuklieva, W. Willems, N. Yankov, On the automorphisms of order 15 for a binary self-
dual [96,48,20] code, Designs, Codes and Cryptography, vol. 79, pp. 171-182, April 2016. Impact
Factor 0.781

e S. Bouyuklieva and W. Willems, “Connections between different types of binary self-dual
codes”, Proceedings of the International Workshop ACCT, Pomorie, Bulgaria, pp. 111-116, 2012.

e S. Bouyuklieva, “Applications of the Gaussian integers in coding theory”, Prospects of
Differential Geometry and its Related Fields, World Scientific, Proceedings of the 3rd
International Colloquium on Differential Geometry and its Related Topics, Veliko Tarnovo,
Bulgaria, pp. 39-49, 2012.

e S. Bouyuklieva and I. Bouyukliev, “On the binary quasi-cyclic codes”, Proceedings of the
International Workshop OCRT, Albena, Bulgaria, pp. 59-64, 2013.

e S. Bouyuklieva and N. Yankov, “Some binary self-dual codes having an automorphism of order
157, Proceedings of the International Workshop ACCT, Svetlogorsk, Russia, pp. 103-108, 2014.

e S. Bouyuklieva, R. Russeva and E. Karatash, “On some automorphisms of order 3 of the extremal
binary codes”, Fifteenth International Workshop ACCT, Albena, Bulgaria, 18-24 June 2016.

e D. Bikov, I. Bouyukliev and S. Bouyuklieva, “S-boxes from binary quasi-cyclic codes”,
Fifteenth International Workshop ACCT, Albena, Bulgaria, 18-24 June 2016.

Participation in research projects

Project title Period Financed by Role in the project (Pl or
participant)
Algebraic and geometric 2014-2016 VTU Pl

models in coding theory
and cryptography and their
realizations with parallel
algorithms.

Algebraic, geometric and 2010-2012 VTU Pl
stochastic applications in
information security.
Development of new 2008-2009 VTU PI
methods, models,
algorithms and programs
for linear and additive
codes, used for information
security.

Mathematical foundation of 2007 VTU PI
informatics: algorithms,
information protection,
geometrical models.

Self-orthogonal codes and 2003-2005 Bulgarian Scientific participant
groups of automorphisms Fond

Tasks to be conducted in the frame of the project proposal (timetable)

Months 1-6: She will participate in obtaining an optimal 8x8 S-boxes from binary quasi-
cyclic codes.

Months 7-18:
e Paralel realisation of fast algorithms for different metrics for S-boxes
e Obtaining of optimal 8x8 S-boxes from small quasigroups of order 4 or 8.

Months 19-24: Scientific results will be presented to the public in several ways, through
presentations on international and home conferences and papers in journals.



http://www.sciencedirect.com/science/journal/10715797/18/6
http://www.sciencedirect.com/science/journal/10715797/18/6
http://link.springer.com/search?facet-author=%22Javier+de+la+Cruz%22
http://link.springer.com/search?facet-author=%22Wolfgang+Willems%22
http://link.springer.com/journal/200
http://link.springer.com/journal/200

Senior Scientist/ Researcher

Name Surname Natasha Stojkovikj
Title PhD of computer science
Position Assistant professor, Faculty of Computer Science,
Goce Delcev University — Shtip
Address Krste Misirkov, Shtip,Macedonia
Tel./Fax. 00 389 32550113
e-mail natasa.maksimova@ugd.edu.mk
Short CV:
Education:

e PhD of Computer science, Faculty of Computer science and Engineering

e "St. Cyril and Methodius" University Skopje, Macedonia,2015.

e M.Sc of Computer science, Institute of Informatics, Faculty of Natural Sciences and
Mathematics "St. Cyril and Methodius" University Skopje, Macedonia,2009.

e B.Sc of of Computer science, Institute of Informatics, Faculty of Natural Sciences and
Mathematics "St. Cyril and Methodius" University Skopje, Macedonia,2002.

e Professor of Mathematics, Institute of Mathematics, Faculty of Natural Sciences and
Mathematics "St. Cyril and Methodius" University Skopje, Macedonia ,2000

Working positions:

e Assistan Professor, Faculty of Computer Science, Goce Delcev University, Shtip, 2016-

e Assistant, Faculty of Computer Science, Goce Delcev University, Shtip, 2010-2016.

e Junior assistant, Faculty of Computer Science, Goce Delcev University, Shtip, 2007-
2010.

e Senior programmer, Maksystem, Skopje, 2003 — 2008.

Scientifically-research fields of interest:
¢ Relability of networks

Modeling and simulation

Graph theory

Operations research

Probability and statistics

Scientific papers published in the last 5 years, indicating the impact factor according
to JSR database of Thomson Routers (if any) of the journals in which each paper was
published

[19] M.Mihova, N.Stojkovikj, M.Jovanov ang E.Stankov “Maximal Level Minimal Path Vectors
of a Two-terminal Undirected Network”, IEEE Transactions on Reliability, Vol. 65, Issue
1, ISSN 0018-9529, pp. 282 — 290,2016 (IF 2.278).

[20]M.Mihova, N.Stojkovikj, M.Jovanov ang E.Stankov “On Maximal Level Minimal Path
Vectors of a Two-Terminal Network”, Olympiads in Informatics, 2014, Vol. 8, 133-144,
26th International Olympiad in Informatics, Taipei, Taiwan.

[21]Mihova, M, Maksimova N "Estimation of minimal path vectors of multi state two terminal
networks with cycles control”, Mathematica Balkanica, Vol. 25, Fasc 4, ISSN 0205-
3217, pp. 437-447,2011

[22] M.Mihova, N. Maksimova, Kj. Gjorgjiev, “Optimal improving of network reliability:
Reliability of the improved network”, Proceedings of the IV Congress of the
Mathematicians of Republic of Macedonia, Skopje 2011 (247-257)

[23] M. Mihova and N.Stojkovikj, “Simulating the profit of work on multi state two terminal
transportation system”, Proceedings of the 9th International Conference for Informatics
and Information Techology (CIIT 2012),

[24] Mihova, M, llijoski B, Stojkovic N. "The Optimization of the Profit of a Parallel System
with Independent Components and Linear Repairing Cost" , 2012 Web proceedings
of ICT Innovations 2012 , Ohrid,ISSN 1857-7288, pp.507-516

[25] Martinovska, C, Maksimova N, Gacovski Z, "A Fuzzy Based Approach to Selecting
Successful Contractor for Public Procurement”, The 2nd International Conference,
Science and technology in the Context of Sustainable, Ploesti, Romania,2011.

[26] Lazarova, L, Miteva, M, Stojkovic N. "The Black-Scholes model and valuation of the
European Call option", Yearbook-Faculty of Computer Science 2013 . ISSN 1857-
8691,pp 209-220

[27]N Stojkovik, L Lazarova, M Miteva.”Calculation of multi-state two terminal reliabilty”
Yearbook-Faculty of Computer Science 2014 . ISSN 1857- 8691, pp 5-10

[28] A.Stojanova, N.Stojkovic and Dusan Bikov “Java IDEs for learning and understanding




[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

object oriented language”, Yearbook-Faculty of Computer Science 2012 . ISSN 1857-
8691,pp 232-240.

Maksimova N, Suteva G, Jovanov V, Fractions and Operation with fractions, Using of
Interactive Table”, Proceeding of 11t International Education Technology Conference
(IETC), Istanbul, May 2011.

Stojanova, Aleksandra and Stojkovic, Natasa and Bikov, Dusan, “Tools for software
visualization.”, Yearbook of the Faculty of Computer Science, 3 (3). pp. 47-55. ISSN
1857- 8691, 2015

Natasa Stojkovic, Aleksandra Stojanova, Dusan Bikov, Gabriela Suteva: ,Children
dependence from internet” In proceedings of Ill Scientific — proffesional meeting
»Education in 21st century” 2011, Bitola, ISBN 978-608-4616-24-5

Natasa Stojkovic, Aleksandra Stojanova, Dusan Bikov, Gabriela Suteva: ,Training
using computer games* Il Scientific — professional meeting In proceedings of IlI
Scientific — professional meeting ,Education in 21st century” 2011, Bitola, ISBN 978-608-
4616-24-5

Stojanova, Aleksandra and Zlatanovska, Biljana and Kocaleva, Mirjana and Miteva,
Marija and Stojkovic, Natasa (2016) “Mathematica” as a tool for characterization and
comparison of one parameter families of square mappings as dynamic systems. In:
ITRO 2016, 10 June 2016, Zrenjanin, Serbia.

Zlatanovska, Biljana and Stojanova, Aleksandra and Kocaleva, Mirjana and Stojkovic,
Natasa and Krstev, Aleksandar (2016)”"Mathematica as program support in the integral
calculations”, In: TIO 2016 - Technics and informatics in education, 28-29 May 2016,
Cacak, Serbia.

Stojkovic, Natasa and Stojanova, Aleksandra and Kocaleva, Mirjana and Zlatanovska,
Biljana (2016) “, In: ITRO 2016, 10 June 2016, Zrenjanin, Serbia.

Stojanovski, Strasko and Stojkovic, Natasa and Ananiev, Jovan and Kocaleva,
Mirjana and Stojanova, Aleksandra and Zlatanovska, Biljana (2016) ,”, In: ITRO 2015, 10
June 2016, Zrenjanin, Serbia.

Participation in research projects

Project title Period Financed by Role in the project
(Pl or participant)

Development of
novel techiques for
cooperative
localization and
mapping using
mobile robots and
their application in
precise agriculture.

2015-2018 UGD participant

Tasks to be conducted in the frame of the project proposal (timetable)

Months 1-6: She will take a part in the development of algorithms for finding minimal path
vectors in two terminal network with lower time complexity from existing algorithms

Months 7-18: She will take part in the implementation of algorithms for execution time
comparision in two terminal multi-state networks

Months 19-24: Writing of scientific papers with obtained scientific results, and their
submission to journals or presentation to conferences (altrough publishing of the partial
project results will be conducted during the whole project duration).



http://eprints.ugd.edu.mk/13432/
http://eprints.ugd.edu.mk/13432/
http://eprints.ugd.edu.mk/16022/
http://eprints.ugd.edu.mk/16022/
http://eprints.ugd.edu.mk/16024/
http://eprints.ugd.edu.mk/12866/
http://eprints.ugd.edu.mk/12866/
http://eprints.ugd.edu.mk/12866/
http://eprints.ugd.edu.mk/12866/
http://eprints.ugd.edu.mk/12866/
http://eprints.ugd.edu.mk/12866/
http://eprints.ugd.edu.mk/12866/
http://eprints.ugd.edu.mk/12866/

Researcher (use separate sheets for each participant)

Name Surname Done Stojanov
Title Doctor of technical sciences (Computer
science)
Position Research and teaching assistant
Address Ul. Krste Misirkov bb. 2000 Stip, Macedonia
Tel./Fax. 00 38932550134
e-mail done.stojanov@ugd.edu.mk
Short CV:

Born on 15.01.1985 in Strumica. In 2008 has received bachelor degree from the
Faculty of electrical engineering and information technologies in Skopje. In 2010
became master on Software engineering, defending master thesis:
,Bioinformatical analysis of existing and new models of proteins”. On
7.12.2015 became doctor of computer science, defending PhD thesis: ,,Algorithms
for alignment and searching of DNA sequences”. On 7th of Mapt 2016 he is
elected for Assistant Professor at the Faculty of computer science — University
,,Goce Delcev” Stip.

Scientific papers published in the last 5 years, indicating the impact
factor according to JSR database of Thomson Routers (if any) of the
journals in which each paper was published

[1] Stojanov, Done and Madevska Bogdanova, Ana and Orzechowski,

Tomasz (2016) TMO: time and memory optimized algorithm applicable for more
accurate alignment of trinucleotide repeat disorders associated

genes. Biotechnology & Biotechnological Equipment, 30 (2). pp. 388-403. ISSN
1310-2818 (IF=0,373)

[2] Stojanov, Done and Koceski, Saso and Mileva, Aleksandra and Koceska,
Natasa and Martinovska Bande, Cveta (2014) Towards computational
improvement of DNA database indexing and short DNA query
searching. Biotechnology & Biotechnological Equipment, 28 (5). pp. 958-967.
ISSN 1310-2818 (IF=0,373)

[3] Stojanov, Done and Koceski, Saso and Mileva, Aleksandra (2013) FLAG: Fast
Local Alignment Generating Methodology. Romanian Biotechnological Letters,
18 (1). pp. 7881-7888. ISSN 1224 — 5984 (IF=0,404)

[4] Kocaleva, Mirjana and Stojanov, Done and Stojanovic, Igor and Zdravev,
Zoran (2016) Pattern Recognition and Natural Language Processing: State of
the Art. TEM Journal, 5 (2). pp. 236-240. ISSN 2217-8309 / 2217-8333 (Online)

[5] Stojanov, Done and Koceski, Saso (2014) Topological MRI Prostate
Segmentation Method. Proceedings of the 2014 Federated Conference on
Computer Science and Information Systems, 2. pp. 219-225. ISSN 2300-5963

[6] Stojanov, Done and Martinovska, Cveta (2014) Improved alignment of
homologous DNA sequences. Annals of West University of Timisoara, ser.
Biology, 16 (2). pp. 97-106. ISSN 1453-7680

[7] Stojanov, Done (2012) IC: Intelligent Clustering, a new time efficient data
partitioning methodology. International Journal of Computer Science and
Information Technologies, 3 (5). pp. 5065-5067. ISSN 0975-9646

[8] Stojanov, Done and Mileva, Aleksandra and Koceski, Saso (2012) A new,
space-efficient local pairwise alignment methodology.Advanced Studies in
Biology, 4 (2). pp. 85-93. ISSN 1313-9495



http://eprints.ugd.edu.mk/15735/
http://eprints.ugd.edu.mk/15735/
http://eprints.ugd.edu.mk/15735/
http://eprints.ugd.edu.mk/11506/
http://eprints.ugd.edu.mk/11506/
http://eprints.ugd.edu.mk/11506/
http://eprints.ugd.edu.mk/5706/
http://eprints.ugd.edu.mk/5706/
http://eprints.ugd.edu.mk/15526/
http://eprints.ugd.edu.mk/15526/
http://eprints.ugd.edu.mk/11078/
http://eprints.ugd.edu.mk/11078/
http://eprints.ugd.edu.mk/8645/
http://eprints.ugd.edu.mk/8645/
http://eprints.ugd.edu.mk/189/
http://eprints.ugd.edu.mk/189/
http://eprints.ugd.edu.mk/107/
http://eprints.ugd.edu.mk/107/

Participation in research projects

Project title Period Financed by Role in the

project (Pl or
participant)

Development of 2013-2015 University Young researcher

novel algorithms ,,Goce Delcev” -

and software Stip

library for

biomedical

engineering

application

Tasks to be conducted in the frame of the project proposal (timetable)

Months 1-6: He will participate in acquisition of security data from log files and different
scannings

Months 7-18: He will participate in analysis of obtained security data with different
techniques from Artifical Intelligence

Months 18-24: Writing of scientific papers with obtained scientific results, and their
submission to journals or presentation to conferences (altrough publishing of the partial
project results will be conducted during the whole project duration).



http://eprints.ugd.edu.mk/6266/
http://eprints.ugd.edu.mk/6266/
http://eprints.ugd.edu.mk/6266/
http://eprints.ugd.edu.mk/6266/
http://eprints.ugd.edu.mk/6266/
http://eprints.ugd.edu.mk/6266/
http://eprints.ugd.edu.mk/6266/

Junior researcher (use separate sheets for each participant, minimum 2 participants)

Name Surname Dusan Bikov
Title MSc
Position Teaching assistant
Address str. ,,Krste Misirkov“ No.10-A, Stip, R.Macedonia
Tel./Fax. 032 550 135
e-mail dusan.bikov@ugd.edu.mk
Short CV:

MSc Dusan Bikov is born on 06.01.1987 in Stip, where he finished his primary and
secondary education with excellent success. In the academic 2005/2006 year he enrolled in
the studies of Faculty of Mathematics and Computer Science, Veliko Tarnovo, Bulgaria,
department of Computer Science. He graduated in July 2009. In September he enrolled
postgraduate studies at the same faculty. Graduated in 2011, defending the master thesis in
the field of cryptography with title “Analysis, simulation and application of cryptography on an
elliptic curve in wireless sensor networks” under the supervision of Prof. Stefka Bouyuklieva.
In December, 2012 the title of Dusan’s PhD thesis “Algebraic Cryptanalysis and design of
cryptographic primitives” was accepted at the Faculty of Mathematics and Computer Science
in Veliko Tarnovo, under the supervision of p Prof. Stefka Bouyuklieva. From September,
2011 he works as teaching assistant at the Faculty of Computer Science in Stip.

Scientific papers published in the last 5 years, indicating the impact factor according
to JSR database of Thomson Routers (if any) of the journals in which each paper was
published

1. D. Bikov, I. Bouyukliev, S. Bouyuklieva, S-Boxes from Binary Quasi-Cyclic Codes,
Fifteenth International Workshop on Algebraic and Combinatorial Coding Theory,
Albena, (2016)

2. D. Bikov, I. Bouyukliev, A. Stojanova, Benefit of Using Shared Memory in
Implementation of Parallel FWT Algorithm with CUDA C on GPUs, Proceedings of 7th
International Conference Information Technologies and Education Development,
Zrenjanin, Serbia, (2016) pp.250-256, ISBN 978-86-7672-285-3

3. Dusan Bikov, Aleksandra Stojanova: ,Using gpu matrix vector multiplication for
computing walsh spectra". ETAI 2015, Ohrid

4. lliya Bouyukliev, Dusan Bikov: ,Applications of the binary representation of integers in
algorithms for boolean functions”. SMB 2015, Kamchia

5. Dusan Bikov, Stefka Bouyuklieva, Aleksandara Stojanova,: “S-boxes — parameters,
characteristics and classifications”, Faculty of Computer Science, UGD Yearbook - Vol 1,
No 2, 2013, pp. 47-52, ISSN: 1857- 8691, Stip, Macedonia

6. Dusan Bikov, Stefka Bouyuklieva, Aleksandra Stojanova: “Wireless Network Security
and Cracking Security Key”, Jubilee Scientific Conference "50 Years University" St. Cyril
and Methodius ", 2013, Veliko Tarnovo

Participation in research projects

Project title Period Financed by Role in the project (Pl or
participant)

Sensor networks for
monitoring and controlling 2014-2016 UGD participant
vine production

Algebraic and geometric

models in coding and 2014-2016 VTU - BG participant
cryptography and their
realization through

parallel algorithms, VTU
Science  Fund  under
Contract RD-09-422-
13/09.04.2014

Title of the MSci or PhD theses
“Algebraic Cryptanalysis and design of cryptographic primitives” — PhD thesis




Tasks to be conducted in the frame of the project proposal (timetable)

Months 1-6: He will participate in obtaining an optimal 8x8 S-boxes from binary quasi-cyclic
codes.

Months 7-18:
e Paralel realisation of fast algorithms for different metrics for S-boxes
e Obtaining of optimal 8x8 S-boxes from small quasigroups of order 4 or 8.

Months 19-24: Scientific results will be presented to the public in several ways, through
presentations on international and home conferences and papers in journals.




Junior researcher (use separate sheets for each participant)

Name Surname Goran MitkovskKi
Title BSc in Computer science
Position Student on postgraduate studies
Address Gjorche Petrov bb, Kumanovo
Tel./Fax. 077984 779
e-mail goran_mitkovski@yahoo.com
Short CV:
Education and Professional Development:
2006 - 2012 Bachelors Degree in IT Engineering

St. Cyril and Methodius University, Skopje, Macedonia

Faculty of Mathematics and Natural Sciences

Department: Computer Architectures and Networks
2013- present Master studies in IT

Goce Delcev University, Shtip, Macedonia

Faculty of Computer Science

Department: Software Engineering
2008 - 2010 Certified IT Technician

Cisco Networking Academy, Skopje, Macedonia

Courses in:

= CCNA Exploration: Network Fundamentals

CCNA Exploration: Routing Protocols and Concepts
CCNA Exploration: LAN Switching and Wireless
CCNA Exploration: Accessing the WAN
CCNA Exploration: Fundamentals of Wireless LANs

Working Experience:

2010 - 2010 Company: Volvo Makedonija — Skopje
3 months of practice as receptionist and spare part
responsibilities.

2011 — present Software developing in PHP Codelgniter framework as
freelancer.
2011 - 2014 Company: Pro Sound — Skopje

Responsibilities: Maintenance and management of computer
systems and audio equipment.

2014 — present Company: K3 Television —-Kumanovo
Responsibilities: Maintenance and management of IT sector
and technical lead.

Title of the MSci or PhD theses
Development of anti-Steganography techniques for digital images

Tasks to be conducted in the frame of the project proposal (timetable)
Months 1-6: Analysis of different techniques for data hiding in digital images

Months 7-18: Design and development of anti-steganographic techniques for
digital images and their implementation as a tools.

Months 19-24: Writing of scientific papers with obtained scientific results, and their
submission to journals or presentation to conferences. We expect in the frame of
this project to obtain most of the results needed for his master thesis.




Junior researcher (use separate sheets for each participant)

Name Surname Biljana Dimitrova
Title BSc in Electrical Engineering and Information
Technology
Position Student on postgraduate studies
Address Ul. Krste Misirkov bb. 2000 Stip, Macedonia
Tel./Fax. +389 78 397 736
e-mail biljana.dimitrova@ugd.edu.mk
Short CV:

Biljana Dimitrova is a student on postgraduate studies in Information Technology
and Systems at the Faculty of Informatics at the University Goce Delchev - Stip. She
graduated in the field of Telecommunications in Faculty of Electrical Engineering
and Information Technology at the University Ss. Cyril and Methodius - Skopje in
2010. Since 2010 she worked as a specialist in the customer support department for
electronic index of Goce Delchev University - Stip, which is included in the design
and production of complex system for complete electronic administration of students
and personnel. Field of her interests are information systems, cryptography,
steganography, security of information systems, and security of networks. Currently
is working on researching on methods of hiding the data in the new protocols for
transfer web content.

Title of the MSci or PhD theses
Data Hiding in the new protocols for transfer of web contents

Tasks to be conducted in the frame of the project proposal (timetable)
Months 1-6: Finding covert channels in HTTP/2.0

Months 7-18: Finding covert channels in QUIK

Months 19-24: Writing of scientific papers with obtained scientific results, and their

submission to journals or presentation to conferences. We expect in the frame of
this project to obtain most of the results needed for his master thesis.




UctpaxyBayka nHdpacTpykrypa

UcTpaxyBauku kanauuteTu/onpema
[anete petaneH onMc Ha uvHpacTpykTypata M onpemata koja ke 6buge Ha
pacronarawe Ha UCTpaXKyBaunTe BO UHCTUTYLIMUTE KOW y4eCcTBYyBaaT BO MPOEKTOT

Ha dakynteToT 3a KOMNjyTepcku Haykm Ha YHuBepauTetoT "loue [denyeB" mma LwwecT uUenocHo
OMNpEeMEHN KOMMNjyTepPCKM NTabopaTopum Kom ce KOpUcTaT 3a UCTPaXyBake 1M HacTaBa.

OBoj hakynTeT ja MMa Ha pacnonararwe U criefHaBa MpexHa onpema Koja MoXe Aa ce KOpucTu 3a
notpebute Ha OBOj NPOEKT:

1-Cisco Catalyst Core Switch 4507R; 5 - Cisco L2/L3 Switch 3560G 48p PoE; 2 - Cisco L2 Switch
2960 48p PoE; 1-Cisco ASA 5505; 1-Cisco Router 2811; 1-Cisco Wireless LAN Controller 4400;1-
Cisco NAC Guest Server; 10 - Cisco WiFi Aironet 1131 Access Points; 1 - Cisco DMM server; 2-
Cisco DMP 4310G;1-Extreme Networks L2/L3 x450e 48p PoE Switch;2 -3Com L2/L3 4500G 48p
PoE Switch.

Mokpaj Toa, cnegHaTta nHGpPaCcTpPyKTypa 3a CKragupawe Ha nogaToumn Ke ce KOPUCTU 3a YyBake Ha
pobneHnte nogatouun: IBM x3550 M3; IBM x3690 X5; IBM DS4800 Storrage; IBM TS3100 Tape
Library; EMC Clarion AX-4 Storrage

Co ornen Ha reorpadpcka opganeyvyeHocT Mery napTHepuUTe BO MPOEKTOT; 3a [a Ce OfleCHM
KOMyHMKauujata, Aa ce obesbenaT MocTojaHU KOHTaKTU Mery yyecHMUuUTe BO NPOEKTOT M Aa ce
HamanaT TpoLloLuTe 3a naTyBaka U KOMYHUKaLMCKUTE TPOLLIOLWU, crieaHaBa BUAEO0-KOHdepeHLncka
onpema ke buae ctaBeHa Ha pacnonaramwe 3a uenute npoektoT: Polycom VSS2000; Polycom MCU
RMX2000; Polycom GK CM5000; Polycom HD 7001 endpoints.




Research infrastructure

Facilities available in the Researchers Team’s laboratory (if applicable)
Provide a detailed list of the infrastructure and equipment available and necessary
for the proposed research

The Faculty of Computer science at the University “Goce Delcev” has six fully equipped computer
laboratories used for research and teaching.

The faculty has on its disposal the following network equipment which may be used in the eHealth
social network development, evaluation and simulations:

1-Cisco Catalyst Core Switch 4507R; 5 - Cisco L2/L3 Switch 3560G 48p PoOE; 2 - Cisco L2 Switch
2960 48p PoE; 1-Cisco ASA 5505; 1-Cisco Router 2811; 1-Cisco Wireless LAN Controller 4400;1-
Cisco NAC Guest Server; 10 - Cisco WiFi Aironet 1131 Access Points; 1 - Cisco DMM server; 2-
Cisco DMP 4310G;1-Extreme Networks L2/L3 x450e 48p PoE Switch;2 -3Com L2/L3 4500G 48p
PoE Switch.

Moreover, the following data storage equipment will be used in the development process and for
storage of measured sensor data: IBM x3550 M3; IBM x3690 X5; IBM DS4800 Storrage; IBM
TS3100 Tape Library; EMC Clarion AX-4 Storrage

Considering the geographical distance between project partners; to facilitate permanent contacts
between the project participants and to reduce the travel and communication costs, the following
video-conferencing equipment will be at disposal for the project purposes: Polycom VSS2000;
Polycom MCU RMX2000; Polycom GK CM5000; Polycom HD 7001 endpoints.

It has on its disposal several smart phones with developer licences, equipped with different operating
systems (Andriod, Windows Phone 7, iOS).




dUHaAHCUCKM NNaH:

Tpowouwu (Bo MKA)

Bp. Bua Ha TpoLuok MpBa roguHa | Btopa BkynHo
rogvHa
420 MNaTtyBare BO 3emjaTta u 100.000 100.000 | 200.000
CTPaHCTBO

426 CeMuHapu v KoHcepeHUUH 70.000 70.000 | 140.000

480 KynyBawe Ha onpema 30.000 30.000 60.000
BKYIMNHUW TPOLLUOLN 200.000 200.000 | 400.000

JNlabopaTtopwuja

JNaGopaTopucku maTtepujan (cuteH
nabopaTopuCcK1 MHBEHTap)




Financial Plan

Expenditures (in MKD)

No. Purpose First year Second year | Overall
420 Travel at home and abroad 100.000 100.000 200.000
426 Seminars, conferences 70.000 70.000 140.000
480 Equipment buying 30.000 30.000 60.000
TOTAL COSTS 200.000 200.000 400.000
Laboratory

Small laboratory equipment

|




HacnoB Ha NpoekKToT:

AHekc 1

Pa3Boj Ha 6e36eQHN N HAAeXHU TEXHUKU 3a NnoAaTOYHaTa KOMyHUKaLmja

MpoekT Bp:

CornacHocT Ha UCcTpaxyBainute " UHCTUTYUUUTe BKITy4YeHU BO NPOEKTOT (OD, CUTE UCTpaxyBadu

BKITyYEeHM BO MPOEKTOT - Mo noTpeba Aa ce 3royieMn GpojoT Ha COOABETHUTE NOMUKA):

naBeH
UcTpaxyBau:
(Mme, noTnuc n
Aatym)

npod. A-p AnekcaHgpa MuneBa

UcTpaxyBau:
(Mme, noTnuc n

patym)

pou. a-p Pedro R. M. In&cio

UcTpaxyBau:
(Mme, noTnuc n

patym)

npod. a-p Stefka Bouyuklieva

UcTtpaxyBau:
(Mme, noTnuc n
Aatym)

aou. aA-p Hatawa CtojkoBUK

UcTpaxyBau:
(Mme, noTnuc n

patym)

pou. a-p AoHe CtojaHOB

Mnaa uctpaxyBau:

(Mme, noTnuc n
AaTym)

m-p OdywaH Bukos

Mnag nctpaxyBau:

(Mme, noTnuc n
patym)

NopaH MUTKOBCKMU

Mnaa uctpaxyBau:

(Mme, noTnNuc 1
Aatym)

Bunjana umutpoBa

PakoBoguTen Ha
MHCTUTYLMjaTa Ha
rnaBHUOT
ucTpaxyBau

MUme n npesnme, 3Bamwe: LiBeta MapTuHoBCcKka BaHpe,
pea. npod.

UHcTutyumja: dakynteT 3a uHchopmaTtmka,
YHusepsuret “loue OenyeB” - LLtun

MoTnuc n nevar

PakoBoguTen Ha
MHCTUTYyLMjaTa Ha
ocTaHaTuTe
MUcTpaxyBauu

MUme n npesnme, 3Bamwe: LiBeta MapTuHoBCcKa BaHpe,
pea. npod.

UHcTuTyumja: dakynrteT 3a MHcpopmaTuka,
YHuBep3utet “louye Oenye” - LUtun

MoTnuc n nevar




Head of the
institution of the
other researchers

Name and surname, title:

Institution: Faculty of Engineering, University of
Beira Interior, Portugal

Signature and seal

Head of the
institution of the
other researchers

Name and surname, title: Miroslav Galabov, Assoc.
Prof. Dr.

Institution: Faculty of mathematics and informatics,
University of Veliko Turnovo “St Cyril and St.
Methodius” - Veliko Turnovo, Bulgaria

Signature and seal




AHekc 2

M3jaBa

Jac AnekcaHgpa MwuneBa Kako rnaBeH WCTpaxyBay, noA MopanHa u
MaTepujaniHa OAroBOPHOCT MU3jaByBaM AeKa MpeanoXeHUOT HayyeH MNpoekT
He ce chbMHaHCUpa oA Apyru U3BOopU Ha hMHaHCUpaHse.

DaTtym MoTtnuc



