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CONCEPT AND PRACTICE OF ‘CYBER HATE SPEECH’
IN INTERNATIONAL AND DOMESTIC LAW

Dr.sc. Zaneta Poposka,
Dr.sc. Jovan Ananiev,

Faculty of Law, University “Goce Delcev” - Stip

Abstract

An issue which is gaining increasing attention is the diffusion of hate on the
Internet. The importance of the Internet as a tool for communication, networking
and social interaction has dramatically increased over the recent years. At the same
time, the Internet has become a tool for dissemination of messages of hatred as well
as a platform for bloggers and organized groups to recruit, control their members,
organize attacks, and intimidate and harass their opponents. Although it is often
difficult to prove the connection between manifestations of hate on the Internet and
hate crimes in the real world, there is evidence that the psychological influence of
material available on the Internet is quite high, especially on youth.

The aim of this paper is to clarify the concept of cyber hate speech and how
this concept is dealt with under the international law and domestic legislation. This
paper is also intended to present the contemporary challenges and dilemmas
surrounding cyber hate speech, and aims to provide an overview of the criteria
followed by the European Court of Human Rights in its case law relating to the
right to freedom of expression and its restrictions. Furthermore, the practice
involving hate speech on the Internet that have occurred in the country in the past
years will be analyzed.

Key words: Hate speech, Internet, legislation
Introduction

With the advancement of new technologies and the Internet,
governments are increasingly confronted with the challenge of seeking an
appropriate balance between the universal right to freedom of expression and
the prohibition of hateful online content. The Internet content regulation
remains a major problem as the different approaches of national authorities
constitute an obstacle to harmonization efforts at the international level. As a
consequence, there are no clear guidelines as to what is acceptable and what
is not in terms of the Internet contents. International ‘soft law’ instruments
dealing with cyber hate speech have been adopted. Such instruments
sometimes call on States to criminalize hate speech, including hate expressed
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speech and aids in increasing the social acceptability of hate in mainstream
discourse.

With the widespread availability of the Internet and the increasing
number of users, online content regulation has become an important focus of
governments and supranational bodies across the globe (OSCE
Representative on Freedom of the Media Report, 2010, p. 4). The specific
character of the Internet poses however serious challenges to any attempts to
regulate its contents. Due to the lack of consensus on the concept of hate
speech on the Internet there are no laws on the international level applicable
to hate on the Internet, which results in the absence of clear guidelines as to
what is acceptable and what is not in terms of contents.

The Internet Service Providers (ISPs) can use and promote Industry
codes of conduct, ethical guidelines and principles as a tool for addressing
cyber hateful content. Based on such internal standards, ISPs can look at
content without making value judgments about a particular type of speech. A
good example is offered by Facebook®. However, it should not be left to the
Internet industry alone and at the sole discretion to decide what is acceptable
and what is not in terms of Internet content. The Industry needs clear
guidelines based on national and international law (ODIHR Report, 2010, p.
3).

Due to differing approaches to hate-inciting content on the Internet
and the diverse criteria among the States for defining the threshold between
freedom of expression and criminal behaviour, the impact of criminal
legislation and its implementation is limited. Content is often hosted or
distributed from outside the jurisdiction in which it is considered illegal,
while the extraterritorial enforcement of laws related to Internet content is
very difficult and often ineffective. Laws are not necessarily harmonized at
the European level, let alone on a wider scale. Furthermore, unlike traditional
media, it is often very difficult to establish the identity of authors of the
content available online. Material which originates in one country is copied,
edited, and shared across national borders, and can be hosted in different
countries, subject to different legislation.

International Legal Standards

Various international legal instruments punish hate speech. However,
the specific nature of the Internet calls for the adoption of specific

! According to part 3 (Safety) point 7 from the Terms of service the user “will not
post content that: is hate speech, threatening incites violence...” Furthermore, according to
part 5 (Protecting Other People’s Rights) point 1 the user “will not post content or take any
action on Facebook that infringes or violates someone else’s rights or otherwise violates the
law”.
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instruments to combat hate speech promoting racism and violence, which is
widely and swiftly disseminated on the web. Although the European
Convention for the Protection of Human Rights and Fundamental Freedoms
(ECHR), in particular Article 10 that deals with the freedom of expression,
remains the main source of reference regarding hate speech, other legal
instruments have been adopted by the United Nations, Council of Europe,
and European Union in relation to online hate speech.

United Nations

At universal level, Article 19, paragraph 3 of the UN International
Covenant on Civil and Political Rights states that the freedom of expression
is not absolute rights and it may therefore be subject to certain permissible
restrictions, but these shall only be such as are provided by law and are
(ICCPR, 1976). As it specifically concerns online hate speech, the Human
Rights Committee’s General Comment No.34 on Article 19, paragraph 3
refers to the protection of all forms of expression and the means of their
dissemination, including audio-visual as well as electronic and Internet-
based modes of expression (Paragraph 12). According to the Comment, “any
restrictions on the operation of websites, blogs or any other internet-based,
electronic or other such information dissemination system, including systems
to support such communication, such as internet service providers or search
engines, are only permissible to the extent that they are compatible with
paragraph 3. Permissible restrictions generally should be content-specific;
generic bans on the operation of certain sites and systems are not compatible
with paragraph 3. It is also inconsistent with paragraph 3 to prohibit a site or
an information dissemination system from publishing material solely on the
basis that it may be critical of the government or the political social system
espoused by the government.” (Paragraph 43)

On 1st June 2011, the UN signed together with the OSCE, the
Organization of American States and the African Commission on Human
and Peoples’ Rights the Declaration on Freedom of Expression and the
Internet (the “Declaration”). In its General Principles, the Declaration states
as follows: a). Freedom of expression is applied to the Internet, as it does to
all means of communication. Restrictions on freedom of expression on the
Internet are only acceptable if they comply with established international
standards, including that they are provided for by law, and that they are
necessary to protect an interest which is recognized under international law
(the ‘three-part’ test); b). When assessing the proportionality of a restriction
on freedom of expression on the Internet, the impact of that restriction on the
ability of the Internet to deliver positive freedom of expression outcomes
must be weighed against its benefits in terms of protecting other interests; ...
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d). Greater attention should be given to developing alternative, tailored
approaches, which are adapted to the unique characteristics of the Internet,
for responding to illegal content, while recognizing that no special content
restrictions should be established for material disseminated over the
Internet.”

Council of Europe

The Additional Protocol to the Cyber-Crime Convention (2001)
concerning the Criminalization of Acts of a Racist and Xenophobic Nature
Committed through Computer Systems, adopted on 28th January 2003 and
entered into force on 1st March 2006, is of particular relevance to the
dissemination of messages of hatred through the Internet. According to
Article 2, Paragraph | of the Protocol, it is defined that “racist and
xenophobic material” and stresses that in order to address this phenomenon,
the States parties are required to adopt such legislative and other measures as
may be necessary to establish as criminal offences under their domestic law,
when committed intentionally and without right, a specified set of acts
committed through a computer system.

The Council of Europe’s Recommendation (2008) 6 on Measures to
Promote Respect for Freedom of Expression and Information with Regard to
Internet Filters acknowledges the ways in which Internet filters can impact
on freedom of expression and information. The recommendation calls on
member states to take measures with regard to the Internet filters, in line with
a set of guidelines promoting user notification, awareness and control of
Internet filters and accountability of the private and public parties involved.

The General Policy Recommendation No. 6 of the European
Commission against Racism and Intolerance (ECRI) recommends that the
member states “ensure that relevant national legislation applies also to racist,
xenophobic and anti-Semitic offences committed via the Internet and
prosecute those responsible for this kind of offences”. Furthermore, the
recommendation stresses the need to: (i) train the law enforcement
authorities in relation to the dissemination of racist, xenophobic and anti-
Semitic material via the Internet; (ii) support existing anti-racist initiatives on
the Internet; (iii) support the self-regulatory measures taken by the Internet
industry to combat racism, xenophobia and anti-Semitism on the Internet;
and (iv) increase public awareness of the problem of the dissemination of
racist, xenophobic and anti-Semitic material via the Internet while paying
special attention to awareness-raising among young Internet-users.
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European Union

EU Directive on Electronic Commerce (2000) places specific
obligations on Internet service providers in regards to the content access. The
Directive requires member states to guarantee “safe havens”, or limitations
of criminal or civil liability, for ISPs, hosting services and other service
providers, provided (a) that they do not have “actual knowledge of illegal
activity or information” and (b) once notified of such illegalities, they act
“expeditiously” to remove or to disable access to the information, known as
the “notice and takedown” procedure. The Directive does not regulate the
procedural aspects of notice and takedown, which is left to the discretion of
member states.

Measures Aimed at Combating Cyber Hate Speech

While the intention of the states to combat illegal activity over the
Internet and to protect their citizens from harmful content is legitimate, there
are also significant legal and policy developments which sometimes have an
unintended negative impact on freedom of expression and the free flow of
information. Recent laws and certain legal measures currently under
development have provoked much controversy over the past few years.
These include access-blocking, filtering and content removal. Before
analyzing in detail each of these measures, as explained above, any speech
and content related restriction must meet strict criteria under the international
law, i.e. ‘the three-part test’. The first and most important requirement is that
any interference by a public authority with the exercise of the freedom of
expression should be lawful. If the interference is “prescribed by law”, the
aim of the restriction should be legitimate and concern limitations in the
interests of national security, public safety or the economic well-being of the
country, for the prevention of disorder or crime, for the protection of health
of morals or for the protection of the rights and freedoms of others.
Furthermore, any restrictions need to be necessary in a democratic society
and the state interference should correspond to a “pressing social need’.’. The
state response and the limitations provided by law sl}ould be “proportionate
to the legitimate aim pursued”. Therefore, the necessity of the content-based
restrictions must be convincingly established by the state. . ;

Access-blocking measures. Due to tlfe hmlfed effectiveness bo
criminal laws and lack of harmonization at the international level, a number

of states have started to block access to websites and Tociilldme:;?sf;:ﬁczgi
ini i ntent which are locate
B eon. Blocking oo to be faster, easier and a more

jurisdiction. Blocking access to content seems ster, caster 4 o et
convenient solution. Practice shows that access-blocking
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always provided by law nor are always subject to due process principles.
Furthermore, blocking decisions are not necessarily taken by the courts and
often administrative bodies or the Internet hotlines run by the private sector
single-handedly decide which content, website or platform should be
blocked. Blocking policies often lack transparency and administrative bodies
lack accountability. Appeal procedures are either not in place or they are
often not efficient. Therefore, increasingly, the compatibility of blocking
with the fundamental right of freedom of expression must be questioned.

The Committee of Ministers of the Council of Europe has urged that
“prior control of communications on the Internet, regardless of frontiers,
should remain an exception” and that member states “should not, through
general blocking or filtering measures, deny access by the public to
information and other communication on the Internet, regardless of frontiers”
(Committee of Ministers Declaration, 2003, Principle 3). Removal or
blocking of access to “clearly identifiable” Internet content is permissible
only if “the competent national authorities” have taken “a provisional or final
decision on its illegality”, provided that all the safeguards of Article 10,
paragraph 2 of the ECHR are respected.

It has been argued that under European law and practice, injunctions
and orders blocking access to websites should be treated as a method of
“prior restraint”, and as such should be subject to “the most careful scrutiny.”
(Open Society Justice Initiative, 2011, p. 3). To be consistent with Article
10, prior restraint regimes must be subject to a particularly strict legal
framework, ensuring both tight control over the scope of the bans and
effective judicial review to prevent abuse.

Internet blocking orders must be strictly necessary and capable of
protecting a compelling social interest. The need for such measures must be
convincingly established, and they should be adopted only as measures of
last resort. Domestic laws should provide robust and prompt remedies
against blocking orders in order to safeguard against unnecessary and
disproportionate interferences. European laws generally require pre-blocking
notification of ISPs and content providers. It is technically possible to block
solely the offending website. Blocking orders that indiscriminately prevent
access to an entire group of websites amount to “collateral censorship”
should be avoided as unnecessary and disproportionate. The lack of any
instances of collateral blocking of large proportions such as of entire web
platforms, in the judicial practice testifies to their truly exceptional nature.

Many of the issues described above have been raised in front of the
ECtHR in the case Yildirim v. Turkey” and Akdeniz v. Turkey. The decision

2 Namely, a court in Turkey issued an injunction blocking access for all Turkish-
based users to the entire Google Sites domain, supposedly to make unavailable a single
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of the court will certainly help clarify a number of issues in the area of
Internet and freedom of expression, including that of blocking access to
websites, and will thus have serious implications for the state parties to the
Convention.

Filtering measures. There are various forms of Internet filtering and
these may be employed in different contexts. For instance, Internet filtering
can take place through URL-based filtering, IP address-based filtering,
protocol-based filtering, key-word blocking, filtering on the basis of labeling
or rating by the content author or a third party. Internet filters can be applied
in the workplace, in public libraries, and schools or at the ISP level. The
users’ awareness, understanding of, and ability to effectively use Internet
filters are key factors which enable them to fully exercise and enjoy their
human rights and fundamental freedoms, in particular the right to freedom of
expression and information, and to participate actively in democratic
processes.

Content-removal measures. In some countries total suspension of
communications services, including the Internet access related services is
possible in times of war, states of emergency, as well as imminent threats to
national security. Legal provisions may allow the authorities to switch off
completely all forms of communications, including the Internet
communications, under certain circumstances. Research shows that in
several States the legal remedy provided for allegedly illegal content is
removal or deletion.

Liability of Internet Service Providers (ISPs)

Persons cannot be held criminally liable for any of the offences in the
Additional Protocol to the Cyber-Crime Convention 2001, if they do not
possess the required intent (Akdeniz, 2008, p. 27 - 29). It is not sufficient, for
example, for a service provider to be held criminally liable if such a provider
served as a conduit for, or hosted a website or newsroom containing such
material, without the required intent under domestic law in the particular
case. Moreover, a service provider is not required to monitor conduct to
avoid criminal liability.

website which included content deemed offensive to the memory of Mustafa Kemal Ataturk,
the founder of the Turkish Republic. There is no indication of any attempt by the Turkish
authorities to contact or serve notice on Google Inc., the US based owner and operator of
Google Sites, prior to issuing the blocking order. A challenge was brought to the ECtHR by
the owner of an unrelated academic website that was also blocked by the order, arguing that
such an interference with the free flow of information online amounts to “collateral
censorship.”
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The Council of Europe Declaration on the Freedom of
Communication on the Internet adopted by the Committee of Ministers on
28th May 2003 provides that member states should not impose on service
providers an obligation to monitor content on the Internet to which they give
access, that they transmit or store, nor the obligation of actively seeking facts
or circumstances indicating illegal activity. Service providers should not be
held liable for content on the Internet when their function is limited to
transmitting information or providing access to the Internet. However, in
cases where the functions of service providers are wider and they store
content emanating from other parties, member states may hold them co-
responsible if they do not act expeditiously to remove or disable access to
information or services as soon as they become aware of their illegal nature.
What is important to highlight is that when defining under national law the
obligations of service providers, due care must be taken to respect the
freedom of expression of those who made the information available, as well
as the corresponding right of users to the information.

Although EU member states are prevented from imposing a
monitoring obligation on service providers with respect to obligations of a
general nature under the EU Directive on Electronic Commerce, this “does
not concern monitoring obligations in a specific case and, in particular, does
not affect orders by national authorities in accordance with national
legislation.” (Paragraphs 47 and 48 of the Preamble and Article 15). In most
instances liability will only be imposed upon ISPs if there is “knowledge and
control” over the information which is transmitted or stored by a service
provider. For example, the EU Directive on Electronic Commerce suggests
that “it is in the interest of all parties involved in the provision of information
society services to adopt and implement procedures” to remove and disable
access to illegal information. Therefore, the service providers based in the
European Union are not immune from prosecution and liability, and they are
required to act expeditiously “upon obtaining actual knowledge” of illegal
activity or content, and “remove or disable access to the information
concerned” (Paragraph 46).

Although the knowledge and control theory ensures that the
information which is transmitted or stored by a service provider is not
subject to prior restraint (through monitoring obligations), nonetheless the
system is not immune from criticism as studies have shown that, in order not
to incur liabilities, ISPs based in Europe tend to remove and take-down
content without challenging the notices they receive, which can be
problematic and can amount to ex-post censorship (Nas, 2004; Ahlert,
Marsden, and Yung, 2003). This concern is also relevant to the Republic of
Macedonia where Facebook administrator always acts upon request of the
Directorate for Personal Data Protection.
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Domestic Legislation

g

2?:?;?521 :z:l;: ti;;t:é ;: ;?Sstggates racial discrimination, shall be sentenced to imprisonment

¢ ‘f( 1) Whosoever by use of force, maltreatment, endangering the security, mocking
of the national, ethnic or religious symbols, by damaging other people’s objects, by
desecration of monuments, graves, or in some other manner causes or excites national, racial
or religious hate, discord or intolerance, shall be sentenced to imprisonment of one to five
years. (2) Whosoever commits the crime referred to in paragraph 1 by abusing his position
or authorization, or if because of these crimes, riots and violence were caused against the
people, or property damage to a great extent was caused, shall be sentenced to imprisonment

of one to ten years.” .
> Please note that the exposure to mockery through a computer system, as an action

of committing the more serious type of insult, consists of crude slight, mockery or ir_lciting
contempt for a group or one of its members, precisely because of his or her capacity, by
using verbal (oral, written) or real actions (gestures, showing insulting symbols, pictures

etc.). . ‘

) ¢ In the course of 2011, the Directorate received 363 compl_amts (127 of which
related to abuse of personal data on the social networks, among which 87 concern fake
profiles) related to cases where an account has been compromised. Some of the cases were

transferred from the Ministry of Internal Affairs.

658




administrator of the social network (which in the case of Facebook Europe is
located in Dublin) to remove the misused account from the social network.
In practice, Facebook administrator always acts upon the Directorate’s
request. This can lead to arbitrary practice from the national institutions as
Facebook administrator is not making value judgments about a particular
type of content as being or not “hateful”. They are accepting the opinion of
the national institutions and are proceeding with deleting a certain user.

While the mandate of the Directorate to act upon individual
complaints is straightforward, its authority to act ex officio in case of abuse
of social networks to express hate speech is unclear. The modalities through
which the Directorate implements this competence are not specified.
Although it has been observed that the Directorate co-operates with the
Cyber Crime Unit of the Ministry of Internal Affairs in regards to the closure
of social networks profiles inciting ethnic and racial hatred, there are no
Standard Operating Procedures regulating the form and modalities of such
cooperation. This raises serious concern as to whether the practice of access-
blocking measures in the host country is in accordance with the law and
subject to the principle of due process.

Conclusion

In the past three years, the number of incidents of ethnic and religious
intolerance involving hate speech on the Internet has increased in the host
country. Although the usage of Facebook and other social networks as a
means to express hate speech is to be stigmatised, closure, removal or
blocking of social networks accounts, websites, blogs, search engines or any
other internet-based, electronic or similar form of communication represents
a serious restriction of the right to freedom of expression. Such restrictions
on freedom of expression on the Internet are only acceptable if they comply

with international standards. o
The assessment of the national legislations shows no clear division in

the competences between the relevant authorities such as the Ministry of
Internal Affairs and the Directorate for personal data protection, as regards
removal of Facebook groups or blocking access to websites, blogs and social
networks. Further improvement in this area should be a priority.
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