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Ceulemans Matthias,

the Mechelen University college, Belgium

IMPLEMENTATION GUIDELINES FOR BUSINESS
IT ALIGNMENT IN HOSPITALS: WHICH
RECOMMENDATIONS CAN BE FORMULATED FOR
THE IMPLEMENTATION OF BUSINESS
IT ALIGNMENT IN HOSPITALS?

In this paper we investigate the implementation of business IT alignment in
hospitals. Based on existing frameworks we will provide recommendations for
hospitals to align their business and information technology.

1. Introduction

The current era is more and more
dependent on the availability of infor-
mation. During the process of gather-
ing and dispersing information, IT be-
came an important factor.

Several companies and institutions
are depending on their information
technology, in combination with their
business processes, to function prop-
erly. The cooperation of these two is not
always as simple asit seems. Especially in
hospitals it is very important that these
sorts of institutions are able to provide
their services with an uptime close to
a hundred percent. This is the stage
where business IT alignment steps up.
Business IT alignment, in combination
with IT government, makes sure that
the business and the IT function next
to each other and support each other
with, in this case, the purpose of provid-
ing services to the community.’

What triggered this research is the
fact that large hospitals, in particular

' Paul A. Strassmann (1998). “What is alignment?”

the ones who have a separate IT depart-
ment, are having problems with letting
the IT department function in coopera-
tion with the business. By using an IT
governance framework hospitals can
increase internal and external process
efficiency and by doing this, offer high
quality services. Alignment seems to
grow in importance as companies strive
to link technology and business.?

Regarding this we will take an IT
governance perspective towards the im-
plementation of business IT alignment.
This will lead into recommendations,
based on the different structures, proc-
esses and relational mechanisms which
are derived from COBIT, that combine
the IT governance point of view with
the business IT alignment conception.

2. Methodology

This paper is based on the frame-
work verbalized in the paper: “IT gov-
ernance Structures, Processes and
Relational Mechanisms: Achieving IT/

2 J. Luftman and T. Brier, Achieving and Sustaining
Business-IT alignment, USA
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Business Alignment in a Major Belgian
Financial Group”. Based on this paper
we take an IT governance perspective
using COBIT and formulate recom-
mendations for the implementation of
business IT alignment in hospitals.

The first part will consist of the ex-
planation relationship between busi-
ness IT alignment and IT governance
and the analysis of the above paper. Af-
ter this we will take a look at COBIT and
deduce the useful information for im-
plementing business IT alignment we
will also deduce the different structures,
processes and relational mechanisms
that could be used in a large hospital.

The third and final part will contain
the adoption of the acquired infor-
mation into useful recommendations
for the implementation of business IT
alignment in hospitals.

3. Results

Before formulating recommenda-
tions we have to understand the rela-
tionship that exists between IT govern-
ance and business IT alignment. In this
paper we will be using the IT govern-
ance definition of the IT governance
institute (ITGI): IT governance is the
responsibility of the Board of Directors
and Executive Management. It is an
integral part of enterprise governance
and consists of the leadership and or-
ganizational structures and processes
that ensure that the organization’s IT
sustains and extends the organization’s
strategy and objectives.?

Dividing IT governance into small-
er pieces makes it easier to manage the

3 IT governance Institute, (2003). Board Briefing on
IT governance [online]. Available: http://www.
itgi.org [15-11-2008]

IT governance in an organization. This
leads to the fact that if one component
doesn't function properly the whole
IT governance framework fails. Busi-
ness IT alignment is also referred as
the correspondence between business
strategy, business processes and IT.* By
combining these two definitions we
see that taking the IT governance per-
spective is an ideal way to implement
business IT alignment in a hospital.

3.1. COBIT

COBIT is an IT governance frame-
work for a structured set up and evalu-
ation of an IT environment.’ Based on
COBIT IT-managers are able to use Best
Practices in their organization. COBIT
consists of four large domains 1) Plan-
ning and organizations, 2) Acquisition
and implementation, 3) Delivery and
support, 4) Monitor and evaluate

In the planning and organiza-
tion domain you're looking for the
best way for IT to contribute to the
business. The acquisition and imple-
mentation domain makes sure the
IT strategy is realised and integrated
into business processes. Delivery and
support domain is concerned with the
delivery of services including continu-
ity and service delivery. Finally moni-
toring assesses the processes by using
performance management.

3.2. Structures

For IT governance to function prop-
erly it is necessary to determine how
hospitals are organized and where the

4 Business Info Services Library, (n.d.). B/IT alignment
[online]. Available: http://www.aslbislfoundation.
org/uk/bisl/terminologie.htm [14-11-2008]

* Wikipedia, (2008). /TG and B/IT Alignment, COBIT,
push-technology and pull-technology [online].
Available: http://www.wikipedia.org [21-11-2008]
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IT decision making authority is located
within the organization. It is also im-
portant to have responsible functions
and the right diversity in people in
committees. To implement IT govern-
ance as good as possible it is impor-
tant that the IT department should be
a loose department in the hospital’s
organizational scheme and not part of
the administration or facility depart-
ment. In this way the IT department

should also have a person to sit in the
Executive Committee.

This committee could be supported
by an IT strategic committee which is
defined by the IT governance institute
as: a committee that has to consider
how the Board should become involved
in IT governance, how to integrate the
Board's role in IT and business strategy,
and the extent to which the committee
has an ongoing role in IT governance.

There are several different committees, which could be used in this case:

1. IT Business Steering Committee | 2.

Project Management Steering Group

3. Management Operational Sys-
tems Committee

4,

IT Architecture Board

5. IT Strategy Committee

As mentioned before, committees
are an important factor to make the
IT governance structures work as they
should. To further implement busi-
ness IT alignment there should be at
least one person of the IT department
on every single committee or steer-
ing group. The best person would be
a business analyst [11] because he is
a person from the IT department who
also knows the business. Ideal would
be to have at least one technical spe-
cialist in the committee too, so the IT
department is represented by two
people instead of only one.

3.3. Processes

In structures we discussed the
fact that committees should be in-
volved in the initiation, development
and maintenance process of projects.
These projects should be initialized
from the business and not from the
IT department. The next step will be
the acceptation of the project by the

responsible IT Business Steering Com-
mittee. The IBSC should ask funding at
the Executive Committee. This way we
will avoid:

1. Irrelevant projects

2. People who ask funding directly

to the Executive Committee
3. Amore controlled environmentto
approve (or disapprove) projects.

After acceptation a PMSG, com-
posed of IT and business people, is
assigned to each approved project
to ensure alignment throughout the
process. To make sure everything is
measured and monitored the hospi-
tal could use performance manage-
ment and measuring techniques like
a balanced scorecard, which can be
used as a measurement and a man-
agement tool.”

¢ Paul A. Strassmann (1998).“What is alignment?”
7 D.Van Nieuwenhuyse and D.Vanhoudt, Perform-
ance Management, Belgium, 485
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The evaluation of the business IT
alignment is done based on maturity
models. Several examples are provid-
ed by the ITGI or COBIT. These models
provide a methodology for compar-
ing the situation before and after. To
be able to move to a next level of ma-
turity it is crucial to achieve all the re-

quirements of the previous levels.

Throughout the COBIT framework
we can find several processes which
are used to provide reasonable as-
surance that business objectives will
be achieved and undesired events
will be prevented or detected and
corrected.®

IT Control Model

Maturity Models

Strategic IT Plan

Business Information Model

Technological Infrastructure Plan

Managing IT Human Resources

Quality Management System

© o [N

Identify Automated Solutions

O N W =

Acquire and Maintain Application
Software and technology infra-
structure

10. Operational solutions and end us-
ers plan

11. Third-party Services Management

12. Performance and Capacity Plan

13. IT Continuity Plan

14. IT Security Plan

15. Incident Management

16. Configuration Management

17. Problem Management

18. Data Management

19. Physical facilities Management

20. Monitoring IT Approach

3.4. Relational mechanisms

Relational mechanisms are a very
important step in the IT govern-
ance process. IT governance cannot
work when a hospital has the right
structures and process without an
existing link between the IT and the
business. To reach an effective ITG,
a two-way communication and a
good participation/collaboration re-
lationship between business and IT
people is needed.’ "?Another way to
implement IT governance is by the
use of an IT Charter, this charter will

8 IT governance Institute, COBIT 4.1, USA, 2007

° Business Link, (2008). The art of good commu-
nication [online]. Available: http://www.busi-
nesslink.gov.uk/bdotg/action/detail?type=RES
OURCES&itemld=1074425203 [21-11-2008]

10 J. Luftman and T. Brier, Achieving and Sustaining
Business-IT alignment, USA

define mirror roles between busi-
ness and IT people.

Account management meetings
can be organized to build a bridge
between IT and business on the high-
est level of the hospital organization.
These meetings are not project driven
as IBSC and MOSC but discuss more
general ideas.

Communication is another prob-
lem in modern hospitals and especially
communication towards general direc-
tors. The IT governance implementa-
tion should be communicated asitis a
project from the business and not from
the IT department, but it does benefit
both parts. COBIT also defines several
smaller frameworks to maintain IT gov-
ernance in an organisation. It should
also be mentioned that if people un-
derstand why IT governance is impor-
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tant, they will not hesitate to act the
way as they are asked. This phenom-
enon is also referred to as (IT govern-
ance) awareness.

3.5. Recommendations

— When implementing IT govern-
ance true COBIT in a hospital,
make sure the project is com-
municated as if it is a business
project which will benefit the
business as well as the IT de-
partment.

— Make sure the IT departmentisa
loose department with enough
participation in the committees
and steering groups. If neces-
sary, develop crucial commit-
tees and steering groups to
manage this.

— Report the implementation
project to every single employ-
ee who comes in tough with
it. Push-technology and pull-
technology are the most natural
ways of doing this.

— If an IT governance structure is
set up, all projects should be ini-
tialized by the business.

— Project acceptation processes
should be formulated.

— Define a clear IT Charter so eve-
ryone knows his role in the or-
ganization.

— Use the different frameworks
and models provided by COBIT

to monitor and maintain IT gov-
ernance in your organisation.

4. Discussion

It should be mentioned that the
optimal mix of structures, processes
and relational mechanisms is differ-
ent in every organization and de-
pends on multiple contingencies.”
Therefore it is practically impossible
to find a perfect suitable framework
for your organization. Whereas COBIT
provides guidelines it doesn’t provide
a step by step solution for organisa-
tions to implement IT governance in
the organisation.

5. Conclusion

This paper formulates recommen-
dations for hospitals to implement
IT governance by deducting useful
structures, processes and relational
mechanisms from COBIT. It can be
said that every organisation is differ-
ent and that they should implement
IT governance based on their own or-
ganisational model.

While implementing IT governance
organisations should consider using
frameworks provided by ITGl. Com-
munication and participation of the IT
department in the business processes
is necessary to develop and healthy
framework. It is also advised to imple-
ment business IT alignment in small
project phases. Evaluate every single
step after completion.

' [9] Patel N.V., An emerging strategy for e-business
IT governance, USA
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Borjan Gjorgiev,

Faculty of economics State University “Goce Delcev” -

Stip, Republic of Macedonia

OPTIMIZATION OF INFORMATION SECURITY

The global market and the competition on the market nowadays impose crea-
tion of effective and efficient organization models and optimization of every proc-
ess in the organizations. The organizations from the knowledge based industry as
a main resource have the information, and as such, one of the most important
processes is its security and the optimization of the information security.

The organizations are open social
systems and one of the basic chal-
lenges for the managers of the organi-
zations to deal with, in order to remain
competitive on the market, is the
optimization of the processes in the
organization itself. The process of opti-
mization is inevitable and is mainly im-
plied by the globalization of the world
markets and the enlarged competition
among the firms. As the most impor-
tant processes based on knowledge
are its creation, protection, exploiting,
and its security. In the optimization of
the knowledge, where the information
is the base, one of the most specific
processes is optimization of its security.
The optimization as a process means
obtaining maximum results while us-
ing minimal, restricted resources.

Before we start with the creation of
the plan and strategy, we should know
that we can't ensure everything. The
crucial element in creation of strategy
for optimization of the information
security is installing priorities. Bad in-
stallation of priorities will lead to bad
division and direction of the resources
which we manage, and in case when
“everything is a priority — nothing is a

priority”. Trying to ensure every aspect
and every information process in the or-
ganization, we will initiate more work-
ing tasks and in the first instance with a
different specification in the area of the
information security and we will use the
same restricted resources which we dis-
pose. The optimization of the disburse-
ment is one more of the key features of
the effective and competitive organi-
zations. Another reason that does not
allow us to ensure everything is the
price, i.e. the disbursement for covering
every aspect of the information secu-
rity linked with the lack of working stuff
that will work, i.e. cover each one of the
aspects of the information security, dis-
bursement and the problem in recruit-
ing qualified stuff etc. From the aspect
of optimization of the disbursements of
the information security we should fo-
cus on the highly risky areas, despite the
dispersion of the restricted resources
which we dispose on all the aspects of
the information security.

The safety risks are dynamic and
constantly changeable, as well as the
information security as the economic
processes in the dynamic market econ-
omy. Because of this the information
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security as a process of the organiza-
tion should be dynamic, and should
constantly change and adjust to the
changes, and even to anticipate, i.e. to
predict covering the risks of informa-
tion security in time, i.e. the informa-
tion as the most important resource.
One of the problems that emerge
while not defining the priorities and
not focusing on the limited budget of
determined and highly risky areas of
the information security is the emer-
gence of mediocrity in operations
as a whole which will result with re-
duced quality of the same. In the
economy characterized with reduced
resources, we should constantly ana-
lyze our management with the time,
stuff, and the funds and to determine
exactly - Why? How much? And How?
we spend them. This is from a cru-
cial meaning for optimization i.e. for
achieving organization effectiveness
and efficiency. One of the modes for
operational effectiveness is through
elimination, innovation, automaticity
and consolidation (strengthening).

The elimination is a process of
determination and suspension of the
useless or outdated and not appropri-
ate processes, procedures, applications
and technologies which have no value
i.e. use for the information security of
the organization.

The innovation means implemen-
tation or idea of implementation of
some secure solutions which reduce
the disbursements, and at the same
time make them better or do the same
functions for information security.

The automaticity means replace-
ment of the manual work with auto-
maticity of simple processes and pro-

cedures. Specific for this is the choice
of processes and procedures which
are repeatable and appropriate for
automaticity. With the automaticity of
certain processes is open a possibility
for reducing the stuff and reducing i.e.
optimization of the disbursement for
working stuff or re directing and focus-
ing of the same working stuff to some
more important tasks or tasks with a
higher level of creativity.

The consolidation or the strength-
ening of the processes in the informa-
tion security means a combination of
same or similar processes and simul-
taneous usage for enlargement of the
efficiency; in order the operations,
processes and procedures to get on
quality and to cover more aspects of
the same.

In optimization of information se-
curity it's very important to establish
a value of the ensured information. If
the information has no value, there is
no risk for the informational assets of
the organization and consequently the
potential lost are minimal and there
is no economic logic for implementa-
tion, construction and development of
systems for information security. But if
the information has a certain value the
need of system for information securi-
ty is obvious, and consequently for the
budget i.e. resources for implementa-
tion, construction, and development
of the same. It has been manifested
in practice that even in the organiza-
tions where the system for information
security are crucial for functioning of
the organization , as it was with the
bank sector where the budget for se-
curity mechanism didn't exceed more
than 30% of the budget for informa-
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tion and communication technologies.
The average and budget according to
the world practice which have to be
set aside for the system of information
security is between 10-20 % from the
value of the information system. Even
when the information security level in
the organization is on low and unenvi-
able level, it's very hard and specific for
the information security specialists to
present the need of financing this sys-
tem and the best approach for that is

WUean Ba6enxo,
Kuwunsy, Mondosa

the presentation to be from the aspect
of economy logic and with economi-
cally based arguments.

Because of the resource reduce, the
resources that the organization invest
in the information security , and one of
the most important modes which will
contribute for successful functioning
of the systems for information security
is optimization of the same, so they will
be effective and efficient and would
have economic justification.

PACCJIEAOBAHWE KOMIbIOTEPHbIX
NPECTYMJIEHWN B CETU INTERNET

This article will provide a general overview for Internet-crimes investiga-
tion on evolution trends, and on related Forensic. Also, you can find examples
of such crimes and general investigative methods.

MpectynneHua B cpepe nHpopma-
LIMOHHBIX TEXHOJNIOTUI  YBEeNIMYMBalOT
CBOE KOJIMYECTBO U, KaK CNefcTBue,
0ONacHOCTb AJ1A HaceneHrA. 9To MPouc-
XOAMT 3a CUET BCé bonblueil MHPopma-
TU3aumK, pacnpocTpaHeHusa 6ecnpo-
BOZHbIX TEXHONOTUIA U NCMONb30BaHNA
pecypcoB cetu Internet. o nccnego-
BaHWAM komnaHun Gartner B 2008 rogy
06BbEM 3M0yMbILNIEHHOTO TpadurKa no
cpaBHeHuio ¢ 2006 yBenuuunca 6onee
yem B 2 pa3sa. Mo ctatnctnke OBP (FBI)
[onA NpecTynneHui, COBEPLUEHHbBIX
B8 2008 roay, C UCnonb3oBaHUEM ceTun
Internet nMo oOTHOWeEHUI K obLemy
4YnCy KOMMbIOTEPHBIX MPeCcTynneHnin

cocTaBwuia okosno 55%. Mo Tem e gaH-
HbIM OCHOBHasi Tpynna »epTB TaKuX
NPecTynieHnin — 3To NoAn B BO3pac-
Te 30-49 net (okono 50%). Ha ponio
e OCTasbHbIX BO3PACTHbIX Fpynn
BbiMajlaeT MoOYTY PaBHOMEPHOEe pac-
npegeneHne pucka (OTHOCUTENBHO KX
KOJIMYECTBA) CTaTb XEPTBOW KOMMblO-
TepHoro npectynnexHva. B pecAtky
CaMbIX OMaCHbIX CTPaH MO KONMYeCTBy
KOMMbIOTEPHBIX  3/10YMbILSIEHHVKOB
66111 NprsHaHbl CLUA (60,9%), Benuko-
6puTaHua (15,9%), Hurepus (5,9%), Ka-
Hapa (5,6%), PymbiHma (1,6%), Utanua
(1,2%), Hupepnangbl (1,2%), Poccusa
(1,1%), lfepmanuna (0,7%) v KOAP (0,6%).
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3a npowegwwmia 2008 rog 6bu10 coBep-
weHo 6onee 14000 npaBoHapyLleHWi
B MPOCTPaHCTBE PycCKOoA3bIYHOMO WH-
TepHeTa no csegeHnam MBJ PO, npu
3Tom 6blIO 3aBefileHO 5572 yronos-
HbiX gena. B MonpoBe, HecmoTpAa Ha
6onee pa3BMTOE 3aKOHOAATENbCTBO,
noka HeT TakuX rPaHAVO3HbIX YCNexoB
B 06nacTv OGHapyXeHWs U pacKpbl-
TUA KOMMbIOTEPHBIX NPecTynneHunii. B
ycnosuax GUHAHCOBOrO Kpu3nca Ku-
6epnpecTynHOCTb NOKa3biBaeT 1 byaet
NoKa3blBaTb CTPEMUTESbHbIV NPUPOCT,
Mo3ToMy, Heob6XOAMMO aKTWBHO pa-
60TaTb Hap MpepynpexaeHnem Takux
NPecTynneHnii, a Takxke Haj WX pac-
cnefoBaHneM.

OcobeHHOe BHUMaHne Heobxoau-
MO ypaenuTb paccnepoBaHuio Intern-
et-npecTynneHnii, Tak Kak u3-3a oTHo-
CUTENIbHOW MPOCTOTbl U JOCTYMHOCTM
COBEPLIEHNA TaKOro MNpecTynneHus
BO3HUMKaeT cneyuduryeckas npobnema
BOCNPUATUA ITUX npecTtynneHuin. OT-
Meuy 0COOGEHHOCTV U OTIMYUTENbHbIE
yepThl Internet-npectynneHunn:

MpecTynneHna coBepLlialoTca He
TONbKO C KOPBLICTHBIMA WAV UHbBIMU
NPeCcTyrnHbIMK LeNAMM, HO 1 Clyyai-
HO 13 NOOMbITCTBA WAN HE3HaHMA
TOro, YTO AENCTBUA ABNAIOTCA He3a-
KOHHbIMM. OHM UMelOT crnegyoume
0cobeHHOCTM:

1. OueHb YacTo Takue npecTyne-
HVA HOCAT MeXAYyHapOLHbIV Xa-
pakTep;

2. TpyaHo npepyragatb wnu npe-
AOTBPATUTbL 3amblLLIAEMOe Mpe-
CTynneHue;

3. He Bcerga 3akoOH HaCTONbKO
pa3BuT, YTOObI AaTb CnepoBaTe-
10 BO3MOXKHOCTb MONYYUTH BCE
HeobxofuMble eMy AaHHbIE;

4. OueHb CNOXHO JoKa3aTb Mpu-
YaCTHOCTb CNIEAOB K NpecTyne-
HWIO;

5. CypebHaa cucTema He Bcerga
NoAroToBfeHa ANA NOHVMaHMA
3KCMEepPTU3bl, @ TaKXKe ANA NOHU-
MaHM1A COCTaBa NPeCTyneHuA.

B xone paccnefosaHuma noboro npe-
CTyrneHnA HeobOXOAVMO  M3HaYanbHO
MOHUMATb, C KakKUM UMEHHO TVUMOM npe-
CTYMIeHNA NPUXOAUTCA UMETb AeNOo W,
OCHOBbIBAACb Ha HEKOTOPbIX OBLLYX Me-
Tofax, CTPOUTb CIIEACTBEHHYIO PaboTy.

Tunbl NPeCcTynHUKOB, CYLLEeCTBYI0-
Wux B cetu Internet, yCNOBHO MOXHO
pasgenuTb Ha 3 Kateropuu: Jobo-
NbIMHele UU WYMHUKU, paspywume-
J1U UU 8GHOA/TbI U YesieHanpasieHHble
83/TOMWUKU.

3TN 3N0YMbILWIEHHVKA MOFYT, UC-
nonb3ysa Internet, coseplatb Takue
npectynnenus, Kak: On-line moweHHu-
yecmso, K/ieeema, ockopbieHUA U 3KC-
mpemucmckue Odeticmeus, DOS-amaku,
Deface, 3anyck 8pe00HOCHbIX NPO2PAMM,
MOWeHHUYeCme8o ¢ mpagpukom, Ha-
pyweHue asmopckux npas, uLIUHe,
Kubepck8ommuHe, MOWeHHUYecmso ¢
3/71eKMPOHHLIMU  NJIAMeXamu, meppo-
pu3swm, Real-time black-lists, kapoure u dp.

3TM npecTynneHna MmoryT ObiTb
pasnuuHbIX MacwTaboB: MexoyHAapoo-
Hble, HAUUOHA/IbHbIE, KOPNOPAMUBHbI,
npomus iu4HOCMU.

B nobom cnyvyae Knaccol npecry-
NNeHNn He CTOWUT paccMaTpuUBaTh, Kak
3aKOHYEHHDIN CMNCOK 1, PEeKOMeH-
Jauyn No KakAoMy Knaccy ToXe He
JOMKHbI BOCMPUHUMATLCA AOrMaTUy-
HO, TaK Kak B Jilobol cnTyaumm pabota
cnepoBaTtena [OMKHa CTPOUTHLCA Ha
€ro NIMYHOM OrbITe Y METOAMKE C NpW-
BA3KOW K KOHKPEeTHOM cuTyaumn. XoTa
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yTBEpXAaTb O Kakux-nnbo cTaHpapT-
HbIX CxemMax paccrefoBaHus Internet-
NPecTynneHnsa CNoXHo, o0bblYHO one-
PaTVBHO PO3bICKHbIE MepOonpuATUA
(OPM) BKJItOYaloT B ceba crnegyioLee:

- WccnepoBaHue 1 nepexsart Tpa-
¢duKa no ycTaHOBIEHHbIM KaHa-
nam CBA3W;

- YcTaHoBneHWe NpVHaANexHo-
ctn IP-agpeca nnn gomeHa 3no-
YMbILWEHHUKA — JIOKayusa npo-
ealicepa  coomseemcmayroujeli
yCiyeu U 8bliCHeHUe y He2o UH-
¢opmayuu o npuHaonexauwjem
emy IP-adpecy u cmamucmuke
no e20 mpaguky. O6bl4HO 3mom
3man conpsaxéH co CI0KHOCMA-
MU KOH@UOeHYUanbHOCMU  UH-
¢opmayuu o KnueHmMax, No3Mo-
My nposalidepbl cmaparomcsa
02paHUYUMbCA CaMoCmoamerib-
HbIM npedynpexoeHuem KjueH-
ma unu paspeleoM KOHMpPAakma
C Hum 6e3 emewamesbcmea
NpasooxXpaHuMesbHbIX Op2aHos;

- YctaHoBneHWe NpUHAGNEXHOCTA
WHbIX CPEACTB, BOB/EUYEHHbIX
B NpeCTyrnneHne, — No4Ymosozo
adpeca, CMOpPOHHE20 cepsepd,
¢hatina, npoepamm, pomoepacpu,
nopmamusHeix HocumeneU u op.;

- TNounck cnepoB Ha cepBepe 1 cuc-
Teme (MecTe npecTynneHus):
aHAU3 /10208, XeCMKUX OUCKOS,
K3Wwd, nepenucku, UCXOOHbIX
meKcmos Npozpamm, HenuyeH-
3UOHHBIX NPOOYKMO8 U UHbIX
c1e008 npecmynHsix Oeticmauli;

- TownckoBble MalMHbI B Kaue-
ctBe Mmetoaukn OPM. [locne
cbopa uHopMayuu - MOXHO
npubezHyms K nomMowju nouc-
KOBbIX MAWUH 0/19 YyCMaHosJie-

HUA JIUYHOCMU NnpecmynHUKd,
HAxoxo0eHus 00NnoJIHUMennbHoU
UHopMayuu U npecmynHuke,
8bIfIB/IEHUs (PUKMUBHbIX AKKaA-
YHMOB, HAxoxoeHus 60sbuwiezo
Ko/ludecmea — hocmpaodsuiux
om npecmynJieHus;

- CoumanbHasi VHXeHepwus, Kak
meton OPM, npedcmasnsem
cob6oli makxe 00CMAMOYHO X0-
powuli cnocob 8bisiseHUs npe-
CMYNHUKA U NoJly4eHus uHgpop-
Mauyuu o HEM om e20 3HaKOMbIX,
6/1U3KUX, 3aKA34YUKO8, NapmHé-
po8 u Opyeux nuy, obnadarowux
uHpopmayuel. Takxe npu no-
MOWU MAKUX Memo0o0o8 MOXHO
0p2aHU308aMb OY€Hb NPOCMYIO
C/IeXKy 3a cpedcmeamu C8A3U
3/10YyMbIWJ/IEHHUKA U CNPOBOYU-
po8amMb  3/10yMbIW/IEHHUKA HA
peyudus.

PaccnepoBaHne — KOMMbIOTEPHBIX
NPeCTYNIeHNN conpsiXeHo ¢ npobne-
MOW BbISIB/IEHUA [l0Ka3aTeslbHOW 6a3bl
ONA  BbIABWKEHUSA OOBUHEHUN. DTO
06bIYHO COMPSXEHO C HEKOTOPbIMU
TPYAHOCTAMY, KaK TEXHOMOrMYecKoro
XapaKTepa 1 OTCYTCTBUA YETKUX CTaH-
JapToB B 0611aCTN 3KCNEPTM3bl, Tak U
¢ npobnemMamu 3anyTbiBaHWA ClefoB
N COKPbITUA MHPOpMaLMK, KoTopbie B
MHGOPMaLIMIOHHON Ccpefle CTaHOBATCA
eLlé bonee HeynoOBMMbIMM B MpoLiecce
ClefiICTBEHHOrO NpoLecca.

Ha pucyHke 1 nokasaHa uenb co-
6bITUI B paccnefoBaHMN KOMMbIOTEP-
HOrO NpPecTynneHuns.

Kpome TOro, npecTyrnHuKM Wuc-
MOMb3YIOT N3OLWPEHHDBIE METOAVKM OIS
COKPbITUA AOKa3aTeNnbCTB CBOWX Ael-
ctBuiA. Cpeau 3TX MeTOA0B — Wugpo-
eaHue U naposu, Komnpeccus ¢atiinos,
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cmezaHoepagus, omodseHHoe XpaHe-
HUe, AHOHUMHble cpedcmea c8A3u, Uc-
NoJs1b308aHUE OMKPLIMbIX UCMOYHUKOS,
KOMNblomMepHoe NPOHUKHOBEHUE, <30M-
buposaHue KOMNbIOMeEPOs», «2pynno-
8ol 83/10M» U Op.

Mo3ToMy MHOrAa OYeHb CHOXHO
BbIABUTDb [JOKa3aTesIbCTBa KOMIbloTep-
HOro MpecTyrnHuKa, a Npu nx Komobu-
HVPOBAHHOM MCMONb30BaHUK — c6op
[oKa3zaTesibHoW 6a3bl MOXEeT UCMOMb-
30BaTb MHOIO PECYpPCOB WS BOBCE He
[aTb HUKaKMX pe3ynbtaToB. [laxke npu
Hanuumm cnew. CPeAcTB 1 TEXHONOMNIA
c6opa pokazatenbcTs u KT (Komnbio-
TEPHO-TEXHNYECKOW 3SKCMEepTUsbl) UX
KONMYeCcTBO U KayecTBO AnA paboTbl
Ha rocyAapCTBEHHOM YPOBHE OCTaBIA-
eT XenaTb NyuyLlero, Tak Kak He Bce 13

PaccneposaHie FIHTEPHET - NPECTYNNEHMA

Knaccwhmrayma

OHDE,D.EJ'\EHME METOLONOM K

CyLeCTBYIOLMX CPeACTB 0bnajaloT He-
ob6xofnmoi cepTudrKaumern ans Toro,
yTOObl COBPAHHYD MU MHOOPMaLUIO
MOXHO 6bINO NpeACTaBNATH B BUAE A0-
KasaTenbcTea B cype. [ina Heponyuye-
HVA COBepPLUEHNA TaKUX NPeCTYNIeHWiA
8 KOMMepYecKux cmpykmypax Heobxo-
AUMO BHeApeHue nonutukn 6esonac-
HOCTM 1 Nepuoanyecknin BHyTPeHHUIN
N CTOPOHHUI ayaut. Ha yposHe 2ocy-
0dpcmea 3TO [OMKHO peLaTbcsa no-
CPefCTBOM MPUHATAA HaLMOHANbHbIX
3aKOHOB 06 3N1eKTPOHHOI 6e3onacHoc-
TV B COOTBETCTBMMN C AENCTBYIOLUMM
MeXAYHapOAHbIMY  CTaHAapTaMn U
KoHBeHumeln CoBeTa EBponbl no 60pb-
6e ¢ KMbepnpecTynHOCTbIO N Mexay-
HapofaHble cTaHAapTbl B obnactu UB,
Takue Kak: ITIL, COBIT, ISO 27001.

PazpaboTka MHOMBKOyanEHOA MecTo

METOL MM

MPECTyNNeHKA

Mposaidnep IP agpec
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nocneacTeWA
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Puc. 1. MocnepoBaTenbHOCTb paccnienoBaHnA Kvl6epnpec1ynne|w|il

Heobxoanmo yuuTbiBaTh NnosBeHve
HOBbIX BWAOB MPECTYMfieHWn B cpeae
Internet, KoTopble NGO COXKHO Knaccu-
duumpoBatb, M6 BoOOLLE HEBO3MOMXHO
onpenenuTb Kak npectynneHue. Paccmo-
TPUM HECKOJBbKO TaKNX MPECTYNeHNIA:

O6HapyXeHHan «ablpa» B OLHOA
M3  MMUKPOOMOITMHIOBbLIX CoLMnanb-
HbIX CeTell NMO3BOJNINNA 3/10YMblILLIEH-
HUKaM NOAYYnUTb AOCTYN K aKKayHTY
HblHewHero npe3ugeHta CUWA ba-
paka O6ambl. [lo ycTpaHeHuA Bcex
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nocnefAcTBMi B3OMa 3TOT aKKayHT
6bIn OTpefaKTMPOBaH 3/10YMbILLSIEH-
HUKOM. Mpur3HaTb 3TOT $aKT akTom
Knbepteppopusma B TEOPUUN MOXKHO,
HO B MpaKTUKe foKa3aTb AOCTAaTOYHO
CNOXHO. BboNbWNHCTBO Takux npe-
CTYNIeHUIN NPOXOAAT MO APYrUM CTa-
TbAM, XOTA Niofiel, nx cnpoBOLNpPO-
BaBLUUX, OCTAaTOYHO CYpPOBO HaKasbl-
BalOT NIOAEN MX CNPOBOLIMPOBaBLUNX.
Tem He MmeHee, Knbepteppopusm B
Internet cywecTByer.

Wnn ppyron npumep. MNpuBaTHble
[aHHble O IMYHOCTW XOTA U NO COorna-
CUIo Nonb3oBaTens, Ho 6e3 BCAKO anb-
TepHaTMBbI NpefocTaBneHbl B 06w
[OCTYN B HEKOTOPbIX COLMabHbIX Ce-
TAx. [1pn 3TOM BnagenbLibl HEKOTOPbIX
CepBICOB 3a 3aKpbITMe YYETHbIX 3anu-
cell Nonb3oBaTens B31MaloT C Nofb30-
BaTenen onnaty, YTo, Tak WIn MHaue,
NpOTVMBOPEUNT MpaBy MOb3oBaTenA
Ha 3alWuTy NMYHOW HPopMaLmK.

M3BecTHaa nporpamma-KnneHT
nns obmeHa MFHOBEHHbIMK coobue-
HUAMW WCMOMb3yeT HeCKONbKO MNpo-
TOKOJNOB ANA OTNPaBKM COOBLLEHNI 1
npu NepBOMm e 3arnycke TpebyeT BBe-
CTV 1 COXPaHWTb Ha CBOEM cepBepe
faHHble 06 YYETHbIX 3anncAxX NoMb3o-
BaTeNA B PasMyUHbIX APYrvX CepBrCaXx.
Y nonb3oBatens 6yKBasbHO «BbIMAaHU-
BaeTCA» ero nepcoHanbHaa WHop-
Mauma. Cevac Takue npectynieHus
ocTatoTcA 6e3HaKka3aHHbIMY, TaK Kak He
NpoTMBOpPeYaT MPUHLMMNUNANIBHO 3aKo-
HY 1 MoKa He yrpoatoT obLlecTBy, HO
Haf30p ¥ NMPOTMBOCTOAHNME 33 TaKUMK

BeLlaMu, MyCTb He B YrONIOBHOM, HO B
aAMMHUCTPATMBHOM MOPALKE, NPOCTO
Heobxoaum.

3aknuyeHue:

Internet aABnAetcA mecTom, rge
nonb3oBaTtesib UYyBCTBYeT cebs Mak-
CUMaNbHO aHOHUMHO 1 PACKOBaHHO.
CeTb ABAAETCA OTKPbLITBIM MeXAyHa-
POLHBIM MPOCTPAHCTBOM U MpPecTy-
njeHue, COBEPLLEHHOE B OAHOM KOHLe
BO3JYLIHOIO LIapa, MOXeT MMeTb OT-
rofloCOK Ha ApYromM KOoHLe riaHeTsl. U
3TO MPOUCXOANT B TO BPEMS, KOrAa Ha-
LMOHanbHble OpraHbl NpaBonopsaka
Yalle BCEro He UMEKT BO3MOXHOCTU
NPOTNBOCTOATb TaKUM MPECTYreH-
am. MNosTomy Heobxogumo pas3BMBaTb
MeXIyHapoaHble cnyx6bl no 6opbbe
¢ Internet-npectynneHnamy, KOHTpO-
NNPOBATb CMTYaLMIO C pecypcamu Ha-
LMOHASNbHBIX CeTel, a TakXe nepenTun
K KOMMEPYECKOMY perynMpoBaHuio
3TON Npobnembl, TO eCTb OpraH13oBaTb
NoyYBy A/l YACTHOIO CbICKA U YaCTHOW
KOMMbIOTEPHO 3KCNepTM3bl. ITO AacT
nonb3oBatensM Internet nouyBCTBO-
BaTb, UTO CETb — 3TO TAaKOW e MUp, rae
HY>KHO CO6NIOAATb BCE 3aKOHbI C OJHOW
CTOPOHDI, @ C APYroi CTOPOHbI — AaTb
YenoBeKy BO3MOXXHOCTb YyBCTBOBaTb
cebs B ceTn 6e3onacHo. Takke Heobxo-
OMMO pa3BKBaThb 1 JOMOJHATL Cneuu-
buueckyo MeTOAONOIMIO paccneoBa-
HUA Internet-npecTynneHunin 4N nNoBbl-
weHnsa 3$PeKTVBHOCTU 1 COTNacoBaH-
HOCTW CNefiCTBEHHOW PaboThl, a TaKxKe
AnA agantauum CcynebHon cuctembl
BBAY HOBbIX MPECTYNAeHNI.
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HOW INFORMATION SECURITY IN HOSPITALS
DIFFERS FROM OTHER ORGANIZATIONS:
A COMPARISON BETWEEN THE NEN 7510 STANDARD
AND THE KSZ STANDARD

In this paper we are going to describe how information security in hospitals
differs from other organizations. We are going to compare the NEN 7510 stand-
ards, which are used for hospitals and the KSZ standards which are used for the
Belgian OCMW (City council responsible for social affairs) . By the result of this
comparison we can get a clear view of which aspects are more important to a
hospital then to another organization like an OCMW.

1. Introduction

Information security has always been
important to the healthcare section, es-
pecially to secure the safety of patient’s
personals information. In this paper we
are going to try to find an answer on
the question which elements are really
important to a hospitals information se-
curity. By using the NEN 7510, which is
especially designed for hospitals, and
compare it with another standard de-
signed for another organization, we can
search for differences and see if there are
aspects which really are important to a
hospitals information security.

2. Methodology

To compare both standards, KSZ
and NEN, we first needed to know
which points or topics actually are
discussed in each of these standards.
Both documents almost have the same
structure, and they almost discuss the
same main topics, which are:

Security policy, Classification and
management of company resources,
Information Security related to employ-

ees, Physical security and security of the
environment, Operational management,
Logical security, Development and
maintenance of information systems,
Continuity management, Compliance.
To get a clear overview of both tables
we putted them together in one table.
We placed the titles of the main topics of
the 2 documents next to each other. This
was the most useful way, because most
of the topics were similar. Now we could
see which topic was discussed in both
of the standards and which one was just
discussed in one of them, and in which
one of the standards this is discussed. We
also placed everything what is discussed
about the topics in this table, below the
corresponding title. Now we had a clear
overview about the topics which are
discussed in the standards and what
they actually discuss. Because now both
standards were next to each other we
could easily look for differences between
them. There are two ways to look for dif-
ferences between these standards. One
way was to search for differences be-



20 Conferinta Internationald, editia a VI-a, 20-21 mai 2009

tween the topics, see if the NEN 7510 dis-
cusses some topics otherwise than the
KSZ standards. Another way is to catego-
rize everything what is discussed about
the different topics into the 3 main parts
of information security: confidentiality,
integrity and availability. We chose for
the first possibility, because then we can
actually see which actions are especially
taken in a hospital to provide informa-
tion security and which actions are the
same as in another standard, like the KSZ
standard which we use to compare.

3. Results

In both standards, NEN 7510 and
KSZ standard, the most main topics
were the same, not exactly the same of
course, but discussing the same sub-
ject. By this first method we compared
both standards’ topics and looked
what for differences there are. First we
will discuss the topics which were dis-
cussed in both standards.

Security policy: Both Standards tell
us there has to be a security policy in
every organization. According to the
NEN 7510 there has to be a security
document, which has to meet certain
conditions, about the IS goals and how
the policy wants to achieve these. This
is not discussed in the KSZ standard. In
the NEN 7510 there is also another main
topic called“Organizing Information Se-
curity”. Together with the topic Security
policy, these topics are almost similar
to the Information Security topic in the
KSZ standard. They both discuss the in-
ternal IS and external IS, according to
the cooperation with other companies.
Generally, both topics tell us the same,
formulated in other words, but there are
no special differences noticed between
the NEN 7510 and the KSZ standard.

Classification and management of
company resources: The NEN 7510 says
classification is important to get a clear
overview of the resources which the
company uses, to indicate how impor-
tant these resources are for the business
processes and which person is respon-
sible for these resources. This classifica-
tion can also be used to indicate how
sensitive resources can be, and which
protection they need. Is it personal infor-
mation about a patient which nobody
else can know, or is it information which
is meant for a large number of people?
Here for the NEN 7510 uses 5 categories
to classify the resources: Personal care,
privileged care, clinical care, clinical man-
agement and care management. In this
aspect there are not much important
differences between the two standards
because the KSZ standard says the same
thing, but in different words. They both
say a classification is needed to get a
clear overview, to see how important or
confidential the information is and which
person is responsible for it.

Information Security related to em-
ployees: The NEN 7510 discusses this in 3
steps: hiring employees, the working em-
ployees and what to do when employees
leave the company. In the KSZ standard
this topic is not subdivided. Both stand-
ards tell us when new employees are
hired, they have to be screened, they
have to do a pledge of secrecy and to be
told what their responsibilities are. What
the NEN 7510 also states is that some re-
sponsibilities are for the management of
the company, and not for the employees.
One thing which is mentioned in the KSZ
standard, and not in the NEN 7510, is that
employees, and especially help-desk
employees, have to be aware for “social-
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engineering” techniques. When an em-
ployee leaves the company, there has to
be a certain procedure where someone
is responsible for and makes sure every-
thing has been done properly when an
employee leaves. The company has to be
sure the leaving employee has no longer
access to resources of the company. Dis-
cussing the IS related to employees, the
KSZ standard tells us more what employ-
ees have to do according to IS, when the
NEN 7510 says something more about
procedures a company has to follow.
Most things which the KSZ standard says
can be found in the procedures accord-
ing to the NEN, but something special
mentioned in the KSZ standard is that
employees have to be aware for social
engineering, especially people working
at the contact center or helpdesk.

Physical security and security of the
environment: Both documents are very
similar at this topic. In both documents
can be found a company has to secure
itself against unauthorized access to
information and information systems,
so no information or resources can be
damaged or harmed by someone who
is not authorized to use them. This can
be done by physical security of the en-
vironment and physical secured areas.
Also the equipment itself needs to be
secured. What is not mentioned in the
KSZ standard, but is in the NEN 7510
are general security decrees. A com-
pany can use a “clear screen and clear
desk” policy for example.

Operational management:  After
comparing these two topics, we no-
ticed there was nothing discussed
which was especially for hospitals. Both
documents say there have to be created
procedures and responsibilities, espe-

cially when information or resources
are changed. To reduce the risk of ne-
glecting or abuse, both standards use
the separation of functions. When ICT
activities are boarded out to another
company, extra attention is spent to se-
curity risks. That is why both standards
say that contracts have to be made with
the other company. Back-ups are essen-
tial too; this can also be found in both
documents. The network infrastructure
is very important too, it has to be se-
cured so there can be no unauthorized
access. In both standards the security of
the media which can carry information
is mentioned. Especially media that can
be removed or the media which will no
longer be used. At the last part of this
topic, the exchange of data and infor-
mation is mentioned and that there
have to be certain measures when data
is exchanged. Generally there are noim-
portant differences between the both
standards according to this topic.
Logical security: Here, again, we can
see that in the NEN 7510 standard, the
topic is subdivided in different catego-
ries which are: identification and au-
thentication, authorization and access
control, access control for networks,
mobile devices and teleworking. In the
KSZ standard, this topic is discussed by
general measures. But all these meas-
ures from the KSZ standard can be
foundinthe structured measures of the
NEN 7510 standard. Because the NEN
7510 gives it in a more structured way,
it can be noticed that it goes more into
detail. What is not mentioned by the
KSZ standard, and is in the NEN 7510,
is that there has to be given attention
to unattended systems and that they
need a special form of security and
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that there needs to be a “time out” for
workstations which are not used for a
short period of time so that it cannot
be abused by someone unauthorized.

Development and maintenance of
information systems: This topic is again
discussed very similar in both standards.
Again in a more general way by the KSZ
standards, and in a more structured way
by the NEN 7510. They both state that
the information has to be validated dur-
ing the input, output and during the
processing of it. To protect the confiden-
tiality, integrity and authenticity, there
also has to be a secure crypto graphi-
cal policy. When there has been made
a change into one of the information
systems, there has to be a certain proce-
dure to make sure there will be caused
no damage to the existing systems. Both
documents also state that a good securi-
ty is needed when the software develop-
ment is boarded out to another compa-
ny. Software which is not created by the
own company cannot be changed or at
least as possible. When there is software
used which is created by own program-
mers, it must be checked for weak points
in its security. The best way to do this is
to have it controlled by others instead
of the creators themselves. One thing
which is only discussed in the NEN 7510
is the authentication of messages. This is
needed for messages in personal docu-
ments of patients and where the content
is very confidential. Except for this last
point, both standards are very similar
about this topic.

Continuity management: Continuity
is a very important aspect in a health-
care business. When an incident occurs,
small or big, there have to be some
certain continuity procedures to keep

up the operations as good as possible.
Both standards have the same state-
ments about continuity management,
although not in exact the same words.
They both state that, with the help of a
continuity strategy, business processes
should be operational again within the
Maximum Allowed Downtime, which
is determined in the continuity strat-
egy and with a minimum loss of data.
Also this strategy needs to be tested
frequently to be sure the strategy is still
accurate and effective. For both busi-
nesses, the KSZ as well for hospitals,
continuity is a very important aspect.
In both standards there is as good as no
difference noticeable which could be
specific for one of the two businesses.

Observation: The NEN 7510 starts
with the legitimate measures to which
a hospital has to comply with accord-
ing to information security. In the KSZ
standard they don't discuss this in this
topic; the legitimate regulations are
discussed in an appendix at the end
of the document. The rest of this topic
in both standards is again very similar.
They both state that the conditions of
the information systems and the infor-
mation security frequently have to be
checked. The best way to do this, which
is stated by both standards, is by exter-
nal audits and always performed by or
under supervision of persons who are
qualified or authorized.

Security incidents: One topic which
is only discussed in the NEN 7510 is
security incidents. This topic discuss-
es how to handle security incidents.
The first thing which is talked about
is surveillance. Activities according to
security have to be recorded. Also the
usage of the information systems has
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to be recorded. Not only by cameras,
but also by e.g. a journal, so at any time
there is know who has used which sys-
tem. Also all information about errors
in the system needs to be collected.
The next point is to have everyone in
the company to report weaknesses
in the system or incidents which oc-
curred. When changes are made into
the system, there always has to be
someone who has this responsibility,
and changes have to be done by cer-
tain procedures. Maybe the most im-
portant thing that is mentioned in this
topic is that a company always has to
learn out of its mistakes.

4. Conclusion

After comparing the NEN 7510
standard with the KSZ standard we
came to the conclusion that both
standards are almost similar to each
other. There are very little differences
noticeable. Probably this is because
both businesses, hospitals and the

Marija Gogova

KSZ, work with very confidential infor-
mation about people, and these results
in an information security of both busi-
nesses which are very similar. The one
thing which we saw when we were
comparing both documents is that the
KSZ standard is always very generally,
and that the NEN 7510 is always very
structured and subdivided into smaller
parts. By this way the NEN is some-
times more detailed or more specific
in how to handle certain situations.
But when we compare them both on
which elements really matter for each
of the business, we notice that they are
almost similar to each other for each of
the discussed topics. Only one topic is
discussed in the NEN 7510, and that is
the topic about what to do with secu-
rity incidents. Another small difference
is that in the KSZ standard the legiti-
mate regulations are in an appendix,
and in the NEN 7510, they are in the
topic about observation.

University “Goce Delcev” Stip, R. Macedonia

SAFETY OF THE INFORMATION BANK SYSTEM
IN THE REPUPLIC OF MACEDONIA

For every developing country, but also, for the developed, the safety of the
information system, in general, and also the bank safety are as important as the
financial regulation to prevent economical instabilities.

The significance, importance and
complexity of the information systems
in the bank sector don't pass Macedo-
nia. The solution of the question for

safety regulation of the information
bank systemin R.Macedoniais delegat-
ed on the Council of the National Bank
of the Republic of Macedonia. For that
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purpose, according to the low on Na-
tional Bank and the low on banks, the
Council of the National Bank adopted
Decision on 28.02.2008, which will be
enforced on 01.01.2009.

The safety regulation (of the in-
formation bank system in Republic of
Macedonia) comprises several para-
graphs, all in order to exactly, precisely,
adequately and completely embraces
this question. Thus, a significant review
is given to defining this problem, the
regulation process, providing work
continuity, electronic banking (as in-
evitable and modern part of banking)
as well as the additional bank services
for the information system.

The system of identification, meas-
urement, following and control ' of the
risk of information systems inadequacy
is an obligation of the bank. Risk of in-
formation systems inadequacy means:
risk of bank loss due to loss, unauthor-
ized use, unavailability of information,
information resources and services
that ought to be present and offered
by the bank. There for, information sys-
tems adequacy is established with the
following criteria: confidence, integ-
rity and availability?.

The process for Information Sys-
tem safety management is consider-
ably defined and comprises elements
that help to complete the manage-
ment, that is embraces an ensem-
ble that can respond to the existing
problems, but also to the current
actions, as well as to the future pos-
sible needs and changes. All this is

' http://www.nbrm.gov.mk/default-mk.asp?Iteml
D=19C5E70B83947D4596688CEFBBAF7A75
2 ibid

established with evaluation of risk,
system safety policy, system controls
implementation, safety testing, follow-
ing and superstructure and division of
the authorities of the bank agencies.
The part when | talk about complicity
of information system management
comprises not only exactly deter-
mined elements for safety establish-
ment, but also defining the obliga-
tions adequate to the part where
they belong, as well as the meaning
of their accomplishment and the
time of execution. The whole proc-
ess, starting from risk evaluation, for
which the bank needs to elaborate
a report at least once a year; the ad-
equate procedures for efficient appli-
cation of the bank policy, which the
bank is obligated to establish, the
control division to: administrative,
technical and physical safety controls;
the division of the obligations in the
bank (to the supervisory committee,
the committee for risk management,
the management bank committee,
the person in charge); the notifica-
tion system of the administration;
indicate: not only facing the impor-
tance of the information system, but
also the eagerness to respond to the
modern information work, which,
from every aspect, comprises possi-
bility for facilitation of all economic
currents, but also an opportunity to
manipulate the information.

Based on the decision, the bank
is obligated to develop and imple-
ment a plan for work continuance,
which is based on several scenarios
and will permit operability and mini-
mizing the losses in case of difficult
business processes interruption. The
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plan needs to be periodically tested
and accorded to the current business
operations and business bank policy.
This presents the existing of liberty
in banking decision making for the
implementation and sustainability of
the information system according to
their own needs and goals (certainly,
according to the low frame).

In the part of electronic banking,
as a new trend in Macedonian econ-
omy, it is important to determine the
criteria for safety comprising: verifi-
cation of user identity (through PIN
known only to the user or through
a device owned only by the user or
through some of the personal unique
physical characteristics) and nonre-
turnable transactions. As a respond
to the possible complicated situation,
as a result of the nonexistent “physi-
cal” safety for the executed transac-
tion, it is predicted implementation
of adequate revisory traces which

help permitting the nonreturnable
transactions.

Association for additional services
of the bank for the Information Sys-
tem are those who, based on a written
contract, execute services for the bank
in execution of the bank and financial
activities in the part of the informa-
tion system.

The overall legal determination of
the information system work, gives
certain safety in the use of the system,
especially in a society as the Mac-
edonian, which is at the beginning of
development of the financial market,
that is a society that possesses quite
simple bank and financial system. This
system adjusts more slowly to the “in-
formation revolution” and its global
application, thus the legal manage-
ment and regulation is of great such
as of necessary significance to the de-
veloping economy, as well as for the
developed economies.

References:
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Ipuzopuii bopmoa,

Monodasckas IxkoHomuueckas Axkaoemus

CUNCTEMA MPEAOTBPALLEHNA YTEYKU
KOHOWAEHUMATTbHON MHOOPMALIAN

Methods of data leak prevention in an organization are described in this
article. It also offers several insider classifications and describes why are they to
be concerned of. Methods of loss estimations are offered in the article as well.

MpakTnueckn Tpu 4eTBepTM Npe-
cTynneHui B coepe nHGopmMaLNOHHbIX
TEXHONOTNI NPUXOANUTCA, MO CTaTUCTU-
Ke, Ha BHYTPeHHUe yrpo3bl. [TosTomy
obecreyeHne BHyTpeHHel 6Ge3onac-
HOCTU CTaHOBUTCA OLHOWN M3 Npuopwu-
TETHbIX 3aday MPAKTUYECKU noboro
yupexaeHus.

Llenblo faHHOWN paboTbl ABnseTcA
OEeMOHCTpaLUmua MeTofoB NpeaoTBpa-
WeHMA YTeUYKN KOHPuaeHUManbHOM
uHPopmaumm u3 opraHusaumm no-
cpefcTBom cetu VHTepHeT, a Takxe
OLeHKa YObITKOB KaK OT BO3MOXHOW
YTEUKMU, TaK 1 OT y>Ke CBEpPLUMBLLENCA.

O6DbeKTOM NCCNefoBaHNA ABNSET-
cA HPOpMaLMOHHaA Cc1cTema npeanpu-
ATNA, CTeneHb e€ 3aWNWEHHOCTY, a TaK-
Xe Mepbl, NpeanpyHUMaemble C LIeNbio
npenynpexaeHna yTeukun nipopmaumm.

WHcampep - pabOTHWK OpraHu3a-
LMK, MMEIOLMIA AOCTYN K KOHuaeHUM-
anbHOV MHpOPMaLWK, He [OCTYMHOW
OPYrM nnLam, WK LUMPOKOMY Kpyry
UL, MOXET HeCTU NOTeHUMaNbHY0
yrpo3y BHyTpeHHeln 6ezonacHocTu. Crio-
BO TaKXKe MOXET HeCT/ HeraTuBHbIN OT-
TeHoK. Hanpumep, nuuo, ony6nukosas-
wee KoHbUAeHUManbHy0 nHbopmaumio
NN nepefasllee eé nuuam, He UMeto-
MM BOCTYN K AaHHON nHbOopMaLun.

Mouemy onacHbl Hcangepbi?

WmetoT pocTyn K KoHbUaeHum-
anbHON nHpopmaLun.

3HaloT BHYTPEHHVE HOPMbl MPef-
npuaTuA.

OHu obnapatoT npefocTaBneH-
HbIMM PabOTHMKaM MpaBamu 1
MOJIHOMOUNAMMU.

Yem onacHbl nHcangepbi?

Cnoco6Hbl OCYLIECTBUTD yTEUKy
KoHduaeHUManbHon nHGopma-
umn.

Cnoco6Hbl noBpeanTb MHOOP-
MaLMOHHYIO CUCTEMY.
Cnoco6Hbl OCyLECTBUTb Kpaxy
NNYHOW MHPOPMaLUN.
Cnoco6Hbl NPeBbICUTb NpaBa U
MOSIHOMOUMA.

Cnoco6Hbl Ha MPOTHBOMNPABHOE
Mcnosb3oBaHKe NpaB U NOHO-
MOuUUN.

Cnoco6Hbl OCyLEeCTBUTb Kpaxy
TEXHUKM.

Bupbl Hcanigepos:

HenpegHamepeHHble MHcange-
pbl;

Wcnonb3ytowme nofHomoumns v
OOCTYN B INYHbIX LIeNAX;
Mpogatowme KoHPUAeHUManb-
Hyt0 MHGOPMaLMIO BOBHE.
Camn ucnonb3yiowme gocTyn u
NonoXKeHme AnA nonyyeHnsa ma-
TepuranbHbIX BbIrog
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CornacHo pesynbTaTtam UCc/iefoBa-
HuA 2006 CSI/FBI Computer Crime and
Security Survey!™ noutu Tpu yeTBepTU
(74%) BCex GUHAHCOBLIX MOTEPb Bbl-
3BaHbl YETbIPbMA YrPO3amMu: YTeukow
KOHMaeHUManbHon  MHbopMauuu,
Kparkell HOyTOYKOB 1 MOGUNBbHOW Tex-
HVKW, HEABTOPV30BaHHbIM JOCTYNOM 1
BUPYCHbIMY aTakamul.

CornacHo pe3ynbratam  uMccneno-
BaHWsA, npoBeféHHoro B Poccun B 2006
rofy?, BHyTpeHHMe yrpo3bl 6ecrnokosT
npepacTaBuTenen UT-genaptameHTOB
KPYMHBIX  FOCYHAPCTBEHHbIX  YUpeX-
OEeHUA N YaCTHbIX KOMMAHWI ropasfo
6onblle, YeM BHellHue. BpepgoHocHble
NMporpamMmMbl HAXOAATCA Ha TPETbEM Me-
CTe, yCTYNMB MECTO Kpaxe nHdopmMaLmm
U XaNnaTHOCTV COTPYAHWKOB. Takxe Bbl-
JensATca caboTaxX U XakepcKre aTaku.
Bornblue Bcero onacalotcA HapylueHus
KOHOUAEHUMANBbHOCTY MHPOPMaLMK, TO
eCTb KIaCCMUYeCKoW AeATeNbHOCTY WH-
cangepos. Kpaxu nipopmaumm (70,1%)
pyKOBOACTBO 6ounTCA ropasgo 6onblue,
HeXenun ee nckaxkeHus (38,4%).

OnacHewwen yrpo3on ABnAeTcA
Kpaxa JNIMYHON MH$OopMaLmK, KOTopyto
aHanutvkn Deloitte Ha3Banu «npecty-
nneHviem XX Beka»®l, CornacHo uccne-
noaHuio «2006 Global Security Survey’,
3aLUmMTa OT Kpaxku NMMYHOM NMHdOopMaLIN
1 MOLLEHHMYECTBa CO CHETaMU ABMAIOTCA
[BYMS OCHOBHbIMW MpPUOPUTETaMK, Ha
KOTOPbIX 6OMBLWMHCTBO (58%) PprHaHCO-
BbIX KOMMaHUI CHOKYCMPYIOT CBOU YCU-
NNA B CRIEAYIOLLEM FOgY.

Mouemy nHcaiiaepbl BbiAAIOT VH-
dopmanyuio?

- HeBHMMaTeNnbHOCTb 1 paccesH-

HOCTb.
- KenaHue 3apaboTaTb.
- KenaHwve otomcTuTb",

Moyemy BO3MOXHa Bblgaya WH-
dopmayun?

- YA3BMMOCTM B MPOrpammHOM

obecneyeHnn unHGOPMaLNOH-
HOW CUCTEeMbI.

- HenpogymaHHOCTb  NOAWTWKU
6e30MmacHOCTM UHGOPMALIMOH-
HOW CMCTeMbI.

- Yenoseueckuin pakTtop.

- Cnabas 3akoHopaTenbHasA 6a3a.

OueHka yuep6a oT geincTBui
NHCcanaepos.

TouHo oLeHUTb yLlepb OT fencTBUiA
MHCaNOepoB 3a4acTylo KpalHe Cnox-
Ho. Hanpumep, ecnn paboTHMK GaHKa
«BbIHEC» UHPOPMALIMIO O KNMEHTaX, TO
OT 3TOro nocnefyeT Kak NPAMON, Tak U1
KOCBEHHbII yLep6 ana 6aHka. Mpsamoii
6yAeT 3aKoyaTbCA B MCKax OT KNNeH-
TOB, NpeKpaLleHnn AeNCTBUA KOHTPa-
KTOB, N3bATVA BKNagoB. Ho HamHoro
CNOXKHEe OLEeHNTb KOCBEHHDIN yLiepb,
KOTOPbIA CNOXWUTCA U3 HeAOMNosyYeH-
HOI MpwbbINY, B pesynbrate MoTepwu
pAfa KAMEeHTOB. TakXe 3HauuTesibHO
nocTpafaeT penyTtauua 6aHka, n npu-
BfleYeHVe HOBbIX KJIMEHTOB Oypet
CUNBHO 3aTPyAHEHO.

MpAamble 3aTpaTtbl:

- [lpoBepeHne paccnefoBaHuA

N BbIABNEHVE MPUYMHbI UHLM-
[eHTa;

- OnoseLlieHne NocTpagaBlUnX B
nrcbMeHHoI dopme;

- OpraHu3auusa nomowm nocrpa-
JaBLUMM MUam;

- Onnata ycnyr KOHCY/NbTaHTOB
no 6e3onacHocTy;

- 3aKynka v BHegpeHue peLueHnin
ANA MVUHAMM3aLMKN pUCKa aHa-
NOTFNYHBIX MHLUMAEHTOB;

- Onnarta ycnyr 1opucToB B Cllyyae
cynebHbIx pa3bupaTtenbCTs;
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- [lpoBefgeHne KomnaHum C Ue-
JIbl0  YCMOKOEHVs 06LlecTBEH-
HOro MHeHus;
- Bbinnata wrpados.
KocBeHHble 3aTpaTbi:
- [MapeHve npectvxau penyTauum
bvpmbI B rnasax cylecTByowmx
1 NOTeHLMASIbHbIX KITMEHTOB;

- [lotepa papa cywecTByOLWNX
KIINEHTOB;

- 3aTpygHeHue B npuBneYeHun
HOBbIX KJINEHTOB.

CornacHo wuccnepoBaHuio Pone-
mon Institute “2007 Annual Study: The
Cost of data breach”, 6onee 56% yuiep-
6a NPUXOANTCA UMEHHO Ha KOCBEHHbIE
3aTpartbl

Kak nHcangep MoXeT BOCMOb30-
BaTbCA CBOUM AocTyrnom? Bo-nepsbix,
MOXeT MCMonb3oBaTh MHOOPMaLMIO
cam. Bo-BTOpbIX, MOXeT npopaaTtb WH-
dopmaumio TpeTbMM ArLaM C Lenblo
nonyyeHnsa Bo3HarpaxgeHua. OgHo
fAeno, Korga nocTynui «3akas» Ha
onpeaenéHHyto nHpopmauuio, gpyroe
— KOrfa 3/10yMbILUNIEHHVK He 3HaeT, Ka-
Kyto UMeHHO MHGOPMALIMIO OH CMOXET
npopaTb. BcTaér ABa Ba)KkHbIX BOMpPO-
ca: «4To YKpacCTb?» 1 «KOMY MpPoAaTb?».
Beapb, nokynaa uHdopmaumio, TpeTbe
NNLO paccunTbiBaeT Ha MosyyeHne

NpUGLIIN NN KaKNX-NNGO APYrux Bbl-
rop. He Bcakaa nHoopmauyma moxet
6bITb MHTEPECHA TPETbMM SIMLAM U He
niobas MHGopMaUnA MOXKeT ObITb UH-
TepecHa KOHKpeTHoMy nnuy. HakoHel,
MNHCangep MOXeT MCNoJsib30BaTb CBOW
[OCTYN B NINYHbIX LIeNAX.

Ewwé BaxkeH TOT daKT, uto nHpopma-
Liei MOryT BOCMOMNb30BaTbCA He Cpasy.
YTeuka MOXeT BbIABUTbCA TOMbKO Ye-
pe3 onpenenéHHbIi Nepuop BpemeHw.
3TO MOXET YMEHbLUNTb HEraTUBHbIN 3¢-
beKT, a MOXKeT 1 YBENMUNTL ero.

3aknioyeHne.

Ha AaHHbIi MOMEHT He CyLiecTBy-
eT naHauen oT yTeuku uHdopmaumu,
OfJHaKo cyluecTByeT pafj mep no eé
npeaoTBpaLLeHuIo:

- KoHTponb ucxopsawero n Bxo-

asulero Tpaduika;

- KoHTponb BxopdALen n ncxops-
e SNeKTPOHHOW NoYTbI;

- OrpaHnyeHne KMCMoNb30BaHNA
NoAK/MOYaeMbIX K KOMMblOTEpPY
YCTPONCTB;

- Crporoe n yétkoe pasrpaHuye-
HVe pocTyna K uHdopmaumu;

- CoBepLUeHCTBOBaHME 3aKOHO-
natenbHon 6a3bl;

- [lpoBepeHve cneumann3npoBaH-
HbIX TPEHWHIOB [/ NMepcoHana.

Jlntepatypa:

[

—

area/pdfs/fbi/FBI2006.pdf

CSI/FBI Computer Crime And Security Survey http://i.cmpnet.com/gocsi/db

[2] Anekceir Jons. MHcalioepbl Hacmynatom. http://www.citcity.ru/14874/
[3] YeoneHHsili compyoHuk — yepo3a 6e3onacHocmu komnaruu. http://www.secl-

ab.ru
[4

=

Bauecnas JlynaHoB. baHku: noumu kaxowell uHcatioep yHocum mMusiiuoH http://

sb.adverman.com/modules/myarticles/article.php?storyid=3
[5] AaHun AHucrmoB. CKoslbko cmoum 6aHKo8cKuUl uHcatioep. http://www.pcwe-
ek.ru/spheres/detail.php?ID=111099&SPHERE_ID=13866
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Anamonuii Kpanueenckuii,

®I'OY BIIO «Boneozpadckas Axademust Tocydapcmeennoii Cnysn6oi»

MNONUTUYECKAA PEKNTAMA B NMAPAAUTME
3AKOHOOATE/IbCTBA B COEPE
MHOOPMALIMOHHOW BE3OMACHOCTY

The article is devoted to the problem of informational security ensuring
in the sphere of Political Advertising (PA). The author investigates the social
phenomenon of PA in the paradigm of current corresponding laws of Russian

Federation.

Monutnueckaa peknama npeactas-
naet cobown cneunduuecknii Bug mac-
COBOWN  COLMANbHOM KOMMYHMUKaLWK,
BO3HMKAOWMIA NPU  OCyLIEeCTBNEHNN
KaKUM-IM60O MONUTUYECKM aKTOPOM
npouecca nepegaum nHbopmaLmu, Ka-
calowenca npueieYeHns BHUMAHWA
LieneBoi ayanTopum (3neKToparta) K pe-
Knammpyemomy MOAUTAYECKOMY KOH-
TEHTY 1 NoBYKAEeHNA ee K COBEPLLEHNIO
onpeaeneHHbIX AeNCTBMI B MHTepecax
[AHHOTO MONINTMYECKOTrO aKTopa.

OueBunAaHO, YTO BMA MHPOpPMaLU-
OHHOro BO3AENCTBMA, Pe3yNbTaToM
KOTOPOro MOryT CTaTb MaccoBble Mo-
NINTUYECKME aKUUK, NOANIEXMNT YETKON
HOPMAaTUBHOWN perfnameHTaLmm co CTo-
POHbI FOCyfapcTBa.

B Poccuitckon ®epepaummn oCHOB-
HbIM HOPMATUBHbIM [JOKYMEHTOM, pe-
rynvpYyIoLWyM MPaBOOTHOLEHWA B pac-
cMmaTpuBaemoit obnactu, asnsetca [Jok-
TPVHa NHPOPMALMOHHOI 6e30MacHOCTH,
yTBepxaeHHanA Mpe3vnaeHtom PO 9 cen-
TA6PA 2000 roga [1]. CornacHo aaHHOMY
HOPMaTMBHO-NPaBOBOMY aKTy, OCHOB-
HbIMW BMAaMMN Yrpo3 MHGOPMaLIMOHHOM
6e3onacHocT PO aBnsoTCcA «NpoTUBO-
MpaBHOE MPUMEHEHME  CreLmnanbHbIX
CpencTB BO3AENCTBUA Ha UHAVBMAYanb-

HOe, rpynnoBoe ¥ o6LLeCTBEHHOE CO3Ha-
HVie; AeBanbBaLya AyXOBHbIX LIEHHOCTEN,
nponaraHaa o6pa3LoB MacCOBOW KyJib-
Typbl ..., NPOTMBOPEYALLUMX LIEHHOCTAM,
NPUHATbIM B POCCUINCKOM O6LLECTBE; Ma-
HUMNYMPOBaHVe UHPopMaLmeln (He3unH-
dopmauma, COKpbITUE WU UCKaXKeHue
NHPOPMaLMK)», TO €CTb UMEHHO Te Yrpo-
3bl, KOTOPbIE MOTYT NCXOANTb OT UHGOpP-
MaLMOHHOTO  KOHTEHTa, MOJy4yaeMoro
peumnnueHTaMm B pamkax MonmMTUYECKOw
peKnaMHo KOMMYHUKaLK.

OpHako [loKTpuHa WHPOPMaLMOH-
Hon 6e3onacHocT Poccuickon Qepe-
pauun onpegenAeT Nvwb obLwme NpPuH-
LWnbl OTHOLLEHWUIA B YKasaHHOWN cdepe
peatenbHocT.  OTAenbHble  acmeKTbl
MHPOPMALIMOHHBIX MPaBOOTHOLLEHNIA B
chepe nNoONUTMYECKON peKnaMHON Kom-
MyHVKaLMy perynmpyroTca 7 pasnmnyHbl-
MW HOPMaTVBHO-MPaBOBbIMY akTamu PD.

Tak, B yactHocTn, B DepepanbHOM
3aKoHe «06 uHdopmauuy, nHbopMa-
LIMOHHBIX TEXHOMOMMAX U O 3alyuTe WH-
dopmauum» [2] nog TepMUHOM «MHPOP-
MaLmA» MOHUMAIOTCA Nobble «CcBefeHNA
(coobuleHns, faHHble) HEe3aBUCUMO OT
dopmbl X NpeacTaBneHnsa» (BKoYas,
pa3ymeeTcs, CBeAEHUA MONUTNYECKOrO
cofepkaHua), Npu 3Tom nobaa nHoop-
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MaLyiA «<MOXET CBOOOAHO ... NepeaaBaThb-
CA OZHVM NULOM APYromy nuuy, ecnu
depepanbHbIMU 3aKOHaMV He YCTaHOB-
NeHbl ... TPebOBaHUA K NMopsALKy ee npe-
OOCTaB/IEHNA WU PacnpoCTPaHEeHNs».
CornacHo ®epepanbHomy 3akoHy «O no-
JIUTNYECKMX NapTHAX» [3] «3anpeLuaroTcs
OeATeNbHOCTb  MONUTMYECKUX MapTUN,
Lenu unn JencTBmA KOTOPbIX Hanpassie-
Hbl Ha OCYLLECTB/IEHNE SKCTPEMUCTCKOMN
neatenbHocTuy. (DepepanbHbli 3aKOH
«O NpOTUBOAENCTBUN SKCTPEMUCTCKOMN
neatenbHoCTU» [4] 3anpelyaeTt «npona-
raHgy WCKMIOUUTENbHOCTM, NPEBOCXOA-
CTBa NGO HEMONHOLIEHHOCTY YesioBeKa
Mo NPU3HaKy ero couuanbHOM, PacoBOW,
HaLMOHasIbHOW, PeNNrMo3HON Unn A3bl-
KOBOW MPVHAANEXHOCTA WM OTHOLUe-
HUA K penurimny. Moao6Hble 3anpelyato-
LLme NoMoXKeHrA obLLero nnaHa ecTb 1 B
(DepepanbHbIx 3aKoHax «O6 OCHOBHBIX
rapaHTUAX n36bupaTenbHbIX NPaB ¥ Npa-
Ba Ha yuyactue B pedepeHayme rpax-
naH Poccuinckon ®epepaunn» [5], «O
Bblbopax fenyTatoB [ocynapcTBeHHOM
Oymbl ®epepanbHoro CobpaHus Poc-
cunckorn Qepepauun» [6], «O BbIGOpax
Mpe3unpeHta Poccuiickon Mepepaumm»
[7]. 3akoH Poccuiickon ®epepaunn «O
CpeacTBax MaccoBo HGopmaumn» [8]
He pgonyckaeT mcnonb3oBaHve B CMU
«9KCTPEMUCTCKMX MaTepuanoB, a TaK-
»Ke maTepuranos, nponaraHgnpyoLwmx

nopHorpaduio, KybT HACKUNNS U KeCTo-
KOCTWU».

Takvm 06pa3oM, HanMLO sIBHAA pas-
MbITOCTb MpaBoBoro nonA Poccuiickon
®epepauv B cdhepe ocyLLeCTBIEHMA MO-
NIUTUYECKON PEKNaMHON KOMMYHMKaLN
— OTCYTCTBME BHATHBIX HOPMATMBHbIX MO-
NIOXKEHWIA, He fOMYCKaoLLIMX 6eCKOHEYHO
BapVaTVIBHOCTU UX TONKOBaHusA. Bonee
TOr0, HU OOVH HOPMATVBHO-MPABOBOW
akT PO He paeT yeTKoro onpeneneHus,
YTO >Ke npepAcTaBnAeT cobomn nonuTuye-
cKkan peknama (PegepanbHbin 3aKoH «O
pekname» [9] yka3bIBaeT, UTO «HaCTOALLMIA
QepepanbHbii 3aKOH He PacnpOCTpaHs-
€TCA Ha MONUTUYECKYIO PeKnamy, B TOM
yumcre NpeaBbIGOPHYIO arnTaumio no Bo-
npocam pedepeHiymay).

Mpy 5TOM OAHOW 13 rMaBHbIX Yrpo3
MHbOPMaLMOHHOW 6e30MacHOCTY rocy-
JapcTsa B [JOKTpriHe MHGOPMaLMIOHHOM
6e3onacHocTn Poccniickon epepaunn
[1] npu3HaeTcs «HegoCTaTOUYHAs paspa-
60TaHHOCTb HOPMATVBHOW MPABOBOW
6a3bl, perynupytoLleii OTHOLIEHWs B UH-
dopmauroHHol coepe». [laHHOE nono-
»eHne OCHOBHOrO MPaBOBOrO aKTa ro-
cymapcta B chepe MHbOpPMaLMOHHOM
6e30MacHOCTN ANKTYET HE0OXOANMOCTb
pa3paboTku 1 BBedeHUs B OelCTBUE
YeTKOM HOPMATMBHOW perfiameHTaumm
NPaBOOTHOLLEHNI B 0611acTyi MOANTK-
YeCKOW peKnamMHO KOMMYHUKaLUN.
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zakon_51.jsp
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Tamara Jovanov,
the Faculty of Economics at the University “Goce Delcev”,
Stip, Republic of Macedonia

ANALYSIS OF INFORMATION THREATS AND
COUNTERACTIONS IN CONSUMER ORIENTED ORGANI-
ZATIONS (SEPARATING THE BEST FROM THE REST)

Generation Y, what do they really want? It’s the 21" century and the great-
est consumers of information ever are on roll. Consumers are emrasing a digit-
al lifestyle and enterprises are interacting in new ways. In times like this, when
the informations are the companies most valuable resource, the issue about in-
formations threats and security should be their top priority. With opportunities
come risks and protection is about more than just technology, it’s about people,
process and technology. While some companies are struggling to survive, others
are rethinking their business strategies and redesigning the marketing practices
to build more profitable, enduring relationships with their customers.
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No one is safe! There is a moment
in an individuals or corporations life
where they allow themselves to think
that they can rest and catch a breath,
but it is the moment they chose not to
think any more.

When Henry Ford brought afford-
able automobiles to the average citizen
in 1908, he also improved the fortunes
of criminals by ushering in Crime 1.0
- technology - assisted crime. Speed-
ing away in their Model Ts, bank robbers
and other undesirables were harder to
catch. Fast forward a century, the com-
puter is the 21% century equivalent of
last century’s car, and with it we enter
Crime 2.0 - high technology - assisted
crime. Cybercrime is estimated to be a
$105 billion market that will continue to
grow as the complexity of cybercrimes
intensifies.! Customers, especially busi-
nesses, are starting to use security as
a discriminator and therefore, security
has become a nonnegotiable expecta-
tion of business cooperation and long-
lasting relationships. Successful market-
ers are moving beyond the traditional
practice of outbound marketing (trade
shows, seminar series, email blasts to
purchased lists, internal cold calling,
outsourced telemarketing and adver-
tising), where the marketer pushes his
message out far and wide, hoping that
it resonates with that needle in the
haystack to inbound marketing (blogs,
ebooks, white papers, viral youtube
videos, Search Engine Optimatization
- SEO, webinars, feeds, Really Simple
Syndication - RSS) that helps in finding
people who already are learning about
and shopping in the specific industry. It

' www.Business-standard.com, January 03, 2008

is time to shift to a new marketing strat-
egy that targets the masses of people
whoaretrying to blockthe large amount
of outbound marketing interruptions in
more and more creative ways (with call-
er id, spam filtering, Tivo and Sirius sat-
ellite radio) and be found by customers,
rather than searching for them. The big
picture is to turn a corporations website
into its own lake of honey for the awok-
en and hungy “bears” Regarding this
new proactive way of doing business
built on technology basis, the shifting IT
environment must be taken in consid-
eration, thus, it's the main reason why
security is becoming one of the most
important issues in companies devel-
opment. The technology shift embraces
the fundamentall change of software
communications — many transaction
occur over the web - Service Oriented
Architecture (SOA), AJAX; The network
defenses that are covering a shrinking
portion of the attack surface; The legacy
code that is being widely exposed; The
security model that has changed from
good guys vs. bad guys to enabling par-
tial trust — there are more levels of access
- extranets, partner access, customer
access, identity management; The so-
cial networking that gives attackers ac-
cess to much more personal and prod-
uct information, etc. With a glance on
the history and evolution of marketing,
agitation, propaganda and information
warfare, it's noticeable that the risks and
the threats to information systems have
multiplied and are addressing problems
such as analyzing threats as defacing,
hacking, cracking, intrusion, denial of
service attacks, viruses, Trojan horses,
key logger, shock measures, eavesdrop-
ping, surveillance, espionage, fake pro-
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posals of goods and services, scams re-
lated to payment cards and accounts of
electronic payment systems, cyberwar
and netwar. As an answer to the high
level security solutions, the cybercrimi-
nals are both, leveraging new technolo-
gies to propagate cybercrime as well as
reinventing forms of social engineer-
ing to cleverly ensnare consumers and
businesses. For example, the tools and
technologies used to create the interac-
tive nature of popular social networking
sites have become a land mine for cy-
bercrime. The fast-flux technique is an
additional example of criminals abus-
ing technology developments. Fast-flux
is a domain-name-server (DNS) switch-
ing mechanism that combines peer-to-
peer networking, distributed command
and control, Web-based load-balancing,
and proxy redirection to hide phishing
delivery sites. Fast-flux helps phishing
sites stay up for longer periods to lure
more victims. High-profile Web sites are
also highly targeted. Cybercriminals are
increasingly targeting more affluent
users, such as C-level executives who
represent a small number of wealthy,
high-level individuals in positions of
power to gain access to larger bank ac-
counts, login credentials, or even email
addresses that spam an entire organiza-
tion. Social engineering is the key attack
method, with more sophisticated tricks
evolving on daily basis. Cyber criminals
are focusing mainly on events such as
the Olympics, the election season, foot-
ball and other sporting events and the
holiday season. Cybercriminals are tar-
geting newly discovered vulnerabilities
in “third-party” software applications,
such as QuickTime, RealPlayer, Adobe
Flash, etc. As is occurring now, both

spam and phishing are a part in blend-
ed threats, as well as bots and botnets
that are an important part in the threat
chain for spamming, information steal-
ing, targeted attacks and large-scale at-
tack campaigns. It is obvious that there
is a problem that needs to be taken care
of and as a part of the solution can be
some of the following strategies for in-
formation security:

- Valuate corporate assets smart-
er (i.e. what are they worth to an
attacker?)

- Adopting risk management ap-
proaches that identify high -
value targets and then do threat
modeling to determine how
those targets can be reached;

- Build strong systems that ap-
pear strong when viewed by an
attacker (i.e. design for defense
in depth);

- Valuate customer data beyond
what is currently protected;

- Planning changes in privacy re-
quirements and legislation that
addresses stored data like “pet’s
name”;

- Planning for new requirements
on data disposal;

- Usestandards — based approach-
es with multiple vendors;

- Ingrain security awareness into
the culture;

- Build a perimeterless network,
moving to Network Access Con-
trol (NAC), to gain user — focused
control;

- Stop being event driven;

- Spend more time investigating
procedures than technology;

- Embrace the attacker and think
like him/her to succeed.
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Cyber crime is on the attack, and it
can happen to anyone. If you think this
has nothing to do with you, you are
mistaken. If you have a bank account,
this kind of thing impacts you. If you
have a phone, this kind of thing impacts
out. If you have a name, and we all have
names, your name can be stolen and
somebody can take that identity and
get credit cards in your behalf...

What is becoming increasingly
clear is that the companies that will
apply some of the mentioned coun-
teractions on information threats are
the ones that will be widening the
gap between themselves and their
less savvy competition. By exploring

Ecaterina Bujor,

new ways to refine their marketing
approaches, work collaboratively with
all of their enterprise-wide depart-
ments and enhance the security and
richness of each and every customer
interaction, they are already push-
ing their inbound initiatives to new
lengths in an attempt to uncover the
next best practices that will provide
competitive differentiation. At some
point, the distance between the best
and the rest will become impossible to
recover. Forward-thinking companies
have come to realize that the time to
invest in winning strategies and best
practices for greater customer infor-
mation security is now.

Universitatea Cooperatist-Comerciald din Moldova

PROTECTIA APLICATIILOR, SISTEMELOR
SI SERVICIILOR INFORMATICE

Cu cét retelele devin mai dimensio-
nale si mai complexe, cu atat securitatea
sistemului informatic obtine valente mai
decisive. Amenintarile la resursele orga-
nizatiilor provin din surse externe si in-
terne. Furtul informatiilor si distrugerea
lor sunt adevarate preocupdri pentru ad-
ministratorii de sistem. Scopul general al
securizarii sistemului informatic este de a
oferi disponibilitate, integritate, confi-
dentialitate si non-repudiere.

Pentru realizarea acestui scop
este necesar sa fie urmatd o politica
complexa de securizare a sistemului

informatic. Pasii ce trebuie intreprinsi
in astfel de politica de securizare sunt
enumerati si elucidati in continuare:

- accesul fizic: echipamentele nu
trebuie sa fie accesibile fizic per-
sonalului neautorizat;

- administrarea conturilor: con-
turile  utilizatorilor  trebuie
addugate in grupurile specifice;
Grupurile implicite din sistemul
de operare Windows sunt Ad-
ministrators, Backup Operators,
Guests, Network Configuration
Operators, Power Users, Remo-
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te Desktop Users, Replicator,
Users, HelpServicesGroup, si Tel-
netClients. In sistemul de opera-
re Unix grupurile implicite sunt
root-superuser si users;

- administrarea parolelor: parole-
le trebuie sa indeplineasca ce-
rinte complexe pentru siguran-
ta si trebuie schimbate periodic
(automatizare);

- alegerea sistemului de fisiere:
trebuie ales pentru maximum
de securizare si performante:

- protectia impotriva virusilor;

- protectia impotriva trojenilor;

- configurarea firewall. Cele doud
tipuri principale de configurare
constituie firewallurile de filtrare
si cele de tip intermediar (proxy).

- codificarea datelor;

- realizarea copiilor de siguranta;

- planul de refacere.

Securitatea informationala (S) este
mai mult decat doar tehnologii, ea cu-
prinde masuri administrative, organi-
zationale, operationale si legale.

In majoritatea cazurilor, pagubele
din domeniul tehnologiilor informatio-
nale sunt cauzate de neglijenta. Pentru
prevenirea acestui fapt, fiecare utiliza-
tor trebuie sd fie motivat a utiliza teh-
nologiile informationale cu precautie.

Pentru a implementa o protectie
de baza a tehnologiilor informationa-
le, poate fi considerat urmatorul set de
masuri de protectie:

1. Identificarea riscurilor. Orice or-
ganizatie trebuie sa faca periodic analize
de risc pentru a identifica pericolele si a
gadsi antidotul acestora. Este necesar de
avut in vedere un raport optim intre pro-
babilitatea unui risc, efectele producerii
evenimentului si costurile prevenirii.

2. Instruirea personalului. Aceas-
ta trebuie sa se faca periodic de atatea
ori, de cate ori este necesar si sd includa
atat elemente ce tin exclusiv de securi-
tatea propriu-zisa, cat si cele ce tin de
utilizarea echipamentelor in general.
Toti angajatii si colaboratorii trebuie sa
cunoasca regulamentele, procedurile
si politicile interne ale companiei.

3. Delegarea responsabilitatilor.
Delegarea responsabilitatilor are scopul sa
asigure continuitatea anumitor operatii in
cazul absentei, pierderii de personal. Din
timp se specifica cine va substitui pe cine,
in ce activitati, cu ce autoritate. Pentru a
delega responsabilitdtile, este necesar sa
fie satisfacute anumite conditii generale:

a) sdexiste toatd documentatia afe-
renta statutului curent al proiec-
telor si procedurilor relevante;
nu este suficienta doar desem-
narea loctiitorului; loctiitorul tre-
buie instruit pentru a fi calificat
suficient ca sa-si asume sarcinile
respective, dacd sunt persoane
care nu pot fi inlocuite in scurt
timp, instruirea loctiitorului este
de importanta critica;
¢) trebuie sa fie stabilit pentru fie-
care loctiitor ce domeniu de in-
sarcinari ii vor fi incredintate;
loctiitorii vor primi imputernici-
rile necesare doar la indeplini-
rea sarcinilor delegate.

4. Procedura reglementata pri-
vind incetarea relatiei de munca. In
cazul concedierii angajatilor, trebuie
urmadrite astfel de momente:

a) inainte de concediere, succeso-
rul persoanei respective sd fie
familiarizat cu sarcinile preluate;

b) toate documentele, parolele,
cheile, echipamentele Tl acorda-

)

&
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te pentru realizarea functiilor de
serviciu, cartelele de identificare
trebuie returnate organizatiei;
) toate drepturile de acces tre-
buie sa fie revocate;
fnainte ca persoana sa plece, i se
aminteste ca acordul de confi-
dentialitate ramane in vigoare;

e) toate persoanele carora le sunt
incredintate sarcini ce tin de se-
curitate, in special personalul ce
efectueazd controlul laintrare in
incdpere, trebuie sa fie informat
despre asemenea schimbari;

f) persoanelor care nu mai lucrea-
za in organizatie trebuie sa le fie
interzis accesul nemonitorizatin
incdperile organizatiei, in speci-
al, in camerele cu acces limitat.

5. Segregarea activitatilor. In pri-
mul rand, activitatile de control trebuie
separate pe cat posibil de cele de exe-
cutie. In cazul in care nu este posibil,
este recomandat ca managementul sa
apeleze la un audit independent care
sa verifice nivelul de securitate.

6. Trasabilitate. Este obligatoriu ca
fluxul informatiilor sa fie trasabil, astfel
incat sa poata fi identificat in perma-
nenta locul unei informatii in cadrul
proceselor de business.

7. Responsabilizare. Fiecare anga-
jat trebuie responsabilizat, in ceea ce
priveste protectia informatiilor.

Securitatea informatiilor se efectuea-
za divers, in functie de mediul formarii
si transformarii lor. Se evidentiaza doua
medii de asa natura - sistemul informa-
tional si sistemul informatic. Primul inclu-
de toata informatia ce este organizatd,
prelucrata si utilizata, conform cerintelor
si in cadrul sistemului de conducere con-
cret, in ansamblu, atat pe baza de meto-

&

de manuale, cat si automate. In acelasi
timp, sistemul informatic este nu altceva
decat sistemul informational realizat prin
intermediul mijloacelor tehnice si meto-
delor tehnologice informatice.

Securitatea datelor se asigurd si
prin intermediul verificarii deplinatatii,
claritatii si autenticitatii lor in cadrul
fiecarei operatiuni tehnologice de or-
ganizare, perfectare, péstrare si prelu-
crare a lor. Controlul acestor parametri
se efectueaza de anumite mijloace,
metode si procedee.

La nivel de sistem informatic si eco-
nomic toate aceste metode si mijloace
pot fi sistematizate in urmatoarele gru-
pe, tinand cont de urmatoarele criterii
(principii) de clasificare a lor:

1) complexitatea incadrarii (cu-
prinderii) in sistem - locale si
complexe;

2) predestinarea functionald - de
anticipare (avertizare), depista-
re si neutralizare a riscurilor, de
restituire (recuperare) a siste-
mului, ca unitate organizatorica
de activitate;

3) natura categoriilor lor - juridice,
organizatorico-administrative si
tehnico-programatice;

4) aria spatiala de actiune - zone
necontrolate (externe), zone
teritoriale controlate, localurile
activitatii sistemului informatic,
resursele lui;

5) etapele operationale de func-
tionare a sistemului nominalizat
- controale la intrari, pe parcur-
sul functionarii (reglementare si
constragere, redundantg, revizie,
restituire), la iesiri din sistem;

6) obiectivele protectiei — de acces
neautorizat, valorii juridice a con-
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tinutului informational, de scur-
gere a informatiei prin canalele
sistemului, de abuzuri programa-
tice, de copieri neautorizate, difu-
zari ale programelor si informatiei
confidentiale computeriale;

7) caracterul opunerii — active, pa-

sive.

Din cele enumerate, este evident
cd componenta metodelor si mijloa-
celor de securitate a datelor este des-
tul de variata si depinde de scopurile
utilizarii lor, de domeniile de aplicare,
modalitatile de efectuare s.a.

Componenta metodelor si mijloa-
celor de securitate a datelor este con-

Biljana Conevska,

ditionata de varietatile pericolelor ce
pot avea loc in sistem. Posibilitatea rea-
lizarii pericolelor depinde de locurile
(punctele) vulnerabile ale sistemului.

Metodele fizice de protectie a da-
telor sunt conditionate nu numai de
particularitatile fizice ale suporturilor,
dar si ale dispozitivelor mijloacelor teh-
nice, ale tehnologiilor informationale si
informatice. In acest sens, se poate de-
termina ca odata cu performanta con-
structiei, a elementelor constructive si
Lduritatea” fizica a mijloacelor tehnice
ponderea si valoarea mijloacelor pro-
gramatice de securitate a datelor posi-
bil ca va scadea.

the Faculty of Economics at the University “Goce Delcev”,

Stip, Republic of Macedonia

THE NEED FOR INTELLECTUAL PROPERTY
PROTECTION IN REPUBLIC OF MACEDONIA

Knowledge, as an actual value, together with the idea, as a complementary
one, constitute intellectual property which has a commercial value. Hereby, the
need for intellectual property protection and the development of a related na-

tional strategy arises.

The Republic of Macedonia, as
one of the countries in development,
is continually facing the need for rais-
ing the intellectual property protec-
tion standards.

The development and implementa-
tion of a national strategy for intellectu-
al property protection in the countries
in development is of great importance
as it will contribute to the overall eco-
nomic development of the country.

On the other hand, the rigid intel-
lectual property protection system can
prove to be a double-edged sword as it
influences different economic groups, for
example manufacturers and consumers,
in different manner. Manufacturers sup-
port the implementation of even more
rigid protection laws to ensure that their
inventions aren’t abused; consumers,
however, want better access to a wider
(less expensive) variety of products.
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One of the measures to be un-
dertaken is the establishment of con-
sulting groups whose main objective
will be providing help in registering
a new patent, and providing profes-
sional legal services regarding intel-
lectual property.

Furthermore, the procedure for
registering a patent should be simpli-
fied and made less expensive, as high
registration rates prevent small and
medium-sized enterprises, which are
dominant in our country, from exercis-
ing this right.

Another measure contributing to
intellectual property protection could
be the establishment of non-govern-
mental agencies and regional centers
whose main occupation will be research
on issues, such as: intellectual property
abuse, prevention measures, analysis
on the present legal practice and its co-
operation with governmental organs.

Something that could greatly con-
tribute countries in development, such
as the Republic of Macedonia, is edu-
cating and informing the business elite,
through non-formal learning, on the
needs and benefits of intellectual prop-
erty protection, and the benefits of de-
veloping an own national brand. As a re-
sult of the mere development of a brand
or a trademark the business grows and
becomes all the more competitive on
the market. Patenting a brand or a trade-
mark will protect the enterprise from
other enterprises that profit by means of
exploiting other brands or trademarks;
thus, deceiving customers.

As an intellectual property protec-
tion practice, the Macedonian Intellec-
tual Property Law includes the possibil-
ity of having a court ruling, regarding

an infringement on these rights, an-
nounced in the media on the cost of the
convicted party. However, this is not a
very common practice in Macedonia. |
think that applying this more frequently
will contribute to the current state of the
intellectual property protection. Such
frequent publication of court rulings in
the media will, on the one side, protect
consumers from being deceived with
pirate products, and on the other side,
it will raise consciousness regarding the
consequences of abusing intellectual
property laws.

Exerting tighter control in the field
of intellectual property in terms of
controlling how the intellectual prop-
erty law and other related laws have
been put into practice, proves to be of
great importance as it contributes to
the protection against illegal copyright
trading, i.e. the illegal use of a trade-
mark and the abuse of somebody else’s
knowledge, idea, work and resources.

Our Copyright Law and the In-
dustrial Property Law have recently
incorporated civil penalty as an intel-
lectual property protection sanction.
When the Copyright Law and the In-
dustrial Property Law are abused, the
copyright owner can seek a monetary
relief increased by 200 % disregard-
ing whether the harm which has been
inflicted is in the stated amount. If the
harm is higher than the penalty, the
copyright owner has the right to claim
the remainder in order to get full com-
pensation. Such penalty also serves as
prevention against future wrongdoers.

As a part of the national strategy for
the development of intellectual prop-
erty protection, our professional public
must organize conferences, public fo-
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rums and debates in order to put into
better practice this regulation.

The development and building of a
national strategy for intellectual prop-
erty protection, which will include the
implementation of the measures stat-
ed above, will facilitate the economic
growth of the country and will also en-
sure legal safety for potential foreign
investments.

Eugeniu Sclifos, ASEM

In the previous century, the develop-
ment of new manufacturing techniques
and the investment in new manufac-
turing technologies was a priority for
a good and successful business; how-
ever, at present, the key to a successful
business management is the invest-
ment in human resources, the human
intellect and the knowledge and expe-
rience capacity.

PROPRIETATEA INTELECTUALA:
CE DETINEM S| CE CASTIGAM?

The article is an overview and describes the cost and benefits of intellectual
property and the beneficiaries of the intellectual property system.

Proprietatea intelectuala reprezinta
rezultatul creatiei intelectuale si dreptu-
rile ce le detine autorul, in urma comer-
cializarii acestor creatii. Proprietatea inte-
lectuald include doua categorii: proprie-
tatea industriald si drepturile de autor,
reprezentand niste bunuri intangibile.

Vorbind despre aspectul economic
al creatiilor intelectuale, trebuie evi-
dentiat nivelul la care se face analiza.

La nivel macroeconomic, proprie-
tatea intelectuald reprezinta ansam-
blul cunostintelor societdtii si po-
tentialul valorificarii acestora. Astfel,
fiecare stat implementeaza propriul
sistem de dezvoltare si protectie a
acestor bunuri.

Majoritatea intreprinderilor mici si
mijlocii, care, in multe tari, detin o cota
de 90% din totalul unitatilor economi-
ce, nu au experientad in gestiunea si va-

lorificarea creatiilor intelectuale.

Pentru calculul beneficiilor unita-
tii economice se pot utiliza urmatorii
termeni:

» Valoarea bunului;

« Riscurile aferente reproducerii
si mentinerii securitatii informa-
tionale;

+ Probabilitatea de succes.

Pentru estimarea valorii maximale,
bunurile analizate trebuie clasificate in
bunuri finale sau intermediare, deoa-
rece pentru bunurile intermediare, va-
loarea maximala nu poate fi mai mare
decat beneficiile rezultative.

Cele mai utilizate metode de deter-
minare a valorii sunt:

» Metoda costurilor, care este re-
datd prin suma tuturor costuri-
lor aferente reproducerii si co-
mercializarii bunului, atat ope-
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rationale, cat si administrative.

+ Metoda pretului de piatd, a carei
esente este de a compara valoarea
bunului analizat cu valoarea unui
bun cu care se opereaza pe piatd
in conditiile similare. Dezavantajul
metodei consta in faptul ca nu in-
totdeauna exista date veridice pri-
vind tranzactiile pe piata.

+ Metoda veniturilor, se bazeaza
pe proprietatea creatiilor inte-
lectuale de a genera venit.

Riscurile aferente reproducerii si

mentinerii securitatii informationale.

In aceastd categorie vor fi acelea

costuri periodice ce apar in procesul de
reproducere sau dezvoltare a bunului.
Aceste riscuri sunt invers proportionale

nivelului de dezvoltare si integritate a
sistemului proprietdtii intelectuale in
tard. De exemplu, costurile pentru liti-
giile ce sunt mai mari in acelea state, in
care protectia proprietatii intelectuale
nu este o prioritate.

Probabilitatea de succes.

Intrucat caracteristicile principale,
care caracterizeazd piata creatiilor in-
telectuale sunt flexibilitate inalta si o
viata scurta a bunului, astfel probabi-
litatea de succes reprezinta sansa de
penetrare a noului bun pe piata.

Problema in analiza acestor bunuri
este unicitatea lor, caci majoritatea sa-
tisfac anumite nevoi ale consumatoru-
lui si insesi bunurile similare difera in
utilitate si potential.
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MANAGING SECURITY IN AN E-BUSINESS
ENVIRONMENT

Technological developments over the past few years have made significant
contributions to securing the Internet for e-business. Ensuring security for e-
business information exchange is essential as it entails exchange of sensitive in-
formation. E-business transactions entail transfer of funds with buyers, sellers
and business partners. Vulnerabilities and security incidents in the digital envi-
ronment require an understanding of teshnology issues and security challenges
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for privacy and trust in an online environment. This paper discuss managing
security in a e-business environment. More importantly the paper highlights e-
business security management by highlighting the need for organization based
security policies, procedures and practices.

INTRODUCTION

The Internet is a worldwide collec-
tion of loosely connected networks
that are accessible by individual com-
puter hosts in a variety of ways, includ-
ing gateways, routers, dial-up connec-
tions, and Internet service providers. It
is a self-regulated network connecting
millions of computer networks around
the world (Turban, 2002). Everyone can
access the network without regard to
national or geographic boundaries or
time of day. E-business operates in a
networked environment supported by
the Internet and other network tech-
nologies. Hence, e-businesses are in
need of security measures for protec-
tion of data transmited, databases, all
electronic exchanges of information
and other types of cybercrime. A lack
of privacy, integrity and confidential-
ity can cause tremendous damage to
an organization and its business, along
with its system slowdowns and down-
time. It is imperative that e-businesses
putin place organizational, architectual
and procedural approaches to ensure
that the business operates in a secure
and reliable environment. E-business
security embraces the complete busi-
ness transaction not only from the IT
infrastructure inside an organization’s
network, but also outside, connecting
all customers and suppliers.

E-BUSINESS SECURITY

Ensuring security for e-business
information exchange is essential, as it
entails exchange of sensitive informa-

tion. Technological developments over
the past few years have made significant
contributions to securing the Internet
for e-businesses. However, challenges
remain in this area, and combined with
the business and legal requirements
security remains a substantial barrier to
e-business development.

In a society, ensuring security in-
volves police and security quards, locks
and alarms, but in a commercial envi-
ronment protecting sensitive data and
information, transactions involving fi-
nancial information, corporate secrets
and proprietary information need to be
protected. Security for electronic com-
merce faces several challenges that are
inherently not as challenging in pa-
per-based commerce. Some intrinsic
characteristics of paper-based signed
documents in commerce that quar-
antee their security, but are absent in
electronic commerce are properties of
the ink, the letterhead, characteristics
of the printing process, watermarks,
signature biometrics, timestamps, and
ability to setect modifications. Howev-
er, these attributes are not inherently
built into e-commerce technologies.

Potential threats and attacks to
which commercial activities in net-
worked environments may be suspect-
ible are accessing unauthorised net-
work resources, destroying informa-
tion and network resources, altering,
inserting or modifying information,
disclosing information to unauthorised
people, causing networking services
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disruptions or interruption, stealing
information and network resources,
denying services received, claiming to
have provided services that have not
been administered, and claiming to
have sent or received information not
given (Adam et al., 1999).

SECURITY POLICY

It is essental that all e-business or-
ganizations put in place a security policy
at the time of implementation of tech-
nologies that will support the on-line
business. A security policy is a docu-
ment high-level plan for organization-
wide computer and information secu-
rity (Minoli&minoli, 1998). It provides a
framework for making specific decisions,
such as which defence mechanisms to
use and how to configure services, and is
the basis for developing secure program-
ming guidelines and procedures for us-
ers and system administrators to follow.
Because a security policy is a long-term
document, the contents avoid technol-
ogy-specific issues.

Security policy must address the
personel in the organization. Physical
security of technology, access policy of
data and equipment access are initial
consideration. Having a physical secu-
rity policy for IT and e-business equip-
ment is vital for protecting confidential
data. Issues included in the physical
security policy generally address:

— ensuring the workplace tech-
nology supporting e-business is
stored in a secure and lockable
location

— keeping up-to-date logs of all
equipment

— taking out appropriate insur-
ance policies and developing
emergency repair plans

— putting extra measures in place for
notebook computers(such as en-
crypting all data stored on them)

— making sure all staff are aware
of security policies and report
any suspicious activities.

As mentioned earlier, sometimes
internal stuff can pose a greater secu-
rity threat than external hackers, since
they allready have access to sensitive
information. Polices to minimise inter-
nal risks should include:

— making sure passwords and ac-
cess systems are revoked when
staff resign

— not giving any single member of
staff complete access to all data

— keeping logs of and document-
ing access to key business infor-
mation

— implementing and maintaining
a strong password policy

— conducting regular internal se-
curity audits.

SECURITY CHALLENGES

Despite advances in security tech-
nologies, securing confidential and
proprietary information has become
more interesting and challenging then
ever. In an attempt to keep pace with
the onslaught of security woes, new
technologies are ofter unleashed and
implemented before due diligence and
real understanding of these technolo-
gies occure in the real world. Though
understanding security technologies
is noble, and certainly a diligent under-
taking, the recent trends in corporate
technology deployments have shown
that most organizations do not have
the resources and time to fully under-
stand the technologies that they are
deploying (Larson, 2003).
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Security is not black and white. A
firewall, if configured properly, will keep
out 95%of the trouble makers.But, that
5% is a powerful force that only needs
small trinkers of security holes to invade
the corporate immune system, and
anyone who has worked as part of an
incident response team knows that one
security has been violated, repairing the
damage is time consuming and often
creates liabilities with alliance partners,
suppliers and customers.

A breach of security can compro-
mise impoortant confidential informa-
tion about an organization leading to
damaging impact on business. The con-
sequences of the break-in in the busi-
ness network system can be a minor
or majot loss of time in recovery for the
program, a decrease of productivity, a
significant loss of money or stuff hours,
a devastating loss of credibility or mar-
ket opportunity, a business no longer
able to compete and legal liability.
Data security is vital in the e-commerce
environment as critical information
is exchanged electronicaly between
business partners. E-business operates
in a network environment with auto-

mated and electronic transmission of
data, business informations, payments
and negotiation. Also, data transmis-
sion and storage thus need to be well
secured. Even computers with nothing
stored on them should be secured, as
thay can become a weak link allowing
unauthorized access to the organiza-
tion's systems amd information.

CONCLUSION

Security management involves the
control of liability in digital transactions
as well as the establishment and enforc-
ment of security policies to ensure that
the requirements for security services
be meet in order for a security system to
achieve its objectives. Effective manage-
ment of security will become an essential
enabler of e-business. Just as individual
consumers tend to avoid business that
do not protect their transactions, busi-
ness partners will certainly avoid compa-
nies that don't take adequate measures
to protect their databeses and informa-
tion. Security management needs must
receive adequate subsidisation and
support from e-business participants
for their technology based commercial
initiatives to be successful.
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Cepzeii Kasyn,

Xapvkosckutl HAUUOHATIbHBLIL IKOHOMUUECKUTL yHUBepCUmem

OPTAHM3ALMA KOMMNEKCHOWM CUCTEMbI
3KOHOMMUYECKOW BE3OMACHOCTU

In a material organizational aspects of development and implementation
of complex system of economic safety (SES) are presented. Also main principles
and the strategies used in the course of implementation of SES are considered.

B paHHOe Bpema MpakTU4Yeckn He
BbI3blIBa€T COMHEHUI HeobxoAMMOCTb
co3aaHnA Ha No6oM CpeiHEM 1 MaSIoOM
npeanpuATMN cucTeMbl obecneyeHmns
3KOHOMMYecKol 6e3onacHocTn (3B). B
HacTosLiee Bpema CIOKMUIINCb pa3Hble
MOHUMAHMWA CUCTEMbI SKOHOMUYECKON
6e3onacHoctu (C36) npeanpuaTnA.

WccnepoBaHue nocnegHux nybnvka-
LI NO3BONIAIOT cAenaTb BbiBof, uto C3b
npeanpuATAA NPeACTaBnAeT COBOKYM-
HOCTb TaKUX MOHATUNHbIX 3/IEMEHTOB KakK:
TeopuA 6e30MacHOCTY, MONUTIKA U CTPa-
Terna 6e30nacHOCTI, CPeACTBa 1 MeTobI
obecneyeHuna 6e30MacHOCTH, KOHLENLMA
6e3onacHocTu [11. B. V. ApoukuH onpepe-
naet C3b Kak «OpraHn30BaHHYI0 COBO-
KYMHOCTb CrieLmanbHbIX OPraHoB, Ciy»K0,
CpencTs, METOA0B U MEPONPUATIIA, KOTO-
pble obecneurBatoT 3alMTy MWU3HEHHO
BaXHbIX MHTEPECOB 1L, NPeanpuUATAA
OT BHYTPEHHMX U BHELLHUX Yrpo3» [2].

B paccmoTpeHHbIX paHee onpepe-
neHmnax COb oTcyTcTBYeT yKasaHue Ha
HeobXoAMMOCTb  KOMMNEKCHOTO  MoA-
XOAa K ynpaBfieHno. 3T0 Heo6XoaMMOo
BCNeACTBME TOro, UTO OObEKT 3aluTbl
ABNAETCA CNIOXKHBIM 1 MHOFOACNeKTHbIM
AsneHnem. KomnnekcHbii nogxog aony-
CKaeT yyeT B ynpaB/ieHU/ 06 beKTOB BCeX
OCHOBHbIX €r0 acrneKToB, a BCe d/1eMeH-
Tbl CUCTEMbI PACcCMaTPUBAOTCA TOSbKO

B COBOKYMHOCTW, LIeIOCTHOCTU U €AUH-
cTBe. [laHHbI BbIBOA B MOTHOM 06beme
oTtHocuTcA K CIBb npeanpuatuA.

Ona  pa3paboTkm  KOMMNEKCHOMN
C3b npeanpuATMA HEOO6XOAUMO WC-
nonb3oBaTb OMpefeneHHyo KoHuen-
LMo, KOTopasa BKJOYaeT LeNlb KOM-
nnekcHon CIb, ee 3agaun, NpUHUMNbI
NnocTpoeHus, onpeaeneHne obbekTa n
cybbekTa, cTpaTervio u Taktuky. Lienb
1CNonb30BaHNA KomnnekcHon CIb -
MUH/MU3aL 1A BHELUHWNX N BHYTPEHHUX
Yrpo3, HanpaeJ/ieHHbIX Ha yXyALeHune
3KOHOMMNYECKOTO COCTOAHNA CyObeKTa
npeanpuHYMaTenbCTBa, B TOM uucie
Ha ero ¢urHaHCOBble, MaTepuanbHble,
MHOPMaLIMOHHbIE, KafpoBble pecyp-
cbl. C3b cTpouTtcs Ha ocHoBe pa3pabo-
TaHHOrO U peasnn3oBaHHOIO KOMIJIeK-
ca MeponpuATAA 3KOHOMUKO-MPaBo-
BOrO W OpraHM3aLMOHHOro XapakTepa.

B npouecce poctmxeHua noctas-
NEeHHOW Uenn ocCyLWecTBAAETCA pelue-
HMe KOHKPETHbIX 3afay, obbeanHsio-
WMX BCe HarnpasneHua obecrneyeHus
2b. 3apaun, KoTopble pewatotca CIb:
NPOrHO3NpPOBaHNe BEPOATHbIX Yrpo3
Ob; opraHmzaumA peAtenbHoOCTM MO
npegynpexaeHnio BepoATHbIX Yrpo3
(NpeBeHTVBHbIE  Mepbl); BbIABIEHME,
aHasnn3 1 oLeHKa BO3HMKaIOLWKX pealsib-
HbIX yrpo3 3b; npuHATMe pelweHua u
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opraHm3auua AeATesIbHOCTY MO pearu-
POBaHUIO Ha Yrpo3bl; MOCTOAHHOE YCO-
BepLueHcTBoBaHMe CIb npeanpuATuA.

OpraHun3auman GyHKLMOHMPOBaHWA
komnnekcHon C3b npeanpvHMmaTtenb-
CKON [eATeNbHOCTV ANt AOCTUXKEHWA
MaKCMManbHoM 3¢GQEeKTUBHOCTA [LOMK-
Hbl OCHOBbIBAaTbCA Ha MPUHLMMaX, KOTO-
pble cpopmynunpoBaHbl B paboTe [3].

Cpeou HUX onpefenum MPUHLUWMbI
SKOHOMMWYECKOWN  LenecoobpasHoCcTy.
Heobxogymo opraHv30BbIBaTb 3alLUTy
TONbKO Tex 06bekToB 3B, pacxopbl Ha
3aLUUTY KOTOPbIX MEHbLUE, Yem MoTepu
OT 3TUX OGBEKTOB. 3[eChb TaKXKe JOMKHbI
YUMTbIBaTbCA GUHAHCOBbIE BO3MOMHOCTH
dupmbl No opraHm3aumm cuctembl 3b.

MpuHUMN 3akoHHocTW. Bca pes-
TeNbHOCTb GUPMbI, B TOM uucrie ee
'YWUKB [3] gonHa HOCUTb 3aKOHHbIN
XapakTep, MHaye C3b moxeT 6bITb pas-
pyLUEHa Mo BMHE CaMoro CyObeKTa.

O6beguHeHEe MPEBEHTUBHLIX 1
peaKTVBHbIX MePONPUATUIA: NPEBEHTUB-
Hble MeponpUATUA NpeaynpPeanTENbHO-
ro XxapakTepa pa3peLLatoT He JonyCTUTb
BO3HMKHOBEHME UM peanu3aLmio yrpo3
3b; peakTnBHbIE MepPONPUATAA HEO6XO-
JAMMO yroTpebATb B Cllyyae peanbHOro
BO3HMKHOBEHMS yrpo3 mnm Heobxomau-
MOCTU MUHUMMN3aLMK X NOCNEeACTBUNA.

MNpyHuvn HenpepbiBHOCTN. DyH-
KUMOHMpOBaHe KomnnekcHon C3b
npeanprHUMaTeNbCTBa  AOIPKHO  OCY-
LLLeCTBAATLCA MOCTOAHHO.

MpuHuun anddepeHypoBaHHO-
cTn. Bbibop Mep No NpeofoneHio Bo3-
HVKaIOLLIX YrPO3 MPOVNCXOAUT B 3aBUCU-
MOCTU OT XapaKTepa yrpo3bl U cTeneHn
TAMECTN NOCNeACTBUI ee peanu3auun.

O6bekT 1 cybbekt C3b npeanpw-
HMMaTEeNbCTBA TECHO B3aMMOCBA3aHbI.
O6beKToOM uccnefoBaHMA ABNAETCA
npouecc  ¢yHKumMoHnpoBaHua CEB

npeanpuHYMaTeNnbCKON  AeATeNlbHOC-
TW. Mpn 3TOM, KOHKpPETHLIMU O6beKTa-
MW BbICTYMalOT creaylolme pecypchbl:
¢dUHaHCoBblE, MaTepuasbHble, NHPOP-
MaLWOHHbIe, KapoBble 1 Ap.

Cy6bekT C3b npennpuHumatensb-
CTBa MMeeT CJIOXKHbIV XapakTep, no-
CKOJIbKY €ro [feATenbHOCTb 00yCroB-
NINBAETCSA HE TONbKO OCOBEHHOCTAMU U
XapaKTepuUCcTUKamy 06beKTa, HO 1 cre-
UMMYECKMUN  YCNOBMAMUN BHeLUHeN
cpeabl, KoTopas ero okpyaer. Micxoas
13 3TOrO, MOXXHO BbIJE€NNTb [1BE IPyMMbl
cy6beKkToB, KOTopble obecneunBaioT
3b npeanpuATUA: BHELWHUE CYyObeKTbl
N BHYTPEHHME CyObeKTbl.

K BHewHWM cy6bekTam OTHO-
CATCA opraHbl 3aKoHOHATeNbHOW, WC-
nonHWTeNnbHOW 1 cypebHoW Bnactu,
KOTOpble Npu3BaHbl 0becneuntb bGes-
OMacHOCTb BCEX 3aKOHOMOCJYLUHBIX
YUYaCTHUKOB  MpeAnprHUMATENIbCKNX
oTHOwWweHuN. [lpuyem peATenbHOCTb
3TVX OPraHOB He MOXET KOHTPONPO-
BaTbCA CaMUMM MpPeanprHUMaTENAMM.
3T CTPYKTYpbl GOPMUPYIOT 3aKOHO-
JaTenbHyl0 OcHoBY GYHKLMOHUPOBa-
HUA 1 3alWUTbl NPeANnPUHUMATENbCKON
JeATeNIbHOCTU B Pa3HbIX ee acMeKTax 1
obecneunBaloT ee BbIMOJIHEHUE.

K BHyTpeHHuUM cy6beKkTam OTHO-
CATCA NMULA, KOTOpble HeMoCpeaCcTBEH-
HO OCYLLECTBAAIOT AeATellbHOCTb Mo
obecneveHnto b KoHKpeTHOro cybb-
eKTa npeanpuvHUMaTenbCcTBa. Takumu
CcyOGbeKTaMun MOTyT BbICTyNaTh:

— PpabOTHUKN COBCTBEHHOM CITYX-
6bl 6e30MacHOCTU GUpMbI (Npea-
npuATUA);

— MpurnaweHHble PaboTHUKKA U3
cneumanu3MpoBaHHbIX  GUPM,
KOTOpble NpefoCTaBAAIOT yCNyru
no obecneyeHnto 3b npegnpu-
HVMaTeNIbCKOM AeATeNIbHOCTH.
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Cy6beKTbl, KOTOpble 0becneunBaoT
Sb npegnpuHMMaTenbCTBa, OCYyLLeCT-
BNIAIOT CBOIO AEATENIbHOCTb HAa OCHOBE
onpepfeneHHon cTpaTerny 1 TakTUKW.

leHepanbHaa cTpaterna Sb BbI-
pakaeTcsa uepes obLiylo KoHUenuuio
komnnekcHon C3b npeanpuHnmaTtenb-
cKol peATenbHocTU. Kpome reHeparib-
HOW cTpaTerun, BbIAENATCA TaKXKe
cneumanbHble cTpaterum (Hanpumep,
B 3aBUCMMOCTW OT CTaguu npennpu-
HUMaTeNbCKON AesaTenbHOCTU). Takxe
MOTYT NPUMEHATHCA QYHKLUVOHANbHbIE
cTpaTterny 6e3onacHoCTL.

Crpaterva OB BKNo4YaeT npexge
BCErO CUCTeMy MPEBEHTVBHBIX Meponpu-
ATWIA, KOTOpas peann3yeTtcs uyepes pe-
rynapHyto, 6ecnpepbiBHyt0 paboTy Bcex
nogpasfeneHnii  cybbekta npeanpu-
HVMaTeNbCKON AeATENbHOCTM BO BPeMA
MPOBEPKM KOHTPAreHTOB, aHa/IM3a He-
npeaBuAeHHbIX onepaumii, SKCnepTr3bl
[IOKYMEHTOB, BbINONIHEHWA NpaBun pabo-
Tbl C KOHPUAEHLMANbHON HopMaLmen
1 T. n. Cny»6a 6e30MacHOCTU B 3TOM CI1y-
Yae BbIMOJHAET POSib KOHTPONepa.

CTpaTerma peakTVBHbIX Meponpus-
TWIA, NCNOJb3YEeTCA B CllyYae BO3HMKHO-
BEHVS W PEanbHOro OCYLLECTBNEHNS
Kaknx-nnbo yrpos 3b npeanpuHuMa-
TenbcTBa. ITa CTpaTervs, OCHOBaHHasA Ha
NCMOJIb30BaHNN CUTYaLIMOHHOTO MOAXO-
[a 1 yyeTa BCeX BHELUHUX U BHYTPEHHIX
dakTopos, peanusyercsa 'YUKB c nomo-
L0 CUCTEMbI MePONPUATUI, crneundu-
YecKuX AnA faHHOM CUTYyaLmi.

TakTuKa obecneyeHns 6esonacHoc-
TN [OMNyCKaeT MCMonb30BaHNE KOH-
KpeTHbIX npoueayp W BbIMNOMHeHMe
KOHKpETHbIX AeCTBUIA B Lenax obec-
neyeHnsa Ob cybbeKkTa NpefnpuHUMa-
TenbcTBa. B 3aBMcMMOCTU OT XapakTe-
pa yrpo3 u TAXKeCT! NoCcnefCcTBUA NX
peanu3aumm MOryT BO3HUKHYTb HEKO-

TOpble COOBbITUA: pacluMpeHEe PUAN-
yeckow cnyx6bl dupmbl; peanusaums
JOMNONHUTENbHBIX MepPOoNpUATUIA NOo
COXPaHEHUIO KOMMEPYEeCKOW TalHbl
[4]; co3pmaHue noppasgeneHna Kom-
notoTepHon 6e3onacHoctn - MNYUKB;
«BbICTaBJIEHNE» MPETEeH3UA KOHTpa-
reHTy-HapyLnTeNto; CONpoBOXAEHUE
1CKa B cyae6Hble opraHbl; obpalleHue
K MPaBOOXpPaHWUTeNIbHbIM OpraHam.

Bo Bpema uccnepoBaHms 6binmn $pop-
Manun3oBaHbl OCHOBHbIe GpyHKLun CIb:

— OpraHu3auus 1 ocylecTBIEHNE
COBMECTHO C nopapasgeneHus-
MU GUPMbI 3aLmUTbl KOHPULEH-
umnanbHo nHdopmaumm (KN);

— MpoBepKa CBEAEHWI O MOMbITKAX
LWaHTaXa, NPOBOKaLWiA 1 Apyrux
aKUUIA OTHOCUTENIbHO MepcoHa-
na, npecnegyowyx rosyyeHve
KW o peatenbHocTn dupmbl;

— opraHuzauma cbopa, Hakonne-
HVIA, aBTOMaTN3MPOBaHHOTO yue-
Ta M aHanu3a uHpopmauun no
Bonpocam Jb;

- OCyLLecTBMIeHVe NPOBEPOK B Mof-
pasgeneHuax Gupmbl 1 npego-
CTaBfieHNEe MPaKTUYECKON MOMO-
wy no Bonpocam b rx gesTenb-
HOCTW;

- pa3paboTka v BHeApeHWsA Nosno-
>KEHNA O KOMMEPYECKON TalrHe;

- MpoBepKa NpaBwi BeAeHus 3a-
KpbITOro flenonpounssogcTsa [5];

- npoBepkKa paboOTHMKOB Ha npea-
MeT cobniofeHns npasun obe-
CreyeHns SKOHOMUYECKOW, WH-
dopMaumoHHOM 1 $ur3nUecKom
6e3onacHocTy;

- CopeiicTBME OTAENY KaapoB Mo
pabote ¢ nepcoHanom B BO-
npocax nogbopa, pacCTaHOBKMY,
cnyxebHOro nepemelyeHna 1
obyueHuna nepcoHana;
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- cbop, 06paboTKa, XpaHeHue,

aHanu3 MHGopMaUMM O KOHTpPa-
reHTax C Uenblo npefoTepalye-
HWUA onepauuii ¢ Hepobpoco-
BECTHbIMU NapTHepamu;

noATBepPXAeHNe [OBEePEHHOC-
Tell pyKoBoAcTBa GUPMbI, BXO-
aawme B komneteHuuio NYUKB;

Horo popa ¢GUHaHCOBO-XO3AA-
CTBEHHbIX MPaBOHAPYLUEHWI;
npoBegeHve CnyxebHbIX pac-
cnefoBaHW No ¢pakTam pasrna-
weHus KW, notepn cnyxebHbIx
[OKYMEHTOB paboTHMKamu pup-
Mbl 1N AENCTBUR, YrpoxaroLmx
b dupmbl.

- B3aUMoOAeNcTBMe C NPaBoOOXpa- Takum ob6pasom, B JanbHenwwem
HUTENbHLIMU OpraHamu, NMpPoBe-  MOXHO MCMOJIb30BaTb AaHHOE UCCIefo-
JeHVe MeponpuATAIA MO BbIAB-  BaHWe N COBEPLUEHCTBOBATb KOMMIEKC-
NeHnio 1 npegynpexxaeHunto pas3-  Hyto C3b no npeanoXKeHHoN MeToamKe.
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Hamanvs Knumosa,
Monodasckas dxonomuveckas Axademus

BOMPOCHI NCMNOJIb30OBAHWA NMLIEH3MOHHOIO
MPOrPAMMHOIO OBECIEYEHWA

This article presents the problem of pirate soft in the Republica Moldova.
Also about the campaigns organized in our country against this kind of infor-
mational crime, about organizations, which participate in these campaigns in
Moldova and there actions for improving this situation.

MexxgyHapopHas 6opbba ¢ ucnonb-  MonaoBa NPUHATHI HECKOMNBKO 3aKOHOB,
30BaHMEM HESIMLIEH3MPOBAaHHOTO MPO-  KacCAKLWMXC MHGOPMALIMOHHBIX TEXHO-
rPaMMHOrO 06ecreyeHra NMPOXOANUT MO floruin. 3To 3aKoH «O6 aBTOPCKOM Npase
Bcemy Mypy. B uacTHOCTY, B Pecnybriimke 1 cMexHbIX npaBax» oT 23 HoAbpA 1994 T,
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C VI3MEHEHVAMY, BHECEHHBIMU 3aKOHOM
N2 1009-XIll ot 22.10.96 T., U N3MEHEHU-
AMM U [OMONMHEHUAMY, BHECEHHBIMM
3akoHom N2 29-XIV ot 28.05.98 r,; 3akoH
«O NULEH3MPOBaHNN OTAENbHDBIX BUAOB
neAtenbHocTy» N2 332-XIV c u3meHeHem
1 [OMONHEHUEM, BHECEHHBIMU 3aKOHOM
N2 464-XIV ot 24.06.99 r,; 3akoH «O6 WH-
dopmatuke» N2.1069-X1Y ot 22.06.
2000r;3aKkoH «O gocTyre K uHdopmavmm”
N2982-X1Y ot 11.05.2000 r,; 3aKoH «O Ha-
YUHO-TEXHOMOTMYEeCKo  UHOPMALNY,
3akoH «O 3awwTe npas noTpeduTenen»
N2 1453-Xll ot 25 masa 1993 r. n gpyrue.

3aKkoH 06 aBTOPCKUX U CMEXHbIX
npaBax YCTaHaBMBAET UCKOUNTENb-
Hoe (MOHOMOMNbHOE) MpPaBO aBTOPOB
Ha onpepgeneHHble GOPMbI UCMONb30-
BaHWA pe3yNbTaToB CBOEW WHTEeNNeK-
TyasnibHOW, TBOPYECKOW AEeATEeNbHOCTH,
KoTopble, Takum 06pa3om, MOryT uc-
Nosb30BaTbCA APYIMMM INLLAMM NNLLB C
paspeLueHns nepsbix. 1o SToMy 3aKoHY
KoMMbloTepHas nporpamma, OGyayun
NPOAYKTOM MNHTENNeKTyanbHon pabo-
Tbl, NPVPaBHUBAETCA K IMTEPATypPHOMY
npovi3BefieHnio, T.e. ee 3anpellaerca
pa3MHOXaTb, NpopaBaTb, CAasaTb B
NpoKaT 1 TaK janee Kakylo-nmbo Kom-
NbIOTEPHYIO NMporpammy 6e3 [OKyMeH-
TanbHO MOATBEPXAEHHOIO paspelle-
HWA oT obnapaTens npas Ha Hee.

B Hos6psA 2006 roga B KuinHese Ha-
yanacb KammaHua NpoTVB NUPaTCTBa B
chepe MHPOPMALMOHHBIX TEXHOMOTWN.
Bo MHOrom 3Tomy MOCHYXUn NPUXOA B
anperne 3Toro »e roga Ha pblHoK Mongo-
Bbl 0dULMaNbHBIX NPeACTaBuTeNell KoM-
naHum Microsoft, KoTopble cpa3y Hayanu
nponaraHaMpPoBaTb O Bpefe KOMMblo-
TepHOro nupatcTea 1 o bnarax, Nproo6-
peTEHVANMLIEH3UPOBAaHHOIO NMPOrpamMm-
Horo obecneueHus. Bcrieg 3a Microsoft

Ha MOJIAABCKMIA PbIHOK MPULLAW 1 ApY-
rvie npowsBoanTeny codra, OTKpbIBLLNE
B KuwuHeBe cBOW npefcTaBUTENbCTBA.
K npumepy, Romsym Data, komnaHua
npencTaBnAoWas MHTEpechl nopaaka
50 npowusBoauTENnein MPOrPamMmMHOro
obecneyeHus. Ha Tor momeHT B Mongo-
BE MacCOBO VCMOMb30BaNVCh NMpaTcKue
nporpammbl. Mo AaHHBIM MeXAyHapog-
HbIX opraHu3auuin, Pecnybnvka Morn-
[OBa OTHOCUTCA K CTpaHam C BbICOKUM
YPOBHEM MCMOJIb30BaHWA MNPATCKOrO
nporpammHoro obecneveHus. OueHka
3apy6exHbIX SKCMepTOB MOKasasna, uTo
KOMMbOTEPHOE NMPATCTBO B Hallel pec-
ny6nmKe 6bin10 Ha ypoBHe 96%. Torga e
K aHTUMMPATCKON KamMnaHuW MPUMKHY-
N ABe OTeyecTBEHHble OpraHU3auum
— yMpaBfieHVe MEXPErvoHaNbHbIX U
MHPOPMALIMOHHBIX MPecTynneHnin pe-
rapTameHTa onepatvBHbIX cnyx6 MB[,
AGEPI - rocymapcTBeHHOe areHTCTBO
Mo WHTENNEKTYaNbHON COBCTBEHHOCTY
M MexayHapopHasa opraHusauma BSA
(Business Software Alliance — Accouua-
LUMA NpOV3BOAWTENEN MNPOrPamMMHOrO
obecneyeHus), JencTBylowas Ha Tep-
puTtopun 6onee yem 60 cTpaH, B Pecny-
6nuke MongoBsa OeliCTBYET C CEHTAOPSA
2006 ropga. KomnaHua BSA nposoguna
UCKIIIOUNTENBbHO KOHCYNbTAaTUBHbIE Me-
ponpuATna, KoTopble Oblin  pPasbuTbl
Ha Tpu 3Tana. MNepBbif — «AUPEKT-M3I-
JIVHM, MPX KOTOPOM BCEM KOMMaHKWAM,
KOTOpble MOTyT GbITb 3aUHTEPECOBaHbI B
neranusauum coda, 6biIM HanpasBneHbl
NMCbMa, C NPEANIOKEHNEM O COTPYAHU-
yecTBe. Bropoii 31an — 3BOHKWM Mo Tene-
GOHY 1 TpeTuii — HemnocpeacTBEHHble
KOHTaKTbl, B KOTOPbIX PeLlanncb BO3-
MO>Hble MyTV BbIXOAA W3 C/IOXKMBLUEro-
€A nonoxeHua. MeponpuaTua BktoYa-
NN TaKXKe TPEHWHMN AnA COTPYAHMKOB
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MBI n AGEPI. MNMocne ctapta KamnaHum
B BSA nocnepoBan wWKBan 3BOHKOB MO
BOMpOCaM jieranusaumu nporpamm. ina
paclpeHna KoHTakToB BSA oTKpbino
CBOe MpefCTaBuTeNbCTBO 1 B benbuax.
Mo MHeHWIO cneuynanncTos, obLecTBo
Hayano MHTepecoBaTbCsA 3TOWN Mpobne-
MO, UTO Yx<e camo o cebe ABNAETCA Mo-
NOXUTENbHbIM Pe3y/bTaToM.

B 2007 rogy kamnaHuAa Havana npo-
Be[leH/ e MPOBEPOK Ha UNCTOTY JIMLIEH3U-
OHHOro obecrieyeHua. bbinn nposeaeHbl
3KCMepTr3bl NporpaMmMHoro obecneye-
HunA, bnarofapa KOTOPbIM ObINN yCTaHOB-
NeHbl HapyLweHnA aBTopckux npas Micr-
osoft, Adobe, Autodesk n gp. Ha ocHo-
BaHWUM 3TVX OTYETOB U SKCNepTU3 OblNo
BO36Y>KA€HO HECKOJIbKO YrOMOBHbIX AeN.
CoTpyAHVKN KOMMaHWI MCMonb3oBanu
HeNMLEH3VIOHHOe NporpamMmmHoe obec-
neyeHue. B yacTtHOCTH, OHM MCMONb30-
Ba/IN Ha CBOMX NEPCOHANbHbIX KOMMbIO-
Tepax nnatpopmy Windows u naker
nporpamm Microsoft Office. KomnaHua
Microsoft 6b1na npri3HaHa noTepneBLUel
CTOPOHOIA. B cOOTBETCTBIM C YTOSTOBHbIM
Kopekcom Pecny6nmku MongoBa, noboe
HapyLUeH/e B KPyMHOM pa3mepe aBTop-
CKMX MPaB Ha KOMMbIOTEPHbIE MPOrpam-
Mbl ABAETCA NPeCTyrIeHnem, BKovasa
He3aKOHHOe WCMOoNb30BaHWe, pacrnpo-
CTpaHeHue, BOCMPOV3BeAeHe UK Jiio-
60e apyroe MCMosb3oBaHKe KOMIbHO-
TepHbIX nporpamm. Ecnu Hapywwurtenb
- du3nyeckoe NMLO, TO OHO HaKa3sblBa-
eTcs wrpadom B pasmepe Ao 20 Tbicay
neeB, U HeorJlauMBaeMbIM TPYAOM B
nosnb3y obulectea ot 180 go 240 yacos,
WAV NMLIEHVieM cBOGOAbI Ha CPOK OT 3 A0
5 nert. lOpuanyeckue nnua 3a coseplue-
HVie NepeyuncieHHbIX AeAHNI Noasiexar
HakasaHuo B Buge wrpada fo 200 Tbl-
CAY NIeeB 1 JIMLLIEHMIO NPaBa 3aHNMAaTbCA

onpeaeneHHoN JeATeNbHOCTbIO Ha CPOK
ot 1 roga go 5 net vnun nukeBngauyuu. Ho
CTOPOHbI CMOTNN JOroBOPUTLCA. B utore
[10 CyAa He [oLWNo HX ofHO Aeno. bnaro-
Japa kamnaHuu 3a 2007 rog 8 PM obwwue
yObITKM OT MMpaTcTBa MPOrpPamMMHOroO
obecrneyeHna CHU3UANCL Ha 13 munau-
OHOB [A0/1M1apPOB U AOCTUIMN 43 MUIK-
OHOB. Tem He MeHee, MongoBa Bow/a
B TPOWMKY CTPaH C CaMbiM/ BbICOK/MY
ypOBHAMYM NpatcTBa (92%).

B 2008 rogy m3meHeHue B Yronos-
HOM KofeKce KOCHYNOCb YBennyeHuA
CyMMBbl yLep6a, KOTOpbIiA CIY>KUT OCHO-
BaHWEM [J1f BO3OYXKAEHWA YrofioBHOIO
Jena AnAa 3alWmTbl WHTENNIeKTyanbHoOn
CO6CTBEHHOCTU, — C 25 ThiC. 40 50 ThIC.
nees. B ¢BA3M C 3TIM K YronoBHON OT-
BETCTBEHHOCTV B 3TOM rofly HWKOro He
NpvIBNeKN, B OCHOBHOM 3aperncTpupo-
BaHbl aAMUHUCTPATBHbIE HapYLUEHUA.
Bcnepctere yero Habnopaetca ymeHb-
LIeHVe YpOBHA nNupatcTBa Ha 5-7% no
CpaBHEHMIO C NpeblayLiMm rogom. Bax-
HO YCTaHOBWTb COGCTBEHHbIE BbICOKUE
CTaHfdapTbl MOCPEACTBOM BHEAPEHWA
NOANTYK YrpaB/IeHNA N NCMOSb30BaHUA,
B NMepByto ouyepesb B My6IMYHOM CeKTO-
pe, UCKNloUNTENbHO NeranbHoro codra.
Jleranusauus — 3T0 He MrHOBEHHDbI NPO-
LiecC 1 HyXHO OYeHb OCTOPOXHO NOAXO-
AnTb K AaHHOMY npoueccy. K npumepy, B
PyMbIHMVM rOCCTPYKTYpPbI NepeLLsiv Ha ne-
ranbHbii codT NMLWb Yepes 6 feT nocse
Toro, Kak Microsoft npuwen Ha PbIHOK.
CKONbKO e BpeMeHU 3aMET npouecc
neranv3aLmm rocCTPyKTyp B Hallel pec-
ny6nuke? Begb NUpaTcTBO NpoOrpamm-
HOro obecrieyeHnsA BAVAET He TONbKO Ha
obopotbl uHaycTpumn UT B Lienom, Ho 1
Ha Apyrue chepbl 3KOHOMMUKM. CornacHo
otyeTy BSA cHWKeHVe YpPOBHA KOMMbio-
TEPHOro NMPaTCTBa MOXET MOBJIATL Ha
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CO3jaHre COTEH U TbICAY HOBbIX pabo-
YMX MeCT, Ha MUNAMApPAbl JOMTaPOB KO-
HOMMYECKOro POCTa, a TakKe Ha Hano-
roBble NMOCTYM/IeHNA ANA NoAAepKaHNA
NOKaJIbHbIX NPOrPamMm 1 yCIIyr.

Cpeayn NpuyrH, KOTopble reHepupy-
loT peHOMeH NMpaTCTBa B Hallel CTpa-
He — 3TO HW3KaA KynbTypa B obnactu
cobMoaeHna NpaB  MHTENNEKTYanbHON
COBCTBEHHOCTW, NErkvii JOCTyn K nu-
paTCckyM MpoAyKTaM, HefoCTaTouyHasA
BO3MOXHOCTb MpUOBpeTEHNA  NULEeH-
31POBaHHbIX MPOAYKTOB B CUJTY Pa3HbIX
MPUYMH W, KaK HN CTPaHHO, YPOBEHb
3alMTbl MHTENNEKTYaNbHON COBCTBEH-
Hoctw. [lo HegaBHero BpemeHu B Mon-
[lOBE MOMpPOCTy He 6bINO 3TUX CaMbixX
NNLEH3MOHHbIX MPOrpaMm, Mo3ToMy BCe
Mosib30BaNMNCb MMPATCKMM  KOMUAMM.
Celi4yac OHM NOABUNNCD, HO IOPOroCTOsA-
LM COPT NO KapMaHy COBCEM HE MHO-
rum. B coto ouepeab Muxann AHgpees,
NPeaCTaBnALWNIA UHTEPeCbl KOMMaHWN
Nippon n CBIT.MD, koTopble ABnAl0TCA
auctpubbiotopamn - Microsoft 1 gpy-
VX KpymHbIX npoussoguTteneli codpra B
MonpoBe, ckasasn, YTo «IMLEH3UOHHbIe
MO Mo LeHe He NPEeBbILLAT CYMMY, KO-

TOPYIO CPeAHNin BU3HEeCMeEH exemecay-
HO TPaTWT Ha Kode, Kpome TOro, Kax-
ObIN IMUEH3VOHHDBINA NPOAYKT nonyyaeT
nopAepKy OT BeHAopoB». [la 1 3auem
TPaTUTb AEHbIY, €CNN Te e NPOofaBLibl-
KOHCYNbTaHTbI, K KOTOPbIM NPUXOAAT MO-
KynaTenn, COBETYIOT HenMLEH31POoBaH-
HbIl codT. CyLiecTBYOLMIA B HAcTOALLEE
BPeMA NPaBOBOW NOAXOA K 3alLyTe NpaB
aBTOPCTBa Ha MPOrpamMMHble MPOAYKTbI
He peanu3oBaH A0 NOMMYeCKoro KOoHLa.
MoxeT cTouTb NepecmMoTpeTb TaKTUKY
[aHHOW NporpaMmbl U NPUHATL 6onee
XKecTkre mepbl?

[JlaHHbIli aHanu3 pesynbTaToB MpPo-
BeAeHVA KamnaHuu no 6opbbe C unc-
Mosib30BaHMEM HeNMLEH3MPOBaHHOIO
nporpaMmMHoro  obecrneyeHus  mMo-
KasblBaeT Ham, yto B MonpoBe eue
npeacToMT MHOroe caenatb B obnactu
60pb0Obl C MMPATCTBOM NMPOrPamMmMHOrO
obecneyeHuns. [lanbHelwee CHKeHNe
obLero ypoBHA nupatcTBa nosneyeT
3a cobol cylecTBEHHbIE BbIrofbl AnA
rnonb3oBaTesier, MeCTHbIX KOMMaHWUM
no Npov3BOACTBY codTa, a TakxKe Ana
Manoro 6m3Heca 1 BCEro MOfaBCKoro
o6LLecTBa B LIeNIOM.
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SECURITY VULNERABILITIES IN E-COMMERCE WEB SITES

E-Commerce web sites experienced a serious development boost in the last
few years, however, the number of successful attacks that led to leaks of impor-
tant information on these sites also significantly increased. Some of the vulner-
abilities and solutions are presented in this article.

In the modern, fast-changing world,
people tend to save time and resources
by minimizing the efforts on doing spe-
cific tasks. One of them is the buying
process. More and more, people try to
buy goods online, no worrying about
their delivery and quality check. With
the growing popularity of e-commerce
web services, the number of frauds
connected to online transactions sub-
stantially increased. In this report, |
will present three the most dangerous
types of e-commerce attacks that are
executed by exploiting the existing
vulnerabilities in e-commerce systems:
SQL injections, price manipulations
and cross-site scripting (XSS).

SQL Injections

The SQL injection is classified
among the most popular and danger-
ous methods of attacks on different
web-sites. However, using this at-
tacking technology on e-commerce
web sites can lead to serious conse-
quences, as those operate with finan-
cial information and resources. The
SQL injection is described by inserting
secondary meta-characters in the user
input, so that the back-end database
executes specific SQL commands, not
intended by the front-end interface. To
check if the web site is vulnerable to

SQL injections, the attacker will most
likely use the single quote symbol () in
a user input to get either a detailed er-
ror report (which may disclose the da-
tabase structure, like data fields, tables
or accounts) or access the core features
of the database server, allowing to ex-
ecute, in the worst case, many operat-
ing system commands.

Asasimple example ofan SQL injec-
tion, let’s take a look at this statement:
“SELECT * FROM users WHERE user-
name ="'+ inputName + ;"

If you substitute the inputName
with something like this: ‘m’ or ‘ad-
min'="1"

You will obtain the new SQL state-
ment: “SELECT * FROM users WHERE
username =‘m’'OR‘admin’="1"}"

The basic way to prevent SQL injec-
tions is using parameterized statement
constructors, like this (pseudo-code ex-
ample): SQLConnection myStatement
= new Connection (“SELECT * FROM
users WHERE username=?;") myState-
ment.Set(1, inputUserName)

Yet another way to prevent SQL
injections is blacklisting the danger-
ous characters, like single quotes. This
is less efficient, compared to enforced
parameterization policy, but it pro-
vides the needed protection level.
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Price Manipulations

This vulnerability applies only to
online shops or web sites that have a
shopping cart as a part of their serv-
ices; however, this does not diminish
the seriousness of this vulnerability. In
most of the cases, on these web sites
the price for the product is stored as
a hidden part of the HTML document
or is dynamically generated when the
page loads. The attacker in this case
can change the price (using a proxy
that will send the user input to the fi-
nal server). The actual payable price is
sent to the payment gateway, which is
usually a partner with the seller. If a big
volume of transactions is present, the
price change can easily remain unno-
ticed for a very long period of time.

Generally, to avoid this security
problem, the price should be stored
in a database, rather than on the page
itself. Another solution would be the
use of servlets, so the product informa-
tion is passed in the Session object to
the server. The client computer sends
a specific cookie to the server to verify
the session (while there is no pricing
information present).

Cross-site Scripting (XSS)

The cross-site scripting technology
is mainly targeted on the final user of a
specific web site. It requires a web form
that will actually handle the user input,
process it (most likely send the informa-
tion to the attacker) and send the user a
message, describing the current status
(in many cases, it can show that the pass-
word you entered is incorrect or there
was a problem processing the request,
so the user needs to enter the data again,
but already on the legit site, so this will
actually cancel any user suspicions). In

most of the cases the attacker will try to
create a script that will obtain a specific
cookie from the user’s computer, using
either an ActiveX control or by exploiting
browser vulnerabilities.

This kind of attacks can also be used
to redirect the user to a page, similar
to the initial one (that could be either
a bank account management page or
any other page that handles sensitive
information). This is called phishing and
is also classified as XSS. For example, the
user may click a link that looks like this:

http://www.somebank.com:6583
acPui=023948754238643875677823.
scam.net

Not everyone will actually mention
that the link is redirecting to scam.net
instead if the bank web site. By generat-
ing a page, similar to the attacked one,
the user will most likely provide all the
sensitive information to the attacker
without even knowing about the scam.

Similar principles could be used
to compromise web sites that use dy-
namic redirection. A link like this:

http://www.mysite.net/site.
php?redirect=new_page

Could be easily changed to some-
thing like this:

http://www.mysite.net/site.
php?redirect=www.scam.net

To prevent XSS attacks, the web site
code should be carefully overviewed
for HTML input, so that the HTML input
includes input parameters. Also, dan-
gerous tags and attributes should be
removed from the code that handles
important information.

Conclusion

With the rising popularity of the e-
commerce services, more people try to
exploit the vulnerabilities in their own
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favor, often destroying or misusing the
personal information of other people
that are using those specific services.
To prevent future risks, e-commerce
service providers should acknowledge
that there is no completely secure sys-
tem and that their web site should be

permanently tested for vulnerabilities
that may compromise end-users. Also,
the software providers for e-com-
merce services should promote good
coding practices, so less vulnerabilities
are available in the core of the system,
rather than on the end-user machine.
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Hean Copbam,

Xapvkosckuil HAYUOHANLHBIL IKOHOMUUecKUl yHusepcumem (Ykpauna)

METO[ COLUIMOMETPUN
B 9KOHOMMYECKOW BE3OMACHOCTW MNPEANPUATUA

The purpose of given article is formalizing of the task of revealing insider
at firm (organization) a method sociometry. The revealing task insider at firm
(organization) is actual. For its solution basically heuristic methods which, as
is known, have big enough error are used. Besides, solution of the task of reveal-
ing insider in mathematical setting is difficultly formalized.

Ha cerogHAWHWN feHb yMbIlWNEH-
HasA UK HeyMblLNIeHHas AeATeNbHOCTb
WHCaaepoB B OOMbLIMHCTBE CilyyYaeB
NPVBOAUT K YObITKaM 1 MOTePsM B Npu-
6blN, CHVPKEHMIO SKOHOMMYECKOTO pOoC-
Ta NpeanpuvATAA, CTPaHbl B LIENOM, YTO
NOATBEPXKAAT UCCNeAoBaHNA B 3TOMN
obnacTu.

Kak n3BecTHO, UHCangep - nosb-
30BaTeslb MHPOPMaALUOHHOW CUCTEMB,
VMEeIOLWNIA BMOMHE NeranbHbIA 4OCTYN
K MHpOpMaUmMM C orpaHUYEHHbIM [0-
cTynom (KoHpuaeHUmanbHas, KoMMmep-
yeckas, 6aHKOBCKas, NepcoHanbHas 1
T.4.) U MPMMEHAKLWMIA BeCb apceHan

[OCTYMHbIX EMy CPEACTB A/1A TOro, UTo-
6bl Mcronb3oBaTh 3Ty UHPOPMaLMio B
cBOUX MHTepecax [1].

CnepoBaTeNbHO, BO3HMKAET aKTyarlb-
Has 3afjaya BbIABNEHUA VHCAAEPOB Ha
npeanpuaTn (opraHusaumn). ns ee pe-
LUEHMA B OCHOBHOM MCMONb3YHOTCA 3BpU-
CTVYecKrie MeTOAbI, KOTOPbIE, Kak N3BeCT-
HO, UMEIOT JOBOJIbHO GOMbLLYIO MorpeLu-
HOCTb 11 He fjatoT TpebyeMoro pesynbrarta.
Kpome Toro, pelueHne 3apaun BblABne-
HMA VHCaaepOB B MaTeMaTnyeckom no-
CTaHOBKe ABNAETCA TPyAHO popmaniiye-
MbIM, 1 TPebyeT NPOBeAeHNEe MHOXECTBa
NMPaKTUYECKNX IKCMEPUMEHTOB.
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Llenblo paHHOW cTaTbu sABnsieTcA
dopmanuzauus 3agaum  BbisIBIIEHUA
WHCangepoB Ha npeanpuatin (opra-
HM3aLun) METOAOM COLIIOMETPUMN.

MpepnaratoTca pesynbTathl  KC-
cnepoBaHun KomnaHmamu Compuw-
are n Ponemon Institute B o6nactn
3KOHOMMYecKoln 6e3sonacHocTn [2].
WccnepoBaHua npoBogunuce € no-
MOLLbIO 3aMaTEeHTOBAHHbIX OHIANHO-
BbIX NMiaT$opm, B KOTOPOM MPUHANO
ydactne 3596 IT-cneuymanucros. Kak
OKa3anocb, 13-3a JeNCTBUIA XakepoB
Ha nNpeanpuATMAX OCYLIeCTBAETCA
nmub 1% yTeuek, B TO Bpems Kak 75%
CNyyaeB MpOUCXOAWUT B pesynbTate
HEOCTOPOXHbIX AENCTBUA HEBHUMA-
TENbHbIX COTPYAHUKOB, (Hanpumep,
notepsa HoOyTOyka wunuM YCTPOMWCTB
dnaw-namatn). Mpu 3Tom 24% wH-
cajepoB pa3rnawaiT CeKpPeTHYIo
UHGOPMaLIMIO HAaMEPEHHO - C KO-
PBICTHBIMU VAN MHBIMU LIENAAMU.

WccnepoBaHmem 3Toi Nnpobnemol B
METOLONOrMYECKMX acneKkTax 3aHuMa-
nncb cnepytowme atopbl: leeub B. M.,
fipoukuH B. U., lomapes B. B., OneiHu-
koB E. A, KaByH C. B., Kusum M. O. [3-8].
B maHHbIX paboTax 6b1nu nccnefoBaHbl
BOMPOChI CUCTEMATUYECKOrO Noaxona
N ycTpaHeHns yrpo3 MUHGOPMaLIMOH-
HOW 1 SKOHOMUYECKOW 6e30MnacHoOCTy,
HO B GosiblUel YacT 3TV UCCNeaoBa-
HMA KacalTca BHewHMx yrpos. He go
KOHL|@ peLleHHbIM OCTaeTcs BOMPOC
BHYTPEHHUX Yrpo3, a UMEHHO BOMPOC
BbISIBNIEHUS MHCAAEPOB.

[na pelweHus 3agaun BbisiBNeHNA
npennonaraeMoro WHcalgepa, npeg-
naraeTcsi BOCMOb30BaTbCA OLHUM K3
METOA0B COLMOMETPUMN.

TepmuH «coumomeTpus» obpaszo-
BaH OT [ABYX JIATVHCKNX KOPHEN: SOCius

- TOBapWILL, KOMMAHbOH, COYYaCTHVK U
Tetrum - n3mepeHve. OCHOBHasA 3achny-
ra B CO3fjaHnu onpegeneHHol MeTofo-
NOTUU COLIMIOMETPUYECKNX NCCIeoBa-
HWIA, COBOKYMHOCTU W3MepPUTENbHbIX
npouenyp v MaTemaTnyecknx MeTofoB
06paboTKM  nepBUYHOW  MHPOPMa-
UMM NPUHAANEXNUT ameprKaHCKOMY
couunoncuxonory [hxekoby MopeHo.
Mcxopsa M3 npakTMky uccnefoBaHui,
ONTVManNbHLIM NPUHATO CYUTaTb YUC-
NeHHbIN COCTaB Manoro KONeKT/Ba B
10-20 yenoBek. B HekoTOpbIX cnyyaax
3TOT Npefen ysenvumsaetca Ao 40 ye-
nosek. Mpu TaknMx ycnoBUAX MeTOZbl
couMoMeTpuK eLe NPUMEHMbI.

Mpn counomeTpryeckom omnpoce
KaXk[ioMy onpaluMBaemomy BpyvaeTcs
coumomeTpuyeckas aHkeTa (coumome-
Tpryeckas KapTouka) M CMUCOK ure-
HOB coLMoMeTpupyemol rpynnbl. Ana
ypobctBa pabotbl M nocnegywollen
06paboTKn damunuy YNEHOB rPyMMbl
wrdpyloTca, B npocTediliem ciyyae
— KOAMpYKTCA HOMEPOM B CrMCKe
rpynnbl. Kaptouka odopmnserca B
cnegytoulem Buge (tabn. 1).

Pe3ynbraTbl onpoca 3aHocATCA B
coyumomaTpuuy, npeAcTaBnAoLLYo
nepBrYHYI0 MHPOPMaLUIO 1 yNpoLLato-
LWy nocneayoLylo MaTeMaTUYeCKyo
06paboTKy COOPaHHbIX JaHHbIX.

MaTtpuua npepctaBnsetr cobon
Tabnuuy, B KOTOPYIO MO CTPOKaM Mo-
MeLLalT OTBETbl KaX[oro U3 uieHoB
rpynnbl. B Tabnuue 2 npuseaeHbl UToru
HenapameTpryeckoro CoLMoMeTpuYec-
KOro Ofpoca LIeCTU YeHOB rpPynMbl
Mo ANXOTOMUYECKOMY KPUTEPUIO: «+»
- O3HauyaeT npepgnoyteHne (NONOXu-
TeNbHbI BbIBOP), «—» — OTBEpPXKEHVE
(oTpuuaTenbHbI BbI6OP), «0» — PUKCKU-
pyeT oTCyTCTBME BbIGOPA.
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Ta6bnuya 1
CouunomeTpuyeckas KapTouka AnA HenapameTpuveckon npoueaypbl
YKaKute Homepa 41eHOB Havyanb-
Kputepun
CTBa U3 CNMNcKa
1. Koro 6bl Bbl xoTenu BuaeTb B Kaue-
CTBEe CBOEro HayasnbHuKa?
2. Koro 6bl Bbl He xoTenu BugeTb B
KauecTBe CBOEro HavasbHuKa?
3. Kro moxeT npepnoxmTb Bac B Kaue-
CTBe HavasbHUKa?
4. KTo He npeanoxuTt Bac B Kauectse
HavanbHMKa?
Ta6bnuya 2
Couymnomartpuna
Kro BbIGUpaeT Koro Bbi6upatoT |Ymncno BbiGopoB
1/2|3[(4|(5|6| + | - | Bcero
1 |EBceeB +|-|+|+|-]1-]12]3]| 5
2 |boHpapes O|+|0|+|0|+]|] 2|0 2
3 |Muxannos +|-|+[+[0]0]2]1 3
4 |CamonneHko O|O0|+|+|O0|+|2]0O0 2
5 |Monakos 0 O[+|[+]0[1]1 2
6 |YmHoB +|+|+|+|0|+] 4]0 4
Yrcno nonyyeHHbIX BbIGOPOB: 121113151012 113
Y POB: T30 011 5
Bcero: 2143|513 18

CamoBbIOOp He npearnonarancs, no-
3TOMYy MO AMaroHanM CTaBUM 3HaK «+»,
Y>ke Br3yanbHbIi aHan3 COLMOMATPULbl
MHOrOe FrOBOPUT O B3aVMOOTHOLLEHUAX
B rpynre: Kak YneHbl rpynrbl BbIoUpatoT
U KOro, KTO 6ornee akTMBHO BblOUpaeTcs,
KTO Yallle oTBepraeTcsl. YJo6HbIM Croco-
60M NpeaCcTaBneHyIst cofepXaHus CoLyo-
MaTpuLbl ABAAKOTCA COMNPOrpPaMmbl, KOTO-
PbIX MMEETCA MHOXECTBO BUAOB. YKaXem
TOSNbKO Of1HY U3 NPOCTENLLNX — KPYrOBYHO
coumorpammy. B sTom cnyyae Bce uneHbl

rpynnbl pacroaralTcA CUMMETPUYHO Ha
OKPYHOCTW, 1 COOTBETCTBYIOLLME JIMHU
OTPAXKAKT MEXKJIMYHOCTHbIE CBA3M MEXAY
urieHamu rpynnbl.

Takum ob6pasom, dopmanusyemas
3ajjava BbIAB/IEHMA UHCANAEPOB CBeae-
Ha K 3agaye onTMMMU3aLUN 1 NPUMeHe-
HUA MeToda COLMOMETPUN B SKOHOMMU-
yeckon 6e3onacHocTu. B ganbHenwem
[laHHOE NCCNeaoBaHNe MOXHO COBep-
LLUEHCTBOBATb M UCMOMb30BaTh Mo Npea-
NIOXKEHHOW MeTOAMKeE.
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PROBLEMATICA IMPLEMENTARII SISTEMULUI
DE MANAGEMENT AL CALITATII TN TEHNOLOGIILE
INFORMATIONALE

Like an extension of my last material about implementation of the quality
of management information systems, this article is about the quality of man-
agement activities and management of business partnerships. Also, we must to
see how the procedures are changed for IT starting from ISO9001 standard.

Keywords: quality management, standard, information and communica-
tion technology, partnership.

In conditiile trecerii la societateain-  accesul rapid la informatii si valorifi-

formationald, proces complex care im-  carea adecvatd a acestora in procesul
plicd adoptarea de instrumentareinfor-  decizional, tehnologiile informationale
matice performante, menite sa asigure  capatd o importanta deosebita.
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Din aceste considerente, acest sec-
tor este foarte prioritar intr-o societate
moderna, globala si interdependentad,
care se va dezvolta, in mod specta-
culos, datorita progreselor deosebite
inregistrate pe plan stiintific si tehno-
logic. O dovada, in acest sens, o repre-
zinta faptul ca produsele din domeniul
tehnologiei informatiei au ajuns sd de-
tind, deja, o pondere semnificativa in
totalul produselor comercializate, in
prezent, pe plan mondial.

Realizarea tehnologiilor informa-
tionale reprezinta o serie de particula-
ritati, printre care se remarca implica-
rea puternicd a clientilor, care, practic,
impun o anumitd configuratie a hard-
wareului ca si a softwareului. Datorita
acestei implicari, se dezvolta perma-
nent noi tehnologii informationale,
pentru a veni in intdmpinarea dorinte-
lor clientilor.

In aceste conditii, se impune o
abordare deosebit de flexibild a ma-
nagementului calitdtii, care sa permita
adaptarea permanenta a proceselor or-
ganizatiilor din domeniul tehnologiei
informatiei exigentelor crescande ale
clientilor si de performanta financiard a
intreprinderii, in conditiile unui mediu
concurential deosebit de dinamic.

Managementul calitdtii in tehno-
logiile informationale poate fi impartit
in doud componente: managementul
calitatii hardware si managementul ca-
litatii software.

Managementul calitétii hardware vi-
zeaza calitatea calculatoarelor (fiabilita-
te, firma/marca) si sistemelor hardware
de retea, cu urmatoarele precizari:

- Proiectarea calculatoarelor si re-

telei si executarea procedurilor:
se fixeaza procedurile corespun-

zatoare pentru a controla si asigu-
ra calitatea proiectului sistemului
hardware si instalarea acestuia.

- Procedurile de siguranta pentru
calculator si retele: se stabilesc pro-
cedurile corespunzatoare pentrua
asigura securitatea sistemului.

- Intretinerea si inlaturarea defec-
telor sistemelor de calculator si
retea: se fixeaza procedurile pen-
tru intretinerea sistemului hard-
ware si inlaturarea defectelor (in-
tretinerea si fixarea standardelor
trebuie sa fie clar definite).

Managementul calitdtii software vi-

zeaza calitatea informatiei obtinute cu
ajutorul sistemelor software, cu urma-
toarele precizari:

- Selectarea softwareului de in-
formatie si comunicatie: se fi-
xeaza procedurile si standardele
pentru selectia si aplicarea soft-
wareului.

- Cuplarea sistemelor de informatii
(unirea cdilor de comunicatie in-
tre parteneri): standardele si pro-
cedurile trebuie stabilite anterior
pentru procesele de conectare
prin retea si schimb de informatii.

- Schimbarea dinamica a structu-
rii sistemelor de informatie: se
fixeaza procedurile pentru a da
indicatii despre schimbarea si
reglarea retelei.

- Standardele proiectului de in-
terfata si ale schimbului de date:
intre diferiti parteneri trebuie sa
fie precizat un set de proiecte
de interfata si standarde pen-
tru a asigura calitatea in cadrul
schimbului de date.

In scopul urmaririi si desfasurarii con-

ditiilor de siguranta si eficientd a proce-
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selor de organizare si functionare a Tl se
implementeazd sisteme de management
al calitatii in Tl, care iau in considerare, in
mai mare madsurd, aspectele specifice
privind particularitatile managementu-
lui calitatii din acest domeniu.

Un sistem de management al calitatii
in Tl faciliteaza imbunatatirea continua a
calitatii produselor din acest domeniu,
asigurand, astfel, cresterea satisfactiei
clientului si a altor parti interesate. Acest
sistem furnizeaza incredere organizatiei
si clientilor sai ca este capabila sa reali-
zeze produse, care indeplinesc, in mod
constant, cerintele. Din aceste conside-
rente, organizatiile din domeniul tehno-
logiei informatiei manifesta un interes
crescand pentru implementarea unui
sistem de management al calitatii, con-
form cu modelele recunoscute la nivel
international. indeosebi, se inregistreaza
o crestere semnificativa a numarului de
certificate de conformitate cu standarde-
le 1SO 9000, tendinta care se manifesta si
in Republica Moldova, in ultimii ani.

In procesul de implementare a sis-
temului de management al calitdtii in
Tl trebuie atrasd atentia la toate grupele
in care acesta poate fi divizat, si anume:
grupa satisfacerii clientului (SC), grupa
tehnologiilor informationale (TI) si gru-
pa coordonarii si auditului (CA). Grupele
sunt toate sub conducerea manageru-
lui calitatii, care este responsabil pentru
toata calitatea Tl privita in ansamblu.

Activitdtile si cerintele manage-
mentului calitatii sunt proiectate pen-
tru fiecare grupd, dupd cum urmeaza:

- Grupul SC este responsabil pen-

tru managementul calitatii de
satisfacere a clientului.

- Grupul Tl este responsabil pentru

managementul calitatii sistemului

de informatii (incluzand calcula-
toare, retea si sisteme software).

- Grupul CA este responsabil pen-
tru managementul calitatii sis-
temelor de audit si coordonare
a partenerilor.

Tratarea sistematica a problematicii
implementarii sistemului de manage-
ment al calitatii in Tl trebuie sa implice
si analiza unei serii de aspecte, printre
care subliniem:

1) trebuie sd inceapa de la nevoia
de imbunatatire a calitatii Tl;
satisfacerea clientilor si relatia
cu acestia;
sistemul de management al ca-
lit&tii in TI;
procedurile de asigurare a cali-
tatii pentru Tl;
analiza orientarilor actuale si
tendintelor privind dezvoltarea
Tl pe plan mondial si in Republi-
ca Moldova;
analiza modelelor de sisteme
de management al calitatii apli-
cabile in domeniul tehnologiei
informatiei;

7) cadrul conceptual si etapele de
implementare a sistemului de
management al calitatii in TI.

Implementarea unui astfel de sistem
implicd intreaga organizatie — de la top-
management pana la ultimul om din or-
ganizatie. Fara o implicare solida la toate
nivelele, este putin probabil sa se obtina
rezultate optime. Top-managementul
joaca un rol foarte hotarator in acest
proces. El este, practic, motorul si centrul
de comanda de unde se dirijeaza toate
lucrdrile. Daca top-managementul va
acorda un sprijin neconditionat echipei
care face implementarea, atunci ea nu
are cum sa nu fie facuta bine.
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Unva Quepun,

Cnassuckuti ynusepcumem Pecny6nuxu Monoosa

KPUMTOIPAOUNYECKUE MPUNOKEHNA LLINOPOBAHWA.
TEXHONOIUA AYTEHTUOUKALINA
N 3AWNTBI JAHHbBIX PGP

In work practical receptions of adjustment and feature of work with crypto-
graphic system PGP are shown. Variants of enciphering of the text, a file, a disk
are considered, specific functions of work of the program are briefly described.

Kniouesvie cnosa: wiugdposare, kKpunmozpagus, mexHonozus Omxpbi-

MulX U 3AKPLIMbLX Krouetl

MocKonbKY CMMMETPUYHAA KpUnTo-
rpadua 6bina HeKOrga eaVHCTBEHHbIM
CrocoboM Mepecbiikn CEKPETHOW WH-
dopmaumy, UeHa HaZéXHbIX KaHanoB
ana obmeHa KJoYaMKu OrpaHuuMBana
€€ NnprIMeHeH1e TONIbKO Y3K/M KPYrom
opraHu3auuii, KoTopble MOrn eé cebe
Mo3BOMINTb, B YaCTHOCTW, MpaBUTENb-
CTBaMU 1 KPYMHbIMU  GaHKOBCKMM
yupexgeHuamu. lNossneHune wndpo-
BaHWA C OTKPbITbIM KJIOUYOM CTasio Tex-
HONOTMYeCKON peBosnouvEln, Npeao-
CTaBMBLLUEN CTOVKYl0 Kpuntorpaduio
maccam. PGP (Pretty Good Privacy)
obbeguHAeT B cebe Nyylume CTOPOHbI
CUMMETPUYHON KpunTorpadun 1 Kpun-
Torpadun C OTKPbITbIM KJTOYOM.

Llenblo pa6oTbl aABnaerca ucce-
[JOBaHWe Ha MpakTuke ocobeHHOCTeN
Kpuntorpadumyeckoro wndpoBaHns 1
3aLUTbI AAHHDIX.

MpeameTom uccnepoBaHus sB-
nsetcA nsyyeHme GyHKUMA U BO3MOX-
HocTel paboTbl C KNloYaMK B KPUNTO-
rpaduuyeckoin cucteme PGP.

Ynob6ctBo pabotbl ¢ PGP obycnos-
NIEHO KaK BO3MOXHOCTbIO CO3[aHUA
COOCTBEHHOV Mapbl Knouyen (OTKpbI-
TbIA N CEKPEeTHbIN) — 3Hayok PGP B

Tpee, nyHKT PGPkeys, Tak 1 nonyyeHuns
cBoero nybnnyHoro Kiouva B daine ¢
pacwpeHmem .asc. u coobLyeHne ero
CBOWUM agpecaTam B MeH1o Keys-Export.
TouHo TaK e npw nonyyeHun nyo6nny-
HbIX K/loyell OT CBOMX afpecaToB KX
MOXHO 3aHecTu B PGPkeys, Bocnonb-
30BaBLWnCcb MeHio Keys-Import.

OCHOBHbIMU QYHKUMAMMN Kpun-
Torpaduyeckoro wmppoBaHUa B
nporpamme PGP spnstotca: wudpo-
BaHue TekcTa (Clipboard - Encrypt, Cl-
ipboard — Decrypt and Verify), wudpo-
BaHue dannos (PGP - Encrypt, Decrypt
and Verify), cosgaHue 3awmdppoBaHHOrO
auncka (PGPdick — New Disk, Publick Key
unu Passphrase, PGPdisk - Mount Disk).
Takke B coctaBe PGP ecTb nHtepecHble
[OMOJIHUTENbHbIE BO3MOXKHOCTU:

1. WIPER, T.e. nporpamma and yaa-
neHnA Gannos, NCKIoYaOLLAA BO3MOX-
HOCTb 1X NOC/eyoLLEro BOCCTaHOBe-
HuA. WIPER nepep yganeHuem dainna
3abMBaeT ero CMMBOJIaMIK «a@», YTO Mo-
3BONIAET, He 6ECMOKONTCA O BO3MOXKHO-
CTW BOCCTaHOBMEHWA MHpopmaLmu.

2. TABJIETKA - onpegeneHne
Spoof-cnpaTtaHHbix B ¢dain pasnnu-
HbIMU crnocobamn BPeAoHOCHbIX KO-
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[0B, TPOAHOB, BMPYCOB C MOMOLLbIO
KnasmaTypHbIX WnnoHoB — key logger
B KOMMJIeKCe C aHTUBMPYCHbIMU NPO-
rpammamu. Xopowum ansa 31oro npu-
mepom cnyxat Xinch u Pinch, ckopee
Bcero 6onee n3BeCTHble cpeaun Tex, y
Koro yxe kpanu ICQ cemu3sHaku nnm
YnTany MNouTy (BO3MOXHbIX BapuaH-
TOB MHOro). B ocHoBHOM 3TO npopa-
60TaHHbIN key loggerp, KoTopblii He
TpebyeT YCTaHOBKW, U MOXeT ObiTb
NpUKpennéH K niobomy danny, paxe K
KapTuHKe B ceTu Internet, EXE dainy
1 NoboMy [OKYMeHTYy. XouyeTca 3ame-
TUTb, YTO HOMee N3BeCTHbIE aHTUBMUPY-
cbl, Takne kak NOD32/ Kaspersky / Avi-
ra / Avast, K CNnpATaHHOWN TPOAHCKOMN
nporpamMmme OTHOCATCA MO-pa3HOMY.
Bcé 3aBMCUT OT TOro, Kakmm Crnoco-
6om eé cnpsaTtanu. Hanpumep, Avira
BOOGLLE MOXET CO0bWNTL, uTo dain
UNCT fJaxe MpuW He3aypAAHOM CKpbl-
Tum TposHa. Xinch n Pinch HyxpatoTtca
B HacTpomnkax. MMoCKonbKy OHW MAeH-
TWUYHbI, PAaCCMOTPUM HacTponky Xin-
ch. Mpwu 3TOM ncnonb3ytoTca dannbi:
Builder.exe — komnunauua TposiHa 1
Parser.exe — pacwmndpoBKa OTYETOB.
Mpumep HacTpPOMKM Ha OTMpPaBKy NO
SMTP (T.e.,, N0 MouTe, camblin Nerkmum
BapuaHT) nNokasaH Ha Puc.1. Mpume-
pbl 6yayT NprxoanTb Ha NouTy topm-
ail.kz, Tak Kak Ha Hee cTabuNbHO Npu-
XOAAT OTYeTbl. Ham HY>KHO 3anofHUTb
none «Ceonctea SMTP”. B none «cep-
Bep» HYXHO ykasaTb SMTP cepsep
Balel nouyToBoW cnyx6bl (cepBep
ncxoaawmx coobuieHnn). B gaHHOM
cnyyae — 310 mail.topmail.kz. Janob-
we BblbMpaem «Y3HaTtb IP” (y3Haem
IP Hawero cepBepa - 06s3aTefibHO)
n nonyyaem 194.226.128.5. B none

«OT KOro» ykasblBaem 3JIEKTPOHHbIN
appec, C KOTOporo Ham 6yayT BbiChl-
NaTbCA OTYeTbl (MOXHO 3apermcTpu-
poBaTtb cebe TaM e 2- MOYTOBbIN
AWK, @ MOXHO He pPerncTpupoBaTh).
B none «Komy» — yka3biBaem e-mail, Ha
KOTOpPbIN GyAyT BbICbINATLCA OTYETHI.
«[lopT» — Kak no ymonyaHuto ctouT 25,
Tak U ocTaBnAem (3TO CTaHZAPTHbIN
nopt npotokona SMTP). “UHTepBan»
- cO6CTBEHHO yKa3blBaeM BpeMeHHOM
WHTepBaN MeXAy OTNPaBKON OTYETOB
(B cekyHgax). [anbwe Ha BKNagke
«TecT» — npoBepsaem, BCe N1 npasuiib-
HO Mbl HacTPOWAM C OTNPaBKOWN OT-
yetoB. Ecnn noasnaetca coobuieHne
«CoefiuHeHne OTCYTCTBYET», TO Heob-
XOAVMO MOBTOPUTb HACTPONKN.

B cnyyae npaBWsibHO BbIMOSIHEH-
HbIX NpoLUeayp 1 AeNCTBUI NOABNAETCA
coobLeHve, NpefcTaBneHHoe Ha puc.2.
PekomeHpyeTca 06A3aTeNbHO OTMETUTD
BK/AAKY «Maponv». Kpome yKasaHHbIX,
MOXHO BOCMOMb30BaTbCA GYHKLMAMU
W [BOMNOSHUTENbBHLIMU  MpoLefypamu.
QyHKYuu: CamMoyHUYMoXeHue mpo-
AaHa (Yoanumecs), nepesazpy3ka Kom-
nelomepa xepmesl, yoaneHue ¢atinos
(yOanaem ece, Umo MOXHO Ha ducke C:),
asmosazpyska (8blbupaeme cnocobel
asmosazpy3Ku KCuH4Ya), matimep (ykasoi-
saeme 8peMsA AKMUBUPOBAHUA MPOS).
HononHumensHo: pobaBneHve VKOH-
KU, NnpuKpenneHune daina (mo 500-700
K0.), BO3MOXHOCTb 3arpy3ku 1 3arycka
danna xeptBon ¢ 3agaHHoro URL, Bbl-
BOJ COOOLLEHA NOC/e 3arycKa TPOAHa,
BbI6GOP MeToaa CxKaTuA.

3aBeplialolWwM  3Tanom  ABNAET-
CA BbICTaB/ieHMe crocoba OTnpaBKu
(SMTP) B MeHI0 «KOMNUNALNSA» — BKNaf-
Ka «CKoMnunmpoBaTtb» — puc. 3.
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CosgaTe exe darm.

Puc.1. OKHO nporpaMmmbl — IpUMep HaCTPONKN 3N1IeKTPOHHON NOYTbI
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-
\11) CoobLWEHHE OTNRAENEHD YCMELHO,

Puc.2. OKHO NporpamMmmbl — NOATBEPKAEHNE OTNPABKN COO6LWeHNs
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@ SMTP 0 HTTP

 FILE

' He oTnpasnare

CHOMMMAMPOESTE

CosgaTte exe dain.

Puc.3. OKHO nporpammbl — BKnagka «CKkomnuanpoBaTtb»

MopBoas wutor, XoTenocb 6bl OTMe-
TUTb, UTO 60MbLUNHCTBO AHTUBUPYCHbIX
nporpamm He B CUJiax CnpaBnUTCA C HO-
BbIMU BUPYCaMK, eLLé He NoObIBaBLUVIMY
B «labopaTtopum» No paspaboTke «rnpo-
TUBOAONA», N 60NbLUNHCTBO KOMMblOTE-
[POB, BO3MOXHO, 3apaeHbl HOBNYKamMW,
HO MoJib30BaTeslb 06 3TOM HE CMOXET
Y3HaTb, NOKa He obHoBUTCA aHTUBMPYC.
Ho K 3ToMy BpemeH/ 310yMbILLTEHHUK
yXe MONyunT Hy>KHble eMy [daHHble,
TOJZIbKO B TOM C/ly4ae, eCqii ero aHTuBu-
pYC He CHabXEH [JOCTaTOYHO XOPOLUUM
2N1eMeHTOM onpeaeneHna BpeaoHOCHO-
ro nporpaMmHoro obecrieyeHus. B fan-

HbIX YCNOBUAX MCMOMb30BaHUE Kpun-
Torpaguyeckoro npunoxeHus PGP
aBnaetca 3GOeKTVBHON TexHonornen
ana obecneyeHns 3awWWTbl U ayTeH-
TmdurKaummn paHHbIX. Wcnonb3ys ero,
MOXHO ObITb YBEPEHHbIM, YTO HUKTO
He CMOXeT MpoynTaTb WU U3MEHUTb
Bawy nHbopmaumio. 3awmta rapaHTu-
pyeT, uTo TO/MbKO nony4yaTtenb UHOOpP-
MaLuy CMOXEeT BOCMOSIb30BaTbCA el.
OKa3aBLIMCb B YyXKKX pyKax, OHa byaeT
coBeplUeHHOo 6ecnonesHom, Nockonb-
Ky ee HEBO3MOXHO AeKoaMpoBaTh. Ay-
TeHTUdrKauma Oyaet rapaHTUpPOBaTb,
4yTo ecn HekoTopasa wuHbopmaums
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6bina co3faHa Bamu 1 BbinoxeHa ana
ny6nnYHOro [JOCTyna, TO OHa AeNCTBU-
TenbHO noctynuna ot Bac n He 6bina
HuKem danbcnduumpoBaHa nnn nsme-
HeHa B nyTn. Kpome 31oro, PGP ocHo-
BaHa Ha KpunTorpaduyeckon cnucreme,

MN3BECTHOW KaK «OTKPbITbIN KITOY», KO-
Topas MOXeT ObITb MCMONb30BaHa Ha
HeHaJeXHbIX KaHanax. OTo Aenaet ee
naeanbHon Ans obecneyeHns 3aluTbl
nHpopmaumm, nepepaBaemori no Ta-
KM ceTaMm, KaK Internet.

Jlutepartypa 1 NICTOUHUNKMN:
1. MacneHHukoB M.E. lfpakmuyeckas kpunmoepagus. — ClN6.: N3patenbcTBo
BXB-MeTepbypr, 2003 r. / YuebHWK+CD anck, 464 c.: un.
2. Ymopa AJl. CospemeHHas npuknadHas Kpunmoepacgus. — M.: 3gatenbcTBo

«ennoc AOB», 2001. - 240 c.

3. http://www.host.ru/support/hosting/pgp.html

4. https://www.pgpru.com

Kristina Gjeorgjieva

Faculty of Economics, University “Ss. Kiril and Methodius” -

Skopje, Macedonia

INFORMATION AND INFORMATION SECURITY -
FUNDAMENTAL FACTOR FOR ECONOMIC
AND SOCIAL DEVELOPMENT

The information represents universal and essential recourse for the devel-
opment of a society. The collection and accumulation of the information in
modern societies and organization areas, based on knowledge, is the basic of
the innovation processes and development. Due to the considerable importance
of the information from an economic and social aspect, the need of safety ap-

pears, that is information security.

Man’s development and his evo-
lution are due to the information ex-
change. The knowledge has been
transmitted and accumulated through
the process of information exchange,
also, has been transmitted the under-
standing, notification, consciousness,
experience and changes caused by the
human with the active relation towards

the surroundings. In its early evolution,
the man communicated through ges-
tures, sounds, signs which were the first
signal bearers of information, for later
on to evolve the speech and the letter
as a man to man communication. Due
to the evolution process of the man and
society, as well as the technology, today
the information is exchanged on rela-
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tion: man to man, man to machine, ma-
chine to man and machine to machine.

Before | continue, here are some
aspects for the information...

Many authors identify the informa-
tion with knowledge, some of them as
action, i.e. processing knowledge by
collecting, management and use of the
knowledge, and others as a result of the
action of knowledge capacity augmen-
tation, relating it with the obtainability
and memorization of the knowledge. If
the knowledge of accepting of the infor-
mation doesn’t change, then the infor-
mation stays at the level of data and the
data becomes information if it augments
the knowledge, i.e. the information gains
value. Some of the most used definitions
for information are the following:

— Information is a new knowledge
that influences the receiver to
change the conduct or uses to
accomplish certain goal or to
solve certain task or problem.

— Information is new knowledge
for certain event, process or
appearance that permits the
receiver to take over adequate
and completely directed action.

— Information is part of the knowl-
edge which diminishes or elimi-
nates the indeterminacy and
uncertainty of the changes.

We live in an information society
where the creation, distribution, use, ex-
tension and integration of the informa-
tion are of essential economic and social
significance. In modern economies based
on knowledge, the wealth is created on
economic exploitation of the information
and represents the most important asset
for the business organizations as well as
for the state and public administration.

The importance of the information is
its influence on economic and social proc-
esses and its effect depends directly on
the conditions created for its constancy,
availability and safety. The time we live
in, technology is the base of the informa-
tion processes and information security.
One human mistake without applicable
technology can affect only some stages
of the process in a working day and to be
eliminated but by application of technol-
ogy the mistake multiplies and in seconds
can have effect on numerous processes
and employment positions.

Due to the great importance of the
information in the society and econo-
my based on information, there have
been elaborated methods i.e. aspects
for securing the information safety and
are being classified in legal, organiza-
tional-technological and economical.

The legal aspects represent creation
and implementation of legal acts that
regulate the relations and the work in
the information sphere. The priority and
most important from legal aspect, is the
regulation of the relations in the area of
information safety in order to concre-
tize legal standards and perfection of
the legal system. The crucial point is the
elaboration and adopting normative
legal regulations that determine the
responsibility of individuals and legal
entities with illegal information access,
illegal use and coping, illegal revelation
of confidential information, use of infor-
mation that is a commercial secret etc.

Organizational-technical  aspects
represent creation and consistent per-
fection of the organizational-technical
conditions of the organization in the
area of information safety. The crucial
point is the elaboration, perfection and
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use of the means for information pro-
tection and control of its efficacy. This
comprises use of cryptography i.e. en-
cryption of the information by adequate
channels, standardization of the infor-
mation protection applications etc.
Economical aspects of information
safety represent creation and elabora-
tion of plan strategies on national and
organizational level in the area of infor-
mation safety, priority determination and
project financing related to this area.
Today, in terms of globalization and
economic integration, the competitive
advantage belongs to the business
organizations and societies based on
knowledge and consider the informa-
tion as an essential and most valuable
resource investing in new technolo-
gies, standardization of the information
sphere and methods for securing infor-
mation safety. In the Republic of Mac-
edonia as a developing country, exists

Natalia Pisica, Irina Nagaildc,

transition process of an economy based
on material goods into an economy
based on information and knowledge,
but the percentage of GNP that comes
from the industry based on knowledge
and information is still insignificant in
comparison to the developed capitalis-
tic societies. For example, even in 1959
the categorization of Fritz Machlup cal-
culates that 29% of the GNP of the USA
comes from industries based on knowl-
edge and information. Thus we can con-
clude that the developing countries, as
the R. of Macedonia, and countries in
transition from an economy based on
material goods into an economy based
on knowledge of the global market will
encounter with concurrence with tradi-
tions and constant development in the
information sphere and their economic
and social development will also de-
pend on the rapid adaptation of the
market and making new knowledge.

Universitatea Cooperatist-Comerciald din Moldova

SECURITATEA RESURSELOR INFORMATIONALE
IN MEDIUL RETELELOR INFORMATICE

OCED (Organization of Economic Cooperation and Development) este
unul din organismele internationale preocupate de domeniul protectiei datelor
cu caracter personal, securitdtii sistemelor informatice, politicii de cifrare si al

protectiei proprietdtii intelectuale.

In ceea ce priveste protectia datelor
cu caracter personal, OECD a elabo-
rat in anul 1985 Declaratia cu privire la
fluxul transfrontarier al datelor. Ideea

fundamentala era de a se realiza, prin
masuri juridice si tehnice, controlul di-
rect individual asupra datelor cu carac-
ter personal si asupra utilizarii acestora.
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Eforturile actuale sunt dirijate cdtre rea-
lizarea unui cadru international, in ceea
ce priveste viata personala si autonomia
individuald a persoanelor (libertatea de
miscare, libertatea de asociere si drep-
turile fundamentale ale omului).

In domeniul sistemelor informati-
ce, tarile OECD au cerut in 1988 secre-
tariatului OECD sa pregdteasca un ra-
port complet asupra acestui domeniu,
cu evidentierea inclusiv a problemelor
tehnologice de gestiune, administra-
tive si juridice. Ca urmare a acestui
raport, tarile-membre au negociat si
adoptat in anul 1992 Liniile directoa-
re privind securitatea sistemelor in-
formatice in OECD. Ele ofera un cadru
international de referinta pentru dez-
voltarea si punerea in practica a unor
masuri, practici sau coerente de securi-
tate informatica in sectoarele public si
privat. Consiliul OECD recomanda revi-
zuirea periodica a acestor reglementari
la fiecare 5 ani.

La moment, cea mai rdaspandita
retea globald de asa categorie este In-
ternetul, structurd deschisa la care se
poate conecta un numar mare de cal-
culatoare, ceea ce a condus la dificul-
tatea verificarii ei, la vulnerabilitatea
retelelor, manifestate pe variate planu-
ri. Un aspect crucial al retelelor de cal-
culatoare, in special al comunicatiilor
prin Internet, il constituie securitatea
informatiilor. Nevoia de securitate si de
autenticitate apare la toate nivelurile
arhitecturale ale retelelor. De exemplu,
utilizatorii vor sd se asigure cd posta
electronica soseste chiar de la persoa-
na care pretinde a fi expeditorul. Uneo-
ri, utilizatorii, mai ales cand actioneaza
in numele unor firme, doresc asigura-
rea caracterului confidential al mesaje-

lor transmise. In tranzactiile financiare,
alaturi de autenticitate si confiden-
tialitate, importanta este si integritatea
mesajelor, in timp ce, in cele de afaceri
- comanda odatd receptionatd este
necesar sa fie nu numai autentica, cu
continut nemodificat, dar sd se cree-
ze situatia ca expeditorul sa nu o mai
recunoascd. Deci, portile (gateway) si
rooterele trebuie sa discearna intre cal-
culatoarele autorizate si cele intruse.

In cazul Internetului, adresele di-

feritelor noduri si servicii pot fi facil
determinate. Orice posesor al PC cu
modem, avand cunostinte medii de
operare, poate incerca sa ,forteze”
anumite servicii, precum ar fi conec-
tarea la distanta (telnet), transferul
de fisiere (ftp) sau posta electronica
(e-mail). Exista persoane dispuse sa
cheltuiasca resurse, bani si timp pen-
tru a penetra diferite sisteme de secu-
ritate. Unii sunt adevarati ,maestri” in
domeniu: penetreaza calculatorul A,
cu ajutorul cdruia intra in calculatorul
B, folosit mai departe pentru accesul
la calculatorul C etc.

De asemenea, la retea pot fi co-
nectate diverse tipuri de echipamente,
ceea ce contribuie la largirea necontro-
lata a cercului utilizatorilor cu acces ne-
mijlocit la resursele ei.

Vulnerabilitatea retelelor este pro-

vocatd de doi factori de baza:

1) posibilitatea modificérii sau di-
strugerii informatiilor sau la in-
tegritatea lor fizica;

2) posibilitatea folosirii neautori-
zate a informatiilor, adica scur-
gerea lor.

Totodatd, si securitatea informatica

depinde de doud aspecte prioritare de
asigurare a ei:
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- integritatea resurselor retelei,
adica disponibilitatea lor func-
tionald, indiferent de defectele
de functionare, hard sau soft,
de incercarile ilegale de sustra-
gere a informatiilor, precum si
de incercdrile de modificare a
informatiilor;

- caracterul privat, adica dreptul
individual de a controla sau in-
fluenta informatiile referitoare
la o persoana sau obiect memo-
rate in fisiere sau baze de date si
de a avea acces la aceste date.

Asa cum reteaua consta din diver-
se componente, ea reprezinta o zona
convenabild pentru diferite atacuri sau
operatii ilegale, ceea ce indica faptul ca
protectia a devenit unul din aspectele
operationale vitale ale ei.

Securitatea si, in special, caracterul
privat al datelor trebuie sa constituie
obiectul unei analize atente, asa cum
retelele sunt ansambluri complexe de
calculatoare si, de aceea, este foarte
dificil de a obtine o schema completa
a tuturor entitatilor si operatiilor exis-
tente la un anumit moment, astfel incat
ele devin automat vulnerabile la diverse
tipuri de atacuri sau abuzuri. Complexi-
tatea este generatd de dispersarea geo-
graficd, uneori, internationald, a compo-
nentelor (nodurilor) retelei, implicarea,
realmente, a mai multor organizatii in
administrarea unei singure retele, uti-
lizarea diferitelor tipuri de calculatoare
si sisteme de operare, interconexarea
unui numdr mare de entitati.

Pe masura ce calculatoarele perso-
nale pot fi conectate de acasa in rete-
le, o serie de activitati pot fi facute de
persoane particulare. Trebuie avute
in vedere tipurile de date pe care per-

soanele le pot citi, care sunt celelalte
persoane cu care pot comunica, la ce
programe au acces. Tot mai multe in-
formatii, memorate in fisiere, devin po-
sibil de corelat prin intermediul retele-
lor. Aceasta asociere de fisiere privind
persoanele fizice poate avea consecin-
te nefaste asupra caracterului privat
individual. Informatia este vulnerabila
la atac, in orice punct al unei retele, de
la introducerea ei pana la destinatia fi-
nala. In particular, informatia este mai
susceptibila la atac atunci cand trece
prin liniile de comunicatii. Masurile
puternice de control ale accesului, ba-
zate pe parole, scheme de protectie in
sistemele de operare, fac mai atractive
atacurile asupra liniilor retelei, decat
asupra calculatoarelor-gazda.

Cateva studii de securitate a retele-
lor informatice estimeaza cd jumatate
din costurile implicate de incidente
sunt datorate actiunilor voit destruc-
tive, un sfert dezastrelor accidentale
si un sfert greselilor umane. Deoarece
cele mai considerabile, din punct de
vedere al costului, sunt cele voite des-
tructive, atentie preponderenta este de
dorit sa fie acordata lor. In componenta
lor se disting doua categorii principale
de atacuri: pasive si active.

Atacurile pasive sunt acelea in ca-
drul carora intrusul observa informatia
ca trece prin ,canal’, fara sa interfereze
cu fluxul sau continutul mesajelor. Ca
urmare, se face doar analiza traficu-
lui, prin citirea identitatii partilor care
comunica si ,invatand” lungimea si
frecventa mesajelor vehiculate pe un
anumit canal logic, chiar dacd conti-
nutul este neinteligibil. Atacurile pa-
sive se caracterizeaza prin aceea ca:
nu cauzeaza pagube (nu se sterg sau
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se modifica date); incalca regulile de
confidentialitate; obiectivul este de a
sasculta” datele schimbate prin retea;
pot fi realizate prin variate metode,
precum ar fi: supravegherea legaturilor
telefonice sau radio, exploatarea radia-
tillor electromagnetice emise, rutarea
datelor, prin noduri aditionale mai pu-
tin protejate.

Atacurile active sunt acelea in care
intrusul se angajeaza fie in furtul me-
sajelor, fie in modificarea, reluarea sau
inserarea de mesaje false. Aceasta in-
seamna ca el poate sterge, intarzia sau
modifica mesajele, poate sa facd inse-
rarea unor mesaje false sau vechi, poa-
te schimba ordinea mesajelor, fie pe o
anumita directie, fie pe ambele directii
ale unui canal logic. Aceste atacuri sunt
serioase, deoarece modifica starea siste-
melor de calcul, a datelor sau a sisteme-
lor de comunicatii. Cele mai cunoscute
si frecvent aplicate sunt urmatoarele:

1) mascarada — entitatea pretinde
a fi o altd entitate. O ,Mascaradd”
este insotita, de reguld, de alta
amenintare activd, cum ar fi inlo-
cuirea sau modificarea mesajelor;
reluarea - un mesaj sau o parte
a acestuia este reluatd (repeta-
ta), cu intentia de a produce un
efect neautorizat. In conturile
bancare, reluarea unitatilor de
date implica dublari si/sau alte
modificari nereale ale valorii
conturilor;
modificarea mesajelor — datele
mesajului sunt alterate prin in-
locuire, inserare sau stergere.

2

—

3

=

4) refuzul serviciului - entitatea
nu izbuteste sa indeplineasca
propria functie sau face actiuni
ce impiedica o altd entitate de la
indeplinirea propriei functii;
repudierea serviciului — entitatea
refuza sa recunoascd un serviciu
executat. Este evident cad in apli-
catiile de transfer electronic de
fonduri este important sa se evite
repudierea serviciului atat de ca-
tre emitator, cat si de destinatar.

In cadrul atacurilor active se inscriu
si unele programe create, cu scop des-
tructiv si care afecteaza, uneori, esential,
securitatea calculatoarelor. Exista o ter-
minologie care poate fi folosita pentru
a prezenta diferitele posibilitdti de atac
asupra unui sistem. Acest vocabular
este bine popularizat de ,povestile”
despre ,hackeri”. Atacurile presupun, in
general, fie citirea informatiilor neauto-
rizate, fie distrugerea partiala sau totala
a datelor sau chiar a calculatoarelor. Ce
este mai grav este posibilitatea poten-
tiala de infestare, prin retea sau chiar
copieri de dischete, a unui numar mare
de masini. Printre aceste programe des-
tructive sunt cunoscute: virusii, bombe-
le, viermii, trapele, calul Troian s.a.

Din cele elucidate pana acum, estre
evident ca retelele de calcul sunt mult
mai vulnerabile relativ cu sistemele
de aceeasi categorie. De aceea, este
necesar de acordat atentie deosebita
atat modalitdtilor de preintampinare si
lichidare a atacurilor, si, mai cu seama,
a celor programate, ultimele fiind con-
siderate mai periculoase.

w1
=
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THE STATISTIC ANALYSIS OF CURRENCY BASKET

The currency basket is the system
of establishing the value of interna-
tional exchange SDR unit by Interna-
tional Monetary Fund. The basket was
initiated in 2001 and in the same form it
works till now. It consists of four curren-
cies: euro, US dollar, yen and the pound
sterling. These currencies determine
the value of SDR unit directly, and also
influence on its variability. That is the
reason why in order to statistic analy-
sis of basket it is necessary to research
especially the variability of currencies
being part of it, and to better illustrate
the relevance of current currency bas-
kets application one should carry out
the analysis of correlation between
currencies exchange rate and SDR rate
and also prices of the most important
row materials i.e. the prices of ener-
getic materials and the prices of some
metals e.g. copper. The fluctuation
(variability) of the exchange rates and
the raw materials prices is exception-
ally important for the global finances.
The strong changes of the energetic
materials prices observed in 2008-2009
and the declining quotations on the
global exchanges suggest the relevant
connection between the raw materials
prices and the global economic situa-
tion. The correlative analysis between
the raw materials prices and the SDR
unit values will allow grounding the
statement that the current SDR cur-
rency basket composition finds the
reflection in the level of raw materials

and will also allow to decide if it is ben-
eficial according to the current global
economic situations view point. This
analysis is enabled because of a rela-
tively simple availability of information
from the global exchanges and gain-
ing necessary data from the raw mate-
rials markets also general accessibility
to quotations of currency exchanges
and SDR unit. On the other hand the
multiplicity of factors affecting on the
SDR currency basket, the variability of
statistic rate exchanges attributes also
raw materials prices make the issue dif-
ficult.

Well known and universal coeffi-
cient who find out relationships be-
tween variables is correlations coeffi-
cient. This coefficient could be gener-
alized as a correlation function. Those
function is created by the correlation
coefficient of rows moved in relation to
themselves in time by d samples which
not necessary contains data on every
position of time n.

Correlation function is estimated
with formula:

L (& X,
R, :7( Z Pua N 4 _yrrxrrj (1)
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N y2
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where: s, Sy Vo X, signifying disper-
sions and mean values of X,
andY,, p_,isaoption of includ-
ing (1) or skipping (0) data on
positions (n, n-d) and N is the
sum of p_, value for n=1, .N.

Formula (1) can be used for any
sequence but function Ryxd is reliable
when tested series are samples of sta-
tionary processes.[1, 2, 3.

This generates a question how on
the base of correlation coefficient we
can conclude prediction possibilities?
If exists among of two series y and
delayed series x linear relationship
what show equation (3) and the Gauss-
Markov conditions are fulfilled: it's
mean that this correlation is stationary
and the residues are random, the com-
pliant and unbiased estimator of coef-
ficient also representing him Student’s
statistic state in formulas (4) [3]:

y,=ax ,+z, y =ax_, (3)
where: z are samples of disturbances,

y - mean value Efy } (linear de-
pended from x_ ).
v R
s

x

def N*
fy= =R, |—— )
sa 1 - R yxd

From formula(4) appear relation-
ship among Student’s statistic and
correlation coefficient which is used
to testing statistic significance of esti-
mated value R, [3].

a= yxd >

t2

a

R :
S N+ taz (5)

Pratical measure of essential sig-
nificance coefficient nyd is degree of
reduction uncertainty informations
about values y_which are gained with
formula(3) in relation to trivial opinion,
which gives us mean value y_ of series
Y,,. This measure state formula:

Se_ P
Ze= 1I-R2, ©

Sy

Formula mentioned above extends
efficiency of prediction. It is a ratio of
error dispersion in the section where
it's set, and dispersion of data. This em-
blem shows how strongly mentioned
model decreases number of errors in
concrete prognosis in attitude to trivial
prognosis (trivial prognosis is a prog-
nosis of zero series, it's an uphold of
mean value).

Essential problem in this kind of
study is adaptation of statistical appa-
ratus to the specification of stock ex-
change data. Mentioned specification
has two basis. The first one is incoher-
ency of data registration period ( com-
panies come into the stock exchange
and then sometimes leave it suddenly),
the second one is deficiency of data (for
example weekends, holidays). Week-
ends are synchronical interruptions
and that’s the reason why we can erase
them and regard as continuous period.
Asynchronical deficiencies (holidays
or global incidents such as terrorist
attack on WTC or U.S. intervention in
Iraq) cause mainly interruption which
lasts couple days or more and effects
the work of stock exchange. This kind
of deficiencies can't be eliminated in
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the same way as synchronical. Never-
theless we can eliminate them in two
different ways. The classic one which
rests upon interpolation of shortages
and helps to gain compact set of data.
The second one is based on ignoring
data insufficiencies.

Statistics of stock exchange series
can be related to original series, or to
growth series. Original series are not
stationary and that’s why the most com-

mon used tactic is using the growth
series. We can distinguish common
growth, relative growth and logarith-
mic growth. Growth selection should be
based on analysis of stationarity.
Financial series have the same char-
acter. Their growth rises in comparison
to the rising of the stock exchange in-
dexes. The suggestion is that relative
growths are more stationary than the
common ones.
Table |

Maximal prediction efficiency corresponding to selected values
of the correlation coefficient (6):

R 0.0 | 0.100 | 0.200

0.250 | 0.300 | 0.500 | 0.700 | 0.900

t
s/S); 1.0 | 0.995 | 0.980

0.968 | 0.954 | 0.866 | 0.714 | 0.436

As one can see above efficiency
depends only on correlation coeffi-
cient and correlation coefficiencies
lower than 0.2 give ignorable im-
provement of prognosis quality. If the
relation of error dispersion of model
and the error of data totals 0.98 it
means that improvement totals 2%.

From the table we can see that to
achieve efficient improvement of
prognosis the correlation coefficient
should be more less 0.7. In this mo-
ment we gain significant improve-
ment of prognosis quality at the level
of 30% (reduction of prognosis error
in relation to trivial prognosis).

References:

1. J.T. Duda, A. Augustynek, About possibilities of improvement short-term prog-
noses of stock coefficients. Economy, computing and numeric methods. Tech-
nical and economic questions. AGH UWND, Krakow 2004 (in Polish).

2. J.T.Duda, A.Augustynek: A Study of Cross-correlation Non-stationarity of World
Economy Indices and Energy Prices. Information Systems and Computational
Methods in Management, AGH-UST University press, Krakow 2005.

3. Duda J.T.:The mathematical models, structure and algorithms of the superior
computer steering. WND AGH, Krakow 2003 (in Polish).



72 Conferinta Internationald, editia a VI-a, 20-21 mai 2009

Nick Van den Bosch

the Mechelen University college, Belgium

SOCIAL ENGINEERING IN HOSPITALS

In this paper we are going to take a closer look into the social engineering
activities which can be exclusively applied in hospitals. To do this we are going to
look into weaknesses that are currently in place and are obvious, or not so obvi-
ous, to the outer world. Based on this approach, we constructed a framework that
helps to identify the security risks and the vulnerability of the hospitals.

1. Introduction

Social engineering is the art of
manipulating people into performing
actions or confidential information
[1]. The goal of social engineering is
almost the same as hacking in gen-
eral, gaining private information from
an individual under some persuasion
and influence in order to access a sys-
tem or to get very important informa-
tion. A person, using social engineer-
ing, would try to gain confidence of
everyone in the hospital. Especially
someone who has authorized ac-
cess, then they get reveal information
straight away.

2, Methodology

In the first place we are going to
discuss a few articles about social en-
gineering activities in hospitals. We are
going to indicate some specific risks,
and where we can locate these risks
in hospitals based on true stories. Af-
terwards we built our framework, and
divide it into 5 categories. They will
be concluded into a central point that
gives a global view of the status of so-
cial security in a hospital.

The central point of our framework
is vulnerability which describes the
weaknesses of the hospital.

The vulnerability is being divided
into 5 pillars to expand the area of
investigation. First of all we are go-
ing to describe the areas of investiga-
tion; these are people, organization,
leadership, culture and requirements.
The first pillar we are going to discuss is
the most known one and most spoken
in the media. People are very influent
by their emotions. They are, because of
these emotions, an easy and frequently
used target by social engineers. The glo-
bal use of the strategy of a social engi-
neer is to enter the social domain of their
victims by creating atmosphere based
on thrust. To oppose this kind of hacking,
there is need of training by experts.

The next pillar is culture. This area
will describe the impact of the culture,
within an organization on the safety
of the private information obtained in
a hospital. To encourage the people,
who are very influenced by this pillar, a
term called ‘hero’is used. This term will
be given to a person who is very well
informed by the subject social engi-
neering. Also use of symbols or flyers
with publication of the subject social
engineering, will state the staff of the
importance to guard the private infor-
mation. Every person will be more at-
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tentive to contribute at the global goal
of the organization to obtain safety of
the private information. Furthermore
rituals like checking the information
and the safety of the information, will
contribute to the global goal.

The following aspect that we will
consider is organization. This will de-
scribe how we need to pay attention
at a couple elements to intervene the
hacking of information on the level of
the organization. First of all when you
want to safeguard the information you
need to be aware of your functions,
standards and behaviour codes who
are being used in the organization. Uses
like standards and function separation
will upgrade the safety. Standards, like
code of practice for information security
management, will help the organiza-
tions to manage the information. Also
function separation, by example divid-
ing the staff of the organization into
separated groups. These groups will get
different authorisation and access levels
to the information, which will lead to dif-
ferent levels or different target groups
for potential hackers. The use of separa-
tion will make it more difficult for hack-
ers, to obtain their needed information,
because the target groups are less at-
tractive to approach. The policy of the
organizations is also very important to
obtain the safety. To achieve the global
goal, uses of baselines, policies and pro-
cedures are helpful tools. If an organi-
zation controls all these separated as-
pects, the safety of the information will
be more accomplished.

The next footstep of our framework
is leadership. This step will explain the
importance of the executives in organ-
izations. The executives have a lot of

influence on the manpower of the or-
ganization. Because of this feature that
is coupled at their function, the overall
impact of their actions is critical. They
need to give a model behaviour to use
and share the private information. If
there is a mal function of this aspect
the impact can be very big on the glo-
bal safety. The executives can also use
several strategies to encourage the
employees to safeguards the informa-
tion. A couple examples are rewards,
supervision and sanctions. They can
use rewards to encourage the employ-
ees. Also sanctions are made use of to
let the employees be attentive.

The 5" and last pillar we will discuss
is requirements. This aspect is the most
technical of the five. To prevent leaks
into your information system, a good
architectureisamust.By exampleanin-
vestment in a business server park, can
upgrade your global safety of the infor-
mation. There are also other require-
ments, like using smartcards which will
provoke a high level of safety. But use
of stable systems without many leaks,
which hacker can use to enter systems
will attribute the global goal to obtain
the safety of the information. You can
conclude that the overall attention to
invest in a good ICT-management is an
aspect that can't be left out of a good
safeguard policy.

These 5 pillars are not only used to
indicate the weaknesses within an or-
ganization. These also could be used
to point to practical measures within
the organization based on people,
organization, leadership, culture and
requirements.

The next step we will discuss is a
general solution to minimize the vul-
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nerability of organizations or in this
case a hospital. We will use two exam-
ples of possible persons/employees
who can be exposed to social engi-
neering. The first one is an administra-
tive employee. First we will describe
the situation and then we will use the
five pillars to show the vulnerability of
this person to social engineering.

3. Results

The patient administrative employ-
ee of a hospital has some functional
characteristics that are coupled to his
work. He needs to be very punctual
and obtain the safeguard of informa-
tion. He also has access to a lot of infor-
mation that is useful for hackers to en-
ter the global system of the hospital.

The administrative employee has
also a function where a lot of commu-
nication comes in between and last but
not least, the employee is very based on
finding solutions for problems that are
brought by people or activities. All these
characteristics will be used by potential
hackers to focus their social engineering
on. This means that the characteristics
are very important and needed to be
managed to obtain safety. This can be
achieved by using the five pillars.

The first one, people is already ex-
plained by the characteristics. You can
see at the description of the character-
istics where the weaknesses are. As we
already explained, training can be used
to eliminate these weaknesses. Also use
of instructions can be a helpful hand.

The second one, culture is less ex-
plainable with this example. The use
of the term ‘hero’ or using flyers and
rituals can contribute to global goal
of safeguard the information. The em-
ployee will not be influenced by this

aspect. The staff employees will be
more influenced because the need of
being remembered at the global goal
is one of the main pillars.

The third one is leadership. The
management of the hospital need to
control the administrative employee
by using supervision. By example con-
trol the information that is going out of
the hospital by the administrative em-
ployee. This can be achieved by achiev-
ing the phone calls, mails, etc.

The fourth one is organization. The
administrative employees need to be
aware of the baseline, policies and pro-
cedures who are used by the hospital
to safeguard the information.

The fifth one is requirements.
These are the physical requirements
that an administrative employees can
obtain to safeguard the information
of patients and other staff members.
The employee can use by example a
smartcard, this card will give his access
a personal touch. This means that the
password cannot be exchanged any-
more between several employees.

Our second example is a nurs per-
sonal information of patients. This per-
son can also be approached by a hacker
who uses social engineering to obtain
his needed information. The functional
characteristics of a nurse are personal
contact with the patients, entrance to
personal information of the patients
and access to the central database of
the hospital which holds the private
information of every single member
of a hospital. All these aspects, makes
a nurse an ideal target for a hacker.
Because of this, the need to secure the
information is very high. This person is
in first line with a patient and his infor-
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mation which need to be secured. To
secure this information we need to pay
attention at the 5 pillars.

The first one people, this one is also
described by the characteristics. The
nurse needs to know which the dan-
gerous points are, on the security sys-
tem to be hacked by social engineer-
ing. This knowledge can be attained
by training or instructions that are well
described in a manual, that is accessi-
ble for every single employee.

The second one is culture. This
pillar is more important for the staff
employees because rituals, symbols
and use of the term ‘hero’ will have
more effect. Rituals like checking the
safety of the entrance for unauthor-
ised persons need to be a constant
operation. Also using symbols like
flyers at the wall which attend these
persons at the risk of social engineer-
ing on the work floor can help them
to be more attentive.

The third one, leadership will be
usable at the level of supervision, sanc-
tion and rewards. The management
of a hospital needs to attend their
employees to take care of the global
goals for security. They can do this by
using some hard actions like entering
a paragraph in through their Collective
Employment Agreement (CEA) which
describes that they are responsible for
the private information of the patients.
If they are involved in a conflict that
includes the private information of the
patients, sanctions can be made. This
will make the employees to be more
careful with the information.

The fourth pillar is organization.
The nurse needs to be aware of the
baseline, policies and procedures who

are used by the hospital to safeguard
the information.

The last pillar is requirements. This
pillar is almost the same as with the
administrative employee but the nurse
has now direct access to the ICT infra-
structure. They have only access to the
database but no more.

As a conclusion for these two exam-
ples, we can say that, every pillar needs
to be studied to obtain the needed
information to adjust the most vul-
nerable points in the organization. All
these actions will contribute to achieve
to global goal, which is secure the pri-
vate information of the patient as also
the information of the employees. To
analyse the vulnerability by using the
framework with the 5 pillars, a hospital
can get a clear view of their security en-
vironment for the private information of
the hospital. That's the general meaning
of the framework.

4. Conclusion

To create a safeguarded hospital,
you need to continuously control your
information based on the five pillars
we described in this paper. Use of an
audit can be a great help to obtain
the safety of the information. An audit
will control your organization or in this
case the hospital based on the five pil-
lars; people, culture, organization, re-
quirements and leadership.

First of all we want to quote a couple
necessities that you need to audit. The
first one is people and the necessities
of this aspect are training, teambuild-
ing and use of a contract. By training
we mean training the staff people who
have close contacts with the patients
and potential hackers. This staff peo-
ple are the first and easiest target for a
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hacker to obtain some needed informa-
tion to hack into the global system of
the hospital. These people need to be
trained to become aware of the dan-
gers. Couple courses as by example live
demos of hackers can be interesting as
well, theoretic information about social
engineering and previous events. All
this training will obtain the staff people
with more awareness. Also teambuild-
ing can be a great help to obtain a more
global feeling between the staff people
about the safety of the information.
Contracts can be used to stimulate the
staff people to pay attention. This con-
tract can be a clause in the work agree-
ment of the staff people.

The next pillar is culture. With
the help of flyers and symbols, peo-
ple are made attentive to get hold
of the safety of the information.
Organization is very important, one of
the most important aspects to pay at-
tention at, when you audit an organi-
zation. An organization needs stand-
ard procedures, so if there is a possible
threat to the safety of the information,
the leak is easily found because of us-
ing standards. Why? When you use
standards, you will be faster or easier
aware that there was made a mistake
and what level of authorization will be
trespassed. Also the use function sepa-
ration and authorization will be a big
contribution to this part of safeguard
the information.

Our next point is requirements.
An organization needs a secured IT-ar-
chitecture to be able to safeguard the

information. Otherwise, all the efforts
to safeguard are unnecessary, because
the safety can never be guaranteed. If
the architecture isn't hackers proof, all
the other adjustments will have no or
less effect then expected. Safeguard
systems like using smartcards to login,
are very known systems and used by
a lot of organizations, so we can con-
clude that the use of this system will
contribute at the global purpose of
safeguarding the patients information.

The last pillar we discussed is lead-
ership. Leadership involves rewards,
supervision and safety department.
First of all we will talk about rewards.
Rewards can be used to create positive
atmosphere on the work floor. So man-
agers or leading figures of an organi-
zation can use rewards to stimulate
their staff. Rewards can be in the form
of nice comments or more materialis-
tic, gifts or salary growth. Supervision
is needed to control the information
environment in an organization. They
need to control as well the people as
the system. An audit will be necessar-
ily to guarantee the continuous safe-
guarded information.

A global conclusion that we can
make after this, is that the use of an au-
dit is highly necessarily for safeguard-
ing the information but most of all
for the decreasing of the vulnerability
and weaknesses in your systems. If you
control and maintain all the different
pillars that we have discussed above,
your organization will be more shock
proof or less hackable.
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METOOOJTIOIMA AHAJTM3A BAHKOBCKX PUCKOB

In work definition of bank risk is made, classification is considered. Exam-
ples of carrying out of calculations of operational risk by 2 methods - estima-
tions on the basis of expected cases of losses and an estimation of a deviation of

standard results are presented.

Prck aBnaeTca HeoTbemiemon xa-
PaKTepPUCTMKOM 6AHKOBCKOW AesiTesb-
HocTh. OH wurpaet onpegensoLyo
ponb B GpopmMMpoBaHnn GUHAHCOBbIX
pe3ynbTaTtoB AeATeslbHOCTM 6aHKOB,
CNY>XMT BaXXHOWN XapaKTEPUCTUKON Ka-
YyecTBa aKTUBOB M MAcCVBOB 6GaHKOB
U1, TaKUM 06pPa30oM, JOJIKEH UCMOSb30-
BaTbCA NMPY CPABHUTENIbHOM aHanvse
1x GUHAHCOBOrO COCTOAHNSA, MOJNOXe-
HMA Ha pbIHKe BAHKOBCKUX YCNYT.

OcHoBHas Uefb MPOBOAUMOrO UC-
C/Ie[0BaHVIA 3aKIYAETCs B Nogpo6HOM
aHanm3e METOAUKM 1 COBPEMEHHBIX TEH-
JeHuuin B 0651acTy ynpasneHns 6aHKoB-
CKVMW OMepaLiOHHBIMU PUCKaMU.

MocTtaBneHHas uenb paboTbl npe-
Jonpenenuna psag B3avMOCBS3aHHbIX
3afjau:

1. MpoBecTn aHanu3 cyLecTBylo-
WKMX onpefeneHuin n CUcTem
Knaccndurkaumm pucka, onpe-
JeNnNTb CYLHOCTb YrpaBieHus
onepauroHHbIMY pUCKamu;

2. PaccmoTpeTb 1 npoaHanv3npo-
BaTb COBPEMEHHbIe TEHAEHLUUN
yrpaBfieHns onepauuoHHbIMU
puckamn B 6GaHKOBCKOWM pnes-
TENIbHOCTU Ha KOHTPOJIbHOM
npumepe.

Hanbonee nonHbiM siBRAetca crne-

Zyolee onpegerneHne noHATUsA «baH-

KOBCKUIA PUCK»: GBAHKOBCKMI PUCK — He-
onpefeneHHoCTb B OTHOLEHUW Gyay-
LMX OEHEXHBIX NMOTOKOB, BEPOSATHOCTb
noTepb WM HEAOMONYYEHNsA [OXOLOB
Mo CPaBHEHUIO C MIaHNPYEMbIMU, UMK
BEPOATHOCTb BO3HVMKHOBEHUS Henpea-
BUIEHHbIX PAacXOAO0B NpW OCyLlecTBe-
HUWN onpeaeNieHHbIX 6AaHKOBCKUX one-
pauuin, npeacTaBneHHasd B CTOUMOCT-
HOM BbIPaXkeHUN.

B Teopuu cywectByeT 6onbluoe
UMCNO PasfIMYHBIX Knaccudrkaumin 6aH-
KOBCKUX PUCKOB, MOCTPOEHHbIX HA Bbl-
JeneHnn TexX UM NHbIX cuctemoobpa-
sytownx  dakTopoB. OO6bIYHO PUCKK
noApasaensoTca Ha Tpu Kateropun: 1)
¢$uHaHCOBbIN (BMAbI: KPEAUTHDIN, MNK-
BUAHOCTK, PbIHOYHBIN, MPOLEHTHBIN,
BaJIIOTHbIN, WHNAUMK, HennaTexec-
nocobHoctu); 2) pyHKLMOHANbHDbIN
(BMADbI: CTpaTErnyecKkuii, TeEXHoNornyec-
KA, ONepaunOHHbIN, BHEAPEHUS HO-
BbIX NMPOAYKTOB U TEXHONOIMI — BHEA-
peHuyeckuin) n 3) npoume (BHeELIHME MO
OTHOLLEHMIO K 6aHKY) pUCKu.

MpoBefeHHble nccnengoBaHns 6asu-
PYIOTCS Ha OCHOBE aHanM3a onepaLyoH-
HbIX 1 HAKNaZHbIX PACXOA0B — onepaLu-
OHHOro pucka. Micnonb3syetca 2 metoga
aHanm3a:

1. MeTtoa OLEHKM Ha OCHOBe
oXugaembix c/lyyaeB norepb, Npm-
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BefleHHbIX K rogy — cocCTaBnAerca
Tabnuua (Tabnmua 1), B KOTOPOI oLe-
HMBAKOTCA OMepaUUOHHblE MOTepun
6aHKa 3a nepuop, Hanpumep Hegento,
B pa3mepe 100 nees. 3a 5 nert, npega-
NoNIOXNTENbHAA NoTepa 6aHKa MOXET

cocTaBuTb 50 ThiC. nee., a 3a nepuog
B 10 neT mMoXeT NpPoM3onTK Ciy4van,
Korga 6aHK notepsieT 90 TbiC. neeB.
3aTem BCe 3TO NMpmBOAUTCA K 1 roay,
T.e. MOXKHO onpegennTb BEINYNHY MO-
Tepb 3a rog.

Tabnuya 1
Tabnuua oxxugaembix NOoTePb OT ONMEePaLMIOHHbIX PUCKOB
Mepuog
Motepn |Bonblie KBap-
10 ner 10 net 5 ner 1rop Tan MecsL | Hegensa | AeHb
90 000,00
KpynHble nees
50 000,00 100,00
CpegHue
nees nees

Menkune

MpoBognm cnegylowme pacyeTbl:
100 X 48 Hepgenb = 4800 nees. 50 TbiC.
/5 net = 10 000 nees. 90 TbiC./10 net
=9000 nees. Bcero nonyyaetca 23 800
neeB 3a oavH rog. MNpobnema ans no-
JIY4YEHHOTO 3HaYeHNA B TOM, YTO HEBO3-
MOXHO YKa3aTb BeNMuYuHy [0Bepus.
KakoBa BennuynHa BepoATHoCcTr — 60%,
80%, 90% wunn 99%? 3HaueHue ABNSA-
eTCA NUWb MPOrHO3HbIM, T.e. Henb3A
TOYHO OnpefennTb, Kakne nortepu no
onepaumroHHbIM pUCKam NoHeceT 6aHK
yepes onpegeneHHoli nepuog. Ana
TOro, YTo6bl ONpenennTb OTKIIOHEHNe
MPOrHO3HOTO 3HaueHua OT ¢daKTuue-
CKOrO MPUMEHAIOT BTOPOW Konnye-
CTBEHHbI MeToA,.

2. MeTtoa OUEHKN OTKNAOHEHUA
CTaHOapTHbIX pes3ynbTaTtoB — 3TOT
meTon TpebyeT 3HaHWIA CTaHOAPTHbIX
3aTpaT W, C/lefoBaTeNibHO, HannuyuA
[eTafibHOro MMIaHMPOBaHNA B OaHkKe.
MNogpasymeBaeTca, u4TO pe3ynbTaTbl
OMepaLMOHHbIX OLMOOK OTpaXKalTca
B OTKJIOHEHMM OT 3arJIaHUPOBAHHbIX

CTaHOAPTHbIX 3HaueHuN. Kak m3BecT-
HO, pacnpepgeneHusi onepauroHHbIX
PUCKOB HOCAT aCUMMETPUYECKNI Xa-
pakTep, HO 3a CYeT MCMOoNb3yemoro
noaxofa B BUAE pa3HMLbl NMIAHOBbLIX U
baKTMUeCcKrx 3HaYeHU Mbl NosTyYaem
pacnpegeneHue, 6mM3koe K HoOpMarb-
HOMY pacrpefeneHnto, 1 MOXeM WC-
Nnonb3oBaTh aHaNUTUYECKUA pacyet
3HauYeHusa pucka.

Pe3ynbTat pucka =
CTaHAapTHbIe pacxoAbl —
dakTnueckme pacxoapi (1)

Hanpumep, no gaHHbIM pacyeTos,
Ha cbou B KOMMblOTEpPHOM O6Opyno-
BaHUM  MNIAHUPOBANOChb  3aTpPaTUTb
1500 neeB, pakTUUECKME pPacxodpbl Co-
ctaBunn 1450 nee., T.e. daKTNUECKNIA
pe3ynbtat pucka — 50 fieeB, a OTKNOHe-
Hue ¢daKTa OT nnaHa coctasusio 3,33%.
Takue BbIBOAbI MOXKHO C1eNaThb Mo BCEM
KaTeropmsm OMnepaLynoHHbIX PUCKOB.
[JaHHble COnoCTaBRATCA MO HECKOJb-
KUM nepuvogam U mnpegonpenenstor
TOYHOCTb NNaHNPOBaHWA PACXOAOB Ha
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onepaumoHHble pucku. AHanu3 pac-
XO[0B MO3BOJIAET BbIABUTb UCTOUHUKN
OnepauMoHHbIX PUCKOB, a TakKe AaTb
KONMMYECTBEHHYIO U CTaTUCTUYECKYIO
oueHKy. B pesynbrate nonyyaetca 6asa
JaHHbIX PacxofoB MO pUCKaMm, C NOMO-
b0 KOTOPOW NPOBOAMTCA aHaNu3 Be-
NINYMHDBI PAaCcXOAOB MO MecALam, rogam un
NMPVHMMAIOTCA PeLleHNs MO CHXKEHNIO
puckoB. Mo AaHHbIM Tabnuuam cocTas-
NAITCA KOHCONMANPOBaHHble CBOLHble
Tabnuupbl, B KOTOpble 3aHOCUTCA WH-
dopmauma no pasHbiM rogam. 3atem
Mo CBOAHbIM Tabnvuam cocTaBnAlTCA
avarpammbl. [lnarpammbl  Mo3BOAAIOT
COMOCTaBUTb OTAENbHbIE BUAbl PUCKOB
no mecauam, a Takxxe 6onee getanbHO
UX NPOaHanM3npoBaTb.

Takum 06pa3om, rpaMoTHOE ynpas-
NeHne  onepauMoHHbIMU  PUCKaMK
cnocobcTByeT MUHMMM3AUMKN MHPOP-
MaUMOHHbIX U GUHAHCOBbLIX NOTEPb,
CBA3aHHbIX C OTPaXkeHnem 6aHKOBCKUX
onepauuii Ha cyeTax OyxranTepckoro
yueTa, a TakXe afleKBaTHOCTU OTpaxe-
HWA yyeTHOW MHOPMaUMK B pasnny-
HbIX dopMax OTUETHOCTM C 3SKCMnya-
Taumei nporpammHoro obecrneyeHus,
UCnonb3oBaHNeM B  [OeATeNIbHOCTW
6aHKa TeXHWYeCKMX CPeacTB U BbICO-
KoTexHosiormyeckoro obopynoBaHusA
npwv peannsaymmn 6aHKOBCKUX YCAyT.

HesaBucumble nccnegosaHus, npo-
BefieHHble Ha Tepputopun CHI u cTpaH
BanTtvu, nokasanu, uto, ecnu pesynbra-
TOM MpefHaMePeHHbIX MW ClyYaiHbIX
[eNCTBUN CMCTEMHOMO aAMUHUCTPATOPAa,
BUPYCHOW aTaku Uiy annapaTHoro c6os
ABUNOCb YHUUTOXeHMe 6asbl JaHHbIX
NHOOPMaLMOHHON cncTeMbl 6aHKa, To:

« nuwb 15% 6aHkoB cmornm 6bl

BOCCTaHOBUTb OMepaLMoHHYI0
[eATeNIbHOCTb [ieHb B IeHb;

+ 60% 6aHKOB NoOHaAo06UNOCH Obl
AnA 3TOro oT ABYX A0 YeTbipex
nHen;

+ 25% 6aHKOB BOCCTaHaBNUBaNu
Obl CBOIO [€ATENbHOCTb NATb U
6onee pabounx gHewn.

Y10 XapaKTepHo, B Uncie NNGeEPOB

Nno CKOPOCTV BOCCTAHOBJIEHMA orepa-
LIMOHHOW AeATeNbHOCTU HaxoasTca Ao-
YyepHue 3apybexHble 6aHKU nnu 6aHKK,
NOAKOHTPOMbHbIE 3anagHbIM GUHAHCO-
BbIM Fpynnam.

CnegyeT OTMETWUTb, YTO pacCMo-
TpeHHble MeToAbl TpebytoT AanbHel-
Lero COBEPLIEHCTBOBAHUA, TaK Kak
He MOryT jaTb NOJIHOFO NpefcTaBe-
HUA O pUCKaX, X XapaKTepe n npu-
YMHaX BO3HNKHOBEHWSA, a AaloT NULlb
KOJIMYECTBEHHYI0 OLIeHKY noTepsb. Ka-
yecTBEeHHble MeToAbl aHanu3a, K co-
aneHuo, He NCNONb3yTCA WNPOKO
B 0OaHKax. JTO CBfA3aHO C HefoOCTa-
TOYHbIM OOBEMOM CTAaTUCTUYECKUX
JaHHbIX — 6aHKM MMetoT Hebonbluyo
COBpeMeHHY nctopuio. K Tomy xe,
B Hayane CBOEeWN OeATenbHOCTU HuU-
KTO He Ben cbopa uUHPopmauum no
onepauuoHHbIM prCKaMm, OTCYTCTBY-
10T MOJIHble [aHHble 3a ANUTENbHbIN
nepuog M JO6GPOBONbHO MpeacTaB-
NeHHble JaHHble No owmnbKam apyrux
6aHKOB. Hanpumep: o B3slOMax WH-
bOpMaLMOHHBIX CUCTEM, BOPOBCTBE
KNNEHTCKUX AeHer HeyncTonnoTHo-
CTU COTPYAHMKOB 6aHKa 1 T.4.

JTo npeponpenensdeT B KayecTse
OCHOBHOW TEHAEHUUN COBPEMEHHOFO
6aHKOBCKOIO PUCK-MEHeXMeHTa KOH-
LieHTpauMo Ha 3agadvax MpaBUSIbHOrO
co3faHuA BedeHuA 6a3 AaHHbIX Mo
VMMELWNMCA PUCKaM, KayeCTBEHHbIX
OLEeHKaXx Y BHePEHMI0 KynbTypbl pu-
CKa B baHke.



80

Conferinta Internationald, editia a VI-a, 20-21 mai 2009

Jinteparypa:
1. TptoHuHr X. BaH, bpaiosnu bpataHosuuy C. AHasiu3 6aHKoscKux puckos. Cu-
cmema oyeHKU KopnopamusHo20 ynpassieHua u ynpasseHus (UHAHCOBbIM
puckom. — M.: Becb Mup, 2007. - 304 c.

CmupHoB A. OnepayuoHHele pucku u UT-uHgppacmpykmypa 6arka // Kopno-

2.

paTtuBHble cnuctembl. — Knes, 2008, N 1.
3. www.inmar.ru
Csemnana Iony6esa,

Texnuueckuii Ynusepcumem Mondoevt

NCCIEOOBAHNE COBPEMEHHbBIX METOOB
3AWNTBI OT DDOS

DDOS is a great problem for commercial and governmental INTERNET
resources in our days. There doesn’t exist any universal algorisms for defending
against DDOS for one server. This article describes the possibilities for common
and distributed defense against DDOS attacks.

Kniouesvie cnosa: DDoS-amaxa, sauuma, CAPTCHA, «Osepneiinas

cemb, paccpedomouenie.

1. BBegeHune

lop 3a rogom, Mbl CTAHOBUMCA BCe
6ornee 3aBNUCMMbIMN OT UHTEPHET Cep-
BMCOB, TaKMX KakK: pa3finyHble GUHaH-
COBble UHCTPYMeHTbl, |P-TenedoHus,
nosyyeHne HOBOCTEN, SNEKTPOHHOE
npaBuTeNbCTBO U T.4. Bce 3TM cepBumChbl
npefCcTaBNAT UHTePEC A1A 3N10YMblLU-
NEHHWMKOB U HY>KAAIOTCA HafleXKHOW 3a-
wute. Hanbonee yacto MiHTepHeT-cep-
BMCbl MOABEPratoTcA, TaK Ha3blBaeMbIM,
DoS-atakam nnn DDoS-atakam[1].

DoS-ataka (ot aHrn. Denial of Servi-
ce) n DDoS-ataka (ot aHrn. Distributed
Denial of Service) — 310 pa3HOBUAHOCTY
aTaK 3/10yMbILWIEHHNKA Ha KOMMbloTep-
Hble crucTembl. Lienb 3Tux atak — gosectn
cucTemy 1o OTKasa, TO eCTb, Co3fjaHue Ta-
KX YCIIOBUIA, NPY KOTOPbIX JIETUTVMHbIE

(NpaBoMepHbIE) NOSIb30BaTENM CUCTEMbI
He MOTYT NOJyUYWTb AOCTYMN K NPefoCcTaB-
NAEMbIM CUCTEMOIA pecypcam, TM6o 3ToT
JOCTyn 3aTpyAHEH. Ecnn ataka npown3Bo-
[UTCS OQHOBPEMEHHO C 60/bLIOIO KONN-
yecTBa IP-aipecoB, To B 3TOM Clyyae oHa
Ha3blBaeTCA pacnpenenéHHON aTakol Ha
oTKa3 B obcny»xusaHum (DDoS) [2].

PaznnyHble KoMNaHMM 1 NPon3Bo-
AUTenu npegnaratot 1 pa3pabaTtbiBatoT
CBOW pelleHns 3awwuTbl. MNpoBogAaTca
TWwaTenbHble UCCNefoBaHUA TpaduKa.
CocTaBnaeTcs cxema yxxe npowusoLles-
Lwnx aTak. MNpoBoanTcA aHanm3 CTaTnC-
TUYECKUX AaHHbIX KaK: YacToTa aTak
ONpeAeNeHHOro pecypca, KONMYecTBo
BOBJIEYEHHDIX B aTaKy KOMMbIOTEPOB, a
TaKXKe KauecTBO METOAOB, NpefoTBpa-
TUBLLMX aTaky [5].
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2. Metopbi 3awuTbl or DDoS-aTak

CyLecTBylOT pasfinyHble MeTofAbl
3awuTbl oT DDoS-aTaK, Npryém Kak Ha
YypOBHe npoBainepa, Tak U Ha YpoBHe
KOHKPETHOro KOHEUYHOrO MoJib3oBaTens
(HemocpencTBEHHO BnafesnbLa ceTeBo-
ro pecypca). Huke npmsegeHbl OCHOB-
Hble Cnoco6bl 3aLLUTbI, KOTOPbIE MOXHO
KOMOUHMPOBaTL U coBMeLlaTh [3]:

Bnagenbupbl Beb-pecypcoB 3alm-
LLAIOTCA C MOMOLLbIO:

— VckyccTBeHHOro  orpaHuyeHus
NPOMNYyCcKHOM CNOCOBHOCTM CceTU.

- [lepuoguyeckoro uM3meHeHUA
appeca XoCTpPyemMoro pecypca.

- Wcnonb3osaxus Content Delive-
ry Network (CDN) - reorpaduue-
CKW pacnpepeneHHon ceTeBomn
UHOPACTPYKTYpbl, NpeaHasHa-
YeHHOM [AnA [OCTaBKW KOHeu-
HOMYy MOSb30BaTENO  BbICOKO
Harpy»eHHOoro no Tpaduky und-
POBOrO KOHTEHTa Ha BbICOKUX
ckopocTax [1].

WNHTepHeT-npoBangepbl NCNOMb3y-

0T TaKMe METOAbI 3aLLMTbl KakK:

- Blackhole mappyTusauus - ne-
peBOA 3anpoCoB Ha HeCyLLIeCTBY-
oM agpec.

- OunbTpauus 1 GNOKNpOBaHME
- euim He cpabaTbiBaeT XOTA
6bl OHO M3 YCNOBWIA, 3anpoc
oTKnoHsAeTcA (Hanpumep, He
cosnagaet CAPTCHA (ot aHrn.
«Completely Automated Public
Turing test to tell Computers
and Humans Apart» [1]).

— AKTUBHble OTBETHble Mepbl —
BO3JeCTBME Ha UCTOUYHWKM, Op-
raHv3aTopa unm LeHTp ynpasne-
HMA aTakoW, KaK TEXHUYECKOro,
TaK M OpraHM3aLMOHHO-NPaBo-
BOro XapakTepa.

Ho Bce 3T meTofbl HE JatoT NMOSIHOW

3awmTbl oT DDoS-aTak 60TOB, a TakKe Mo-
ryT oTdunbTpoBaTh 3anpocbl HOpMasib-
HbIX KNMeHTOB. Takxe oHU TpebytoT npa-
BUIbHOW HACTPOWMKM HernocpenacTBEHHO
BO BPEMsl aTaKy, a, CIeOBaTENIbHO, HYX-
[aloTCA B MOCTOAHHOW NMOAAEPKKE OMbIT-
HOTO 11 JOPOroCTOALLErO CReLManmcTa.
3. PaccpepotoyeHue nnm «OBep-
neiiHasa ceTb» — KaK OfMH U3 MeTo-
AoB 3awmTbl oT DDoS-aTak
PaccpepotoueHune apnsetca 6onee
rmoGanbHbIM MOAXOAOM K pPeLIeHMIo
npobnembl DDoS-atak, Mo3BonsOWUM
nepeHanpaBuTb U o0bpaboTaTb 3anpoc
NeruTMMHOro NONb30BATENA, fAXKe ecn
O[IH 13 Y3/10B CUCTEMbI 3a6/1I0KNPOBaH.
lMpouecc noaTBepXxAaeHUsa, 4To
nosib30BaTeslb ABAAETCA JIETUTVMHbIM,
NponcxoauT cnegyowmm obpasom [4]:
1. Monb3oBaTenb obpalaeTca K
WHTepecyoLLemMy ero pecypcy

2. Emy npwucoinaetca CAPTCHA -
TecT, onpepenaAloWwunii ABNAeTCA
NN OH YEeI0BEKOM W 6OTOM.

3. Ha ocHoBe npaBunbHO 3anon-
HeHHoro CAPTCHA dopmupyetcs
KJI0Y [OCTYNa, KOTOPbIN, B CBOIO
oyepefpb, UCNonb3yeTca AN cos-
gdaHus Ticket-koHTpakTa Mexay
nonb3osatenem 1 «OBepnenHoi
CeTb» Ha fOCTYN B CETb.

4. U Tonbko nonb3osatenu, obna-
naowme Ticket-om, umetoT go-
CTYN K LieneBomy cepBepy.

OCHOBHble NpenmyLLecTBa UCMob-
30BaHMA 3TOrO MoAXofa 3aKJyaTCaA
B ClieflytoLem:

— MoNb30BaTENAM LOCTYMHbI BCe

y3Jbl paccpeOTOUEHHOW ceTH;
— nio6oW y3en MOXeT MoATBEePK-
[aTb, SIBNAETCS N NOMb30Ba-
Tenb NErNTUMHBIM UK 6GOTOM;

— 3anpocbl nonb3oBaTensa, ofa-
HaXXZbl MPU3HAHHOTO NEernTUM-
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HbIM, BbIMOMHAKOTCA B NEPBYIO
ouepeab;

- ceTb ABAAETCA «A0CTaTOYHO
MacCLUTabHOM», YTOObI 3a6M0KN-
poBaTb BCE y3/ibl;

- OAHa pacnpepenieHHas CeTb
MOXET NPefoCTaBNATb 3alUnUTy
MHOX€eCTBY NoJib30BaTenen.

4, 3aKknyeHune

MNpo6bnema DDoS-atak Hanbonee

3HauMMaa B COBPEMEHHOM Kubep-
NPOCTPAHCTBE, MO3TOMY Pa3fINYHOro

YPOBHA  Bnagenbubl  Beb-pecypcoB
JOMKHbl 06beAVHUTb CBOU yCcunus,
yTOObI HANTN MAaKCMMaNbHO 3 deKTNB-
Hoe pelueHue npobnemsbl. Vicnonb3o-
BaHue «OBEPNENHoOi CeTU» ABNAETCA
BbIFOAHbIM BCEM 3a CYET e He3aBUCH-
MOro pacnpefeneHns OT KOHKPETHOrO
nposaiifepa U HEBbICOKOW LieHbl Ans
ee moctpoeHus. Maea «OBepnéiiHoi
CeTU» MOXeT ObITb paclupeHa nyTem
MCNob30BaHNsA B ee OCHOBE TaKnX C-
cTem, Kak PlanetLab n GRID [2].
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OLEHKA SOOEKTUBHOCTU CUCTEMbI
MHOOPMALIMOHHOWM BE3OMACHOCT KOMMNAHNMN

Work deals with the actual scientific problems of information safety and protec-
tion of the information systems. Classification of the companies on a level of a matu-
rity is given. In article are formulated requirements to information technologies under
the control of internal threats with use of technique TCO (Total Cost Ownership)
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cucmema

MocTpoeHne BCeOXBaTblBaKOLLEN
cuctemMbl MHGOPMaUMOHHON Ge3onac-
HOCTW, MUHMMM3ALNA PUCKOB — NPO-

LLlecc BeCbMa CJIOXKHbIV, ANNTENbHbIN U
foporoctoAwmnin. Bmmpe HeT HM ogHON
opraHusauuun, Kotopasi BHeapuna 6ol
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Becb Habop cpencTB M peann3osa-
na Bce HeobXoAumble, ONUCaHHble B
cTaHpapTax, npoueccol. Boibop nog-
XOAALMNX METOLOB U CTENEHU 3aLUMThI
ABnAeTCcA CyObEeKTUBHBIM MPOLECCOM,
NNWb  OTYaCTU perfnameHTMpyemMbiM
HOPMATUBHLIMU aKTaMW.

Llenblo pa6oTbl aABnAerca ncche-
[loBaHMe ocobeHHocCTeln GopMMpPOoBa-
HMA obuen metogonorun 6e3onac-
HoCTW IT- TexHONOrniM, NePCNeKkTUB nx
MeXAyHapOAHOro pa3BUTHA.

MNpepmeTom uccnepoBaHuA sB-
nAeTcA mM3yyeHne oueHKn 3ddeKTnB-
HOCTV UHBECTULIA B CUCTEMbI MHbOP-
MauMOHHOI 6e30MacHOCTH, NPOU3BO-
OUMbIX Ha ocHoBe meToankn TCO (Total
Cost Ownership).

Mpueepgém onncaHne mogenn TCO
ana cuctembl MHPOPMALMOHHON 6e3-
onacHoctn (MB) KomnaHun. Kaxpas
mogenb TCO KomMnaHny COCTOUT U3 ABYX
OCHOBHbIX KOMMOHEHT: yYeTHaa KapTa
npeanpuATAA N TEXHUYECKNI CLEEHAPWI.
MNpepnoxeHHas mopenb TCO ana Wb ot-
NNYaeTcA OT TPaAULMOHHOW Mogenu
TCO Tem, 4TO B Hew eCTb TPeTUI KOMIMO-
HeHT — cyeHapuli 6e3onacHocmu.

YuetHasa kapta TCO ana Wb npeg-
NPUATAA COCTOUT 13 NATU OCHOBHbIX Pa3-
[enoB: TexHWYeckaa 4acTb, MepcoHan,

nporpaMMHoe obecrneyeHue, BHeLLHNE
cny6bl, dusnyeckas 6esonacHocTb. B
CBOIO oyepeAb 3T MATb pa3fAesos nog-
pa3pensaTca Ha cnefylowye AencTBrA
no 6e3onacHOCT: ayTeHTUdUKALWSA, aB-
TopM3auua, 3almTa Koga 1 NoaaepKa,
peakuma Ha Knbep-vHUMAEHTbI, MOHU-
TOpWHr KoHTeHTa, ynpasneHue undpo-
BbIMU MpaBaMyi, KOAMPOBaHWe, bpaHa-
May3pbl, nporpamma MHpopmaLmoHHoM
Be3onacHocTy, obHapyxeHune Brope-
HIA, COOTBETCTBYE JInLieH3uK, perucrtpa-
umsa, CoobLieHvie 1 Ayaut, ynpaeneHue
BpaxxgebHbim MporpammHbiM - Kogom,
LenoctHocTb CooblueHns, ynpaeneHne
CEeKPeTHOCTbIO, UHPpPacTpykTypa OT-
KpbITbiX Kntouen, copTnpoBKa 3anucen 1
XpaHeHwve, yganeHHbI [locTyn, oueHKa
Puckos, ynpaeneHve be3onacHocTblo,
apxutektypa besonacHocty, Ceptudu-
kauma CraHgapToB, ynpasneHue Onepa-
LMOHHbIMM NHUMaeHTaMun YA3BMMOCTY,
oLeHKa 1 YnpasneHue.

Bropasa komnoHeHTa TCO - Tex-
HUYECKUI CUeHapui BKJOYaeT B
cebs: kopnopaTuBHoe pesiome, IT
npo¢unb, cueHapunii 6esonacHoCTh.

Ina npumepa npviBegemM pAaHHble
13 NCCNefoBaHMA, B KOTOPbIX MOKa3aHbl
pacxopbl TMNOBOTO (UHAHCOBO-KPEAWT-
HOro opraHa Ha co3gaHve KPKW Ha 5 ner:

Ta6bnuya 2
Pacxofbl Ha co3fiaHue KOMaHAbl pearnpoBaHuA Ha Knbep-nHungeHTbl
2009
OcHogHble pasoesnbl 2004 2.|2005 2.|2006 2.|2007 2.|2008 2.
(npozHo3)
TexHUyecKkme cpeacTea 30% 37% 35% 33% 31% 29%
MNepcoHan 54%| 59%| 60%| 62%| 58% 58%
porpammkoe obecre- 14%|  3%|  4%|  3%| 10% 12%
yeHue
BHewHwne Ycnyrm 2% 1% 1% 2% 1% 1%
WUroro: 100%| 100%| 100%| 100%| 100% 100%
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Kak BuaHO 13 Tabnuubl, Hanbonb-
LiMe 3aTpaTbl CBA3aHbI C NEPCOHANIOM.

Ha ocHoBe nosnyuyeHHbIx pesynbTa-
TOB OCYLLECTBAsIETCA NoA6op Havnbonee
[eCTBEHHbIX CMOCOBOB 1 CPEACTB 3a-
WMTbl. BbIGOp KOHKpPETHOro BapuaHTa
3aLMTbl NPOBOAUTCA C YYETOM KpuTe-
pusa 3¢deKkTrBHOCTb/CTOMMOCTB. [po-
Bepka 3bPEeKTUBHOCTU CUCTEMBI 3a-
WMTbl JOMKHA HOCUTb MEPUOJNYECKUI
XapaKTep 1 BKNOYaTb OLIEHKY aKTyarlb-
HOCTV 1 MOJTHOTbI MOSIOXEHNI YCTaHOB-
NeHHON NONUTVKN 6e30MacHOCTH.

Taknm o06pa3om, paccMOTpeHHas
MetoauvKa (TCO) MOXeT OOoMnoJSIHUTENb-
HO BKJIOYaTb U Apyrne TpaanUMOHHbIe
Ccnocobbl  oueHKM  3bPeKTUBHOCTY,

TaKne Kak CKpbITble 1 OTKPbITble Mpo-
BepKu. CKPbITbIMU NpoBEpKaMn MoryT
6bITb NEKTPOHHbIE MUCbMa C MUCMOJb-
30BaHVMeM METOAOB COLMArnbHOW WH-
KEeHepun Unu MOHWUTOPUHT OeNCTBUi
ronb3oBaTtenei;; OTKPbITbIMA — MpO-
BeAleHNe TecTVPOBaHWsA, BHELLHErO
Ny BHyTpeHHero ayauta. OfHako, B
Lieniom, pacCMOTPEHHasA MeTofuKa 1 eé
npunoXeHvie Ha onpepeneHve 3dodekx-
TUBHOCTU WMHPOPMALIMOHHON 3alWTbl
¢brHaHCOBO-KpeAMTHOro opraHa no3so-
nAeT BbIABUTL Hanboree npuemnembii
BapVaHT MCMOb30BaHNA COOCTBEHHbIX
MHOOPMaLIMOHHBIX pPecypcoB u obe-
crneveHnsa 6e3omnacHon paboTbl C KOM-
Mepueckor uHbopmMauen.

JNntepatypa:
1. Kucenes B.[., EcukoB O.B., KucnuupiH A.C. CospemeHHble npobiemel 3auwumsl
8 cucmemax ee nepedayu u obpabomku / MNop pep. npod. E.M. CyxapeBa. - M.:

n3a. «Connay, 2006. — C.200.

2. Cepepa C. [lpoepammHO-annapamusle cucmemsl 3aujUumsl NPOPAMMHO20
obecneyerus. — Cl6.: Uspatenbcteo BHV-TMeTtepbypr, 2006. — 320 c.

w

http://www.it.ru — cant KomnaHum AirTu.

4. http://bezpeka.com/ - oueHKa 3GPEKTVBHOCTY CUCTEM 3aLUTbI HGOPMALIUN.

Henuc Eemoouenxo,

Munucmepcmeo uHbopmMayuoHHo20 pazeumus

SAWUTA MEPCOHAJIbHbBIX AAHHbIX

B cBA3M co cTpeMUTENIbHbIM pPa3Bu-
TNem I/IH¢0pMaL|,I/IOHHbIX TEXHONOII B
HacToALllee BpeMA 3allTa nepCcoHanb-
HbIX AaHHbIX CTajla Ba*HbIM 1 aKTyallb-
HbIM BOMPOCOM AN1A BCEX opraHmsaumﬁl.
I'Iepc0HaJ'|be|e OaHHble eCTb B oTAene
Kagpos, B 6yxranTep|/|V| n faxe B otTAae-
nie npofax, 4to Tpe6yET NX 3aWnThbl.

B cBA3M C 3TVM K MepCcoHanbHbIM
JaHHbIM MPeabABAATCA OCHOBHble
TpeboBaHMA UHPOPMALMOHHON He3o-
MacHOCTK, TaKne Kak obecneyeHme Le-
NOCTHOCTW, JOCTYMHOCTU U KOHOUAEH-
LManbHOCT AaHHbIX. 3aluTa nepco-
HanbHbIX AAHHbIX AOMKHA AOCTUrATbCA
nyTeM WCKIOYEHUA HECAHKUMOHMPO-
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BaHHOro AOCTyna K MepcoHanbHbiM
JaHHbIM, B pe3ysibTaTe KOTOPOro BO3-
MOXHbI YHUUTOXeHWe, moandrKaums,
KOMMpoBaHWe, pacnpocTpaHeHne nep-
COHanbHbIX AaHHbIX N ApYyrre HecaHK-
LUNOHMpPOBaHHble fencTeus [1].

Cpean OCHOBHBIX MPUHLMMOB Op-
raHM3auuMyM aBTOMATU3MPOBAHHOW 06-
pPaboTKN NepCOHaNbHbIX AAaHHbIX MOX-
HO BblAenuTb:

- NepcoHaNbHble AaHHble [OMX-
Hbl 6bITb COBpPaHbl TONbKO ANA
onpefeneHHbIX Lenem n B CTpo-
roM COOTBETCTBUM C AeNCTBYIO-
LM 3aKOHOAATENTIbCTBOM;

- NepcoHasbHble AaHHblE AOMKHbI
ObITb TOYHbIMW, MONTHBIMW U CBO-
€BpeMeHHO OOHOBIEHHbIMY;

- uenu, AnA AOCTUKEHUA KOTO-
pbix cobupatotcs n obpabaTbl-
BAlOTCA NEPCOHaNbHbIE faHHble,
LOJKHbI ObITb OonpepeneHbl 1
yTBEPXAEHbI [O Hayana pfes-
TEeNbHOCTM U WCNONb30BaTbCA
TONbKO B 3TUX LLENAX;

- [OMKHa ObITb BHELpPEHa cucTe-
Ma 3aLMTbl NEPCOHASIbHBIX AaH-
HbIX;

- [eATeNbHOCTb OpraHM3aLnin (Kak
roCyAapCTBEHHbIX, Tak U YacT-
HbIX), ABNAOLLMXCA fepKaTeNaMm
NepPCOHaNbHbIX AAHHDBIX, JOJKHA
ObITb OTKPbITON AJ1A 3aUHTEPeco-
BaHHbIX JINL, U KOHTPONMPYHOLLMNX
OpraHos;

- HeobXoaMMO Co3flaHne He3aBu-
CUMOrO KOHTPONIMpYyemoro op-
raHa Kak Ba>KHOro 3fieMeHTa 3a-
LNTbI NepPCOHANbHbIX 4AHHbIX.

Cuctema 3awWuTbl NEPCOHANIbHBIX
JaHHbIX MpU UX 06paboTke B UHPOpP-
MALMOHHBIX CUCTEMAX AOJIXKHa BbINOJ-
HATb cnegyoLne 3agaum:

- npoBefeHne MeponpuATvN, Ha-
NpaBneHHbIX Ha npepoTBpaLle-
H1e HecaHKLIMOHVPOBaHHOTO A0-
CTyna K NepCcoHanbHbIM AaHHbIM;

- CBOeBpeMeHHoe ObHapyeHue
baKToB, COOBLITUI HecaHKLMO-
HVMPOBAHHOTIO [OCTYMNa K Nepco-
HanbHbIM JaHHbIM;

- HeponylleHvie BO3AeNCTBMA Ha
TEXHMYeCKne cpeactBa obpa-
60TKM MepPCOHaNbHbIX AAHHbIX,
B pe3ynbTaTe KOTOPOro MOXeT
6bITb HapyLIeHO UX GYHKLMOHN-
poBaHue;

- He3amepnuTeNbHOe BOCCTaHOB-
nexHve MoaNGULMPOBAHHBIX UK
YHUUTOMEHHBIX MepPCOHabHbIX
[aHHbIX;

- MOCTOAHHbIN KOHTPOJIb Hag obec-
neyeHVem YpPOBHA 3alLULLEH-
HOCTV NePCOHaNbHbIX JaHHbIX.

OpraHusauuny, ocyliecTsnsoLme

[eATenbHOCTb, CBA3aHHYl0 C 0bpaboT-

KON MepCOHanbHbIX JaHHbIX, AOKHbI

obecneymBatb 3alUTy MepPCOHaNbHbIX

[aHHbIX, NPVYIMEHAA OCHOBHble Mepbl 1

CpeACTBa obecneueHnsa 6e3onacHoCTY:
OpraH13aLmoHHble Mepbl 3alLu-
Tbl UHGOPMaLWK;

- CpepfcTBa NpeAoOTBpaLleHnsA He-
CaHKLMOHNPOBAHHOTO AOCTYNA,
yTeukun nHGopmaLmm no TexHu-
YecKUM KaHanam;

- Kpuntorpaduyeckne cpenctsa
3aWuTbl MHGOPMaLMK;

- CpepcTBa NpeAoTBpaLleHrs Npo-
rPaMMHO-TEXHUYECKNX BO3fel-
CTBUI Ha TEXHNYECKUEe CPeacTBa
06paboTKM MepPCOHarbHbIX AaH-
HbIX 1 gpyrve.

Bce TexHuueckne, nporpaMmHbie

M OpraHn3auMoHHble Mepbl U cpep-
CTBa 3alMTbl NEepPCOHasbHbIX AAHHbIX
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[OMKHbI YyAOBNETBOPATL TPEOOBaHNAM
N MONOXEHUAM AEWCTBYIOLLEro 3aKo-
HopaTenbCcTBa U AOJIXKHbI MPOXOANTb
npoueaypy OLeHKN COOTBETCTBUA.

B cootBeTcTBUYM C 3aKOoHOM Pecry6-
nmkn MonpgoBa «O 3awumTte nepco-
HaNbHbIX AAHHbIX» YMNONHOMOYEHHbIN
HavunoHanbHbIi LeHTp Mo 3awuTe nep-
COHaJbHbIX AaHHbIX MMEEeT NPaBo BO3-
naraTtb Ha opraHv3auum JOMNOSHUTENb-
Hble 06A3aHHOCTM MO obecneyeHunio
6e30MacHOCTY NepPCOHabHbIX AaHHbIX
npuv nx obpaboTke.

B cBA3M C ycnoxxHeHneM Tornonorum
ceTeil 13-3a UCNOJIb30BaHWA JOMNOMHU-
TeNbHbIX CpefcTB obecneyeHns 6e30-
MacHOCTW CyLLEeCTBEHHO YBeNMuYmnBatoT-
CA onepaLnoHHble 1 TeXHoNornyeckne
pycki. Tak»ke NOABUANCH HOBbIE FPYMMbl
PVICKOB, TaKkne Kak roCcyfapCTBEHHbIE 1
NpaBoBble, CBA3aHHbIE C BO3MOXHbBIMY
caHKumamy  HaumoHanbHoro LeHTpa
no 3alyTe MepPCOHaNbHbIX AaHHbIX 3a
HeBbINoNHeHNe TpebOoBaHWIN  3aKoHa
Pecny6nukn Mongosa «O 3awute nep-
COHanbHbIX AAHHbIX», @ TAKXe C UCKaMm
Cy6beKTOB NepPCOHaNbHbIX JaHHbIX.

Takum obpaszom, TpeboBaHNA K CrC-
Teme 3alyTbl NepPCOHanbHbIX AaHHbIX
[OMKHbI oNpefenaTbCA B 3aBUCMOCTY
oT obbema 1 KaTeropun obpabatbiBae-
MbIX NEPCOHaNbHbIX AAHHBIX.

Cpenn OCHOBHbIX AEWCTBUIA, HEOO-
XOAVIMbIX [A YNpPaBeHWA CUCTEMON
3aLLMTbl MEPCOHANbHbIX AAHHBIX MPU NX
06paboTke B MHPOPMALIMOHHBIX CMCTe-
Max OpraHy3aummn, MOXHO BbigenuTb [3]:

- onpepgeneHne yrpos u ysa3Bu-

MocTeln 6e30nacHOCTI, Hamnpas-
NEHHbIX Ha NepCcoHanbHble AaH-
Hble Npwu nx 0bpaboTke;

- ¢dopmupoBaHve mogenu Hapy-

LnTEeneil Kak BHyTPEHHUX, TaK 1

BHELLHWX, Ha OCHOBE BbIfAB/EH-
HbIX YrpO3 U YA3BMMOCTEN;

- pa3paboTka cucTeMbl 3alUThI
MepCcoHanbHbIX [aHHbIX, 0be-
cneyvBaoLWen  MUHUMU3ALMIO
BbIABNIEHHbIX YrPO3 C MCNOJb30-
BaHMEM pa3/INyHbIX METOAOB U
cnoco6oB 3aWunTbl NepcoHasnb-
HbIX JaHHbIX;

- TecTMpOBaHVe roTOBHOCTM Cpefi-
CTB 3aWmTbl MHbOPMaLMK;

- BHEApEeHue 1 BBOJ B 3KCMya-
Tauuio CpeaCTB 3aluTbl MHPOP-

mauuu;
- obyueHue nepcoHana, UCMosnb-
3ylolWero CpeacTsa  3aluThl

nHdopmauun, nprumeHaemble B
NHPOPMALIMOHHBIX CUCTEMAX;

- yYyeT MuCnonb3yemblX CpeAcTB
3aWwmTbl  MHGOPMaLMK, [OKY-
MeHTauun K HuM, HocuTenei
NepPCOHasbHbIX AAHHbIX;

- yyeT OTBETCTBEHHbIX ML, AONY-
LLieHHbIX K paboTe ¢ nepcoHanb-
HbIMW JaHHbIMY B UHbOpPMaLm-
OHHOW CUCTeME;

- nepuopMYecKnii KOHTPOMb Hafj
MCNoMb30BaHMEM CPefcTB 3a-
LWWTbI NEePCOHANbHBIX AaHHbIX.

CnegyeT OTMETUTb aKTyaJIbHOCTb

BOMpoCa O MNpefocTaBleHUn nepco-
HanbHbIX JaHHbIX TPETbVM CTOPOHaM
Kak C TOYKM 3PeHWs Halnuma oCcHoBa-
HVA ANA NpefoCcTaBneHns JaHHbIX, Tak
M C TOYKM 3peHuns 0bA3aTeNlbHOro Ha-
NnYnA [OroBopa C AaHHOW CTOPOHOW,
B KOTOPOM A0/KHa OblTb ycTaHOBNEHa
06a3aHHOCTb 0ObecneyeHnsa KoHOUOEH-
LpanbHOCT! 1 6e30MacHOCTU nepco-
HasIbHbIX AAHHbIX TPETbel CTOPOHOIA.
B 3aknoueHMe MOXHO OTMETUTb
OCHOBHble Mpobnembl B obnactu 3a-
WWTbl MePCOHaNbHbIX AAHHbIX, Takue
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KaK BbICOKasA CJIOXKHOCTb W, COOTBET-
CTBEHHO, CTOMMOCTb PaboT no 3awyuTe
NepCoHasNbHbIX AaHHbIX, @ TaKXe no-
HVIMaHMWe YCTaHOBJIEHHbIX TPEOOBAHUIA
3awmTbl. Mcxops v3  cywecTByowmx
npob6nem B faHHOW obnacTtu, Heobxo-

Aumo obecneumntb, yTobbl PaboTbl No
3aLmMTe NepCOHasbHbIX AaHHbIX NPY UX
06paboTke B MHGOPMALMOHHBIX CUC-
Temax ObinM HeOTbeM/IEMOW YacTbio
paboT no co3gaHuio cammx MHpopma-
LIOHHBIX CUCTEM.

CnncoK HOpMaTNBHOW 1 Hay4YHOW NNTepaTypbl:
1. 3akoH Pecnybnukn MongoBa «O 3awuTte nepcoHanbHbIX AaHHbIx» N217 oT

15.02.2007.

2. 3akoH Pecny6nuku Mongosa «O6 ytBepxaeHun MNonoxeHus o HaunoHanb-
HOM LEHTpe MO 3aluTe NepcoHasibHbIX AaHHbIX, CTPYKTYpbl, NpeaenbHOn
LUTATHOM YNCSIEHHOCTU 1 NopsaKa drHaHcuMpoBaHmsa» N2182 ot 10.07.2008.

3. wwwi.itsec.ru.

Anexcandp Kexa, < INTEXNAUCA” S.A.

AYAWNT BE3OMACHOCTW KOPTTOPATUBHbIX
NHOOPMALMOHHbBIX CUCTEM

The art of information security auditing is not only a measurement of the
quality of technical means of protection, but also in evaluating the quality of their
service and level of business process organization. Key indicators should describe
the status of all properties of the object, because this is the only way to make the
right conclusion about the state of information security in the organization.

BaxkHelwwmnn pecypc coBpeMeHHO-
ro obuwectsa - MHPopmauma — ogHo-
BPEMEHHO HeceT B cebe U OrpoMHyIo
Yyrpo3y Ans Hero, CBA3aHHYI0 C BHYT-
peHHel cneuudurKonm 3Toro pecypca.
MpocToTa 1 6onbluoe YnCio pasnny-
HbIX CMocoboB poctyna u moandu-
Kaumm unHbopMaLuK, 3HauuTenbHoe
KOSINYeCTBO KBanMoULUNPOBaHHbIX
CneyranuncToB, LNPOKOe UCMONb30Ba-
Hue B OOLECTBEHHOM MPOV3BOACTBE
crneyranbHbiX TeXHUYECKMX CPeacTs
MO3BOJIAIOT 3M0YMbILWIEHHUKY MpPaK-
TUYECKN B 06O MOMEHT U B Nobom

MecTe OCyLeCcTBAATb AeNCTBYSA, Npea-
cTaBnsowWwme yrposy WHbOpMauroH-
HOV 6e30MacHOCTM KaK B JIOKaSlbHOM,
TaK 1 B rnobanbHOM MacluTabax.

Ayaut nHdopmaLmoHHon 6esonac-
HOCTW — 3TO CUCTEMHbI Mpouecc no-
Ny4YeHVs 06BEKTUBHbBIX KaueCTBEHHbIX
N KONIMUECTBEHHbIX OLEHOK TEKYLLEro
COCTOAHMA KOprnopaTueHon nHpopma-
LUMOHHOW CUCTEMbl B COOTBETCTBUWN C
onpeaeneHHbIMK KpuTepuamm nHop-
MaLWOHHOWN 6e30MacHOCTU.

OcHoBHas 3afjaya ayguta — o6b-
€KTVBHO OLEHWTb TeKyllee CoCTos-
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Hne nHopMaLMOHHOM 6e30nacHoOCTM
KOMMaHWW, a TaKXe ee afleKBaTHOCTb
NOCTaB/IEHHbIM LIEIAM 1 3aavYam 6m3-
Heca no yBenuueHunio 3GdeKTUBHOCTN
N PeHTAabenbHOCTM 3SKOHOMUYECKOMN
NeATeNbHOCTU KOMMaHU.

Pe3ynbtaTbl ayguta no3BOAAT Mo-
CTPOUTb ONTUMAsbHYIO MO 3ddeKTrB-
HOCTW 1 3aTpaTam CUCTEMY 3aLLUTbI KOp-
nopaTvBHON MHbopMaLmK, aneKBaTHYO
TeKyLMM 3aAa4am 1 Lenam 6rsHeca.

HeoxopgumocTb ayauta 6e3onac-
HOCTU ANA Balleil KoMNaHun

BakHOM cocTaBnAioLen pa3BUTUA
COBPEMEHHbIX NPeanpuATA ABRAeTCA
aBTOMaTu3aLUmA 613HeC-NPOLLECCoB C UC-
Mosib30BaHMEM CPELCTB BblUUCINTENb-
HOW TeXHWKMN N TeTEKOMMYHUKaLIA.

CnepctBmem 3TOro ABAAETCA Hey-
KNOHHbIV pOCT 06bEMOB MHbOPMaLUN,
KoTopasA nofeepraetca obpaboTke 1
HaKOMEHWIO B /TEKTPOHHOM BUAE.

PocT 3neKTpOHHOro [OKYyMeHTO-
obopoTa npegnpuATUA yBennumBaeT
3aBUCMMOCTb ycrexa AeATenbHOCTU
OT HenpepbiBHOCTU GYHKLMOHMPO-
BaHUA WHPOPMALMNOHHOW CUCTEMBI
(UC). OyHkumoHanbHocTb UC Heob-
XO4MMO paccMaTpurBaThb C TOUKM 3pe-
HUA eaUHOro Lenoro nytem obecne-
YeHNA COXPAHHOCTN KOPNOPaTUBHOMN
nHbopmaumm B npouecce ee obpa-
GOTKN 1 XPAHEHMA HA IMEKTPOHHbIX
HOCUTENSsIX.

MprBbIKaa K noBcegHEBHOMY WC-
Nonb30BaHNIO MHGOPMALMOHHDBIX TEX-
HONMOIMI, Mbl YacTO 3abblBaemM O TOM,
YTO HAEXHOCTb TEXHWKW W [NaBHOE
— YCTPOWMCTB XPaHEHMWs 3N1EKTPOHHOW
NHPOPMALIMM KOHEYHA, B CBA3U C YeM
CylLecTByeT BEepOATHOCTb OTKa3a 060-
pyaoBaHuA, npusogAwan K c6oam B
[OCTyne K 3N1eKTPOHHON nHbopmaLmu,

a B XyALWeM Ciyyae — K YaCTUYHON nnun
nonHon ee notepe. bonee Toro, mbl
coBcem He 3aboTmmca o paspaboTke
1 BHeAPEHWM NnaHa MeponpuATUin no
BOCCTaHOBNEHU0 paboToCnocobHOCTH
MC nocne Kpusuca.

OTtka3 o6opyaoBaHMA 3a4acTyto
NPOVNCXOAUT VMMEHHO B TOT MOMEHT
BPEMEHMU, KOrAia 3TO HAHOCUT Hambonb-
wuid ywep6. Mi3secTHbl cnyyau, Korga
nNpocTo UHGOPMALIMOHHON CUCTEMbI
NPYBOAUN K 3KOHOMUYECKUM Y6bIT-
KaM, MHOroKpaTHO MpeBbIWaoWwmnm
CTOUMOCTb CaMOW CUCTEMBI.

PocT nHdpopmaumoHHon cructembl
nNpeanpuATUA, ABNAIOWNACA HEMUHY-
eMOl YacCTblo YCMELWHOro pPa3BUTKA
6u3Heca, BneyeT 3a coboi yxectoue-
Hue TpeboBaHWI K HemnpepbiBHOCTU
ee QYHKLUMOHMPOBaHMA, a Takke K
COXpaHHOCTN K obecrneyeHnto KOH-
buaeHUManbHOCTM  KoprnopaTuBHOW
nHoopmaumn. NC npegnpuatna npe-
BpallaeTcsa M3 NeyaTHON MaLUUHKW B
WHCTPYMeHT BefeHus 6usHeca, 4To, B
CBOIO ouepefb, BTArMBaeT npeanpu-
ATMe BO BCce 6ONbLUY 3aBUCMMOCTb
OT YA3BUMOCTU, NOCTOAHHO YC/IOXKHA-
towenca NC.

OTcyTCTBME NNaHa MePONPUATAIA NO
BOCCTaHOBMNEHNIO paboTocnocobHOCTH
MNC nocne Kpwu3nca AaBnAeTca ogHUM U3
KPUTNYECKNX acrneKToB yA3BUMOCTU. B
cylyyae BO3HMKHOBEHUA $opc-Markop-
HbIX 06CTOATENbCTB MOXHO apeH0BaTb
HOBOE MOMeLUeHNe, 3aKyNUTb TEXHUKY,
NOAKMIOUNTb TENeKOMMYHUKaLUMKU, HO
HeNb3A BOCCTaHOBUTb paboTocnocob-
HocTb UIC, ecnn yTpaueHa nHdopmaums
1/Vnun cneumann3nmpoBaHHble CpefcTBa
ee 06paboTKu.

OueHb Ba)KHO MOHUMATb M 0CO3Ha-
BaTb, YTO:



SECURITATEA INFORMATIONALA 2009 89

obecneyeHne MHOOPMALMOH-
Hol 6e30MacHOCTM — 3TO Hernpe-
PbIBHBIA MpoLecc, B3anuMoyssi-
3blBalOLMI NPaBOBbIE, OPraHu-
3aUMOHHbIe 1 NPOrpaMMHoO-an-
napartHble Mepbl 3aLKnTbI;

B OCHOBE 3TOr0 NpoLecca NeXuT
nepuognyeckmin aHanus 3awm-
LLIEHHOCTV MHOOPMALMIOHHON CU-
CTeMbl B pa3pese BYAOB Yrpo3 u
OVHAMUKIM X Pa3BUTUS;
UMHPOPMALIMOHHaA cucTemMa B
CBOEM pa3BuUTUM [JO/MKHa nop-
BepratbCs NeProANYECKIM Peop-
raHn3auvAam, OTNPaBHOM TOUKOWN
KaXQoW 13 KOTOPbIX CIYXKUT aHa-
N3 BbISIBNEHHBIX YS3BUMOCTEN
npu NpoBeieHN ayauTa UHop-
MaLMOHHOV 6€30MacHOCTU.

Ayaut nHbopmaLmoHHon 6e3onac-

HOCTU
pabor:

BKJIlOYaeT cneaytowmne 3Tanbl

KomMnnekcHbli aHanu3 nHdop-
MaLMOHHBIX CUCTEM KOMMaHWK
N nofcucTembl MHbOPMaLMOH-
Holi 6e30MacHOCTU Ha MpaBo-
BOM, METOJOMNOMNMYECKOM, Opra-
HM3aLMOHHO-YMpPaBNEHYECKOM,
TEXHOJNIOTMUECKOM U TEXHUYeC-
KOM YPOBHSX. AHan13 pUCKoB;

- Pa3pabotka KOMMIEKCHbIX pe-
KomeHAauwuin Mo MeToAosormye-
CKOMY, OpraH13aLMOHHO-yNpaB-
NeHYeCKoMy, TEXHONOMMYeCcKo-
My, OOLLeTEXHNYECKOMY 1 Mpo-
rpaMmHo-annapaTHomy obecre-
YyeHuno pexrma NC komnaHmu;

- OpraHu3aunoOHHO-TEXHONOT -
yeckun aHanus VIC komnaHuu;

- JKCnepTM3a peLeHni 1 NpoeK-
TOB;

- PaboTbl N0 aHanu3y JOKyMeHTO-
obopoTa M nocTaBke TUMOBbIX
KOMMMEKTOB OpraHW3aLyoHHO-
pacnopaanTenbHON  [AOKYMEH-
Taumu;

— PaboTbl, noaaepKmBatoLLe npak-
TYECKyYIo peanv3aumio nnaHa 3a-
LWMTbI;

— lNoBblweHne KBanudukauum u
nepernoproToBKa creLunanvcTos.

Ayaut  nHpopMaumMoHHOW  6es-

OMacHOCTU AOMXKEH GbITb OPUEHTMPO-
BaH Kak Ha crneuvanuctoB B obnactu
IT-6e30nacHOCTK, TaK 1 Ha cneyunanu-
CTOB B 06n1acT MeHeKMeHTa. Takon
MOAXOL, YCTPaHAET CyluecTByloLee He-
JOMOHMMaHWe cneunanmcToB B obna-
CTV VHPOPMaLUOHHOW 6e30MmacHOCTH
TOP-meHepxepamu KOMMaHWW.

Jinteparypa:

1. Kypwuno A.N., 3e¢upos C.J1., TonosaHos B.b. n ap. Ayoum uHgpopmayuoHHou
6e3onacHocmu. — M.: i3patenbckan rpynna «b[LI-npecc», 2006.

2. WrHatbeB B.A. U 266 VHpopmayuoHHAs 6e30nacHOCMb COBPEMEHHO20 KOM-
Mepyeckozo npednpuamus: MoHoepagus. — Ctapbin Ockon: OO0 «THT», 2005.

3. www.infosecurity.ru

4. www.bezpeka.com
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Anexcandp Kamunckuii,
Pecnybnuxa Mondosa

OOPMUPOBAHWE NONNTUNKIN BE3ONACHOCTH
NHOOPMALMOHHbIX CUCTEM

Formation of the security policy of information systems

Monutnka 6e3onacHocTM (MH-
dopmaummn B opraHusauun) (Organiz-
ational security policy) - 370 coBOKyn-
HOCTb AOKYMEHTUPOBAHHbIX MpPaBui,
npoueayp, MPaKTUYECKUX MPUEMOB
NN PYKOBOAALMX MPUHLMMOB B 06-
nactn 6e3onacHoCT MHbopMaLMK,
KOTOPbIMU PYKOBOACTBYETCA OpraHu-
3aUMA B CBOEW AeATeNIbHOCTU.

B coBpemMeHHOI NpakTuke TepMnH
«MONNTUKa 6e30MacHOCTU»  MOXeT
YyNnoTpebnAaTbCA Kak B LUMPOKOM, Tak
MU B Y3KOM CMbICNie crioBa. B wwupo-
KOM CMbIC/le NONNTMKa 6e3onacHoCT
onpegenseTca Kak cuctema JOKyMeH-
TUPOBAHHBIX YMPABNEHUYECKUX peLle-
HUI No obecrneyeHunio 6e3onacHOCTM
opraHusauun. B y3kom cmbicne nop
NoNUTUKON 6e30MacHOCTU  06bIYHO
NOHMMAIOT NOKaJIbHbIN HOPMATUBHbIN
JOKYMeHT, onpepgensawowmin  Tpebo-
BaHMA 6e30MacHOCTU, CUCTEMY Mep,
nM6o MopAdOK AENCTBUN, a TaKke
OTBETCTBEHHOCTb COTPYAHUKOB Op-
raHV3aumMm N MexaHWu3mbl KOHTPONSA
Onsi onpefeneHHon obnactn obecne-
YyeHus 6esonacHocTu. Mprmepamu Ta-
KUX [JOKYMEHTOB MOTYT CITY>KUTb:

- MMpaBuna paboTbl nonb3oBate-

nen B KOPNopaTUBHOM CeTu;

- TMonntuka obecneueHuns 6e3o-

NacHOCTW yaaNieHHOro focTyna
K pecypcam KopropaTUBHOW
cetn;

- TMNonutnka obecneueHusa 6eso-
MacHOCTU NPY B3aUMOZENCTBIM
c ceTbio MIHTepHeT;

- AHTVMBUpYCHas MNONWTUKA, WH-
CTPYKUMA MO 3alMTe OT KOM-
NbIOTEPHbIX BUPYCOB;

- TMNonwuTrka BbIGOPA M NCNONbB30-
BaHWA Naponew;

- TpaBuna npefgoctaBneHnsa Ao-
CTyna K pecypcam KopropaTtus-
HOW ceTu;

- TonnTnka yctaHOBKM O6HOBIE-
HUIA NporpaMmHoro obecneyve-
HUS;

- TonuTrKa u pernameHT peseps-
HOrO KOMMPOBaHUA W BOCCTa-
HOBJIEHUA AAHHbIX;

- CornaweHve o cobniogeHun pe-
Xnma nHopmaLlmoHHON 6e30-
MacHoOCTW, 3aK/lyaemoe CO
CTOPOHHVMY OpraHU3aLuAMU.

Pa3paboTtka nonntmk 6e3onacHoCTH

COBCTBEHHBIMM CUNAMV — AAINTENbHBIN U
TPYAOEMKUIA MpoLiecc, TpebyioLLero Bbl-
CoKoro npodeccrMoHanvama, OTIMYHOTO
3HaHUA HOpMaTMBHOM 6a3bl B obnactu
nHpopMaLmoHHon 6Ge3sonacHocTu. [Mo-
3TOMY pelLLeHVe BONpoca O pa3paboTke
3P PeKTMBHOM MONUTUKN MHPOPMALIMOH-
HoW 6e30MacHOCT Ha COBPEMEHHOM
npeanpuATAN 06A3aTeNlbHO CBA3aHO C
npobnemoli Bbibopa Kputepres 1 Mo-
KasaTenen 3alMULeHHOCTH, a Takxe 3¢-
bEKTMBHOCTU KOPMOPATUBHON CUCTEMBI
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3awutbl  MHpopmaumun. Bcnepcteume
3TOro, B JOMOMHeHWe K TpeboBaHUAM
U peKkoMeHZauuAam CTaHAapToB, 3a-
KOHaM M VHbIM PYKOBOAALMM [OKY-
MeHTaM NPUXOAWNTCA UCMONb30BaTb
pAA MeXAYyHapOoAHbIX peKoMeHZaL M.
B TOM uncne apantupoBaTtb K oTeye-
CTBEHHbIM YCJIOBUAM U MPUMEHATb Ha
NPaKTUKe METOANKN MeXAYHapOLOHbIX
CTaHAAPTOB, Takux Kak: ISO 17799, ISO
9001, ISO 15408, BSI, COBIT, ITIL v ppy-
rve, a Takke 1CNonb30BaTb METOANKMN
ynpaBneHna MHPOPMaLMOHHbIMA pPUC-
Kamy B COBOKYMHOCTU C OLIeHKamu
3KOHOMUYEecKol 3PPEKTUBHOCTU UH-
BECTULUI B obecneyeHne 3almTbl NH-
dopmaumm npeanpuATHA.

OCHOBHbIMV HOPMATVBHBIMU JOKY-

MeHTamu B 06nacT MHGopMaLMOHHON
6e30MacHOCTM BbICTYNaloT:

- «Obwne KpuTepun  OLEHKM
6e3omnacHOCTN MHPOPMaLMOH-
HbIX TexHonorum» (ISO 15408),
KoTopble onpeaensoT GyHKUNY-
OHasibHble TpeboBaHUs 6e30-
nacHoctn n TpeboBaHUA afek-
BaTHOCTU peanuvsaumm GyHKLUIA
6e3oMnacHoOCTY;

- «[lpaKTnyeckune npasuna ynpas-
neHns nHOGOPMaLMOHHON Ges3-
onacHocTtbio» (/SO 17799). Han-
HbIi CTaHOAPT COAEPXUT CuCTe-
My MpPaKTAYecKux Mpasua no
ynpasneHuto MHGOpMaLMOHHON
6e30MacHOCTbIO U UCNoNb3yeTca
B KauecTBe KpuTepueB OLEHKM
3pPeKTUBHOCTU  MeXxaHM3MOB
6e30MacHOCTM Ha opraHu3auu-
OHHOM YPOBHE, BKJIlOYasa agmu-
HUCTPaTUBHbIE, NpoLeAypPHble 1
dusnyeckre mepbl 3aLuUTbl.

CopeprKaHue nonuTuKM 6esonac-

HOCTW.

ObecneyeHve VHGOPMALMOHHOM
6e3onacHoCT npepgrionaraeT MoAYN-
HeHHOe eAnHOMY 3aMmbiCily, 3pdeKTUB-
Hoe VHpOpMaLMOHHOe 06CnyKuBa-
HVie 1 ynpaBneHne BCeMn cpescTBamu
KOMMNEKCHOW 3aluTbl MHpopmauuy,
afeKBaTHOe OTpakeHve Yrpo3 WH-
dopmaumoHHon 6e3onacHocTu. MMas-
HaA Leflb MPUHMMAEMbIX Mep 3alUnTbl
nHopMaunM COCTOUT B TOM, YTOObI
rapaHTMpoBaTb LeNOCTHOCTb, Jo-
CTOBEPHOCTb, AOCTYMHOCTb /1 KOH-
dupeHumnanbHocTL MHbOPMaLM BO
BCex ee Bupax U ¢dopmax, BKouyasa
JOKYMeHTbl U [aHHble, 06pabaTbiBa-
emMble, XpaHuUMble 1 nepefaBaemMble B
MHGOPMALNOHHO-BbIYNCNTENbHBIX
N TeNeKOMMYHUKALMOHHbIX CrcTeMax
He3aBMCVMO OT TuMa HoCUTEnen 3TUX
AaHHbIX. OpraHusauma MHGOPMaLMOH-
HbIX PecypcoB [jo/KHa obecneynBaTb
UX [OCTaTOYHYI MOSIHOTY, TOYHOCTb
W aKTyanbHOCTb, 4TOObI YAOBNETBO-
PATb NOTPEBHOCTU XKN3HELEATENBHOCT
OpraHM3aUuy, He XepTByAa Mpu 3TOM
OCHOBHbIMW MpUHUMNamMy MHpopma-
LMOHHOW 6e30nacHOCTN.

Mpu 3TOM OCHOBHOW NOCLUTKOM AN
pa3paboTku NonuTUKKU 6e30nacHoOCTH,
ABNAIOTCA CrieaytoLme NPUYMHbI, KOTo-
pble MOXHO pa3fennTb Ha BHYTPeHH e
1 BHELUHWe.

BHyTpeHHne:

- TpeboBaHWs PYKOBOACTBA;

- obecneyeHne KOHKYpeHTOCHO-

cobHOCTY;

- [EeMOHCTpauua  3auHTepeco-
BaHHOCTV PYKOBOACTBa B 0be-
cneyeHUn  UHGOPMALIMIOHHOM
6e30nacHoOCTy;

- BOBJIeYEHME COTPYAHWKOB B
npouecc obecneyeHuss nHdop-
MaLIMOHHOW 6e30NacHOCTY;
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- YMeHblUeH/e CTOMMOCTM CTpa-
XOBaHWs;

- 3KOHOMMYecKaa Lenecoobpas-
HOCTb;

BHewwHwe:

- TpeboBaHUA 3aKoHOAATENbCTBA
1 CTaHAAPTOB:

- TpeboBaHUA KMEHTOB 1 NapT-
HeposB;

- HeobXxoaMMoCTb cepTudUKaumm
o cTaHpapTam;

TpeboBaHWs ayauToOpOB;

Monntrka nHdbopmMaLoHHoN 6e3o-
NacHOCTU ABNIAETCA MNaHOM BbICOKO-
ro YPOBHA, B KOTOPOM OMMUCHIBAOTCA
Lenu 1 3afaun MeponpuaTuin B chepe
6e30macHOCTH.

[lnA NoCTPOEHUA MNONUTUKW WH-
dopmauroHHON 6e30MacHOCT peKo-
MeHayeTCcA OTAeNbHO paccmaTpuBaThb
cnepytoLyie HanpaBneHns 3aWmnTbl UH-
C])OpMaLWIOHHOVI CUCTEMBI:

3awmTa 06beKTOB MHPOpMaL-
OHHOI CUCTeMbl;

- 3awwuTa npoueccos, npouenyp
1 nporpamm 06paboTku nHdpop-
Maumu;

- 3awuTa KaHanoBs CBs3K;

- MNopaBneHne nOGOYHLIX 3neK-
TPOMArHUTHBIX U3JTyYEHW;

- YnpaBneHve cMctemon 3aluThbl.

Mpu 3TOM MO KaxkAOMY U3 nepeymnc-
NeHHbIX Bbllle HanpasneHuid Monutrka
MHPOPMALIMOHHOI 6e30MacHOCTU JOK-
Ha ONKMCbIBaTb CriefytoLyme STanbl Co3fa-
HWA CPeACTB 3aLWTbl MHbOPMaLK:

1. OnpegeneHne VHPOPMaLMOH-
HbIX 1 TEXHUYECKMX Pecypcos,
nopnexalymx 3alure;

2. BbiaBneHne nonHoro MHoXe-
CTBa MOTEHUMANIbHO BO3MOX-
HbIX Yrpo3 W KaHasioB yTeuku
uHdopmaunu;

3. lMpoBefeHne oLeHKN yA3BUMOC-
™M U PUCKOB MHbOPMaLMK Npw
MMEIOLLEMCA MHOXEeCTBE Yrpo3
1 KaHasoB yTeuKky;

4. OnpegeneHue TpeboBaHUN K
cucTeMe 3almnTbl;

5. OcyuwecTBneHue Bblbopa cpep-
CTB 3alWuTbl MHOPMaLMK 1 KX
XapaKTepuCTuK;

6. BHegpeHue 1 opraHusauuna uc-
NoJsib30BaHUA BbIOPaHHbIX Mep,
cnoco6oB 1 cpefCTB 3aluUThl;

7. OcyluecTBneHne KOHTpona Le-
NOCTHOCTY 1 yrnpaBJieHre cucTe-
MO 3aLLMTbl.

Monntuka 6e3onacHocT - 3TO
OpraHu3aLMoOHHO-NPaBOBON U Tex-
HUYECKNA [OKYMEHT OAHOBPEMEHHO.
Mpn ero cocTaBneHuM Hapo Bcerpa
onMpaTbCA Ha MPUHLUM  Pa3yMHON
[OCTaTOYHOCTU U He TepATb 34PaBoro
CMbICNIa. DTOT MPUHLMM O3HaYaeT, YTo
3aTpaTthl Ha obecneuyeHve 6e3onac-
HOCTW UHbOPMALMUN AOMKHBI ObITh He
6osblue, yeM BennMyMHa MnoTeHumasnb-
Horo ywep6a ot ee yTpaTbl. AHaNU3 puc-
KOB, MPOBEJEHHbIN Ha 3Tane ayawTa,
NMo3BOJIAET PaHXMpPOBaTb UX MO Benw-
YMHe U 3alWmLaTb B NepByto oyepenb
He TONIbKO Haunbonee yA3BUMbIE, HO 1
obpabaTbiBaolne Hambonee LeHHYio
MHGOPMaLMIO YYaCTKN.

ApneKBaTHbIi ypoBeHb HbopMaL-
OHHOI 6e30MacHOCTV B OpraHm3aumu
MOXeT ObITb obecrieyeH TONMbKO Npu
KOMMJIEKCHOM MOAXOAE, BKJIIOUAKoLLEM
KaK MpOrpamMHO-TEXHMYECKWE, TaK ”
opraHv3aLVoHHble Mepbl 3aLuTbl. Mpw-
YeM OpraHM3aLUMOHHble Mepbl urpa-
0T 6oniee BaXkKHyl0 posib U B CPeAHeEM
[OMKHbI COCTaBNATL 6onee 60% ycunuin
B 3TOM HarpasneHuun. S$peKTUBHOCTb
MOObIX CNOXHBIX 1 [OPOrOCTOALMX
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NPOrpamMMHO-TEXHNYECKNX — MEeXaHM3-
MOB 3aluUTbl MOXeT ObiTb CBefeHa K
HYJII0 B CJTyyae, eCnv Nonb3oBaTeny UH-
$OPMaLIMOHHBIX CUCTEM UTHOPUPYIOT
3nemMeHTapHble MpaBuia MaposibHON
NOMUTVKU. YCTaHOBKa MEXCEeTeBOro
3KpaHa MOXeT Aae MOHU3UTb 3alyy-
LEHHOCTb CeTW B CJlyyae OTCYTCTBUA
NOUTVKU YyrpaBneHnsa [JOCTYMNOM, KO-
TOPYIO OH AOSKEH peanv3oBblBaTh. B
OCHOBE OpraHV3aLMOHHbIX Mep 3aluu-

Tbl MHGOPMALM NIEXAT NONNTUKN 6e30-
NMacHOCTW opraHu3auuu, ot 3dodeKTuB-
HOCTM KOTOPbIX B HAUOObLUEN CTENEHN
3aBUCUT YCMELLHOCTb MEPONPUATII NO
obecneyenuto Ub.

BaXXHO MOMHUTb, UTO Mpexae Yem
BHeApATb KaKue-nnbo peLieHns no
3awute uHbOpMaUMM  HeobXoaMMO
pa3paboTtaTb NONMTMKY 6e30MacHOCTH,
aleKBaTHYI0 LiefIAM 1 3afjayaM CoBpe-
MEHHOTO NPeanpUATHS.

Jinteparypa:

1. Paspabomka nonumuku UHEGOPMAYUOHHOU 6e3onacHocmu npednpuamus.
Ceprei MeTtpeHko, Bnagumup Kypbatos, komnaHua AinTu.

2. Paspabomka npasun uHgopmayuoHHou 6ezonacHocmu. CKoTT bapmeH.

3. [pakmuueckue acnekmel pazpabomxu NoaUMUKU UHGOpMayuoHHoU 6e3onac-
Hocmu. Ceprein A. OxprmeHKo, KoHcTaHTuH ®. Cknndoc.

4. QopmuposaHue nonumuku 6ezonacHocmu 0718 UHGHOPMAYUOHHOU cucmemeil.
Cepren A. OxpumeHko, lfeHHagun A. YepHen.

5. Monumuka 6e3onacHocmu: paspabomka u peanusayus. B.I. TpnbyHWH.

6. OCHOBHble MONOXEHUA MeXAYHapOoAHOro CcTaHAapTa 6e3onacHocTn 1SO/

IEC 17799.

Anna Munosanosa,
dTe&IS Management»

AYOUT NHOOPMALIIOHHOW BE3OMACHOCTW

Ha cerogHAwWHWIA JeHb Kopnopa-
TUBHbIE CETU aKe HeGONbLINX KOMMa-
HWU NpeaCcTaBAAlT cobol JOCTaTOYHO
CNOXHble U MHOTrodyHKLMOHanbHble
06beKTbI, NO3BONIAKLME pellaTb pas-
NINYHble 3adaun. HblHewWwHsA TeHaeH-
UMA K YCNOXHEHNIO GYHKLMOHaNbHOC-
TW, aAMUHUCTPUPOBaHUA WHPOpPMa-
LMOHHbIX CUCTEM BefEeT K MOABNEHUIO
BO3pacTaloLero uncna owmnbok, cBA-
3aHHbIX C 6€e30MacHOCTbIO CUCTEMDI,

a MHOrAa K HegoCTaTOUYHOCTM OnbiTa
1 3HaHUI ana 6e3omnacHoOro agMnHK-
CTPUPOBAHUA CUCTEMBI.

B cBA3M C 3TMM 06LWeENPUHATON
NPaKTUKOW ABNSETCA NPOBefeHME CTO-
|POHHEN, LOBEPEHHOW, CNeLnann3npo-
BAaHHOW KOMMaHWel BCECTOPOHHEro
ayauta uHdopmaumoHHol 6e3onac-
HocTu (MB) BCex aBTOMATM3MpPOBAH-
HbIX pecypcoB u 6u3Hec-npoLeccos
KOMMaHuu.
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Ayaut Wb npepcTtaBnaet cobon
KOMMMIEKC MeponpuATA NOony4YeHus
OOBEKTUBHBIX KAUeCTBEHHbIX U KO-
NINYECTBEHHbIX OLEHOK O TeKyliem
COCTOAHMM  MHbOPMaLMOHHON  be3-
OMacHOCTM B KOMMNaHUK, NPOBOANMbIN
He3aBMCUMBIMW 3KCMepTaMm B COOT-
BETCTBUM C BU3HeC-NpoLeccamn Komna-
HUN 1 MEXAYHAPOIHbIMU CTaHAAPTaMM.
O6bekTamy ayauMTa MOryT BbICTYMaTb
Kak MHGOPMaLMOHHAs cMcTeMa B Lie-
JIOM, TaK U €€ OTAENbHbIE KOMMOHEHTbI,
obecneunBaiowme 06paboTKy KoHPU-
AeHUManbHon nHbopmaunn.

Ayaut Mb no3sonsaeT ycTaHOBUTb
cooTBeTcTBME YypoBHA Wb KomnaHum
BblABMraemMbIM BHYTPeHHUM TpeboBa-
HuAM, TpeboBaHMAM [eNcTBylOLEro
3aKOHOAATENbCTBA Y MEXAYHaPOLHbIX
CTaHAAPTOB, a TaKXe CTeneHb obecne-
YeHNA napamMeTpoB KOHdMAeHUManb-
HOCTW, LLENOCTHOCTM U BOCTYMNHOCTU pe-
CypcoB MHGOPMALIMOHHON CUCTEMBI.

Ayant Wb moXHO pasgenutb Ha
1Ba OCHOBHbIX B1Aa:

- DKCNepPTHbI ayamnT — BbiABIEHNE
HEe[0CTaTKOB B CUCTEME 3aLLUTbI
MHPOPMaLMM Ha OCHOBE OMbITa
SKCMepToB, yYacCTBYIOWKMX B ay-
auTe;

- ayAauT Ha COOTBETCTBME MEXAY-
HapoAHbIM CTaHAApPTaM — CpaB-
HeHue cocTosaHnA Vb komnaHnn
C HEeKUM abCTpaKTHbIM onuca-
HYeM, MPUBOAVMbBIM B MeXay-
HapOAHbIX CTaHAAPTaxX.

Cpean OCHOBHbIX CTAaHZAPTOB, Ha
COOTBETCTBUE KOTOPbIM MPOBOAMTCA
ayauTt B, MmoxHO BblgennTb:

- ISO/IEC 27001:2005 WHdpopma-
LUMOHHble TexHonorun. Metoabl
obecneyeHua  6Ge3onacHOCTL.
Cuctembl  MeHefKMeHTa  WH-

dopMaLMoHHOM 6e30nacHOCTU.
TpeboBaHus;

- ISO/IEC 17799:2005 WHbopma-
LMOHHan TexHonorus. MpakTuye-
CKve npaBwnia YnpaBnieHusa WH-
dopMaLMOHHON 6e30MaCHOCTBIO.

CnepyeT OTMETWTb, UTO AnA Op-

raHM3aumm OonTUManbHOro noaxoaa
K nposefeHuto ayauta Wb cnegyet
MNCMONb30BaTb U COBEPLIEHCTBOBATH
naelo akTmeHoro ayauta Wb, cytb Ko-
TOPOW 3aK/IOYAETCA B COYETaHUN TeCTa
Ha NPOoHUKHOBeHWe 1 ayanTa /b B Tpa-
OVLMOHHOM MOoHMMaHuK. B npouecce
ayauta b B OCHOBHOM MpMMEHAIT
cnegyoLie MeToguKu:

- METO/MKa aKTUBHOIO KOMMEKC-
Horo ayauTa, BKMouyasa ob6A3a-
TesibHble TeCTbl Ha MPOHUKHO-
BEHME KaK 13 BHELUHEN, Tak U 13
BHYTPEHHeN ceTy;

- meTtoamka KOHOOP ocHoBaHa Ha
NnpoBepKe COOTBETCTBUS TPebo-
BaHMAM cTaHpapTos ISO/IEC 27-
001:2005 n ISO/IEC 17799:2005;

- metoauka PU® ocHoBaHa Ha
mMogenu yrposbl — yA3BUMOCTU
Ans onpeaeneHns puckos 6eso-
NacHoOCTW.

Ha ocHoBe cnoXuBLluenca npakTu-

K1 Npuv nposeaeHun aygnta UMb peko-
MeHJYeTCA OCHOBbLIBATbLCA Ha Crepyio-
WMX NpuHumnax [4]:

- MpUMeHeHVe Mogenein HapyLuu-
Tenel Kak BHYTPEHHero Hapy-
wunTena (Hanpumep, UHcangep),
Tak M BHELWHero HapywuTens
(Hanpumep, xakep, KOMMbIOTEP-
HbI NPeCTYMNHNUK);

- onpegeneHne ob6nactn npose-
JeHuns ayanTa;

- aHanu3 nyTeii NOBbILEHUA NPU-
BUNErnii — ayanTop U3HavyanbHO
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“MeeT TONbKO GU3NYeCcKnin fo-
cTyn K obcnepyemoit nHdop-
MaUVOHHON CcuUcTeme, noruye-
CKve npaBa [OCTyna emy He
NpepoCcTaBAATCA, Nocne yero
ayauTop otpabaTbiBaeT Bce BO3-
MOXHbl€ MyTV NOBbILLEHVA NPW-
BUJIEMNIA OT KHYNIEBOrO» YPOBHS,
OLIeHMBaA KPUTUYHOCTb 1 BEPO-
ATHOCTb UX peanu3aumu;

- aHanu3 BAVAHWA BbIABNEHHbIX
YA3BUMOCTEN Ha  3aluLleH-
HOCTb BCell MHPOPMALVOHHOM
CUCTEMBI B LIESTOM;

- TMOWCK HOBbIX yA3BUMOCTEN;

- Hannume CTPOron  CUCTEeMbI
KnaccmouKaumm yassumocTen;

- MNprYMeHeHMEe MeTOAoB CouW-
arnbHOW NHXeHepun Ana nmnTa-
U1 [enCcTBUN HapyLwnTens, Ha-
npaB/eHHbIX Ha MoNb3oBaTenel
MHGOPMALIMIOHHON CUCTEMbI.

B uncno 3apay, KoTopble peluatTca

B Xofe nposefeHua ayauTa Wb, BxopAr:
cbop 1 aHanu3 NCXOAHbLIX AaH-
HbIX 006 OpraHU3aUVOHHOW 1
byHKUMOHaNbHOM  CTPYKType
MHGOPMALIMIOHHON CUCTEMbI;

- aHanu3cylecTBytoLen NoauTH-
Ku o6ecneyeHus Vb Ha npegmet
NOMHOTHI 1 3$dEKTUBHOCTY;

- BblIBNIeHMe 3HauYMMbIX yrpo3 Vb
1 NyTen ux peanvsauum;

- BbIIBNIEHVWE U PaHXUPOBaHue
Mo cTeneHy OMacHOCTW Cylue-
CTBYIOLMX YA3BUMOCTEN TEXHO-
NOrMYeCKoro U opraHy3aLMoH-
HOro xapakTepa B UHdopMaLu-
OHHOW CucTeme;

- aHanu3 UHGOPMaLIMOHHDBIX 1 TeX-
HOMOIMYECKNX PUCKOB, CBA3aH-
HbIX C ocyLLecTBieHem yrpos Vb
yepes BbIABNIEHHbIE YA3BUMOCTY;

- MpoBeAeHMe TeCTOBbIX CLeHa-
pveB no HapyweHuio Wb Kpu-
TUYECKN BaXKHbIX KOMMOHEHTOB
UHGOPMALIMOHHON CUCTEMB;

- pa3paboTka MpeasioKeHUin u
pekomeHpaLMiA Mo MONUTMKE
obecnieveHus Wb, no BHexpe-
HVIO HOBbIX 1 MOBbIWEHWNIO 3¢-
bEKTMBHOCTM  CyLLeCTBYOLWMX
MexaHn3moB obecneyeHus UB.

PesynbraTom nposefeHHoOro ay-
AVTa ABNAeTCA [eTalbHbIA OTYerT,
copepXalluin onmncaHme BCeX BbiAB-
NEHHbIX TEXHONOTNYeCKux ya3BUMO-
cTen obcnepgyeMoint MHGOPMAaLMOH-
HOW CMCTeMbl, KOMIMIEKCHYIO OLIeHKY
cnctembl ynpasneHna Wb, a Takxe
pa3paboTaHHble pekomeHpauuu no
MOBbIWEHNIO TeKyLLero ypoBHs obe-
cneyeHuna Ub.

MOXHO OTMeTWUTb, YTO OfHUM W3
KpUTepueB KauecTBa BbIMOJIHEHHOIO
ayanTa ABNAETCA MOJIHOTA BbIABJIEH-
HbIX HeJOCTaTKOB, YA3BUMOCTEN U He-
COOTBETCTBMI B cMCTeMe obecneyeHns
6e30MacHOCTN KOMMaHWn 1 copep-
XKaTeNlbHOCTb peKoMeHAauMi Mo ux
yCTPaHEeHMIO.

PesynbtaTbhl nmpoBefeHHOro wuc-
cnegoBaHua B Pecnybnuke Mongo-
Ba [3] mokasbiBalT, 4TO M3 yucna
OMpPOLEHHbIX KOMNaHWA JNvlb B
30% nposoawunca ayaut Wb, B 40%
He nposoaunnca, B 6,7% nnaHupyeTt-
ca, a B 18,3% paxke He nnaHupyeTca.
bonblMHCTBO pecnoHAeHTOB cuu-
TalT, YTo ypoBeHb Vb nx komnaHwumn
HefoCTaTouYeH, 4YTo AOKa3blBaeT He-
06X0AMMOCTb B MpoBefeHnn ayau-
TOB Wb C TOUKM 3peHmna ymeHbLleHnA
PVUCKOB M YnyYlleHUA MpoLeccoB.
OpgHako 11,5% komnaHui Hamepe-
Hbl CHMXaTb PUHAHCMPOBaHMe Npo-
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rpamm B obnactu Wb, B npotreoBec
UM 77% Hao60pOT HamepeHbl yBenu-
ymBaTb 3aTpaTbl.

HecmoTpAa Ha 37O, cnegyeT oTme-
TUTb, YTO MHOTMe KoMnaHun ByayT 3a-

MHTepecoBaHbl B ayaute Wb, Tak Kak
3a4acTyl0 PYKOBOACTBY  KOMMaHWiA
TpebyeTcA He3aBMCUMaA OLEHKA CO-
ctosHua Wb, pneatenbHoctn cnyx6 b
1 NPOEKTOB B fJaHHOI obnacTu.

Cnncok HOpMaTMBHOW N Hay4YHOW NTepaTypbl:
1. ISO/IEC 17799:2005 MHdopmaLmoHHas TexHonorus. Mpaktnyeckne npasuna
ynpasneHua nHbopmaLMoHHON 6e30nacHOCTbIO.
2. ISO/IEC 27000 - Cemencteo MexayHapoaHbix CtaHgapToB Ynpasnernus VH-

¢dopmaLmoHHol besonacHocTblo.
3. www.crime-research.md.
4. www.itsec.ru.

JTunus Ilasnosa,
rkomnanus IT&IS Management SRL

YMPABJIEHUE PUCKAMU
B NHOOPMALMOHHbIX TEXHONTOTNAX

B HacToAee BpemA uHPopmauwm-
OHHble TexHonorun (UT) 3HaumTenbHO
pacLMpunmM BO3MOXXHOCTW AJ1A BeAeHUsA
6u3Heca. BbicoKmne TexHONorm no3Boss-
I0T HE TONbKO NOBbICUTb SPEKTUBHOCTD
6U3HeC-NPoLLEeccoB, HO U MOryT CTaTb
WCTOYHUKOM KONOCCaNibHOMO  yulepba.
YTeuka KOHPUAEHLMANbHbIX AaHHbIX,
BUPYCbI, Xakepbl, CMam — AaHHbIX MPO-
61eM NOYTU HEBO3MOXKHO N36eXKaTb, Tak
Kak WX CylecTBoBaHMe 0O6YyCOBNEHO
npumeHeHnem UT B 6rsHece. Tem He me-
Hee, NT-puckamun MOXHO ynpaBsnAaTb.

YnpasneHnne WT-puckamun crtaHo-
BUTCA BCe 6ornee 3HauYMMbIM pa3fenom
obuweln cnctembl YnpasneHus Pucka-
MU. Mepbl N0 aHanU3y 1 MUHUMMU3ALN
NT-pnckoB cocTtaBnAlT npeamer oOT-
OenbHOW ANCUUMNIMHBI — YNpaBfeHne
NHPOPMALIMOHHO-TEXHONOTNYECKMMM

puckamu (Information Technology Risk
Management — ITRM).

YnpasneHue UT-puckamn coctout
M3 NX NeproANYECKON OLEHKN U Bbl-
NOMHEHNAMEPONPUATUI MO CHUKEHWNIO
BbIAB/IEHHbIX PUCKOB 10 NPYEMIEMOro
YPOBHA. [laHHbIN NpoLecc BK/OYaeT B
ceba ynpaeneHue puckamm besonac-
HOCTW, AOCTYMHOCTW, NPOV3BOAMNTENb-
HOCTW 1 COTNTacoOBaHHOCTMW.

Ona ynpasneHuna UT-puckammn He-

06x0MO NPUMEHATb:

- MEeTOAMKNM, YuuTblBawOWmMe mMo-
noxeHna n TpeboBaHMA MeXay-
HapogHbix ctaHaapTtos ISO/IEC
17799, BS7799, ISO/IEC 27001;

- CobiT (Control Objectives for Info-
rmation and related Technology);

- pekomeHgauum NIST (National
Institute of Standards and Tech-
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nology), B uactHocTun NIST SP800-
30 Risk Management Guide for
Information Technology Systems;

- 3akoH CapbeiiHca-Okcnu.

B pe3ynbrate onpoca, npoBeneH-
HOro aHaNUTMYeCKoNn KomnaHuen Free-
form Dynamics, cpeamn 715 pykoBoau-
Tenen UT-otgenos B cTpaHax Eeponbl
1 BnvkHero BOCTOKa, CTano OYeBMAHO,
4TO, HeCMOTpPA Ha Bce bonee KauecTBeH-
HYI0 OLIEHKY PWCKOB M YnyulleHHoe
nnaHNUpoBaHVe [EeATENIbHOCTU MO KX
NpefoTBPALLEHUNIO, MHOTE KOMMaHWUn
BCe elle He MMelT UHTErpMpoBaHHOM
cTpateruv ynpasneHuna UT-puckamu.

WccnepoBaHne nokasano, Yto ofHa
U3 IMABHBbIX MPWYMH OTKa3a OT BHEAPEHNS
HOBbIX TEXHOJIOMNI, HEOOXOAMMbBIX AJis
CO3AaHNA KOHKYPEHTHbIX NPenMyLLIeCTB,
pa3BuTUA BusHeca 1 obecneyeHns CooT-
BETCTBUA HOPMATMBHBIM TPeOOBaHUAM,
— MOCTOAHHbIe onaceHna no nosogy UT-
6e30MacHOCTY 1 HeyBEepPEeHHOCTb, YTO Ta
1 1Y Has TEXHOMOTUA MOXKET ObITb MHTE-
rPUPOBaHa C CMCTEMaMV XPaHEHUS U BOC-
CTaHOBMEHMA AaHHbIX KOMMAHUW.

SddekTnBHOE ynpasneHue UT-puc-
KaMun ABNAEeTCA 06A3aTeNbHOM YacTbio
6U3Heca, CyuwlecTByOLWEN [AnA TOro,
yT06bI NPY BO3HVMKHOBEHUW PUCKOB B
obnactu T pearnpoBaTtb Ha HUX AOSX-
HbIM 06pa3oMm, YyNpaenATb VMU, U3Me-
pATb, KOHTPONUPOBATb 1 MOAAEPKU-
BaTb MHGOPMMPOBAHHOCTb O HUX.

CTpyKTypa 1 npoLecchl ynpasBieHms
UT-prickamn  pgomkHbl  obecneunBaTb
TOYHOCTb, KOHGUAEHUMANbHOCTb, [O-
CTYNHOCTb, 6e30MacHOCTb 1 CKOPOCTb
nepefaun nHGopmaLmm, KoTopasa Co3-
faetcsa, obpabaTbiBaeTcA U pacnpo-
CTPaHAETCA BHYTPY KOMMaHWU Y MEXAY
KnueHtamu. HecobniogeHne opHoro
WK BCEX 3TUX YCIIOBUI MOXET cepbes-
HO OTpa3nTbCA Ha penyTaumm unm ¢u-

HaHCOBOM COCTOSIHUW KOMMaHUN.

Mpoueccbl ynpasneHusa UT-pucka-
MU criegyioLme:

1. WHBeHTapum3auua unHpopmauu-
OHHbIX AKTUBOB U OLEHKAa MX
KPUTUYHOCTY;

2. VipeHTndmKauma yrpos v yassu-
MOCTel;

3. OnpegeneHve BepOATHOCTEN ©

BO3JeNCTBUN;
. AHanu3 yrpos u yassumocTtemn;
. OnpepeneHune pncKoB;
. AHanu3 prcKkos;
BbI6op NproprTeTHBIX AN1A 3aLy-
Tbl aKTUBOB 1 yTBEpPXKAEeHWe Mna-
Ha MepPONPUATUI MO UX 3aLLUTe;

8. OueHKa 1 KOHTPOMb PUCKOB.

B npouecce wvHBeHTapuzaumn UH-
$OPMALIMOHHDBIX aKTMBOB AOIMKeH ObiTb
COCTaBneH o6 MakeT MHGOPMALIMIOH-
HOW MHGPACTPYKTYpbl KOMMaHUK. B 3ToM
acrekTe B pa3gen MHGOPMALIMOHHDIX aK-
TVBOB 6yAyT BXOAWTD: MHGOPMaLIMOHHbIE
pecypcbl, MporpaMMHoe obecrnieueHue,
MaTepuanbHbIe aKTVBbI 1 YCITyTU.

AHanus puckoB — COCTaBHasA 4YacTb
ynpaBneHna HGOPMaLMOHHbIMUN PUC-
Kamu, B npouecce KOTOPOro oLeHuBa-
I0TCA YA3BMMOCTA WHPOPMaLMOHHOM
NHGPACTPYKTYPbl KOMMNAHUK K yrpo3am
6e30MacHOCTW, UX KPUTUYHOCTb 1 Be-
poATHOCTb yuiepba, BbipabaTbiBaloTCA
KOHTPMEpbI MO YMEHbLUEHNIO PUCKOB
[0 NPUeMIEMOro YPOBHA 1 obecrieun-
BaeTCA KOHTPOMb 3awuTtbl MHPOpMa-
LIMOHHOW MHPPACTPYKTYpbI.

CambIMK MONYNAPHBIMK MeTOAMKa-
MW aHanm3a PUCKOB ABMAIOTCA ameput-
KaHcKas meTogmKka Carnegie Mellon's
OCTAVE (Operationally Critical Threat,
Asset, and Vulnerability EvaluationSM)
Security Risk Evaluation n aHrnuickas
metoguka Commercial Risk Analysis and
Management Methodology (CRAMM).

~Nou s
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OueHuBaa pwuckn, UT-cneumanuc-
Tbl HE OrPaAHNUYNBAIOTCA ML OLHUMMU
NHGOPMALIMOHHBIMU CUCTEMAMU, NPO-
rPaMMHbIM, annapaTHbIM U KOMMYHW-
KaLMOHHbIM obecrneyeHmneMm, a paccma-
TPUBAIOT TakKe BONpochl Gpu3myeckon
6e30nMacHOCTM U YyuUTbIBAIOT YenoBe-
yeckun dpakrtop.

OueHky UT-prckoB cnegyet npoBo-
OUTb He pexe ABYX pa3 B rof, YTo0bl MOX-
HO 6bINIO raPaHTNPOBATb, YTO HE OCTANNCh
HEeBbIABNEHHbIMW HOBble OMacHOCTY, a
NPOTNBOJENCTBME BbIABNEHHBIM PUCKaM
ocyuectansetcs 3bdeKTrBHO.

BHyTpn opraHusaumm pabota no
OLleHKe PUCKOB [OMKHA ObITb HOpMa-

nu3oBaHa nytem GOPMMPOBaAHUA CO-
OTBETCTBYIOLUEN NOANTUKN, CO3AaHUA
CTaHJapTOB M PYKOBOACTB.

S¢ddeKTMBHbIE NpoLiecchl ynpasne-
HnA UT-puckammn cokpallaloT 3aTpatbl
1 MOTyT NOBbICUTb Banoson goxog. Ot
npoueccos ynpasneHua WT-puckamum
MOXeT ObITb MOJlyyeHa 3HauNUTeNbHas
npsAmMas 3KOHOMKA 3aTpaT, OTparkato-
LAACA Ha YMcToW NpubbINK, B Jonro-
CpOYHOI NepcneKkTrBe ropasgo 6onee
LeHHbIMU. B Lenom 6ynet nosbilweHne
Ba/lOBOro JOXOAa, Kak CleAcTBre CBOe-
BPEMEHHOrO OroBeLeHNA O PUCKax,
cTpaTernyeckme MHBeCTULNN U Yyu-
LIeHMe NPON3BOAUTENBHOCTN.

Cnncok HOPMaTUBHOI N HAYYHON NNTepaTypbl:
1. 1SO/IEC 27005:2008 MHpopmaLmoHHas TexHonorua — Metogbl besonacHocTu
- YnpaeneHue prckamm nHbopmMaLMoHHOM 6e30MnacHOCTU.
2. NIST 800-30:2002 PykoBOACTBO NO ynpasneHuio puckamu gna UT-cucrem.
3. COBIT KoHTposbHble 06BbeKTbI AnA MHGOPMALIMOHHBIX Y CMEXHbIX TEXHONTOTUIA.

Onez Cononetxo,
Se»T Mold

OLIEHKA SKOHOMWYECKOW SOOEKTIBHOCTU
MHOOPMALIMIOHHOW BE3OMACHOCTW

This article describes how to assess the cost-effectiveness of information se-
curity through methodologies ROIL, TCO, as well as the possibility of applying
a set of methods to assess a number of financial and non-financial indicators

such as KPI and BSC.

NndopmaumoHHan 6e3onacHOCTb
— ecTb Npouecc, HanpaBneHHbIN Ha fo-
CTUXKEHME COCTOAHWA  3aLUMLLEHHOCTM
MHGOPMALIMOHHOW Cpefibl:  YCTPOICTB,
MPOLLeCccoB, NPOrpamm, 1 fAaHHbIX, 0bec-
neumBawIWMin  KOHOMAEHLMANBHOCTD,

LIeNOCTHOCTb U AOCTYNHOCTb UHPOPMa-
LMK, KoTopas 06pabaTbiBaeTCs, XpaHUT-
CA Vi NepefiaeTcs B 3TON cpefe.
Knaccmyeckoin oueHkon 3ddek-
TVBHOCTU MHPOPMALMOHHON Ge3onac-
HOCTU AABNAETCA ayAnT Ha COOTBETCTBUE
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cTaHpapTy. HeckonbKko net Ha3sag, A3u-
aTcKo-TXOOKeaHCKOEe SKOHOMUYECKOE
COTPYOHUYECTBO MO TENIeKOMMYHMKa-
unsam n nHpopmatmsaumm (APEC TEL),
COCTaBMJIO CMUCOK CyLIeCTBOBaBLUUX
Ha TOT MOMeHT cTaHgapTtoB Wb, wuc-
kntoyasa Poccumio u ctpanbl CHI, n gano
UX KpaTKoe OMucaHvne B [OKYMeHTe
“APEC-TEL — INFORMATION SYSTEMS
SECURITY STANDARDS HANDBOOK:".
WcTouHrkom ana cnvcka 6binum: ISO/
IEC, CCITT, IETF, ANSI, NIST, EESSI v gpy-
rve. /Ix oKasanocb CBbilLE MATU COTEH.
KonnuecTtBo HauMOHaNbHbIX CTaHAap-
ToB B Poccum no uHdopmaumoHHon
6e3onacHoctu 6onee 30. B Monaose
B KauecTBe cTaHAapTa 6bU1 NPUHAT SM
ISO/CEl 17799:2004 WHdOpMaLMOH-
Hble TexHonorun. CBog NpaKTUYeCcKnx
npasun gna ynpaeneHus UHdoOpMa-
LUMOHHOM 6e30MacHOCTbIO, KOTOPbIN
npencTaBnseT cobon nepeBog Ha pyc-
CKA N PYMbIHCKWIA A3bIKW CTaHAapTa
ISO/IEC 17799:2000 Information tech-
nology - Code of practice for informat-
ion security management.
NHdopMaLroHHbIe pecypchbl, Kak
U MaTepurasibHble pecypcbl, obnagatoTt
KauecTBOM U KOJIMYECTBOM, WMET
cebectoumoctb n ueHy. Cebectou-
MOCTb MHbOpPMauUN onpegensaeTcs
KONIMYECTBOM, 3aTpayeHHoOW Ha ee
NMPOW3BOACTBO SHEPrM (YMCTBEHHbIX
ycunuin), GUHaAHCOBBIX 1 MaTepuaib-
HbIX 3aTPaT Ha ee AOKYMEHTMPOBaHNe,
XpaHeHne, obecrneyeHne COXpPaHHO-
CTr, 06paboTKy U Mepefayy Nno KaHa-
nam ceA3n. LleHa nHpopmaunn, Kak u
OCTaJIbHbIX TOBAPOB, CKJaAblBaeTcA
13 ce6ecToMmMoCT 1 BENNYMHBI Npu-
6bIIM OT ee peanusaumn. Kak BuaHo
M3 BbILIEN3NIOXKEHHOIO, MHbOopMauus
obnagaert cBocTBaMM TOBapa, U, cne-

[OBaTenbHO, Kak 1 noboli ToBap, oHa
MOXeT y4YacTBOBaTb B ToBapoobopoTe
N ABNATbCA OObEKTOM npaBa, UMeTb
npousBofuTens, cobCTBEHHMKA, Bna-
Zenbua u notpebutens.

C TouKkM 3peHVsa noTpebuTens Ka-
4ecTBO Mcnosb3yemon MHdopmMaLmnn
NMo3BOJIAET NOMyYaTb AOMNONHUTENbHbIA
SKOHOMWYECKU MW MOpPasbHbIN 3¢-
¢bekT. C TOUKM 3peHnsa obnagarens — co-
XpaHeHve B TallHe KOMMEPYECKU BaXK-
HOM MHbOPMaLMM NO3BONAET YCMeLHO
KOHKYpUPOBaTb Ha PbiHKE MPOW3BOA-
CTBa, U cObITa TOBApPOB 1 YCIYT.

Mpu nonbITKe MCNONb30BaTh KdC-
cuyeckue MemoObl OUeHKU UHBecmuyu-
OHHbIX NPOEKMO8 NPV OLieHKe 3KOHO-
Muyeckon 3¢odeKTMBHOCT UHbOPMa-
LIMOHHOW 6e30MacHOCTW, NpeAnosnarato-
el onpepeneHie Takoro Mokasarens,
Kak Ko3bdUUMEHT peHTabenbHOCTH
nHeectnumin (ROI), cyliecTByloT CNOX-
HOCTV C OLeHKOW LeHbl nHopmMaumy,
BEPOATHOCTU OCYLIECTBIEHNA Yrpo3bl
M KaK CfiefcTBue — CTOMMOCTU HaHe-
CeHHoro ylepba B pe3ynbrate AaHHON
Yrpo3bl, Tak Kak OTCYTCTBYIOT CTaTUCTU-
yeckue faHHble Mo CTpaHe ¥ Nno oTpac-
NAM. Pe3ynbTaTbl TAXKENO aprymeHTUpo-
BaTb ANA NpeAcTaBneHna GuHaHCOBOMY
PYKOBOACTBY, TaK Kak SKOHOMMYeCKas
3¢ $eKTBHOCTb BO3HMKAET Mpu BO3-
HVIKHOBEHMW MPOrHO3MpyemMoro cobbl-
™A. To ecTb 3KOHOMMYecKas dbdek-
TUBHOCTb BO3HWKAeT MpW YCneLwwHoM
peanu3auum yrposbi.

Mpn wucnonb3oBaHuM pacuyeta
no 3ampamHeiM Memooam OUeHKU —
onpepeneHne COBOKYMHOW CTOMMOCTU
BnageHus (Total Cost of Ownership,
TCO) Heo6x0AVMO CpaBHEHME onpee-
neHHoro nokasatena TCO c aHanorny-
HbiMn nokasaTenamu TCO no oTpacnu
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(C aHanMOrMyHbIMN KOMMAHUAMU) U C
«Ny4YWMMK B Tpymne», YTo Hempume-
HVMMO MO MPUYUHE OTCYTCTBUA TaKUX
JaHHbIX B HaLLen cTpaHe.
KomniekcHble MemoObl OLLeHKU Ha-
60opa GUHAHCOBBLIX U HedUHAHCOBbIX
nokasarenen spdektneHocTn (KeyPerf-
ormance Indicators, KPI) u cbanaHcupo-
BaHHaA cMcTeMa rnokasatenei HoptoHa
n KannaHa (Balanced Scorecard, BSC)
MOryT ObITb NMPUMEHEHbI ANA OLEHKM
SKOHOMUYECKOW 3dPEeKTUBHOCTU UH-
dopmMaLmMoHHON 6e30MacHOCTY, KaK 3TO
onucaHo B Control Objectives for Inform-
ation and related Technology (COBIT®) n
B pAfAe cTaTen Ha caiite Information Sy-
stem Audit and Control Association (IS-
ACA). CnoHOCTb BHEAPEHUA 3aKIIoya-
€TCA B TOM, YTO YPOBEHb 3perocTyi opra-
HM3aLmKn No Mogeny TeXHONormyeckom
3penoctn (Capability Maturity Model
Integrated, CMMI) fomxeH 6bITb “Qua-
ntitatively Managed”. 3To 3HauuT, uTO B
opraHu3auuy onpepeneHbl U OnucaHbl
npoLecchl U yCTaHOBIEHbI CTaHAAPTHI B
npepenax opraHmsaumu. Mpucytcteyet
[eTaNbHOe onu1caHne BCex NpPoLeccos,
B KOTOPOM Jlyyllle pacKpblBalTCA CBSA-
3 U 3aBUCMMOCTW, 3HaHME KOTOPbIX
NO3BONAET  yNyylnTb  yrpasrieHve.
Bbi6paHbl cnocobbl, KOTOpble MpU UC-
NOSIb30BaHUM  CTAaTUCTUYECKUX METO-

[OB U APYrUX KOJIMYECTBEHHBIX TEXHUK
MO3BONAIOT KOHTPONMPOBATb KauecTBO
BbIMOJIHEHWA NPOLIECCOB.
DKoHOoMUYecKas 3$EeKTVBHOCTb
npouecca ynpaeneHns MHGOPMaLMOH-
HOWi 6€30MacHOCTbI0 BO MHOFOM 3aBUCUT
VIMEHHO OT OCO3HaHUA TOTO, UTO HYXXHO
3aWMWaTh M Kakve ycunua Ans 3Toro
notpebytotca.  YnpaBneHve puckamu
No3BONAET CTPYKTYpMpOBaTh feATeNb-
HOCTb ynpaBneHus WHGOPMALMOHHONM
6€e30MacHOCTbI0, HaWTU OOLMIA  A3bIK
C BbICWIMM MEHEKMEHTOM OpraHu3a-
unK, oueHUTb 3PdEKTUBHOCTL PaboTbl
n 0OOCHOBaTb peLleHVsi Mo Bblibopy
KOHKPETHbBIX TEXHUYECKUX U OpraHu3a-
LIMOHHBIX Mep 3al4WTbl Nepeq BbiCLIUM
MeHe[KMeHTOM. PelunTb 3Ty 3agauy He-
BO3MOXHO 6€3 NpYBNEYEHN MEHeMXe-
OB OCHOBHOIO HanpaBeHWs fLeATeNb-
HOCTV OpraHu3aLmy Kak CpefHero, Tak
1 Bbicwero 3BeHa. Kakue 6bl moaxompl
HW WCMONb30BaNUCb AN U3MEPEHUs U
YNyuLLEHVs CTeneHr MHGOPMALIMOHHOIA
3aLUMLLEHHOCTY B OPraHu3aLum, OLieHKa
1X OObEKTUBHOCT, NO-BUAVMOMY, ABIIS-
€TCA NPUHLMNManbHbIM $GakTopoM, Cno-
COBCTBYIOLLVIM PACCMOTPEHMIO CTEMEHN
nx 3GPEKTVBHOCTU U OCHOBbLI AJ1Si BHE-
CEHVAi HeOOXOAMMBIX YCOBEPLUEHCTBO-
BaHWN B 06Mactn UHGOPMALMOHHOW
6e30MacHOCTV OpraHu3aumu.
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MD-GRID CERTIFICATION AUTHORITY

Certificate Authority is a trusted network entity, responsible for managing
X509 digital certificates and is a trusted entity that validates the identity of the
holder of a digital certificate. Paper describes the particularities of MD-Grid
CA established for grid users and scientific communities of Moldova.

I. Introduction

A Certification Authority (CA) is an
authority in a network that issues and
manages security credentials and pub-
lic keys for message encryption and
decryption. The CA computer, where
the signing of the certificates will take
place, needs to be a dedicated machine,
running no other services than those
needed for the CA operations. The CA
computer must be located in a secure
environment where access is controlled,
limited to specific trained personnel.

Software-based private keys of
the CA must be protected with a pass

phrase of at least 15 elements and that
is known only by designated person-
nel of the CA. On-line CA’s using Host
Security Module (HSM) must adopt a
similar or better level of security. Copies
of the encrypted private key must be
kept on off-line media in secure places
where access is controlled.
Il. RENAM services
RENAM Association implements
and run a range of services that require
authorization or authentication [1,2]:
« CERT - since May 2007 RENAM
association start own CERT
center.
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« GRID - in September 2007
RENAM association deployed
first GRID site in Moldova and 4
new nodes are under construc-
tion under SEE-GRID range of
EU-cofunded projects.

+ Video conferences - RENAM
can organize videoconferences
using specific communication
equipment and technologies.

« LMS - RENAM association can
propose LMS to all their net-
work users.

« Access to scientific publications.

lll. GRID authentication and

main actions for MD Grid CA de-
ployment

European Grid computing authen-

tication is based on services provided

by the European Policy Management
Authority for Grid Authentication in e-
Science (EUGridPMA)[3]. EUGridPMA
is a body that was created to estab-
lish requirements and best practices
for grid identity providers to enable
a common trust domain applicable
to authentication of end-entities in
inter-organizational access to distrib-
uted resources. As its main activity the
EUGridPMA coordinates a Public Key
Infrastructure for use with Grid au-
thentication middleware.

General structure of a RENAM CA in
cooperation with EUGridPMA as root is
represented at fig. 1. In process of de-
velopment of CA, with EUGridPMA as
root, following information must be
conveyed to the PMA Chair:

¥

seu

~erjdPma

N

Regional CA

RA

Ny

RA

Figure 1. General structure of a RENAM CA in cooperation with EUGridPMA

- Name of the person represent-
ing the Authority in the PMA
and possibly an alternate. In this
section will be provided com-
plete information about respon-
sible person, and their abilities
to work in dedicated domains

(data encryption, secured net-
work’s, and other).

« Contact information. In this sec-
tion will be presented detailed
contact information of CA geo-
graphical placement, phone or
fax number’s, email addresses.
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« geographical and community

scope of the Authority;

« CP and CPS document(s) and

a link to where the CP/CPS will
be made available to interested
parties. In this section will be
described a specific document,
which is named Certificate policy/
Certification Practice Statement
(CP/CPS). The document also can
be retrieved through web site
where CP/CPS is accessible.

CP is a named set of rules that indi-
cates the applicability of a certificate to
a particular community and/or class of
applications with common security re-
quirements. Forexample, a particular CP
might indicate applicability of a type of
certificate to the authentication of par-
ties engaging in business-to-business
transactions for the trading of goods or
services within a given price range.

CPS is a statement of the practices
that a certification authority employs
in issuing, managing, revoking, and re-
newing or re-keying certificates.

« fingerprint(s) of the source of

trust or root certificate.

Each authority must publish for

their subscribers:

+ the CAroot certificate or the set
of CA certificates up to a self-
signed root;

+ a http or https URL of the PEM-
formatted CA certificate;

+ a http URL of the PEM or DER
formatted CRL;

+ a http or https URL of the web
page of the CA for general infor-
mation;

« the CP and/or CPS documents;

- an official contact email address
for inquiries and fault reporting

+ a physical or postal contact ad-
dress

IV. Conclusions

At present RENAM is ready to put

in production the CA, which will serve
as a local CA and RA for Moldavian re-
search and educational community for
specific purposes like support of grid
sites operation, MD-CERT, LMS, data
transfer between applications, serv-
ices with authentication and for the
purpose of securing RENAM users data
transfer.
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OBECMNEYEHWE KAYECTBA YCJIYT
B COEPE TEJITEKOMMYHUKALIAIA

C noABneHnem KOHKYpeHLIMN Ha Te-
NEKOMMYHUKALIMOHHOM PbIHKE OTYeT-
NMBO 0603HAUUNNCL [BE TEHAEHLMW:
CTPeMieHne onepaTopoB YyyLInTb Ka-
YeCTBO CBA3U 1 CepBUCa N MaKCMMallb-
HO pPaclIMpWTb CNEKTP Mpensiaraembix
KNUEHTY YCIyr.

TenekoMMyHUKaLMOHHble  KOMNa-
HUK BeAyT NOCTOAHHYIO 60pbOY 3a no-
BblLEHME KayecTBa — 3TO M KayecTBO
YCNYT, N KayecTBO YNpaBfieHWs, NHBe-
CTULWIA, BCETO, YTO MO3BONAET KOMMa-
HUN 6bITb Hanbonee 3dpdeKTNBHOMN 1
KOHKYPEeHTOCMOCOBHOI.

TenekoMMyHUKaLMOHHbIe yCayrn v
yCnyrn MHPOPMALIMOHHBIX TEXHOMOMNIA
He nopnexat oba3aTenbHoN cepTudrKa-
LW, 1 NOATBEPXKAEHNE COOTBETCTBUSA NX
KauecTBa onpefeneHHbIM TpeboBaHNAM,
CTaHAAPTaM OCYLLECTBIAETCA KOMMaHUs-
MU B AO6POBONBHOM MOPsAfKeE.

MonyuyeHne ceptnduKkata mMeHen-
*KMEeHTa KauecTBa ABSIAETCA NOATBEPX-
AeHnem 3¢deKTUBHOCTU MpoLeccoB
B KOMMaHUW, BbICTPOEHHON CUCTEMBbI
yrnpaBfieHns, CrnocobHON aAeKBaTHO
pearmpoBaTb Ha W3MEHEHWA PbIHKA,
BbICOKOW OLIEHKE U KOHKYpPEHTOCMOo-
COBGHOCTM KOMMaHUM Ha MeXpayHa-
pofHOM pbiHKe. Co3paHHasA cuctema
no3BonAeT MUHUMMN3MPOBATb PUCKN U
CBA3aHHbIE C HUMW YOBITKY, UCKITIOUNTb
HeHyXHoe fybnupoBaHuie GyHKLUNIA.

B HacToAlee BpemA TeneKoMMY-
HMKaLMN MepeXuBatoT KauyecTBeHHO

HOBbIi 3Tan pPa3BUTWUA, CBA3AHHbIN
CO CMEHOWN WCXOAHON KOHLenTyasb-
HO/l Mopenu pa3BUTUA TesleKoMMY-
HMKaUWi, KOTOopas 3aKJloyaeTca B
nepexope K TeNekoMMyHMKaLNOHHbIM
cucTemaMm, B KOTOPbIX MpepocTaBne-
HMe ycnyr oTAaeneHo oT QYyHKLMOHW-
poBaHVA ceTell 3NeKTPOCBA3N, 1 ANA
npefocTaBieHNA pPas3NYHbIX BUAOB
YCAyr NCNonb3yloTCA eAnHbIE MyNbTU-
CepBUCHble CETU, OPUEHTMPOBaHHbIe
Ha NakeTHbI TpaduK.

KoHuenTyanbHble OCHOBbI aHanu-
3a Pacxofj0B Ha KayecTBO MpPoAyKumn
n ycnyr dopmupyet PAF-mopenb ame-
PMKaHCKOro 3KCrmepTa Mo Bomnpocam
kauectBa A. QelireHb6ayma. Ee rnaBHas
ugea — OTHOCUTENbHO Hebonbluve
BJIOXKEHWA B A€ATENIbHOCTb MO npeay-
npexgeHnio NpPou3BOACTBa HeKaue-
CTBEHHOW NPOAYKLMW, yCIyT NpUBOAAT
K 3HauMTenbHOMY COKpalleHuio no-
Tepb BC/IeACcTBMe 6paka (Kak BHyTpeH-
HUX, TaK W BHELUHWX)

TenekoMMyHUKaLMOHHblE  KOMNa-
HWW JeKnapupyloT ciegylollye Lenv B
obnacTu KayecTBa:

1) cTporoe cooTBeTCTBME MNpefo-
CTaBnAeMbIX YCIyr MeXayHapoa-
HbIM, HaLMOHabHbIM 1 Kopropa-
TVBHbIM CTaHAapTam 1 Tpebosa-
HUAM;
obecrieyeHme TEXHNYECKOTO YPOB-
HA MpefoCTaBAeMbIX YCnyr, Co-
OTBETCTBYIOLLErO WAN NpeBblLLa-

N
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loLLiero ypoBeHb BeayLuyx npes-
npuaTAin 1 GUpm, JENCTBYIOLNX
Ha pbIHKe yCnyr CBA3Y;
OTBETCTBEHHOCTb Nepep KNneH-
TOM 3a KauyecTBO MpefocTaBia-
eMbIX yCIyr;
4) BOCTMXKEHVE OMTMANbHOro Co-
OTHOLIEHUA  «L|E€HA/KAauecTBO»
npefocTaBnAemMbix ycnyr [Ansa
KJIMEHTOB MO CpaBHeHUto ¢ dup-
Mamui, AENCTBYIOLMMU Ha PbIHKE;
pacluMpeHne  HOMEHKMaTypbl
npepocTaBiAeMblX yCayr, npe-
MMYLLECTBEHHO 3a CYET NCMOJIb-
30BaHVA HOBENLWVX TEXHONOT 1N
B obnactu cBasu. PazpaboTka n
BHe[lpeHVe HOBbIX YCNyr, MakK-
CYMaJIbHO MOJTHO YAOB/ETBOPSA-
IOLLMX 3aMPOChl KIVEHTOB;
MOCTOAHHOE CHIKEHWE KOSnye-
CTBa »anob 1 peknamauun co
CTOPOHbI KINEHTOB;
dopmMmrpoBaHMe UMUAKA KOM-
MaHUM Kak BbICOKOTEXHONOIMY-
HOW 1 NpefoCTaBAALLEN YCIy-
I BbICOKOIO KauecTsa.
WccnepoBaHuAa, BhnepBble npose-
NeHHble KomnaHuen Alcatel-Lucent,
onpeaenuan Bo3pacTHylo rpynmy, Ko-
Topas chOpMUPYET CMPOC Ha PblIHKe
TeNeKOMMYHUKALMOHHbIX ycnyr. OHa
COCTOUT M3 MONIOAbIX JIoAEN B BO3pac-
Te ot 11 po 25 net.
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[InA HblHeLHero NoKoneHnA Xxapak-
TepeH aKTUBHbIN NOAXO[ K TEXHOOM-
AM. OHM XOTAT MMeTb BO3MOMHOCTb
po06aBnATb, WUCKMYaTb W U3MEHATb
K/loYeBble 3NemMeHTbl TeXHOMoruii, a
TakXe BblABNATbL U GopmMMpoBaTb HO-
Bble BapWaHTbl UCMOMb30BaHNA CBOUX
3NEKTPOHHbIX YCTPOWCTB 1 NOJIb30Ba-
TeNIbCKOro (OKOHEeYHoro) obopypoBa-
HVA ANA BOCTUMKEHUA Pa3HOOOpPa3HbIX
npodeccnoHanbHbIX N YNCTO UHAUBY-
ZyanbHbIX Lenewn.

Heo6xoa1mo oTMeTUTb, YTo 06CTa-
HOBKa Ha TeneKOMMYHVKaLOHHOM
pbIHKe 6bICTPO MEHAETCA, U y oneparo-
POB MOABNATCA HOBble CTUMYJbI AN
ynyJweHna Kayectsa ycnyr. B uncno
MPWYNH BXOANT:

- ¢dopmrpoBaHME KOHKYPEHTHbIX

NpenmyLLecT8 KOMNaHWUK;

- ncnonb3oBaHve cepTuduKata
KauectBa Npu npopaxe ycnyr
KakK CBMAETenbCTBa MOATBEPX-
OeHnA TpeTben He3aBUCUMOM
KOMMETEHTHOW CTOPOHOM BbICO-
KOro ypoBHA KauecTBa npepo-
CTaB/AeMblX KOMMaHUen ycnyr;

- pa3paboTka, CoBeplUEHCTBOBa-
HVMe CUCTeMbl YMpaBrieHUA Ka-
YeCTBOM YC/yT KOMMaHWu;

- TpeboBaHve cepTudMKaTa Ka-
YecTBa Ha YCNyru AN yyacTvs B
TeHaepe.
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ANALIZA INFRACTIUNILOR INFORMATIONALE,
A RISCULUI $I A SPIONAJULUI INFORMATIONAL

Infractiunea informationala poate fi
definitd drept un ansamblu de actiuni
nesanctionate, intentionate sau neinten-
tionate, care atenteazd la proprietate si
alte interese, directionate spre incalcarea
uneia sau mai multor stdri ale securitdtii
informationale - confidentialitate, acce-
sibilitate, integritate — stari ce caracteri-
zeaza una sau mai multe componente
ale sistemului informational economic.
Infractiunile informationale se caracteri-
zeaza, In special, prin obtinerea foloase-
lor materiale prin intermediul accesului
direct la resursele informationale.

Cele mai raspandite tipuri de in-
fractiuni informationale se considera:

1) furtul - capabilitatea de a muta

cantitati importante de infor-
matii intre calculatoare si dispo-
zitivele de stocare portabile ale
lor fard stirea si acordul utiliza-
torilor;

2) falsul - intrarea, alterarea, ster-
gerea sau supraimprimarea de
date sau de programe pentru
calculator sau orice altd compo-
nenta;
sabotajul - intrarea, alterarea,
stergerea sau suprimarea de
date sau de programe pentru
calculator sau altda componenta
cu intentia de a impiedica func-
tionarea sistemului informatic;
spionajul - activitatea de obti-
nere a datelor si informatiilor, ce

3
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constituie secrete de fabricatie
(de creatie), in scopul folosirii
lor pentru obtinerea unui avan-
taj material ilicit;

accesul neautorizat - accesul
fara drept la date prin violarea
securitatii lor;

interceptarea  neautorizata
- interceptarea fara drept si cu
mijloace tehnice de comunicatii
la date in interiorul unui sistem
sau al unei retele;
reproducerea neautorizata de
programe (soft) pentru calcu-
latorul protejat - reproducerea,
difuzarea sau comunicarea in pu-
blic fara drept a unui program al
calculatorului protejat de lege;
alterarea datelor sau progra-
melor (softului) - alterarea in
orice modalitate a datelor sau
programelor .

Aceste infractiuni constituie cam-
pul de activitate al urmatoarelor cate-
gorii de infractori:

1) hackerii profesionisti, au scop
de ,spargere” a anumitor codu-
ri, baze de date, pagini web etc.
ale sistemelor importante, care
au protectii avansate si contin
informatii strict secrete;

2) hackerii amatori - ataca tinte
aleatorii, oriunde si oricand din
curiozitate numai,sa vada ce se
intampld” sau,,sa se distreze”;
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3) crackerii — o varietate de hac-
keri, care sunt specializati in
LSpargerea” programelor share-
ware, sau care necesita un anu-
mit cod serial.

Hackerii profesionisti isi scriu sin-
guri softwareul ce le este necesar, cele
mai raspandite fiind:

1) mail nukers — bombardeaza ca-
suta postala electronica cu un
numar considerabil de mesaje
(de obicei, depaseste 10000), ce
duce la blocarea sau chiar pier-
derea ei;
net nuke - are o multime de ver-
siuni, desi toate au acelasi efect
si mod de operare: trimite un
pachet nedefragmentabil prin
retea, astfel incat cand compu-
terul-tinta va incerca sa-l de-
fragmenteze, nu va reusi decat
sa blocheze portul de retea.

Orice infractiune informationala
este legata de un anumit risc de comi-
tereaei.

Drept risc se considera nesiguranta
asociata oricarui rezultat. El este provo-
cat de urmatoarele circumstante:

1) evenimentul se produce sigur,

dar rezultatul lui este nesigur;

2) efectul evenimentului este cu-
noscut, dar aparitia evenimen-
tului este nesigura;

3) atat evenimentul, cat si efectul
acestuia sunt incerte.

Analiza riscurilor se produce cu lua-
rea in considerare a celor identificate in
prima faza si cuantificarea aprofundata
a acestora, in acest scop fiind aplicate
instrumentare matematice diverse, de

2
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la analiza probabilistica la analiza Mon-
te Carlo. Alegerea instrumentarului
matematic trebuie sa fie adaptata ne-
cesitatilor analizei si sa tina seama de
acuratetea datelor disponibile.

Diminuarea riscurilor poate fi rea-
lizata printr-o serie de instrumentare,
precum sunt: programarea stricta a
activitdtilor informationale; instrui-
rea personalului; reproiectarea con-
troalelor de securitate; repartizarea
riscurilor etc.

In cadrul infractiunilor elucidate, se
inscrie si spionajul informational, care
nu este altceva decat urmarirea uneia
sau mai multor persoane sau institutii
sau tari pentru a afla intentiile sau ac-
tivitatile acestora, pentru a informa o
terta parte.

Pentru investigarea reusita a cazu-
rilor de infractiuni informationale, este
necesara elaborarea metodologiilor de-
taliate de cercetare a lor. Pentru aceasta
este absolut necesar de a implica atat
specialisti in domeniul juridic si specia-
listi implicati in procesul de investigare
a infractiunilor - anchetatori, cat si din
domeniul tehnologiilor informationale
si specialisti in asigurarea securitatii teh-
nologiilor. Deci, scopul de baza urmarit
prin protectiainformatiilor constain pre-
venirea oricaror ingerinte neautorizate
in functionarea lui, precum si a tuturor
tentativelor de sustragere si modificare
a datelor, de scoatere din functiune sau
distrugere a elementelor structurale ale
lui, adica protectia tuturor componen-
telor Sistemului: echipamentelor, utila-
jelor, produselor de program, a datelor
si personalului.
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